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SOFTWARE LICENSE AGREEMENT

By purchasing or installing all or part of tB#nerald Management Suite, you indicate your acceptance of the
following License Agreement.

Ownership of Software-You acknowledge and agree that the computer program(s) and associated documentation
contained with the Emerald Management Suite (collectivhd/; Softwaré) are owned exclusively by IEA

Software, Inc. and/or its licensors. The Software contained in the package is protected under copyright laws and all
copyright and other intellectual property rights relating to the Software are and remaxcltigve property of IEA
Software, Inc. and/or its licensors. You may not rent or lease the Software, but you may transfer the Software and
accompanying materials on a permanent basis provided you retain no copies and the recipient agrees to the terms of
this Agreement.

License- IEA Software, Inc. gants to you, and you accept, a limited, rexclusive and revocable license to use the
Software. You agree to use the Software in maeteaelable object code form only as authorized in this License
AgreementThis License Agreement does not convey any title or interest in the Software to you. You may only use
the licensed number of Master Billing Records (MBRs) with the Software as stated in your purchase agreement.

Scope of LicenseYou may not make any chges or modifications to the Software, and you may not decompile,
disassemble, or otherwise reverse engineer the Software. You may not load, rent, lease or sublicense the Software or
any copy to others for any purpose. You agree to use reasonable effodtetd the Software from unauthorized

use, modifications, reproduction, distribution and publication. You are not permitted to make any uses or copies of

the Software that are not specifically authorized by the terms of this License Agreement. Yoemaatethis

License Agreement will allow IEA Software, Inc. to continue developing innovative and useful products and

providing a high level of customer service and support. If you do not comply with the terms of this License
Agreement, your license witle revoked.

Updates andSupport - All software updates are available via the IEA Software, Inc. web site. A maintenance
contract is available for major version upgrades, which is not included or covered as part of the basic purchase
agreement. Technicalpport is available via-Elail, support mailing lists, or a purchased telephone support
contract.

Trademarks - IEA Software, Inc., Emerald, RadiusNT, and the associated logo(s) are registered trademarks

Restricted Rights- The Software is provided with.8. Governmental Restricted Rights. Use, duplication, or
disclosure by the Government is subject to restrictions set forth in subparagraph ©(1)(ii) of The Rights in Technical
Data and Computer Software clause at DFARS 2527248 or subparagraphs ©(1) af@J of the Commercial

Computer Software Restricted Rights at 48 CFR 52.229 as applicable. The Software is also protected by
International Treaty Provisions. Manufacturer is IEA Software, Inc. PO BOX 1170 Veradale WA, 99037

Miscellaneous- This Licerse Agreement shall be construed, interpreted and governed by the laws of the State of
Washington. Should any term of this License Agreement be declared void or unenforceable by any court of
competent jurisdiction, enforcement of the remaining terms sbabanaffected. Failure of either party to enforce

any rights or to take action against the other party in the event of any breach of this Licensing Agreement shall not
be deemed a waiver of any subsequent enforcement of rights.

Limit ations of Liability and Remedies In no event shall IEA Software, Inc. or its licensors be liable for any loss
of profit or any other commercial damage, including but not limited to special, incidental, consequential or other
damage, even if IEA Software, Inc. or its licerssare advised, in advance, or the possibility of such damages. IEA
Softwar e, Il nc. and its |licenserb6és entire liability and
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(a) return of price paid, or (b) repair or replacement of the Soéiwkn the maximum extent permitted by applicable
law, IEA Software, Inc. and its licensors disclaim all other warranties, either express or implied, including but not
limited to, implied warranties with regard to the Software, the accompanying materglLifiited Warranty is

void if failure of the Software has resulted from accident, abuse or misapplication. You may have other specific
legal rights, which vary from state/jsdiction to state/jurisdiction.

Should you have any questions concerningltbénse agreement, please contact IEA Software, Inc. PO BOX 1170
Veradale, WA 99037 U.S.A. (509) 4BILL (2455).

Information in this document is subject to change without notice. No part of this document may be reproduced or
transmitted in any form onjbany means, electronic or mechanical, without the express written consent of IEA
Software, Inc.

© 19962025 IEA Software, Inc.

All Rights Reserved, World Wide
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PREFACE

EmeraldAd mi ni stratorés Guide is designed to provide detail
configuring, and administering Emerald Management Suit
guide. Itis recommended you read material presént wi t hi n Emeral d User déds guide pri
Emerald in order to gain a thorough understanding of configuration options available to you.

Emerald Management Suite is designedtilize Microsoft SQL Serverelational database package flata

storage. The database package must be installed and configured outside of the Emerald Management Suite
environment. Emerald documentation offers no specific information regarding the installation, configuration,
operation or maintenance of baghkd database application. It is highly recommended that the database application
documentation be available during Emerald Management Suite installation and setup. A good working knowledge
of your database server will aid in understanding some porioAsd mi ni strat or 6s Gui de.

SYSTEM REQUIREMENTS

Emerald Management Suite operates within a web environment based upon an integrated web server. Emerald is
accesed via any standaldTML5/CSS3compliant browsers. Emerald requires datalsaseer access, raijing
Microsoft SQL Server to be installed and configured beforeratd installatiorcan befully completed.

Emerald Management Suitarriesfollowing minimum system requirements. Listed requiremertseparate from
requirements of database servBiease note independent datakseseer installationaeed only be accessible to the
Emeraldserver andhot necessdy reside on the same computer as Emerald software.

1 Windows
0 x86o0r x64 compatible processor
0 Windows20002022 or XP11
0 20GB free hard dislspace for softwarmstallationand logs
0 512MB availablememoryfor Emerald suitemore recommended
0 SQL Server 200@022(Windows or x64 Linux)

0 HTML5 /CSS3 compatible web browser

1 Linux
0 X64 compatible processor
0 Linux x64 kernel 2.6 or later
0 20 GB free hard disk space for softwarstallation and logs
o 512MB of availablememoryfor Emerald suitemore recommended

0 SQL Server 200@022(Windows or x64 Linux)

Emeraldve Ad mi ni stratordés Gui de IEA Software, Inc.
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0 HTML5 / CSS3compatible web browser

INSTALLATION OVERVIE W

Before installing Emerald Management Suite install all necessary Database server components and ODBC drivers

on thewindows platform. A web browser is required to perform database installation and access Emerald.

Changes.txt file in Emerald subdirectory n otes all recent changes, known

pro blems, platform - specific issues and bug fixes made to Emerald Management
Suite . For the latest release and information on Emerald, access

http s://lwww.iea - software.com/docs within your web browser

Installation of Emerald Management Suite itself involves following three steps:
1 Installation of EmeraldManagement Suite
1 Creation of Emerald database

1 Configuration of Emeral&uitethrough Emerald Admin options.

As part ofthenormal installation proces@ur System or Network Administrator will create and populate default
data and configuration information for Emerald database. These taskslared within this documentEmerald
database must be created and configuredré&fmerald software can be used

In theeventyou experience problems during installatpmocesplease contact the IEA Software Customer Support
Department foassistance.

Downloading Emerald from IEA Software Web Site

All available product informatio, documentatiorgchange historand product upgrades for access and/or download
are available online from IEA Software main web Higtps://www.ieasoftware.con)/ The sitealso provides
important product iformation and customer support options for those who encounter probldgenguestions
through installatioror use of Emerald.

Current version of Emerald is available for direct downlduhs://www.ieasoftware.com/emerald#download
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Windows Installations

Whether installing Emerald6 for the first time omupdatingan existingemerald vénstallation begin by running
Emerald6.exéwin32 version or Emerald6 x64.exe(win64 versior). For added assistance upgrading from versions
of Emeraldprior to version 6 please s&pgrading from Emerald 5

il Emerald Management Suite 6.0.2 beta 1 Setup — X & Emerald Management Suite 6.0.2 beta 1 Setup

Welcome to the Emerald Destination Folder /
Ma nageme nt Suite 6.0.2 beta 1 Select a folder where the application will be installed. ‘0.)
Installation Wizard

It is strongly recommended that you exit all Windows programs The Wise Instalation Wizard will installthe fles for Emerald Management Suite £.0.2
befare running this setup program. beta 1 in the following folder.

Click Cancel to quit the setup proaram, then close any progiams Tainstallinto a different folder, click the Browse button, and select ancther folder
you have running. Click Net to continue the installaion au can chose not 1o install Emerald Management Suite 6.0.2 beta 1 by clicking
Cancel to exit the Wise Installation \Wizard,

WARNING: This program is protected by copwight law and
intemational reaties. Bt Tam By
Unauthorized reproduction or distribution of this program, or any C\Program Files (+88\Emeraldy Browse
potion of it, may result in sevare civil and ariminal penalties, and
will be prasecuted 1o the masimum extent possible nder law

wise Installation Wizard®

Bk = e e

Follow instructions of installation wizard to proceed thru installation process.

If updatingan existingnstallationof Emeraldv6é you will be prompted to first remove current version before
proceeding. Removal stops allrrently runningemerald related services and uninstgltserald vésoftware yet
configuration and custom dastored in Emerald foldes retained.Please consgt following when updating
Emerald:

91 If you have previously installed Emeral@ into a location other than default please take care-tmter
this location whemprompted fordestinatiorfolder withininstallation wizard.This ensures items including
cugom reports and themes remain accessible once update is completed.

1 Once installedRadiusNT service is configured to startup automatically iBMOT started automatically.
It can be started from windows services manager or by typing "net start radiusnt" from CLI.

1 Emerald Session manager is not started automatically and is configured for manual startup by default. If
using Session manager please be sure to set sergizgttautomatically and then start the service using
windows services manager.

91 All Emerald related services are initially installed using default system account. If running Emerald and
related services as a different user account it will be necessapgabe "logon as" options in Logon tab of
windows services manager for each Emerald related service after installing an Emerald v6 update.

1 Once Emerald update has been installed browsing to Emerald web interface may be delayed by several
minutes or you mapotice a startup message "st&je database maintenance updat€his delay is
normal as database related changes associated with update are automatically synchronized.

1 Updatingemeraldfrom win32 to win64requirescorresponding configuration af64-bit ODBC system
datasourcéo maintaindatabase accestn most case84-bit datasourcesare automatically creatdcbm
32-bit datasourcasrequiredhowevermanualconfigurationmaystill be necessary
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Installation features

i Emerald Management Suite 60.2 beta 1 setup = all  Selecting typical installation installs following core Eialer

Select insialision Type Suite Components: Emerald web server, Emerald scheduler,
RadiusNT, RadiusNT Admin, RADIUS test client, geoimport
O Irpical and Emerald session manager.

The most common application features will be installed. This option

-
%g is recommended for most users
=&

O compete Following optional components require selecting complete or
%% 1l application fealures will be installed custom installation to install: LDAP Synchrontiza server,
= Syslog Server, Emerald Network Collector, SMS Poller and
EmerAuth DLL.

Select the desired installation type.

Usze thiz option to choose which application features you want
installed and where they will be installed. Recommended far
advanced ugers.

“Wise Installation wizard®

< Back Cancel

Linux Installations

Begin by unarchiving emerald6_linux.tar.gz from within a temporary folder using command

tar -zxf ./emerald6_linux.tar.gz

Before installingemeraldmake sureuser is logge@n as root user agun installeras the root user.

Start Emerald installer by runningnstall.pl’ from temporary folder emerald6_linux.tar.gz was unarchived to.

If you will be updating an existing installation of Emerald végde be sure to stop all Emerald related services prior
to installation. Updating an existing Emerald v6 installation follows the same installation procedure as initial
installation. Existing configuration settings and data including themes and cugtonts e preserved when
updating an existing installation of Emerald v6.

For added assistance upgrading from versions of Emerald prior to version 6 plddpgraeéng from Emerald 5

Installation features

A list of componentt be installed is displayed. Features set t( IRt iR TR LRI 19t E N ET T NI
be installed appear in the component list with [Install]. To seleg
whether to install or update a feature press the number
corresponding with feature selection. When finished making
selectons press 'C' to continue with product installation.

: H'I._ ar 0 ﬂ:|
o cont inue with th

7. Enerald L
All Emerald suite components except Radizs¥l Air Marshal  EEEUELEIRE Enerald &

are installed to the "/usr/local/emerald” folder.

RadiusX and related components are installed to "/usr/local/radius".
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Air Marshal is installedo "/usr/local/portal”

Common configuration and database connectivity is managed from "/usr/local/iea"

Initializing and Verifying the Emerald Web Service

During Emeral Management Suite installati@@merald Web Server (Emerwedgrvicewas automaticallynstalled
and configured on your system. Emerald Web Server is required to be running in order to access the Emerald
Management Suite. The Emerweb SerViemerald Web Servéiis preconfigured to start automatically upon
system startup and will be available omite system has been restarteanelfald must be installed and the Emerald
database must be created and configured before Emerald software can be used

By default Emeral Web Servergpnce installed and initializedill continue to ruras a background serviegthout
interruption. Ifnecessary Emerald web server can be started in debug mode if not currently running for
troubleshooting purposes.

Windows systems:

1. To start he Emerald Web Server, sel&¢eb Server Debug Modeom the Start Menll
ProgramdEmerald/Server menu.

Linux systems:

1. To start the Web Configuration Server, change to the /usr/local/emerald diréctbfysr/local/emerald
2. Execute the command "./emwebsrvi debug255'.

UPGRADING FROM EMERA LD 5

This section covers important informatioaveringdifferences between Emeral8 and version 6 Before
upgrading to Emeraldé please take some time to read this section carefully. In addition to acgighifiumber of
new features the core Emerald system has undergeveral major billing related changdfsyou are not upgrading
from a previous version of Emerald you can skip this section.

Reporting

During upgrade custom reports are not automaticaigrated. Emerald version 5 custom reports must be modified
for compatibilitywith Emeraldvé due to databasthanges.

Web Interface
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Emerald browser requirements have changed from HTML4/CSS2 to HTML5/CSS3. Existing custom theme folders
designed for Emerdl5 may require minor changes to account for style and UX differences throughout operator and
customer interfaces.

Scheduling

No Emerald scheduled tasks are brought over from Emerald v5. Instead a default set of scheduler tasks are installed
with newEmerald v6 database. All automatic invoicing, statement creation, CC/EFT batching and emailing of
invoices and statements are disabled initially. You may enable these tasks as necessary from the "Emerald Admin" /
"Scheduler" / "Configure Schedules" menu.

Notification

1 Custom notice types likely require configuration changes to notice query field to remain compatible with
Emerald v6 schema changes since version 5.

1 Scheduled tasks associated with existing notices are not automatically migrated. Scheaktling
applied from notice Options menu for existing notices post upgrade from Emerald Admin / Messaging /
Notices.

Packaged Services

Packages and package types have been replaced with nested services and service categories respectively with
following important changes.

Service categories are mandatory. All services must be associated with a service category
Once a service is created it can only be changed to other service types within its category
Every service is able to contribute to account invosggardless of child/parent relationship
Parent and child services can be arbitrarily nested as required

=A =4 =4 =4

During upgrade from Emerald v5 packaged accounts are automatically converted to nested services. For non
packaged services service category converditityin Emerald Admin / Services menu can be used to organize
existing services into service categories.

RADIUS

i Calls table used to store RADIUS accounting has been replaced with a view for compatibility. Data cannot
be deleted or changed fraims view.
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NAS-Port no longer required for online session list. It is recommended "Add virtualPASE missing”
RadiusNT/X Advanced menu options or any custom attribute filters that modify or addPhiABe
disabled.

Configuration of pesservice RADIUS atibutes can now be merged rather than strictly replace service type
defaults

IP pooling features have besplaced by inventory systenCurrently static IP addresses can only be
assiged to services by operatorsyriamic IP allocatios now managed bynamic Addressingption
within RADIUS admin menu.

Some nonstandard attribute labels within Standard attribute space have been renamed to align with standard
names. If any custom attribute filterating rulesor log tables reference these attributes by name
references should be updated to maintain compatibility with Emerald v6 otherwise no action is required.

NAS-Identifier (ID:4) is renamed NA®P-Address
UserService is renamed Servidgpe
FramedAddress isenamed FrametP-Address
FramedNetmask is renamed Framé#elNetmask
FramedFilter is renamed Filteld

Login-Host is renamed LogitP-Host
CallbackName is renamed Callbat#t
NAS-PortDNIS is renamed Calle8tationld
CallerID is renamed Callingstation-Id
TunnelConnection is renamed AegunnelConnection
Signature is renamed Messa@yathenticator
Sip-ResponseCode is replaced witBAP-Key-Name

O OO OO OO OoOOoOOoOOoo

Billing Related

il

Servicediscountgay period discounts and service static pricing features have beehintddéarket Tags
configured from Emerald Admin / Accounting / Sales & Marketing.

Emerald introductory offers set using service type level "Next Service Type" & "Next After" are not
directly supported. Currently active introductory offers from versianeSmported as scheduled future
service type changes visible from the services timeline. Going forward for new Emerald 6 accounts
introductory discounts are implemented using market tag based time limited discounting leveraging
"Invoiced Days Max" tag ntah condition.

Credits are no longer issued when changing or closing services. Changes affecting term covered by
existing invoices are now accounted for by reinvoicing to include relevant account changes.

Current value of MBR and Service cancel date, ebreason and service typee ignorecandno longer
directly affect invoicing. Emerald version 6 invoicing activities are basembofiguration ofMBR and
service timelines. Any custom processes which manually set service type or cancehaatise
modified tocall "mbroperi, "saopeh, "mbrclosé, "saclosé and"sachangéexec templatéunctionsor
change the account timeline.
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1 When viewing recurring services monthly service cost is only displayed or changed once account has been
invoiced. Full invice processing is required to accurately determine displayed service cost is
informational having no influence on invoicing. Displayed cost is also used by reports including revenue
forecast to estimate future invoices.

Signup

91 Signup options forexvices assigned to package are not automatically copied and must be configured
manually. One time signup options and recurring signup options where standalone services are provisioned
by default are copied.

1 "Send Method" and "Customer Pay Options" caumfégion options have moved from signup option
(Formerly package type) to signup server.

Upgrade pre-requisites
When upgrading to Emerald 6 from Emeralgdy must have the following:

1 Separate computer to install the Emerald software diftefrem yourcurrent Emerald Hroduction
system.

1 If database server for Emeralél will be different fromexistingversion5 databasserversyou must first
backup and restore Emeral®$ database tthe Emeraldv6 database server.

1 Emerald version 6 license key.
1 Emeratl v5.0.73 or latemust be installed prior topgradingto Emerald v6.

1 Emeraldversion2.50r 4.5customers wishing to upgrade to Emenadnust first upgrade teersion 5.

Upgrading Emerald

Upgrade process cres a new database for Emeraldofyingexisting Emerald Slata into the new database. This
process doesot alter the source Emeraldiatabase but may adversely affect system performance for the duration
of the upgrade process.

To upgrade Emerald follow steps outlined in thatial Database Gnfiguratiorf section bedw. When creating the
Emerald 6database in stepchoose your existing Emeralddatabae from the'Convert Emerald Slatabase
selection list and choose the type and quantity of call records you wouttbfiked into the new Emeralds§stem.

INITIAL DATABASE CON FIGURATION
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For new installationsf Emerald if you do not have a database se®¢@l Expreseditioncan be obtainedt no

costfrom the Microsoft website for both Windows and Linux server platisr SQL Express edition while free for
commercial use yet limited to 10 GB per database generally suitable for 20000 active MBRs depending primarily on
RADIUS accounting volume and retention period.

https://www.microsoft.com/ens/sqtserver/sgiserveredtions-express
https://docs.microsoft.com/eus/sql/linux/sglservetlinux-setup

Once the Emerald Server installation is complete and the Emerald Web Server has been initialized, the Emerald
System Administrator must configure the system. Configuratidheo$ystem includes creation and population of
Emerald database.

Emerald Administrator must perforfollowing steps, as well as verifgdependently installed database server and
databaselientaccess configurations befdeenerald Management Suite canused.

Regardless of operating system platform, each installation requires the initial creation and configuration of the
Emerald database performed with the Emerald Web Configuration Server. The steps required to complete the initial
configuration of thesystem are described below.

Start the Emeald Web Configuration Server.
Windows systems:

1 Tologin to the Web Configuration Server, sel&tb Configfrom the Start MenWll Prograns/Emerald
menu.

Linux systems:

1 Open aweb browser and go to thRL: htp://127.0.0.1/settings

If this is first time that Configration Server has been starfax will initially be prompted to enterRasswordand

confirm the password value by entering it again. The Web Configuration password entered will only be tradid for
Emerald Web Configuration Server (not for Emerald application itself). There is no default username or password
when the Web Configuration Server is initiaditarted.

After you have created the Web Configuration Server password, you will be pebagsin for a Web
Configuration Server username and password to login. The useraamgnificantand password isame as
initially setfor Configuration server above.

Password configured for the Web Configuration Server is shared among all Emeredevizent Suite

Configuration Server Administrators (Emerald Web Configuration Server, RadiusNT AdminidRADIS test
client, Air Marshal AdministratofemerAuth Administrator, etc.), meaning all Administrators running on the same
machine will use theame passwordnce it has been established.

If Emerald configuration server password is forgotten it can be reset using
following instructions. Once reset you will be prompted to set a new
password on next access to configuration server.
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Windows: Use 32-bit Registry Editor to locate " WCPassword" field under
HKEY_LOCAL_MACHINEoftware \ IEA\ Common. Delete the entire WCPassword key
within  r egistry editor . Itis important this key be deleted and not simply

set to have no value.

Linux: Use a text editor to remove entire line starting with "WCPassword ="
from file /usr/local/iea/common.ini

£3 opsc bata Source Admiristrator (2-bi) o If using Windows it is recommended you first create an
User DSN | System DS Fie DSN_ Divers  Tracing | Connection Pooling | About ODBC datasource to be used by Emerald to access your
Sstem Defa Saurees database server.

Name Platfom Driver Add

e Crede a"System DSN'from Windows BC control
E panel. A link to control panel is available from Start
Menu / All Programs / Emerald / Operating System /
ODBC Control Panel The x86version ofEmerald must
use 32bit ODBC control panel The x64 version of

T et i s ettt ot Emerald must use 6dit ODBC control panel.

When configuring datasource it is important to make sure
datasource name contains only alphanumeric characters
and does not contain any spaces or symbols. It is also very important to disable all character translation and make
sure a default database to be used by Emerald is set. Please test database access to confirm connectivity before
continuing.

Windows: There are three different similarly worded SQL Server ODBC drivers

for Windows. "SQL Server", "SQL Server Native Client xx" and "ODBC Driver xx

for SQL Server". It is recommended use of legacy "SQL Server" driver be

avoided. "SQL Server" driver is not upda ted with support for new database
features and has defects known to interfere with reliable operation of

Emerald. Any version of "SQL Server Native Client xx" or "ODBC Driver xx for

SQL Server" supported by your database server is fully compatible with

Enerald. "SQL Native Client xx" has subsequently been superseded by "ODBC
Driver xx for SQL Server"

Once Emerald Web Configation Server has
been launchedhoose'Create Database
Menu option to the right of welcome

Emerald Web 6.0.0 beta 1 Configuration server Save Changes Reset Changes Change Password

+ Security
message If upgradlng from Emerald v is WA o S i e 6 i L Ve e e s e s S : Li"F“s“’A"d‘“s
also necessary to create a new database. |~ ; ; ; B

L. X i Note: The default password for this configuration server can be changed via the 'Change Password' option above :mﬁm
Your existing data and settings will be oz

migrated into the new database during
database creation.

Within the Create Database screen, you are prompted to configure the Emerald data source informatiasho establ
ODBC connectivity to your database servBiease use the native windows ODBC control
panel to manage ODBC datasources on the windows platform instead of
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configuring datasources from Emerald . If you have not already created an ODBC datasource you
maycreate one by selectiigh e 6 Ne w6 Emeraldidatasourfqaclolist and then press ti@ontinuebutton.

Emerald Web 6.0.0 beta 1 Configuration server Save Chances Reset Chanpes Change Password

Menu Options

Create database

+ Security

Emerald datasource |(Hons} + Client Auth CA
«+ Listen IP Address settings
+ Encryption manager

SA Username l— + Database settings

SA Password [oreeness + ODBC control panel

+ Debug options

" Cicte e

On the ODBC control panel screen, enter
"Emeral@" in theCreate new datasouréeld.
Alternatively, you may select an existing datasource
to edit from theEdit existing datasourqgick list.

ChooseMicrosoft SQL Serveappropriate type from
the Database typpick list. This indicates the type of
database server installed on ysite that will run

against te Emerald se

rver

Emerald Web 6.0.0 beta 1 Configuration server Save Changes Reset Changes Change Password

Menu Options

+ Security
ODBC control panel + Client Auth CA

Listen IP Address settings

Database type |Microsoft SQL ZUDU+. « Encryption manager
+ Database settings
+ ODBC control panel
+ Debug options

The next step is to describe the new Emerald data source and provide server information. Enter the following

+ Create database

information on the fields pwvided

ODBC control panel Menu Options

Datasource description | Emeraldé

‘ = Security
s Client Auth CA

Server h |5qlserver.my(crp

.example ‘ s Listen [P Address settings

Server TCP port

» Encryption manager
= Database settings

Database name |Ernara\dsl

| » ODBC control panel

Server version | SQL Server 2012+ ~ |

» Debug options
= Create database

Transport encryption | Required (Not secure unless CA or public key file specified) v |

CA or public key file |Iusr/lcca\/emers\d/\'easca.cr‘t ‘

Appl intent | Read Write (Rec

ded) |

>> Continue \

Field
Datasource descriptio

" Description

| Enter adescription for the datasource. Generallis thill be the datasource
name Emerald". Description should be alphanumeric only and not conta
any spaces or symbols.

Serverhostname

Linux: Enter the DNS hostname of your database server. If usingptrdns
encryption the name must match the database server's public key.

Windows: Enter server name, if connecting to a nonstandard TCP port ug
servername, TDS port. For example sglserver.mycorp.example,1433

Server TCP port

TCP port number SQL Server istining for incoming requests over TDS
protocol.

Database name

The name of the Emerald database on the database server. For example
Emerald6

Server version

Determines version of TDS wire protocol used to connect to database sel|
Select version thdiest matches the version of SQL Server in use.

Transport encryption

Manages security of communications between Emerald and the database
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server. Transport encryption is separate from Emerald encryption manag
which manages encryption of stored sensitiata such as personal account
numbers and passwords.

Disabled Transport encryption is disabled. Anyone with network
access can monitor or change data.

Requested | Transport encryption is requested allowing fallback to
unencryptedcommunication. This setting prevents only
passive eavesdropping if encrypted communication is
supported by database.

Required Transport encryption is required. By itself this setting
prevents only passive eavesdropping. To protect againg
active eaveswpping 'CA or public key fil¢ must be
configured otherwise no validation of the server certifica
trust chain is performed.

CA or public key file | When transport security is required the full path and filename of database
server's public key or Cfoot file can be entered here in PEM/base64 form

This field is mandatory in order to secure connectivity between Emerald ¢
database. When specified "server hostname" field above must match the
servers public key.

Application intent Indicates whethethis datasource will be used for writing and or reading frc
the database. A setting of read only should only be applied to secondary
only datasources. This configuration is intended to be used in conjunctiol
with read only routing features of alability groups.

Trusted connection Windows:Choose Yes or No from the pick list indicating whether your
database server will be accepting a Trusted connection, or using the SA
username/password information for Emerald access.

If datasource is not comfired to use a trusted connectiase an existing account with preexisting database created
for use with Emerald or the system administrator (SA) username and password to establish access to the database.

Field Description

Emerald data sourc§ Choose th&meralddats o ur ce name, toéy,pifcrao nh yt h
pick list.

SA Username Enter the system administrator username configured on your database ser\

SA Password Enter the system administrator password configured on your database sery

Emerald Web 6.0.0 beta 1 Configuration server Save Changes Reset Changes Change Password

Menu Options

Create database

+ Security
« Chent Auth CA

+ Listen IP Address settings
- + Encryption manager
SA Username sa . Database .
SA Password ~ [eesseces + ODEC control panel
+ Debug options
>> Continue + Create datal

The next step in the database configuration is to create Emerald database that \aillatomunt and system
information.

If using SQL Server you may either create a new database using SQL Management Studio or by entering 'Emerald6’
as database name in Create a new database field in the create database screen.

Emeraldvei Ad mi ni strator o6s Gui de IEA Software, Inc.
23



Emerald Web 6.0.0 beta 1 C ion server Save Changes Reset Changes Change Password

Menu Options

* Security
4=y N

Create a new database Emerald * Listen IP Address settings

isti + Encrvption manager
Or use an existing empty database e
>> Continue + ODEC control panel
* Debug options
» Create database

Continuing on with the Create Database task, this screendgasgentify information for your existing database
server, and indicate if a data upgrade from a previous Emerald varsialtation is required.

Emerald Web 6.0.3 beta 2 Configuration server Save Changes Reset Changes Change Password

Create database Menu Options

* Security

+ Client Auth CA

Convert Emerald 5 database |Emerald54 . + Listen IP Address settings
+ Database settings

+ ODBC control panel

+ Debug options

+ Create database

Copy call history 2 Years

N B US. Canada, Mexico (20 MB)

>> Continue

Field Descriptions are provided below. Some fields may not be available depending on the datalassederve

Field Description

Convert If upgrading an existing Emerald 5 database tledecta source Emerald @atabas¢o
Emerald 5 upgrade from. Emerald 5.0.73 or later is required to upgrade.
database

Database convsiondoes not modiffhe existingemerald Sdatabase in any way.
Convesionis performecdby creating a new Emerald 6 databespying data into
convertedEmerald 6 schema. During production cutover it is recommended all Em
5 related services be permanently shut down and Emeraltiifeused at any time
during or after the conversion process.

Copy Call Specifies the range o&lt records from the Emeralddatabasé¢o import into the new

History Emerald 6database.

Schema To create a new database including upgrading from versiowérsion 6 schema must
be set "Install".

"Bypass" requires destination database to already contain an Emerald v6 schema
no MBRs. ProcedureDeleteALLAccounts located in Emeraldglproc_extra.sgl can
be used to remove ALL account informatigarf an existing Emerald 6 database.
Bypass should not be used unless directed by an IEA support representative.

After thefield values have been entengassingContinuebutton initiates database creaticand population of
database with Emerald schema and default data

As the database creation and conversion occurs, the following screen will be displayed showing the progress of the
database creation. Once the process has completed successfully, the higassgld database installation
completé will be displayed at the bottom of the status screen
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Emerald Web 6.0.0a C ion server Save Changes Resct Changes Change Password

Create database

Installing database...

Installing main tables: .
Creating views:

Creating triggers:

Creating main sync procedures: __
Creating install sync procedures
Creating default sync procedures:
Creating US location sync procedures:
Creating stored procedures:

Populating RADIUS data:

Populating install data tables: ...

Populating data tables: ... ... . . (%)

Once database creation has been completed successfully:
1. If necessary from the ODBC control panel configure the data source to use the new database created.

2. From the 'database settings' menu main ODBC datasource and enter access credentials Emerald will use to
access database server. Once completed clicking continue followed by save changes if successful allows
Emerald application to be accessed by remopatt information from existing browser URL.

THE EMERALD WEB CONF IGURATION SERVER

The Emerald Web Configuration Server was used during the installation procesalt@imsconfigure the

Emerald 60 database for the Emerald Management Suite. Althowgdllation is the primary reason to use the
Emerald Web Configuration Server, there are times where it may necessary to modify the Emerald configuration
such as changing the database information, ODBC configuration and/or change the administrative operator
passwords. The Emerald Web Configuration options are available any time by starting the Web Configuration
Server by doing the following:

1. Start the Emerald Web Configuration Server.
On Windows systems:

a. Ifthe Emerald Web Server is not started, séléeb Server Debug Modieom the Start
Menu/Program Files/Emerald/Server menu.

Emeraldvei Ad mi ni strator o6s Gui de IEA Software, Inc.
25



b. To login to the Web Configuration Server, selftb Configfrom the Start Menll
Prograns/Emerald menu.

On Linux systems:

a. If the Web Configuration Server is not started, changée /usr/local/emerald directoricd
/usr/local/emeraliand execute the commandemerwebsrvconfig".

b. Open a web browser and go to the URL: http://127.0.0.1/settings.

2. When prompted, enterldsernamend provide the general ConfiguratiBassworgrovided during
installation and initial start of the Web Configurati@reation and access of this password is described
above in thdnitial Database Configuratiogection above.

Emerald Web 6.0.0 beta 1 Configuration server Save Changes Reset Changes Change Password

Menu Options

» Security
= Client Auth CA
+ Listen [P Address

Welcome. select an item from the menu options list to get started. When your finished making changes click 'Save
Changes' sethngs

+ Encrvption manager
Note: The default password for this configuration server can be changed via the 'Change Password' option above. + Database settings

= ODBC control panel

» Debug options

+ Create database

Security

Security menu offers Emerald web server reldistdner andl'LS configuration.
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Security

n Restrict access to localhost
E Enable IP access security
Up
Down

HTTP(S) Listen IP Addresses
(Leave blank for all Interfaces) Delete

127.0.01 . Add
Server threads 100
Default HTTP Port
(-1 Disables HTTP) B0
Redirect HTTP to HTTPS Disabled .
Default HTTPS Port 443
Windows Authentication |Disabled
Windows Domain
Strict Transport Security |Dwsabled (Browser allows insecure access)[v|
TLS-SRP |Freferred (Secure password authentication)[v]

& s s

[i2] LS 1.2 Recommended)
TLS Versions n il

|0 s 1o
Forward Secrecy IPreferred (Good security and compatibility)
Encryption Strength |Med\um (Good security and compatibility) ]
TLS certificate wizard
Default TLS private key file |
Default TLS public key file |
Default TLS CA certificates file |

Field | Description

Restrict access to When checked Emerald web interface can only be accessed locally from a browser d

localhost Emerald server by entering the local loopback (::1 or 127.0.0.1) address.

Enable IP access When enabled IP access security configured within Emerald Admin / Security / IP Se

security menu is enforced. When disabled all IP access security settings are ignored allowing
operators to login from any source network.

HTTP listen IP A list of IPv4 and IPv6 interfaces Emerald web server is to ligieincoming web

address requests The default and recommended setting is to leave list completely emggdtiing

Emerald to listen for incoming web requests on all available interfaces.

If one or more listeinterfaces are configured then Emerald configuration server will o
beavailable from very first Interface on the interface list. Configuration server portior
the web interface will not be accessible when requested from any subsequent initerfa
the list For example by setting the first listen interface to 127.0.0.1 configuration ser
may only be accessed from a browser on the Emerald server.

When multiple listen interfaces are selected each interface is allocated a separate th
pool of "srver threads" from which to process requests on that interface. This can bd
to isolate external customer from internal operator facing users from competing for
resources. For example while heavy demand or denial of service on external custom
facing interface may impact access to the customer account center it would not impa
availability for operators accessing Emerald via the internal interface.

Listen addresses can also be used to configure separate TLS certificates for multiple]
domains or venes. When multiple listener addresses have been configured then per
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address certificate settings are configured from 'Listen IP Address settings' menu opt

Server threads

This setting provides an upper limit on the number of incoming web requestsuthiag
processed concurrently. Please note this setting does not reflect number of operator
to be logged on and using Emerald at once. While typically sufficient default of 10 th
can be raised to improve performance and reduce any delayspsystems where many
operators or customers are accessing Emerald at once. It is recommended threads
higher than 100. Maximum configurable limit is 1024 threads.

Default HTTP Port

Port to be used for unsecured http requests to EmeraldefBylthttp port is 80. Should
Emerald be unable to listen on port 80 due to another web server listening on port 80
Emerald automatically falls back to listening on port 81 instead.

It is recommended default http port be gedlisablingHTTP access temerald once TLS
certificates have been configuredninimize accidental attempts to access Emerald froj
an unsecured protocol.

Redirect HTTP to
HTTPS

When enabled any unsecured requests to Emerald applications (*.ews files) are redi
to secured usion. This redirect does not apply to requests forews static content

such as images and style sheets. Setting also does not apply when hosting Emerald
ISAPI module on a third party web server platform.

The following exceptions apply whendieect is enabletb minimizelockoutrisk:

9 If Emerald is accessed by IP address rather than DNS name redirect is not
performed.

9 Should there be a problem preventing successful initialization of TLS such af
missing or invalid certificate pair theadirects are automatically disabled.

Since this redirect mechanism is insecure its use is not recommended. Instead we
recommend HSTS be enabled and all insecure HTTP access disabled by setting "Dg
HTTP Port" above tel.

HSTS provides a similar ysecure redirect function for requests to http to be upgradeq
https. It is recommended operators take care to make sure all references to Emerald
the form of secure URLSs to minimize need for redirect.

Default HTTPS Port

Port to be used for sere http requests to Emerald. By default https port is 443. ATL
certificate must be installed before Emerald can be securely accessed using the http

Windows
Authentication

When enabled any Emerald operator accounts with a blank passwordhemtiaated
using available Windows account databases such as local accounts or an active dire
domain the Emerald server is a member.

To move existing operators from Emerald to Windows authentication remove the pas
from operator account by entering keyword 'blank’ into the password field of operato
account form withirSecurity / Operatorienu. Operars with no passwords are listed
with a gold background color.

If an operator is currently logged on to Emerald when associated windows account is
subsequently disabled operator continues to have access to Emerald until their curre
active session islosed. At this point any further authentication would be denied. Acti
sessions can be closed frakfeb Interface / Active Sessiongenu.

Windows guest accounts either locally or on the domain must be disabletbprging this
feature. Emerald startup is suspended while both this feature is enabled and an acti
account is detected.

This feature is not related to the ability to host Emerald under IIS and authenticate
operators by leveraging integrated auttication features of IIS. When Emerald is hoste
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under IIS this feature would normally be disabled.

Windows authentication is applicable to operators only and does not apply to custom
account center.

This feature is available only on the Windowatfdrm.

Windows Domain

If windows authentication is enabled this controls domain that will be used for operat
authentication. Emerald server must be a member of the domain. If there is no dom
leave Windows domain field blank.

This feature isvailable only on the Windows platform.

PAM Authentication

When enabled any Emerald operator accounts with a blank password are authentica
using available PAM account databases such as local accounts or a centralized direq
server.

To move existingperators from Emerald to PAM authentication remove the passworf
from operator account by entering keyword ‘blank’ into the password field of operato
account form withirSecurity / Operatorsienu. Operators with no passwsrare listed
with a gold background color.

If an operator is cuently logged on to Emerald whissociated PAM account is
subsequently disabled operator continues to have access to Emerald until their curre
active session is closed. At this paamy further authentication would be denied. Active
sessions can be closed frakteb Interface / Active Sessionsenu.

PAM authentication is applicable to operators only and does not apply to customer a
center.

This feature is available only on the Linux platform.

PAM Service Name

Service name correspond with PAM configuration files located in the /etc/pam.d folddg

To use PAM authentication a configuration file matching service name must be confi
Forexample if PAM Service Name is ‘emerald’ for operators to authenticate using thd
databases as they would to login remotely via SSH the contents of file 'sshd' can be
to file 'emerald" within folder /etc/pam.d.

This feature is available onlyndhe Linux platform.

Strict Transport
Security (HSTS)

If enabled this feature provide a security "latch" preventing user browsers from allowi
access to Emerald in an insecure manner after user has successfully logged on to E
securely while thisedting was enabled. Normally enabling this setting has the followin
effects within the browser.

1 Any attempt to access Emerald via http is automatically rewritten and redireg
https

9 TLS certificate validation failure is unconditionally fatal. Usare NOT given
the opportunity to manually "continue anyway" or set an exception if validatid
any security aspect such as certificate chain, DNS name or certificate validity
should fail.

91 This feature normally has the side effect of redirecting anyestdqa any port
matching DNS name to an https URL. This includes any other web servers
may be listening on different nestandard http ports such as RadiusNT/X
Administrator (8011) or third party systems. The restriction only applies to U
contairing DNS name matching Emerald URL.

1 The setting cannot be undone or changed while any security aspect of TLS
failed. For example disabling this feature after a certificate has expired will n
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restore access to clients willing to ignore security waysiwho have previously
logged on with this setting enabled. The setting can only be undone when
disabled prior to a given user having successfully securely authenticated.

TLS-SRP This feature enables secure password based authentication assubeguent network
session encryption of operators with or without use of TLS certificates. This setting i
intended for future secure API access and future browsers supporting secure passwq(
authentication. This feature may be disabled if not curresibgl.

TLS Version Controls TLS version availability during TLS version negotiation between Emerald s

and client browser.

Forward Secrecy

Forward secrecy offers protectionmviouslyencrypted sessions from retroactive
compromise by anfuturedisclosure of the Emerald server's private key.

This setting does not apply to sessions using TLS version 1.3 where forward secrecy
mandatory. When using client certificates for tf&otor authentication it is recommende
forward secrecy set "Required".

Disabled Browsers are forbidden from negotiating cipher suites which offer
forward secrecy.

Allowed Browsers may select a cipher suite which offers forward secrecy how
forward secrecy will not be used unless the browser éxhicitly
supports and prefers it over non forward secure ciphers.

Preferred | If browser supports forward secrecy then forward secure cipher will by
used regardless of browser preference.

Required | If browser does not support forward secrecy theaaire session is not
established and the connection fails.

Encryption Strength

Imposes limits on acceptable cipher suites to be negotiated with browsers. Generally
strength encryption provides better compatibility while still allowing more sediphers to
be negotiated with browsers that support them. If a mutually acceptable cipher suite
be found then a secure session is not established and the connection fails.

Strength  Description

Low This setting provides the highest compatibiligt is very likely to fail
any kind of security compliance scan. Low does not include
intentionally weak algorithms such as "export" grade ciphers or
anything known to be broken to the extent of risking practical bypa{
secure cipher negotiation. Btsetting is intended to provide high
compatibility with low "real world" technical risk.
Medium Normal recommended setting offering good compatibility with sligh
older and current browsers. Medium does not allow negotiation of
ciphers with known wealesses and is able to pass security complia

scans.
FIPS-140 Limits cipher selection based on US government FIPS 140 standar
High Offers negotiation of only highest available security at risk of limited

browser compatibility.

TLS certificate
wizard

Launches @omprehensive certificate management wizard to assist with all key
management tasks including creating private keys, certificate signing requests (CSR
options for seksigned certificates and key validation.

Default TLS private
key file

Fully qualified path + filename on the local filesystem containing the Emerald web se
RSA private key in Base64 format. It is recommended TLS certificate wizard be use
generate a private key.

This file contains private key data identified &gection starting with
-----BEGIN RSA PRIVATE KEY-----
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And ending
---—-END RSA PRIVATE KEY-----

The BEGIN/END marks starting and ending with 5 dashes must not be removed fron
private key file.

Default TLS public Fully qualified path + fileame on the local filesystem containing the Emerald web ser
key file public key in Base64 format. This file is normally provided by your CA in response tg
certificate signing request (CSR) generated by the TLS certificate wizard.

This file contains publikey data identified by a single section starting with
----- BEGIN CERTIFICATE----

And ending
----- END CERTIFICATE----

The BEGIN/END marks starting and ending with 5 dashes must not be removed fron

public key file.
Default TLS CA Fully qualified path + filename on the local filesystem containing the "intermediate" o
certificate file “certificate chain” file in Base64 format provided by your CA. The CA file provides

intermediate certificates linking root certs stored in the browsers trustedcasstidatabasd
with the actual signer of your public key. This file is needed to establish the trust pat
root to your public key. If not configured some browsers may be unable to accountin
the missing certificates preventing users from corngdtd Emerald.

This file contains a variable list of multiple BEGIN/END certificate sections formatted
same as Default TLS public key file above.

After making any changes within security menu it is necessary to click "Save
Changes" and then restart Emerald web server service before changes can take
effect.

Automated TLS Certificate Renewal (ACME)

The following offers assistance configuring third party clients such as Certbot or-siompéeto automatically
generate and renew TLS certificates Emerald.

Usingclient's http validation methathe path to server root is 'web' subfolder where Emerald was installed. This is
typically 'C\Program Files (x868Emerald web' for windows systems ofusr/local/emerald/web ' on the Linux
platform. This methodequires Emerald be externally accessible on http poah8ds compatible witiRedirect

HTTP to HTTPSbeing enabled frorthe security menu above.

Client should be configured to store generatedificate files in a folder accessible to Ealelin
PEM/base64/Apache format.riPate key should not be password protected.

Once clieninitially stores public, private and CA/chain files adjust the TLS public, private and CA file locations in
security menu above to use generated certificates. After sehémges restart Emerald web server service for
changes to become active.
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Uponautomatedenewal the client updates existing public, private and CA/chain files with refreshed3iags.
Emerald automatically monitors certificate files for changes no fugttion is required. Within five minutes
following renewal Emeraldgalidates new key pairs anif valid migrates to newkeys without service interruption.
Additional steps such as stopping and restarting Emerald web server are not necessary andalmditbe

Client Auth CA

Client Auth CAis used to configure a certificate authority for purp O
of issuing client certificates to Emerald operators supporting two | ca cenificate wizard

factor authenticationsCA certificates are generated by clicking 'CA | €4 prvae key ile|
certificate wizardllink following on screen instructions. Generating 4 " =
CA certificate does not require you to obtain or purchase keys front=

third party. When using client certificatesig recommended forward secrecy option witsgecuriy menu be set

"Required".

If Emerald is hosted on a third party web server or placed behind a reverse proxy only the genepatielit Kdy
should be imported into the third party system following vendor instructions for certificate authentication.

Encryption Manager

This menu configures database encryption key usqy s aasasams
to protect sensitive information including password
credit card and banking numbers. If database has] Emeratd encryption passphrase (1stkey) [eossasse
been encrypted then valid encryption key(s) will g Emerald encryption passphrase (2nd key) [sessesee
necessary to startup Emeraldd related services
requiring access to encrypted data.

Field ' Description

Encryption key storage location Depending on operating system and operating system version used foll
key storage options are available. If storage is changed data stdned in 1
previous location is cleared.

Location ' Description

Emerald Entered key is stored in same configuration
configuration store database as Emerald (Windows registry or if
file depending on operating system). Safety
stored key depends on successfatiyntrolling
access to configuration database.

Windows credential Entered key is stored in windows credential
store store. Safety of stored key depends on
Windows syskey. Syskey modes requiring
startup device or passwords can provide
additional protectins.

Encryption secret key storage location |Emera\d configuration store

=> Continue

If windows credential store is used Emerald
and all related services requiring access to
encryption key must only run as user the key
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was set under. For example stopping an
Emerald service and running it as a different|
user will fail because the eryption key is not
available to any other user.

Disk filename Full path + filename of text file containing ke
containing secret key | is entered. Safety of stored key depends on
successfully controlling access to file. File
system security features suah disk
encryption/EFS may be used to improve
security of file.

Encryption passphrase (1st key) | If there is only one encryption key enter it in the 1st key field and leave
2nd key blank. 2nd key field is not a passphrase confirmation fizddnot
enter the same key into the 2nd key field

Encryption passphrase (2nd key) | If there are two encryption keys using "dual control" second operator sh
enter second key in this field. When two keys are used both are requird
1st and 2nd keys may leatered by any operator in any order. It is not
necessary to remember which operator controls 1st vs 2nd key.

To confirm encryption keys have been accepted click save changes to validate configuration.

Database Settings

Emerald data is accessed via aDBI datasource configured to

establish connectivity to Emerald database. On Windows Main (readwrite) Emerald datasource  [Emerald6 (SO Server)
platforms it is recommended Windows-B2 ODBC control m

panel from Start Menu / All Programs / Emerald / Operating _Down |

System / ODBC Control Panel (3#t) be used to configer Sckop (ead only) Bmerld darssoureety _Dsies |

database connectivity instead of the included ODBC UI.
[Emeraioe ] _dd |

Username fa

Password [ornnsese

Max concurrent database connections  [322
Field " Description
Primary read/write ODBC system datasoursthat will be the primary read/write connection to the datab
datasources If the database is redundant with automatic read/write failover such as database m

or clustering redundanaanbe configired within the ODBC datasource where
supported or listed aeparate datasources. Datasources are used in listed order b4

availability.
Secondary read-only [ ODBC system datasources used foressing backup reawhly replicas of the database]
datasources in event access to all main read/write datasourcegrereailable. No changes can be

made to any Emerald data &ha backup datasource is used. If multiple backup
datasources are available concurrent connections are balanced across all availablg
datasourceslt is recommended application intent be setdrenly' within ODBC
configuration of datasources intended for read only use.

Secondary usage "Failover"i secondary is only used when all primary datasources are unavailable.

"Failover + offload reagbnly work from primary"i secondary datasources when
available are also used to selectively offload certain-oedyl operations chiefly accoun
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searches, dashboards and most reporting to secondary databases inrecieeto
utilization ofprimary databases.

When using this feature care should be taken to ensure secondary databases rem
sufficiently synchronized to avoid the presentation of stale or conflicting data within|
Emerald.

Username

Username if required to establismoection to Main and/or backup datasources

Password

Password if required to establish connection to Main and/or backup datasources

Max concurrent
database connections

Maximum number of concurrent database connecfi@nsonfigured datasourtieat can
beused by any single Emerald application at any point in time. This limit is a per
application setting and is not a global limit on total number of concurrent database
connections across all Emerald applications. Limit applies to Emerald Suite appdic
including Emerald web server, Emerald scheduler and billing engine. This setting
not affect RadiusNT/X.

Debug Options

Offers logging of informational events occurring within Emerald web server f

always logged regardless of enabled debug options.

troubleshooting and access logging. It is res@mnded normally debug options [ Fite access

remain disabled unless needed. Important warning and error information is L] Database queries
n Svstem variables
nOperators

Debug options
n Requests

n Detailed messages

[C]] Emaits
n Access logging

Language Debug n
Log file

|C ‘emeraldioglemerweb log

Syslog Server |

== Continue

Field " Description

Debug options

Option ' Description

Enables logging of optional informational data to Emeraldilegand syslog server.

File access Logs list of ews template files processed as a result of wel
requests. The list includes both file requested by operator

other template files included from top level ews template.

Database queries Details about database queries executed while processing

templates including query labels and execution time statist

Provides information about form variables and values of ht
GET and POST requests submitted to Emerald web server

System variables

Operators Information related to management and lookup of operator
sessions based on incoming http requests to Emerald.
Requests Incomingrequested resource generally represents file nam

ews template resulting from incoming http request. Loggin
limited to requests related to ews templates. This does no
include static content such as requests involving image or
files.

Detailed messages | Currently limited to providing a list of emerweb package filg

Emerald v6i A d mi

ni

strator 6s IEA Software, Inc.



loaded into the memory package database during startup ¢
Emerald web server.

Emails Currently unused

Access logging When enabled summary data is logged related to each
incoming http request including requesting IP, timestamp,
operator account, filename and per resource audit summat
including general description of access and important varia
associated with requesficcess logging is very similar to
access logs of web servers and can be useful for tracing
activity of operators over time.

Language Debug

When enabled annotates strings with String ID labels to assist operators in develop
customizing languageanslations. If this setting is changed it is necessary to restart
Emerald web server for change to take effect.

Log file Full path + filename where log entries are to be written on the filesystem local to Em
web server. If log file is not spedfil default location Emerald/log/emerweb.log will bg
used. The following pattern substitutions may be used when configuring filename b
on current date to provide for automatic rotation of log files.
Pattern | Description
YYYY Current four digit yea2020)
YY Current two digit year (20)
MM Current month of year (07)
DD Current day of month (10)
Examplelog file where a new log isreatel each month:
C:\program filesemeraldlog\emerweb_YYYY_MM.log
Emerald does nautomatically remove or archiveg files.
GBE Log file Full path + filename where billing engine related log entries are to be written on the

filesystem local to Emerald web server. If log file is not specified default location
Emerald/log/gbe.log will be used. Pattern substitutiortable above for Log file are als|
applicable to GBE Log file.

Syslog Server

DNS name or IP address of syslog server to transmit log messages. If a DNS namd
configured using a DNS name having multiple IP addresses of the same address fa
syslogmessages are broadcasted to each IP address of the same family associated
DNS name.

When enabled log messages are transmitted to syslog server in addition to Log file
configured above. All syslog messages from Emerald are transmitted using facility
LOCALZ2 and a severity of NOTICE regardless of type or content of message.

Transmitted syslog messages are not encrypted, acknowledged or authenticated. |
recommended syslog be transmitted over the Internet.

LAUNCHING AND LOGGIN G ON TO EMERALD

To launch Emerald:

OnWindows systemselect'Web Logirt' from Start
Menu/All Prograns/Emerald Alternatelystart a web
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browseron Emerald serveandbrowseto the URL: http:/localhost

When logging on to Emerald for the first time ulefaultusername red password fadndinda n dassHb
respectivelyto access EmeraldDefault passworghould be changed as soon as possilflem Emerald Adnin /

Security / Operators

menu.

Following fields commonly appean configuration menuthroughoutEmeald admin

Field Description

String ID

Usedto providelanguage translations for a configuration item. If translation is necessar
custom string id for translation of the items descriptizay beadded using Emerald Admin
Web Interface / Language&hglish- Add Data. Once String ID has been added translati
for each language can be configured. Note any translation related changes requires E
web server service to be restarted to &fkect. Translations are visible throughout Emera
Client, Customer Center and Signup Server interfaces.

Billing Group

Typically whenaBilling Groupis setthe configuration items availabilitis restricted only to
MBRs assigned to the same group. For example two ISPs are managed from an insta
Emerald usindpilling groups "ISP A" and "ISP B"A newservice type'Wireless (ISP B)'ls

created having servicepg billing group set "ISP B" restricting availability of "Wireless (IS
B)" service to only "ISP B" customers.

Service Group

If a service group is selected configuration item is available to any billing group associd
with the selected service group.

Service group membership applies in addition to matching the configuration items billin
group field. For example if an item is assigned to billing group A and the selected servi
group of thesameitem is associated with groups B and C then configuratiéon is
accessible to billing groups A, B and C.

Access Label

Restricts access to configuration items based on rights of operator group an operator i
assigned. For example the service 06Emg
and will not be available for selection to technical and billing staff.

Access labels are configured from Emerald Admin / Security / Access Labels

Sort Order

Adjusts sequence configuration items are displayed both in administrative menu and th
Emerald client whe selecting configuration options. Items are sorted in ascending orde
values starting 0 thru 32767. Items sharing the same sort orders are sorted alphabetic
the items description field. It is recommended when assigning sort orders teigeloslin
ordering to account for any future expansion.

Most configuration items can be hidden from view and made unavailable for further sel
by setting items sort order to a negative value. When sort order is negative the item ag
with the inative background color.

Access Time or

While role of this field is unique to each configuration item the field is used to spanig

Time Range of calendar days anéme of dayusingnaturallanguagdorm with the following limitations.
1 Yearshouldnotbe specified. All rangespply to any year
1 MMDD - MMDD pattern may be used only once per time range (Jafeb 1)
1 English iscurrentlyonly supported language
f Month names must be spelled out (Ja
I Time of day must use format HH:MM (3:@0 3:00 AM)
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Examplesof valid time rangesan be foundbelow.

Example Comments
Dec 24,25 Months may be abbreviated
Feburary 28 Common misspellings are supported

Last Monday of May

First, 1st,second2nd, third, 3rd, fourth, 4th and last
can beused to describe week of month

Dec 10 thru Feb 15

Date and time automatically wraps around day, wee
month and year boundaries

May, June, July 1 thru 20

Covers the 1st thru 20th of the months of May, Jund
and July.

Sep-May Mon-Fri 8:00 AM -
5:00 PM

Range of time of day, month and days of week can
specified concurrently.

Jan - Feb, March, April, May -
Oct, Nov, Dec Mon thru
Wednesday, Thursday and Fr

Multiple ranges are allowed for montimonth dayand
day of week.Only one range is supported fiime of
day or MMDD - MMDD pattern is used like the "Dec
10 thru Feb 15" example above.

1:00 thru 22:00

Without specifying 'AM' or 'PM' military time is
assumed.

10:00 PM to 7:00 AM

Wrap around time of day.

5

5th day of any month.

12345-8,9, 10

1st thru 10th day of any month.

M-F 9:00 AM - 5:00 PM

Covers 9:00 AM thru 5:00 PM for weekdays Monda
thru Friday.

Examples ofnvalid incorrectly formatted time ranges.

Invalid Time Range Reason

9AM - 10PM

Time of day not in HH:MM format and spapequired
before AM/PM.

1/1 thru 3/20

Month name is required.

Jan1-Jan 10, Feb 5 - Feb
15

Only one MMDD- MMDD range pattern is allowed.

1:00 AM - 7:00 AM, 8:00 PM
- 11:00 PM.

Only one time of day range pattern is allowed.

Jan 12017 - Jan 1 2018

Year notallowed

External Ref

Commonly used as a key to lialconfiguration item within Emerald to an external databa

Or process.

IP Address
Range

Address ranges are supported in any of the following forms:

IP Version Format

 Example

IPv4 Singleaddress | 192.168.0.1

IPv4 CIDR range 10.0.0.0/8

IPv4 Wildcard octet | 10.20.*.*

IPv4 Address range| 10.0.100.1G6 10.0.100.20
IPv6 Single address| 2001:db8::1

IPv6 CIDR range 2001:db8::/64

IPv6 Address range| 2001:db8::1- 2001:db8::f
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Field Visibility

(T ) Field visibility enables fields throughout Emerald client
ocation searc e - . . .
Forston B sean _— interface to be selectively displayed or hidden based on
Billing Address [Show [7] Billing Cycle [Show [¥]  Company [Show M| cONfiguration and operator preferentedetter meet needs
Country [Show [v] Group [Show [¥] Region [Show [v] . . . . T .
Servie Adéres [T 5] Shisping Addess [T 5] of or.gamzatlon and individual op.erator.\sllsmlhty is
Search Forms configurableon a numbeof levelsincluding Global,
Account Status [Show [~] Address! [Show Billing Cycle [Show [¥] . .
Billing Group [ 5] Ciy For ] Company [Frov ] Billing Group, Service Type, O.pe.rat'or QrQLIpperator,
Customer ID [Show Bruait [Show []  First Name Address Typeand others No priority is given to any
Last Name |Show . MBR Market Tag |Show . Pay Method [Show . - . T
o b Core T ] Region e T con.flguratlon level. Please note detall's of each visibility
Send Method [Show State [Frow o] option below to fully understand possible outcomes should
e ) competing field visibility settings exist.

Default Indicates no preference for or against visibility of field. Normally for all configuration le
except global defult will be heavily used with "Show" or "Hideklected only to override
global defaults.

For a field to be visible at leashe configuration level must be "Showdther than default. |
all levels are "Defaulttr if any level is'Hide" thefield will not be visible.

Show Indicates a preferencerfthe field to be visible. If set the field will be visihlaless any
other level is "Hide'ln which case the field shall not be visible.
Hide Indicates a demand for field to not be visible. If set the field will not be visible regardled

field visibility settings of any other configuration level.

EMERALD ADMINISTRATI VE MENU OPTIONS

The Emerald Administrative options are used to configure the billing and account selections available throughout
the Emerald Management Suitafter making changes within Emerald Administrative menu select "Apply" to
refresh running configuration of Emerald Ul and related services.

¥ 2 Incidents M 2Events &% 1 Transactions i IPv6 only transition begins this Friday @ 5:00 PM @ Logoff © Apply “:Client
General ) Geography ) Sites ) PrePaid , Sales & Marketing , Messaging ) Rating ) Resellers ) Services
RADIUS ) Accounting ) Reports&Llogs ) Incidents & Schedul ) | ry ) Scheduler , WebInterface

Security ) Compliance ) Advanced ) Database

The followingmapoffers a quickoverviewof main alministrativemenu @tions:

Menu ltem Purpose
General Configuration of billing groups, service groups and organizations used to organize gro

accounts. General menu also includes configuration of Internet domains, administrati
addresses, file attachments and MBReleustom data.

Geography Manages regions, types of customer addresses, geocoding and geography
Sites Defines administrative addresses, sites and towers
PrePaid Provides for the batch creation and management of prepaid vouchers

Sales & Marketing | Informational settings for sales persons, commissions and referrals. Service affecting
configuration includes discounts, promotbicodes and market tags.

Messaging Configuration of Email and SMS interfaces, bulk messaging profiles and account
notifications.
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Rating Provides for the management of uségesed rating of call oerds, network flows as well a
third party data. The Rating menu includes the definition of Rates, Rule Sets, Time S
Rate Classes, Intervals and Data Sources

Resellers Used to define mukorganization grouping and rélee configured service pricing. The
Resellers menu includes the definition of organizations, billing groups and reseller ser
pricing.

Services Service categories and service types, service level custom data and eytseral
integration

RADIUS Manages RadiusNT/X related configuration including attributes, access servers, roam
attribute filtering and session management

Accounting Most of Emerald billing and payment processing related configuration is managed fron

menu. Options include billing settings, charge types, pay periods, taxes, billing cycled
methods, GL codes, CC/EFT batch processing, late fees, time & data chaygesntigpes
and plans.

Reports & Logs

Offers configuration of reports, log data retention, change logging, syslog filtering and
classification, external alerting and gauge data management.

Incidents & Includes configuration of incidents and incident assignment, scheduling resources ang

Schedules events.

Inventory Setup of warehouses for inventory storage, products, product categories and subcate
andrelated product attributes and states.

Scheduler Provides configuration, status and historical search of scheduled tasks required for

automation and maintenance of the Emerald system.

WebInterface

Configuration of we interface relatedettings including:View and remove active operato
sessions, theme and signup server setup, hyperlinks, client settings and search limits
keys, language translations, reverse proxy configuratidruggrade & test safing.

Security Offers setup of operator accounts and related permissions and privileges, IP based a(
restrictions, database field encryption and trusted access.

Compliance Configuration checking and reporting related to industry standards and government
regulatory compliance.

Advanced Menu items in this area are rdiicumented, supported intended to be managed or
changed by operators. It is recommended settingsntiis area only be altered when
directed by IEA support staff.

Database This area is used to run database queries and export associated data, review current

activity, obtain statistics related to index and ddteage, view current database server o
and schedule regular database backups when using SQL Express.

General menu offers configuration of billing groups, service groups and organizations used to organize related
accounts. Gendranenu also includes configuration of Internet domains, administrative addresses, file attachments
and MBR level custom data.

Admin General Menu

b s | g oo R cosom oo o oo
File Categories Global Default Fields Billing Group Fields Account Filters

Domains
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Domains represent Internet domain names

Any namesyour organizatios areaffiliated |7 ~="™ e = =

with are normally defined. Domas can

also include Internet names owned by T

specific customers. Domains are selected ETE] VT NS NS, (T (e [ o
when creating new services within an MBR s icassoft Our primary domain Global No Delete

If a domain has been assigned to an MBR the domain is only available for selection to services of that MBR.
Domain determinedefault realm for RADIUS authentication when a realm name is used during authentication.
Domains can also be used for managing domain registration and hosted service provisioning.

Domain

DNS Domain External Ref2 [
Description
Billing Group Service Group
Customer Access Sort Order IO—

Domain Owner MBR |
Select Owner MBR | View MBR | Clear MBR selection

Update

| r

Field " Description

Domain Choose a name for Emerald to referencediimain.

DNS Domain | Enter the full Internet domain address, suchieagsoftware.com,
External Ref | SeeCommon fields

Description | Enter a short domain description, or note of comment.

Billing Group | SeeCommon fields

Service SeeCommon fields

Group

Customer When 6Yesd this Domain is available for sel
Access manage accounts menu witlthe customer account center. Note: In order for users to be able to @

domains the service type must have the O6AI I
Sort Order SeeCommon fields

Domain Setting a domain owner enables only the specified MBR to use this domain when adding new sel
Owner MBR [ the MBR. When a Domain owner is chosen the Domain cannot be used by any other MBR or as
default setting for Billing Groups, Signup Servers and Prepaitkcdf a Domain is already used as a
default it is unavailable to be assigned to a specific MBR and the Domain Owner dialogue is not

Billing Groups

A Billing Groupdefines a set of [ vew iting Goup. | EotGrow e |

MBRs havingcommonbilling Billing Groups

characteristicsBilling Groups are TS NNNCT=T7 S T NPT T T N

. Reseller - A IEA Software, Inc. Default Default Default Delete

I mportant t 0 Eme v Vistual Netsuef Group ) Defalt  Defavkt Default Delete
f- t b th “ Blue Marble Business IEA Software, Inc. ISP Default Default Default Delete

con Igura I0n because ey allow Blue Marble Residential IEA Software Inc. ISP Default Default Default Delete

different billing featuresreporting, = Mvise IEA Software Tne. Isp Default  Defalt Default Delete

access controland options to be designatedanly a subset of MBRs sharing a common billing group.
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Billing groups are commonly used to partition custompesg/for example "Residential Customers" vs "Business
Customers" or to support partitioning of multiple organizations, resellers or venues within a common instance of
Emerald. (e.g. "ISP A", "ISP B", "Reseller C")

The particular billing group assigned to lBR is able to affect availability of most configuration choices when
managing MBRs and services. When combined with themes, group level operator access controls, customized
invoices and payment processors it is possible to offer a wide range of ssdmaricimply organizing related
accounts to isolating organizations with separate customers and staff within common instance of Emerald.

. Bmgeow )

Organization
Default Domain
Customer Theme
Group Name

Description

Report Logo URL I

Invoice Report |

Invoice Text Report |

Statement Report |

Statement Text Report |

Pay Receipt Report |

Service Types
Billing Cyeles
Domains
Regions
Global Options Pay Periods
Charge Types
Sales Persons
Send Methods
Incident Types

Billing Group Company Details

Name |ISP Inc

Address 1 |1234 Someplace Ave

Address 2 |

City ISom eWhere

State [AW Post [99999

Country |Uniled States

Phone I

Fax |

TaxID |

Email From [billing@localhost

Email Subject |ISF' Billing Account
Email Invoice
Email Statement
Invoice Batch Printing
Statement Batch Printing
| Renewal
Allowed Pay Methods ] Credit Card
W Bank Transfer

Active [Yes .

Sort Order |0

Update

Field Description

Organization

Organization the billing group is to be associated with.

Default Domain

Choose aefault domain for this Billing Group. When the Billing Group is later assigned to an
MBR, the domain specified here will be supplied as the default domain value on the MBR Ser
account screen (the default may be enéden) and can subsequently alsused to determine use
default email addresses.

Customer Themsd

If a theme is selected the chosen theme is preferenced when an end user within this group log
the customer account center. The setting does not apply to the signup server or inperfaioes.

GroupName Name of the billing group to appear in selections referencing this group throughout Emerald.
Description Shortinformational text offering more detail about this group

Report Logo For HTML rendered reports this sets a remnotage URL for display on customer invoices,
URL statements and some custom reports.

Invoice Report

Select the report format to use for the generation of mailed/printed invoices for MBRs of this b
group. This option allows customization of invoice fotmpar billing group. If no Invoice Report is
provided, the general Billing Group Default Invoice Report will be used for this Billing Group.

Invoice Text
Report

Select the report format to use for the generation of emailed invoices for MBRs of this dpidup.
If no Invoice Text Report is provided, the general Billing Group Default Invoice Text Repobtewi
used for this Billing Group.

Statement Repor

Select the report format to use for the generation of mailed/printed statements for MBRs of thi
billing group. This option allows customization of statement format per billing group. If no
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Statement Report is provided, the general Billing Group De&tatement Report will be used for
this Billing Group.

Statement Text
Report

Select the report format to use for the generation of emailed statements for MBRs of this billin
group. If no Statement Text Report is provided, the general Billing Group D&tatément Text
Report willbe used for this Billing Group.

Pay Receipt
Report

Report to be used for rendering payment receiptpdgments to MBRs within thisilling group. If
not configured default payment receipt report is used.

Global Options

Choose "Yes'to allow MBR field selections for this billing group to include Global options, as W

as the options specific to the billing grdg
those specifically set up for this billing group.

Allowed Pay Controls those pay methods available to MBRs within this billing group.

Methods

Sort Order SeeCommon fields

Active Intended to temporarily disable network access for all services within the billing group.

Billing Group Provide the Company name and address infor

Company Detaild

generation and distribution. This option provides the ability to track company name and addrg
information associated with eethal entities that you have established as Emerald Billing Group

Email From

Enter the email address from which billing items are to be sent from (identifies the sender to tf
emalil recipient) for members of this Billing Group.

Email Subject

Enter thesubject that should be included on all emailed billing correspondence for members of
Billing Group.

Email Invoice

This setting specifies how Invoices are sent via email for all MBRs within the billing group hav
email send method. When $&erd Automatically Invoices will be emailed when emailifigll "
billing groups from thé Client' / "Billing" / "Send Bills menu or automatically when scheduled v
the Emerald task scheduler. When"&tnd Manuallythe specific billing group must be seted
from the"Client' / "Billing" / "Send Bills menu. When sétSending Disablédlit is not possible to
email invoices automatically for a billing group however individual invoices can be emailed
manually from the MBRs invoices menu.

This billing grouplevel option can be overridden by send method configuration.

Email Statement

This setting specifies how Statements are sent via email for all MBRs within the billing group 1
an email send method. When $8end Automatically Statements will be emailed when emailing
"All" billing groups from thé Client' / "Billing" / "Send Bill§ menu or automatically when
scheduled via the Emerald task scheduler. WhetSsgtd Manually the specific billing group mus
be selected from th&Client' / "Billing" / "Send Bill$ menu. When séiSending Disabledit is not
possible to email statements automatically for a billing group however individual statements c{
emailed manually from the MBRs statements menu.

This billing group level ption can be overridden by send method configuration.

Invoice Batch
Printing

When set'Hide Pendinfjany invoices that are pending for printing for postal delivery from the
Emerald billing / send bills menu will not be displayed for this billing grougttirgy"Hide Pendiny
is useful for situations where only statements are mailed out to the end user and invoices only
be printed manually from each MBRs invoicing menu. WheliSlebw Pendingany invoices
pending for printing for postal delivefgr the billing group is displayed in the Emerald billing / se|
bills menu.

This billing group level option can be overridden by send method configuration.

Statement Batch
Printing

When set'Hide Pendinfj any statements pending for printing via postlivery from the Emerald
billing / send bills menu will not be displayed for this billing group. Settiigle Pending is useful
for situations where only invoices are mailed out to end users and statements only need to be
manually from each MBRstatements menu. When §8how Pendingany statements pending fo
postal delivery for the billing group is displayed in the Emerald billing / send bills menu.

This billing group level option can be overridden by send method configuration.
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Organizations

Much of Emeralds support for IEE=N

multiple service providers and Oraanizsions

i (0 [ omumimies | edeCax | ]
reseller billing are based on = e e T — e
"Organization’s. 2 Virtal Netsurf Group Joe Smith - Resellers Inc_[3] Delete

Organizations are a grouping'@illing Groups' owned by the samentity. Organizations separate the monies
managed by each compaioy reporting purposes, define the currency used throughout each organization and
provide for the configuration of reseller relationships where an OrganiZatidiie to béilled for the services they
provide by a parent organization.

| Edit Organization l

Organization Name |This is a reseller organization
Currency |USD - dollar (United States)
Active MBR Limit [
Reseller Invoice Detail IDelalIed invoice
Reseller Monthly Charges |Partial price for partial months service [v|
Reseller Charge MBR |Joe Smith - Resellers Inc. [3]
Select reseller charge MBR | View MBR | Clear MBR selection

L Update

Field Description

Organization Name Reflects the name of the company or branch.

Currency Determines the currency type of all accounts associated to this organization. Th
currency information is used for reporting and by some credit card processors.

Active MBR Limit This option places a limit on the number of Active MBRs that can be associated
organization. MBR limits are useful for managing the allocation of Emerald MBR
licenses.

Reseller Invoice Detail When billing an Organization for their service usage tption controls the level of

detail of the invoice presented to theeseller Charge MBR "Detailed invoicé
provides a line item for each service billé&Gummary invoice by service type
provides a smaller summary invoice with a quantity multighereach service type
used.

Reseller Monthly Chargeq When billing an Organization for their service usage this option controls how ser
created or closed part way through the month are hantiRattial price for partial

mo nt h 6 s bilts atra vaie preportional to the fraction of the month the service
were active!'F u | | price f or ‘Tpoélsrthe erdire mantbiyratdnto the
reseller for services that were active for any length of time throughout the month

ResellerCharge MBR When billing an Organization for their service usage this option sets the MBR in
parent organization that is to be charged for the service usage of this organizatid
This MBR generally reflects the reseller.

Configuring General Billing Goup Default Values

If you will be managing many different billing groups with similar configuration click "Edit Group Defaults"
available from Billing Groups menu to set default group configuration. These default settings are applied whenever
new billing groups are created.
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Restricting Accounting options to a specific Billing Group

Emerald allows restricting certain Accounting and Global billing options to a specific Billing Group. Once
associated to a specific Billing Group that option will only bailable to MBRs of that Billing Groupr those
under a Billing Group with Global options.

Once one of the followintypesof Accounting or Global option entries has been created, it can be individually

associated to a particular Billing Group: Servigge, Region, Billing Cycle, Pay Perioaihd Discount A Billing

Group can have any number of billing options associated with it. The Billing Group assignment is performed on the
particular option entry screen by selecting a Billing Group from the pred@&illing Group pick list, an example

using the Region option is shown to the right. I f the
option entry will remain available to all MBRs, regardless of Billing Group.

On new and existinBilling Group entries, you may find a message displayed within the group entry indicating, for
example: &dNo Service Type assigned to this groupo6. Th
thistype for example: Service Type, Billg Cycle, Region) have been restricted to this Billing Group. This is just

an informational message and requires no action, as it is not mandatory to restrict any options to a specific Billing

Group.

MBR Custom Data Fields

Customdatafieldsallow you todefine extra fields of information your organization would like to track for each
MBR. Extra MBR datdields choserhere shalbe presented within tH&howMBR" detail displayand MBR edit
form allowingEmerald operator to optionally enter a value facteof the additional MBR data fiss. MBR
Custom data fields typically have only exfiormationalrole onlyused by Emerald faeporting and tracking
purposes

MBR Data Field

Dara Field

Billing Group IGIobaI . Service Group INDne .

Required IND . Sort Order
Update

Field " Description

Data Field This entry will be displayed as the label for the Custom Data field on the MBR accou
entry screen. Available data fields are configured froniMenage Data Fields" option
within MBR Custom Data menu.

Billing Group | SeeCommon fields

Service Group | SeeCommon fields

Required Requires an operator to enter a value for this custom data field before they are able
changes to the MBR.

Sort Order SeeCommon fields
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Service Groups

To better support systems with largEEE=ETn
numbers of billing groups service

Service Groups

groups enables related billing grour,m Sieriatle - —
to be bundled together for the I Cemmes - DhoMable  Daicts Dt Conler Sond Mot Tciders Topes, Demeie Posions VER CopomDoge D

Residential

purposes of configuring certain
configuration options such as service types, papgerand charge types without having to create duplicate
configuration options for each billing group.

For exampld e aséusne Reseller 1 and Resellés @ach assigned a similar set of service types. Service Types A,
B and C. To support each reselleistscenario requires a total of 6 service types (2 resellers * 3 service types)
created.

Reseller 1 - Service A

Reseller 1 Bllling Group = Reseller 1 - Service B

Reseller 1 - Service C

Reseller 2 - Service A

Reseller 2 Bllling Group Reseller 2 - Service B

Reseller 2 - Service C

Reseller 1 Bllling Group Sii Service Group - Service A

Reseller

Reseller 2 Bllling Group Service Group

Service Group - Service B

Reseller 3 Bllling Group Service Group - Service C

With service groups all similar resellers billing groups are assigned to a service group reducing treofiumb
service types needing to be configured from 6 for 2 billing groups or 9 for 3 billing groups to 3 regardless of the
number of billing groups assigned.

Edit Service Group .

Service Group |B\ue Marble Custemers

Service Groups apply only in an additive fashion to the
traditional assignment method where itesush as service
types are either assigned specifically to a billing group or

[Businezs and Reszidential Customers of Blue Marble
I3P
Description

Update

Service Types Service Categories
Sales Persons Charge Types
Pay Periods Billing Cycles G u | d e IEA SOf‘tware, InC
Send Methods Incident Types 45
Domains Regions
Sort Order ID—




available globally to all billing groups having global options enabled. Pleas@&de®n" / "Generdl / "Billing
Groups for additional information.

The use of service groups dptional and not recommended if the Emerald system contains a small number of billing
groups or billing groups used generally for the purpose of restricting operator access.

Field Description
Service Group Text uniquely describing the service group. This text will appear in selection lists through
the Emerald administrator when configuring one of'fineluded items below.

Description Text describing the purpose and use of this service group
Service When "Included" this service group is available for selection when configuring service
Categories categories. See "Admin" / "Services"Séervice Categoriés

Service Types When"Included this service group is avab& for selection when configuring service types
See"Admin" / "Services / "Service Types

Market Tags When "Included" this service group is available for selection when configuring market tag
See "Admin" / "Sales 8Marketing" / "Market Tags
Late Fees When "Included" this service group is available for selection when configuring late fees.

See "Admin" / "Accounting" /Late Fees

Sales Persons When"Included" this service group is available for selection when configuring sales pers
See "Admin" / "Sales & Marketing" Sales Persofis

Charge Types When "Included" this service group is available for selection wdoafiguring charge types.
See "Admin" / "Accounting" /Charge Typ€es

Pay Periods When "Included" this service group is available for selection when configuring pay period
See "Admin" / "Accounting” /Pay Periods
Billing Cycles When "Included" this service group is available for selection when configuring billing cycl

See "Admin" / "Accounting” /Billing Cycles'

Send Methods When "Included" thiservice group is available for selection when configuring send methd
See "Admin" / "Accounting" / Send Methods

Incident Types When "Included" this service group is available for selection when configuring incidest ty|
See "Admin" / "Incidents & Schedules"lh€tident Type$

Domains When "Included" this service group is available for selection when configuring domains.
See "Admin" / "General" /Domain$

Regions When "Included" this service group is available for selection when configuring regions.
See "Admin" / "Geography" Region$

MBR Custom When "Included" this service group is available for selection when comf@yMBR custom

Data data fields. See "Admin" / "General'MBR Custom Data

Sort Order SeeCommon fields

Batch Manager

History of prior batches of invoices, [ = T e
statements, payment imports and printing Ca: smsses o wie s st 115
be reviewed from batch manager. Historical — .
data includes batch status, total number of | R e

Succeeded admin 10/28/16 22:43:38
items in batch, overall costs, operator and ar’ Seessele] glnm  [(EGEED
related meSSageS_ 9  Statement Succeeded admin 10/28/16 22:44:39

11850 Delete
126.00

3705

3705

0.00

0.00

0.00

0.00

EEEEE
g8 & 8 &
(R (E

Statement Succeeded admin 10/28/16 22:44:38

oW oo~ b wo

Batch manager algarovides for operators to void a batch of invoices or reopen prior print queue items should there
ever be a need to reprint a set of previously printed invoices or statements for postal delivery.
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Batch Manager - Search
Batch ID

Operator Batch Type |All

Starting [8/1/2016 Ending [8/412016
Current State [All .

Search

Field ' Description

Batch ID Filter search results hynique ID assigned to each batch run

Starting Filter search results by batches created on or after the specified date

Ending Filter search results by batches created prior to the specified date

Operator Filter search results by operator responsiblébfich creation

Batch Type Filter search results by batch type (e.g. Invoices, Statements, Payments, Printing)
Current State | Filter search results by current status of a batch

File Categories

When files are uploaded for storage
within an MBR filecategories provide for
organization of file attachments by role. -
With each category limits on acceptable
file types, file expiration and

File Categories

‘Customer Site

Service Yes Yes No No
contracts . - e -

MBR/Service level requirements can be defined.

Edit File Category .

Delete

Delete

\

Description |Semce coniracis String ID l—
Access Label [None
Allow MBR [Ves Allow Service
Allow Invoices Allow Payments

Display Detail [Yes[V]
Inactive Expire Days MBR
Sort Order |0

Display Summary Yes..
Inactive Expire Days Service
Active Expire Days

Update

Field " Description

Description Unique label describing type and puspaof file attachments. When uploading a file
attachment within an MBR or service this field is displayed for category selection.

String ID SeeCommon fields

Access Label SeeCommonfields

Allow MBR When "Yes" file category may be used for files attached to the MBR itself.

Allow Service

When "Yes" file category may be used for files attached to individual services within an
MBR.

Allow Invoices

When "Yes" file category may be usett files attached to individual invoices within an
MBR.

Allow Payments

When "Yes" file category may be used for files attached to individual payments within &
MBR.

Allow Sites

When "Yes" file category may be used for files attached to sites within/Slite=s menu of
Emerald Admin.

Allow Towers

When "Yes" file category may be used for files attached to towers within Sites / Towers
of Emerald Admin.

Allow Events When "Yes" file category may be used for files attached to events within supporbimenu
Emerald client.
Display Detail Indicates file contents may be displayed automatically while showing detailed informati
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specific to file or item file is attached. This field is currently unused.

Display Summary | Indicates file contents may hiksplayed automatically in list views of files or attached iteni
This field is currently unused.

Inactive Expire If set file attachments of this category assigned to MBR, Invoice or Payment levels are
Days MBR automatically deleted once MBR has beertiivated for more than configured number of
days.
To disable automatic removal of files based on MBR active status this field should be |4
blank.
Inactive Expire If set file attachments of this category assigned to Services are autolyaiteiedonce
Days Service MBR or Service have been inactivated for more than configured number of days.

To disable automatic removal of files based on Service active status this field should b¢

blank.
Sort Order SeeCommon felds
Active Expire If set the attachment is automatically deleted once set number of days has passed fron
Days initial file upload. Active expire days applies unconditionally regardless of account stat

any other factor.

To disable automatieemoval of files based on time of initial upload this field should be I4
blank.

Allowed Mime Types

Once a file category is added

accepted formatting of uploaded Ztomed Mins Typos

ooep SOOI et | | weenne | | eenee |
flles can be rEStrICted by addlng ong Microsoft Word Delete Portable Document Format (PDE) Delete Postseript Delete
or more allowed mime types. If no Miwsof Word GML) el oo e Eroinata) UL

allowed mime typs are configured then no format restrictions are enforced on uploaded files. Additional mime
types not in the list can be configured from "Emerald Admin" / "Advanced" / "Mime Types".

File type is determined by the uploading browser and or client opgatatem. Type determination for the same

files may vary between browsers and operating systems. Mime type transmitted at time of upload is used when file
attachments are subsequently downloaded. Emerald does not perform any checking of file cdetemioe

whether mime type matches file content.

Required Uses

Once file category is established MBR an@====i
i i i Required Uses
service level file requirements can be [ Description [ Aples To | Growp | Market Tag | Service Type | Servce Category | lacident Type | |

configured alerting operators to file Business Conttect locidents  Global | Costomer Type - Busizess Delete
attachments required to support specific types of MBRs and services.
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Description IEualness Contract Apples To
Billing Group Market Tag |[Customer Type] Businass
Update
Field Description
Description Label describing purpose of requirement. This field is informational only.
Applies To Specifies whether requirement applies to MBR or service level.
Applies To  Description
MBR Requirement applies at the MBR lev&equirements are displayed as MB
alert and within MBR attachment menu.
Service Requirement applies at service level. Requirements are displayed as a
alert and within the services attachment menu.
Incidents This option is reserved for future use
Billing Group Restricts requirement to a specific billing group
Market Tag When "Applies To" is MBR file requirement is restricted to MBRs where selected MBR lev

market tag is currently active.

When "Applies To" is Service then file requirementastricted to Services where selected
Service level tag is currently active.

Service Type Restricts requirements to a specific service type.

Service Restricts requirements to services of a specific service category.
Category

Incident Type Restricts fils requirement to specific incident type. This option is reserved for future use.

Global Default Fields

This menuenables configuration dield visibility optionsfor Emerald clieninterface SeeField Visibility for
more information.

Billing Group Fields

Per billing group level field visibility settings are configured from this menu. Note that only subset of fields that can
be applied to a specific billing group are included. This generally includes anywraifig fields within the MBR
menu of an account. Séeld Visibility for more information.

Account Filters

Account filters enable a series of EEIZE
inclusive and exclusive account

MBR & Service Filters

. [ vewmim | x| SO | |
parameters to define targeted e O e s Accousting Staff 1000 Delete

customer kts. Account filters are currently used within support menu of Emerald client defining recipient list for
bulk messaging feature and by events in order to determining those potentially affected by outages.

Emeraldvei Ad mi ni strator o6s Gui de IEA Software, Inc.



Any item within account filter having matchingmrdition of "Include” adds to filter list of matching MBRs. If any
items have a matching condition of "Exclude” then the matching MBRs are excluded from filter list.

Edit Account Matching Filter

Description |‘."v"esternmost CC/EFT autopay customers String ID l—
Sort Order IG— Access Label |None
Update
Description Unigue name of account matching filter. Descriptionegpp as an option within bulk messagir]
and events areas of the Emerald Client / Support menu.

String 1D SeeCommon fields

Sort Order SeeCommon fields

Access Label | SeeCommon fields

Account Matching Conditions

Once a matching filter is created any number of H.w.
i | Tope | Category vee | Metho

inclusive and exclusive search parameters may b(c,m,,

Delete.
assigned to the filter. e Bl | Gxcude | e
Oregon e Include  Delete

(___  NewComdifin _____ ]

Description l(:ahfurma— Match Condition
Account Matching Conditions (All items must match to include account in filter)
Billing Group Market Tag [All
Service Type Service Category
Region Tower
Address Type [l [¥]
Country [[North America] United States State
cey[ Postal Code [ |
Billing Cycle Pay Method [All
Send Method [Al
L Update

Field Description

Description Informational label detailing purpose of tmsatch condition
Match Condition Determines what occurs when matching condition is met.

Include When all matching conditions are met the MBR is included unless it
matches one or more exclude conditions.

Exclude When allmatching conditions are met the MBR is to be excluded
regardless of whether the MBR matches one or more Inclusive
conditions.

Billing Group If set MBR billing group must match selected group

Market Tag If set MBR must have an active market tag of tiise

Service Type If set MBR must contain one or more active services having a matching service type
Service Category If set MBR must contain one or more active services having a matching service cate(
Region If set MBR region must have selectedicgg

Tower If set MBR must contain one or more active services assigned to the matching tower
Address Type If Country, State, City or Postal Code is set address type restricts matching of these
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to addresses assigned to MBR having matching purpose.

Country If set MBR must contain one or more addresses having a matching Country
State If set MBR must contain one or more addresses having a matching State

City If set MBR must contain one or more addresses having a matching City

Postal Code If set MBR must contain one or more addresses having a matching Postal Code

Address Data Field | If set MBR must contain one or more addresses having a matching address data fiel
fields value must match value entered into Address Data field below

Address Data See Address Data Field above. Required when address data field configured
Billing Cycle If set MBR billing cycle must match selected billing cycle
Payment Type If set MBR pay method must match selected pay method
Send Method If set MBR send method mustatch selected send method

GEOGRAPHY

Geography menu offers configuration of regions, address types, geocoding and geography.

Admin Geography Menu

Address Types Address Data Types Address Layer Data Process Address Data

Address Types

Address Typeslefine use and purpose of addreS=E=iT

information collected at the MBR and Service pr—
Type Priority

levels. Generally each address type depending Bl

o S
e Required Fields .

Priority

100 10 10 10 Yes No FirstName, LastName, StatelD. City Delete
on configured priority settings map to one or s 5 P Yo oye DSl puesiCy opy,
more of the following builin uses: Billing Smee 0 0 10 No Y FusNeme Dete
Address, Shipping Address, Service Address aisisee: 5 100 0 0 Yo N  foSemelsfmeddiesl  pg
Contact Address. SE— - . - —— o
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Edit Address Type )
Description [Billing Address String ID

Required Fields [FirstName, LastName
Allow MBR |Yes
Allow Admin [No [¥]

Coordinates [Defaut[v]
Last Name [Default[v]

Allow Service [No [¥]

Edit Forms
First Name [Defauft[¥]
Company [Default

Address [Default[ ] City

State Zip

Country Home Phone

Work Phone Mobile Phone
Fax |Default|v| Email [Default[¥]

Website URL [Default[¥] Tnstant Messaging
$SN TexID

Drivers Lic # SMS Contact Hours
Email Notification SMS Notification

Comments
Billing Priority [100 Shipping Priority [10
Service Priority [10 Contact Priority [0
Announcements Wl Announcements
Billing  Billing

Commercials
Default Email Purposes | Expiration
Incidents
Scheduling

Usage limits

Sort Order [0

M Commercials
Default SMS Purposes ] Expiration

¥ Incidents

M Scheduling

W Usage limits

Update

Field ' Description

Description Enter a description of the Adekss Type. This entry will be displayed as the label for the Add
option on the MBR account Addresses entry screen.

String ID SeeCommon fields

Required A comma separated listing of required fields. The following field names are available to ch

Fields from: FirstName, LastName, PhoneHome, PhoneWork, PhoneFax, PhoneMobile, Email, W
SSN, TaxNumber, DLNumber, CountryID, StatelD, Company, Address1, Addf@isg27Zip,
Lat, Long,Comments.

Allow MBR Allows address type to be selected when creating an MBR or managing addresses assigne
MBR.

Allow Allows address type to be selected when creating a service or managing addresses assign

Service service.

Allow Admin | Allows the address type to be used to configure administrative addresses from Emerald Ac
General / Admin Addresses. Admin addresses are used for site & tower management and
operator scheduling.

Billing Relative priority foraddresses of this type to assume the role of primary billing address for t

Priority MBR. The address having an address type with the highest billing priority becomes the ME
billing address. If there are multiple addresses of the same address type or audtipks types
with the same billing priority the winning address is earliest address entered.

Shipping Relative priority for addresses of this type to assume the role of primary shipping address f

Priority MBR. The address having an address tygh tie highest shipping priority becomes the MBR
shipping address. If there are multiple addresses of the same address type or multiple add
types with the same billing priority the winning address is earliest address entered.

Service Relative priority for addresses of this type to assume the role of physical service location fo

Priority service. If an address is associated to a service and service priority is nonzero the service
takes precedence over any MBR assigned addresses dveMiBR address has an address ty|
having a higher service priority. If service priority is zero then MBR address with highest s¢
priority can be used for service address over service specific address.

Contact Relative priority for addresses of this type to assume the role of contact address for the se

Priority Contact is generally the primary user of the account. If there are no service specific addres

associated with a servitiee MBR level address with higsecontact priority is used otherwise
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MBR billing address is usefithere is no MBR level address with a contact priority above 0.

If there are one or more addresses assigned to service then the address having an addres
with the higheshonzerocontact priority becomes the services contact address. |If there are
multiple addresses of the same address type or multiple address types with the same cont
priority the winning address is earliesindidateaddress entered.

Default Email | Sets address type specific defaults for reasons the address should be contacted with inforn

and SMS relative to checked purposes. I f OEmai l

Purposes visibility is enabled the default purposes can b&@mized when entering address. Purposes
recorded stored with each address. The defaults apply only during creation of new addres
Changes to default Email or SMS purpose settings at the address type level have no effect
existing addresses.

Sort Order SeeCommon fields

Address Data Types

Address Data Types enable
s . Address Custom Data Types
A OO B B 0 D o e e = ==
assigned to MBR and Service 1 Census Tract Show Hide No
addresses enabling extra address 2 Cor [T S L i
10001 WA Tax Loc Code Show Show No Delete

related data to be stored and
displayed with theddress. These new data fields can be populated manually by assigning fieldsltivesms Type
or they can be populated automatically by synchronizationgeitiyraphidayers

New Address Custom Data Type

D
Data Type Field Label

User defined [Ds must start > 10000

String ID

Address Summary View [Show[¥] Address Detail View [Show[¥]

Is Telephone [N [¥]

Sort Order

External Ref

Update

Field " Description

ID Unique number assigned to the address data type. When creating a new addr|
type it is important to choose an unused ID number greater than 10000 to preV
custom data field from being modified by future software updates.

Data Type Field Label Label describing custom data field

String ID Supports localization of "Data Type Field Label". Smnmmon fields

Allow Summary View When 'Yes' data field is displayed with address information withowSh
MBR/Show Service menus if address contains a value for this custom data fiel
When 'No' data field is hidden from the Show MBR/Show service menus.

Allow Detail View When 'Yes' data field is displayed when making changes to an address.

Is Telephone When 'Yes' the custom data field is treated as a phone number for search and
presentation purposes.

Access Label SeeCommon fields

Sort Order SeeCommon fields

External Ref SeeCommon fields

Regions
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Regionsgenerallyrepresent distinct

geographical areashereyour —
organizatioroffers service but they are =N =" BT B0
not limited to this purpose and may be (i, et > o
used to facilitate logical grouping of Covems Looy Glotal a Delete
Crab Global 0 Delete

accounts foreporting purposesRegions
may also influence taxes assigned to accounts (See Tax Groups) and arémesdg for reporting, groupingr
external integration purposes.

Region |Gty North | StingID | ]

Regional Group [None v |

Billing Group | Global ~| Service Group |None v |

BxtemalRef ] Sort Order

Update

Field Description

Region Choose a descriptive name for the Regidhis name appears when selecting a regio
from the edit MBR menu within Emerald client.
String ID SeeCommon fields

Regional Group | Organize related regions together for improved organization and reporting when lal
numbers of regions are used. Once one or more regions have been linked to a reg
group they are grouped together under a common group heading within region sel
lists throughout the Emerald UI.

Available regional groups are managed from Re@ooups menu.
Billing Group SeeCommon fields
Service Group SeeCommon fields

External Ref SeeCommon fields
Sort Order SeeCommon fields
Geocoders

Geocoder services determitagitude BN =T
H H Geocoders
and longitudef a customelocation g gy ey — e g e g p—

based on account address 1 US Census geocoder US Census.gov geocoder Global United States Enabled  Delete
|nf0 rm atl on O nc @ eo g r ap h | c 4 Data Science Toolkit Data Science Toolkit Global United States Enabled Delete
coordinates are knowfor an addresthen it becomes usabier service tower selectioonsite scheduling and

geographic queries to obtain information related to market, service area, taxation and regulatory reporting.

Support for many popular geocoding services is
Billing Group included. Some services are free to use while
Country [United States State [Al others require creation of @tcount and payment
Geocoder Name [US Census geocader for commercial use. Multiple geocoder services
Geocoder Type |US Census.gov geocoder may be used concurrently to improve automatic
Geocoder URL [http-igeocoding.geo census. govigeocodariiocations/address conversion rate or reduce costs. To enable click
S @i [ Active New Geocoder from Emerald Admin / Geography /
\ S Geocoders menu.

Field Description
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Billing Group Restricts geocoding to addresses associated with chosen billing group

Country Restricts geocoding to address with matching country

State Restricts geocoding to addresses with matching state of selected country

Geocoder Name | Description of geocoder

Geocoder Type List of supported geocoding services

Geocoder URL URL for submitting geocoding requests

*** (Geocoder Geocoder types requiring authentication or additional settings are shown here. For

Specific) information about additional configuratidields please check vendor documentation
corresponding to selected geocoder type.

Sort Order If multiple geocoders are enabled they are execintedder of applicable geocoders startin
from the lowest sort order to highest. This can be useful to give lower cost geocoders
opportunity to locate an address before moving to higher cost services.

Geocoding is performed when adding a new MBH alsqeriodically when an address has been changed or added
andthe geoexport task iactivatedfrom Emerald / Admin / Scheduler / Configure Schedulégocoding can also

be processed manually for a geocodeclimking "Processbption in Geocodelidt once a geocoder has been
configured.

To ensure coordinates associated with new or changed address are kept current
check to confirm " Geocode accounts with new or updated address information "
scheduled task is activate from Emerald Admin / Scheduler / C onfigure

schedules menu.

Layers
Collections of areas drawn on a map e o
. - D] toeNeme | CreawDie [ Saws | DaaFeds | sudyes | shaps | |
annotated with datar labels describing - Key
drawn area are orgamzed |r‘|‘||ayer$' 11 ID Tax Code Areas 02/11/19 16:23:36 Valid :EEALTI;XT]& 0 6571 Delete
+ AlignlD
available to be usealy Emerald foreporting - atom
. . . 6 US Census Place 10/31/18 22:06:10 Valid + LSAD 1 626 Delete

or assigningf address custom data fields to v
accounts. Arexample of a layer is a list Of  us cessoe e 022117 13:03:07 | 1 158 Deee
cities where geographic boundaries of each - COUNTYNS

. . . . 5 US Counties 10/31/18 22:16:39 Valid . I‘ﬁg&) 0 3233 Delete
city is annotated with data such as city name - NAMELSAD
popu|at|0n,reg|0n, natlonal |dent|f|er armx 7 WA Tax Locations 02/06/19 16:01:32 Valid :::]’SCODE 0 355 Delete
rate. 1 WATexRates 10/31/18 22:04:16 vaig | GIEDISSO 0 a1 Delete

« PLACE

Layers are imported into Emerald using the geoimport command line tool IdcatedEmerald folder. To use
geoimport from command line type geoimport followed by name of the "fges'to import. Geo files are
typically created by processing standard ESRI shapefiles usinghiggefile conversion toolShapefiles can be
generated by any GIS system and are commonly available from countrywide and state gove@omeited
".geo" files of general interest to service providers are also available from the IEA Software website.

Once a layer has been successfully loadestatisis appears 8galid" in layer list. If for any reason a layer does
not load successfully geocimport tool displays a failure reason and partially loaded layers appear with status of
'Invalid’. Partially loaded layers can either be deleted from thar tHle geoimport tool rerun to reattempt complete
loading of the layer.
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When reloading an updated version of the same dataset simply run geoimport utility for new file and existing layer
will automatically be updated. Once updated any address dataasguesated with updated layer are automatically
refreshed the next time address data is processed.

When layers are used it is generally also necessary to enable Geocoders to
obtain geographic coordinates of customer and admini strative addresses.

Address Layer Data

Address layer data facilitates
h t f h Cd t t Geographic Layer Matching for Address Dat:
synchronizatiorof geographiaatasets m-

contained maYe rswith address data ECC form 477 [ T Sy - S s |G| All All  Delete

* COUNTYFP: County FIPS States

fields based on geographic coordinate: - Billing Address
. WA Tax Location WATax + LOCCODE: WA Tax Loc + Shipping Glcbal Washineton All Delete
of MBR and Service level addresses. e Locations Code Address Swey  Vosbosmon Al Delee

+ Service Address

Oncedata has been synchronized it
may be used for purposes including reporting, tax rate determination and market tag activation.

Before this feature can be used the following prerequisites are necessary:

1 Geographic coordinates must be obtained for MBR and Service level addresses. Latitude / Longitude
coordinates may bentered for each addressnually or obtained automatically by enabling one or more
Geocoders

1 Layerscontaining geographic dataset toqaeeried andgynchronized must be loaded using geoimport tool.

1 Address Data Type® define address custom data fields where synchronized geographic data is to be
stored must be configured.

Edit Address Data Layer Match I

Description IAppI-,f Census Tract and County FIPS
Billing Group Allow Billing Address
Allow Shipping Address Allow Service Address
Country [United States State
Geographic Layer Region

Shape to Address Data Mapping
TRACTCE |Census Tract COUNTYEP [County FIPS |&]

Update

\

Field | Description

Description Shor text explaining the purpose of the synchronization

Billing Group When configured address data synchronization is only performed for addresses
belonging to the configured billing group.

Allow Billing Address Allow synchronization for addresses assigned as the MBR billing address
Allow Shipping Address | Allow synchronization for addresses assigned as the MBR shipping address
Allow Service Address | Allow synchronization for addresses assigasdervice level service address

Country When configured synchronization is limited to addresses within selected country
State When configured synchronization is limited to addresses within selected state
Geographic Layer Selection of layer containingeggraphic dataset to be synchronized with MBR and

Service level addresses. Once a layer is selected the form is automatically updd
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with address data mapping options specific to selected layer.

Region When configured synchronization is limitedgddresses within selected region
*** (Shape to Address Each field displayed represents a column of the geographic dataset of the select
Data Mapping) geographic layer. If data contained within a field of the layer is to be synchronize

with a MBR or Sevice level address select the corresponding address data type \
data is to be stored from the selection list.

By default synchronization occurs four times daily from the scheduled task
" Geographic match addres s coordinates by layer ". Synchronization can also be
executed manually at any time by clicking "Process Address Data" menu option.

SITES

Sites menu offers configuration of site locations and towers supporting reporting, inventory, scheduling and fixed
wireless management.

) ))) Admin Sites Menu

Admin Addreszes m Tower Types Antenna Types

Admin Addresses

Admin addresses define locations s
relevant to your organization such as

Addresses

N T S S A [

business offices and network facilities options Centes  Bine Marble, 1nc Oue Network Way Beverly Hills  California Delete
Tower 3C Blue Marble, Inc 209 Joralemon Street Brooklvn New York Delete
For mnfiguration ofadministrative D R e T R o e
address types and field availability see
Address Types
Sites
Sites define locations and contacts used by e
. . . . . Physical | contact Addre Towers Scheduling
your organization to provide service. Sites I NS et R N o o
may be used by access servers, tower Melr g gmum  Cfemw M e m%&f Detee
. . . cmnemﬂsgncl

management, inventory and appointment Oremtions - Morming - Touck 1

) . . Installer Depot  Installer Depot e : A:i::‘nm : B:l@rgg 1A Delete
scheduling for reporting and location based - e
fea‘[ures Tower 3C Tower 3C Center « MegaTower  + macaronimyisp.net Delete
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. wase

Description

Physical Address [Operations Center[¥]

Site Name [Blue Marble Ops

Contact Address [Operations Center[¥]

Comments

SortOrder [0 |
Field Description
Site Name Unigue label describing the site. Site name appears in selection lists when choosing
throughout Emerald.
Description Additional details describing the site
Physical Address Admin address representing physical location efstte
Contact Address Admin address representing who to contact for inquiries related to the site
Comments Additional information
Sort Order SeeCommon fields
Towers
This menu offerservice toweselecton and
qualification for fixed wireless broadband and [ ower | Twpe ] Se ] Base Avimdetee) | Begheo) | Servers | Amennas | |
reporting. Configuration includes management Of wurwe  cue mwese o 000 - asamimipen IR py

tower characteristics including location, size and
tower type as well as associated antennas, radigg "=t fus Bt

and services.

+ Upper 1.-D

s1
.82

203100 800,00 « tulsamyisp et .53

14

. watew

Tower Name IMega Tower
Tower Type Glammwer. Site |Tower 3C .
Tower Height |1000.00 feet Base Altitude [3200.00 feet
2 1ittle towsr on the edge of & cliff overloocking a valley of rich
paying customsrs below
Description
Comments
Sort Order |0
Update

Field Description

Tower Name

Display namédor tower used in service tower selection tool as well as tower related reportir

Tower Type Normally a selection of style or structural type used for informational and reporting purpos
SeeTower Types
Site Defines physical location of tower. S8iées.

Tower Height

Total height of tower above ground level

Base Altitude

Altitude above sea level of tower basé not configured elevation heightmap will be used wh
available to deermine altitude in service tower selector.

Description

Additional information describing tower
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Comments

Related comments

Sort Order

SeeCommon fields

Tower Antennas

Once a tower has been configured antennas m:BE=E=m

beassigned to the tower defining antenna type,
position and estimated range. This information
used for tower service selection and reporting. ' 2

A

Description [Cower 14

Antenna Type

Frequency [2400 ‘mhz
Tx Power [12 dBm
Range Normal [7.00

Tile [2 deg

Height AGL [TE0.00

miles

feet

Antennas

Range | goone | Tite | B2 | Serial
Mz | o) | (deg) | ST | Number
(miles) (deg)

75000 2 30

11.00 0001

Range

Frequency | Power | Sensitivity
(mb2)
2400 j¥) 72 7.00

Normal
(miles)
Sector

Lower

macaroni.myisp.net Delete

ower.

Sector

z 2400 il 2
Sector

z 2400 14 2
Sector

Z 2400 15

-
>}
<
=
S

I

60 0002 macaroni myisp net Delete

=

=

El

ower.

N
]
=
s
S
]
5
=
=
2

It

90 0003 macaroni myisp.net Delete

gk

e

[
=

00

o
=
=
=
S
>

120 0003 macaroni myispnet Delete

(=}

Serial Number [0001

Access Server [[Other] macaroni.myisp.net

Rx Sensitivity |-72 dBm
Range Max [11.00 ‘miles

Beam Center [30 deg

Comments

Update

Field ' Description

Description Label which uniquely describes antenna for this tower
Serial Number Serialnumber associated with antenna hardware
Antenna Type Determines antenna characteristics such as gain and beam widthntSaea Types

Access Server

Selection of access server / radio used by ante@nacentlyusedonly for reporting
purposes.

Frequency

Lowest frequency in megahertz to be transmitted or received from this anfEhisas
required for path loss calculation.

Channel Width

Bandwidth of communications channel in mhz. This field is informationahahdsed in
calculating path loss.

Tx Power

Maximum ransmit power in dBmWhen entering pger subtract known sources of
transmissiodossessuch as cabling and connectoRequired for calculating signal level as
received by service.

Rx Sensitivity

Receive sensitivity in dBm. Required foalculating link margin withirservice path profile
of service tower selector

Range Normal

Normal expected range from antenna where service is expected to be provided normal

Range Max Maximum range from antenmehere service is expected to be provided perhaps with son
restrictions such as limited service tier or special customer premise equipment requirer|
Tilt Vertical tilt of antenna in degrees. Positive value represents an upward tilt and negativ|

a downward tilt.

Beam Center

Degrees from true north representing direction antenna is pointing

Height AGL

Height of antenna as measured from base of toWes is required for path loss calculation

Comments

Related comments

Once an antenna is configured one or more service categories can be assigned to the antenna representing services

provided by this antenna. This information is used by the setegr tselector and reporting purposes.
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Tower Types

Types offer an option to classify types of

Tower Types

tower in use by structural type or Other g T S SR
characteristics as needed. Line tower Delete

Big tower + Towering Tower Delete

Giant tower * Mega Tower Delete

Edit Tower Type

Tower Type |L|t‘lle tower

Sort Order [100
[ Update |
Field Description
Tower Type Label uniquely describing tower type. Shown in tower typlection field when adding or
updating a tower.
Sort Order SeeCommon fields

Antenna Types

Antenna types provide information

Antenna Types

about characteristics of antennas gy gy gy EETTTTT— ST COTY S
ET. BMX 30 45 15

assigned to towers. Antenna types secz 5 Delee
are used for servicewer selection and reporting.

Edit Antenna Type )

Antenna Type [Sector Z Gain
Manufacturer [E.T. Meodel [BMX
Vertical Beam Width |45 deg Horizontal Beam Width |30 deg
Description
Comments
Sort Order |0
| Update |

Antenna Type Unique label describing the antenna

Gain Antenna gain in dB Required for calculating signal level as received by service.
Manufacturer Manufacturer

Model Model number

Vertical Beam Width | Vertical beam width in degrees

Horizontal Beam Horizontal beam width in degree$Jsed by service tower selector.

Width

Description Additional details

Comments Related comments

Sort Order SeeCommon fields

SALES & M ARKETING
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Sales menu offers configuration of sales persons, commissions and referrals as well as market related configuration
of discounts, promotional codes and market tags.

Admin Sales Menu

sty ot
Market Tags Market Categories Market Groups

Sales Persons

Sales Persons are assignable to MBRs and gz

services fqr purposeax comm|s§|on trac!qng e — e ——— -
and reporting. If sales person is associated Wi yue Stellarsellers Mais _Gh.h,l Delete
an operator then the corresponding sales persiiu. e — oo e
is set as the default sales person whenever thege _ o o
associated operator creates a new service.
Sales Person |l‘v'19rak Operator
Commission Commussion Multiplier I—
Billing Group Service Group
Sort Order IO—
Update
Sales Person Enter adescription of the Referral source. This description will be used within the Emera
"Sales Persdrselection pick lists.
Operator Provides for the association of Emerald Operators to sales persons for future reporting
purposes.
Commission A commissiorstructure if any that should be applied to this sales person. When a camn

is selected the commissioeport will begin to provide sales commission data for the sales
person. SeECommissionsfor more information on configuring commissions.

Commission Serves as a point multiplier of points configured in the selected commission. If left blan
Multiplier value of 1 is assumed as the commi ssi on

Billing Group SeeCommon fields

Service Group | SeeCommon fields

Sort Order SeeCommon fields

Referred By

Referrals can offer insights into how customers ¢ Referrls

hearing about your organization and services. £ — I —_— -

Referrals are selected at the MBRé| when [Emuit Gictal 2l Lo
. R Advertising Global 30 Delete

adding or updating an MBR. Referrals are Website Glotal 40 Delee

3 . . . Search Engine Global 30 Delete

exclusively informational for reporting purposes o Glotal 10 Delee

only.
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Referral |Fami\y String ID

Group IG\obaI . Sort Order |20

Update

Field Description

Referral Enter a description of the Referral source. This description will be used within the Emerg
O0Referred pkibts.sel ecti on

Group SeeCommon fields

String ID SeeCommon fields

Sort Order SeeCommon fields

Cancel Reasons

Cancel reasons indicate reason for closing an MBR o#&==4

Cancel Reasans

service and may be either permanent where account | =TSN Ty Iy ) e
1 Permancnt - Bad account standing No No Global 100 Delete
not expected to be reopened or temporary where Ser\: s s v No No Gibwl 200 Dels
Permanent - Customer Request No Yes Global 300 Delete.

3
8

E
1
:
53
i
{
3
&
¢
2
3

Delete

is likely to be resumed in the future. Closing an MBR

Delete

‘,
g
£
i
2
7
i B
i
]
]
3
g

§

E

i
S
2

£

&

..
E
3
3
e
£
.
&

B
or service with a Cancel reason not neatkemporary ~ * B
can trigger automatic assessment of ETF fees if 9" Tomeonn- Scason Ya Ye Global 380 Detse
10 Temporary - Hardship Yes Be Global 470 Delete
H

Delete

o
2
g
=
=
o)
&
e
z
&

2
g

configured withinMarket Tags

Cancel Reason |Permanem - Customer Request x

Billing Group [Glabal [v] String ID I

Temporary |No . Customer Access I‘l’es.
Sort Order [300

Update

Field escription
Cancel Reason | Choose a descriptive cancellation reason. This description will be used within the

Emer al dl 6RBamnsonsd selection |ist when
Billing Group SeeCommon fields
Temporary If the cancel reason expected to beemporarywith areasonable chance tMBR or

service will be reopened in tiigture temporary should be set "Yes". If MBR or servi
is unlikely to be resumed in the future temporary should be set "No". This setting
controls availability of reopen date prompt and affects assessment of ETF fees if
configured within a Market Tag.

Customer Accesy When Customer Access is enabled and the customer is allowed to cancel their ser
from the customer interface this cancel reason is made available for the customer

choose.
String ID SeeCommon fields
Sort Order SeeCommon fields

Referral Manager
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To incentivize existing customers to refer new customers referral manager provides for automated assessment of
referral benefits. Referrals may be time limitel=z==m

Referrals

such ashenefits covering first three moNthS OF gy o g T T T Tra——

they may continue for as long as the referred ooy | ~ESRS=SES e Vet - S G Ve
. . . rogram 2% . Tnvoiced eligibility: 30 days sodit _ e L Delete
customer remains an active subscriber. j e | e sne. | S s

Benefits may be tiered to provide escalating reward incentives for customers who successfully refer more and more
business.

Assesment of benefits to the referring and optionally referred party is facilitated by referral manager taking
automatic action to activate and refill service level externally assigaekkt tags Tags irturn are able tdlirectly

or indirectly offer discounts on recurring subscription costs and or modify RADIUS authorization to for example
affect bandwidth allocation.

It should be noted all tracking of benefits is based on an invoiced view of service regardless of pttoent

While retroactive changes such as account cancellation are accounted for and reflected in future invoicing activity
credits already applied to a generated invoice are not retroactively removed unless the account is manually
reinvoiced. To mitigat&ability and referral fraud Ihvoiced DayseforeEligibility " setting may be used to enable

a probationary period to pass before assessment of referral benefits begin.

Edit Referral )

Description [Wireless Refera Program | Billing Group
Referring Customer Matching Conditions
Service Category Service Type
Market Tag [AT Invoiced Days Before Eligibitity 30|
Min Concurrent Referrals [1 | Max Concurrent Referrals [T
Referring Customer Credit
Credit External Market Tag Max Days Credit Per Referee [
Concurrent Referral Limit [ |
Referred Customer Matching Conditions
Service Category Service Type
Market Tag [Al Invoiced Days Before Eligibility [10
Referred Customer Credit
Credit External Market Tag
25% discount for any wireless broadband customer who refers ancther
[customer for as long as they remain a customer.
Comments To gqualify for discount referring customer must be a customer for at
[least 30 days and referred customer must have service for 10 days or
—
Active SortOrder[0
Update
\

Reference Field Description

N/A Description Unique label detailing purpose wdferral
N/A Billing Group If set the referral is restricted to accounts with matching billing group
Referring Service Category If set referring service must be associated with selected service cated
Referring Service Type If set referring service natl be associated with selected service type
Referring Market Tag If set referring service must have a matching active service level mar}
tag.
Referring Invoiced Days Before | Number of days the referring service must have been invoiced before
Eligibility referral is applicable.
Referring Min Concurrent Minimum number of concurrently active referrals of this type needed f
Referrals referring customer credit to lapplicable.
Referring Max Concurrent Maximum number of concurrently activeferrals of this type after which
Referrals the referring customer credit is not applicable. This setting combined
min concurrent referrals enables a series of referrals to be configured
order to offer graduated referral credits based on total numbetiv ac
referred customers.
Referring Credit External Market [ While all conditions have been met the selected service level externa
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Tag

market tag is activated and invoiced days allowancktgol as necessary
to reflectcontinuing applicability of referralredit. Normally the selected
external market tag will either directly or indirectly be assigned a disc
for purposes of reducing referring customers normal recurring service

The selected external market tag must be configured with "Allow Ingo
Days Max" set "Yesin order to enforce restricting external tag
applicability to quantity of "invoiced days" transferred to this tag by
referral manager.

Referring

Max Days credit per
Referee

Defines an upper limit to number of days a referral carppéicable per
referred customer. For example in a scenario where referring custon
gets a 25% service discount for the first 6 months per referred custont
this would be set to 180 days (30 days * 6 months). Every month is
counted as 30 days for the poses of configuration. In a situation whe
the referring customer retains the refemaldit as long as referred
customer remains this field should be left blank to indicate no limit.

Referring

Concurrent referral
limit

In the case where referring customer has multiple actifiegrals this sets
a ceiling on the number of referrals that may concurrently contribute t
referring services credit. Any excess referrals are ignored.

Referred

Service Category

If set refered service must be associated with selected service categd

Referred

Service Type

If set referred service must be associated with selected service type

Referred

Market Tag

If set referred service must have a matching active service level mark
tag.

Referred

Invoiced Days Before
Eligibility

Number of days the referred service must have been invoiced before
referral is applicable.

Referred

Credit External Market
Tag

While all conditions have been met the selected service level external
market tag isctivated and invoiced days allowance updated as neces
to reflecting continuing applicability of referred credit. Normally the
selected external market tag will either directly or indirectly be assigng
discount for purposes of reducing referredteogers normal recurring
service cost.

The selected external market tag must be configured with "Allow Invo
Days Max" set "Yesin order to enforce restricting external tag
applicability to quantity of "invoiced days" transferred to this tag by
referrd manager.

N/A

Comments

Normally used to write a detailed description of what the referral is to

N/A

Active

When "Yes" the referral is active and matches are allowed to continug
credit external market tag. When "No" the referral is inactive and no 1|
day credits are assigned however this does not affect existing invoice
days previously allocated to creditternal market tags.

N/A

Sort Order

SeeCommon fields

Referral manager requires scheduled task "
from Configure Schedules

Process customer referrals " enabled

menu of Emerald scheduler.

Commissions
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Basic commission reporting enables sales staff to be awarded credit for sale of one time and recurring products and
services. Each sales person to be

incl in commission r rting i Commissions
e I TSSO MO O S e B e S e E—
assigned to a commission are credit Stellar sellers Poiats Yes Delete

in percentage or point basis by service

type and charge type is determined. Commission reporting offers sales reporting both in terms of items invoiced and
items paid by sales person.

Edit Commission

Description |Sle||ar sellers

Commission Type [Paints . Active |Yes .

Sort Order [0

Update

Description Text describing purpose ange of the commission.

Commission Type Controlswhethercommissions are based on either a percentage of the amount invo
a set number of points for each item invoiced.

Active When active the commission is visible to the commission report

Sort Orde SeeCommon fields

Once a commission is created service tygras charge typesubject to commission are assigned todbemission.

==
Commissionable tems

T S T N N
1 Semice E-Mail 350 pis Delete
2 Service Ludicrous Speed 10 pts Delete
3 Semice Ultra Speed 8pis Delete
4 Semice Mega Speed Spis Delete
5 Service Super Speed 4pts Delete
6 Service Wireless Gold 20 pts Delete
7 Service Wireless Platinum 10 pts Delete
8 Service Wireless Silver 10 pts Delete
10 Service Hostspot 1mbit 100 pts Delete

Service Hotspot Smbit 500 pts Delete

Promo Codes

Promotional codes may be assigned to MBRsEEZZEZE

. . . Promotional Codes
by operators within Emerald client or by gy s e g ey o g o e e
customers during customer sslfjnup or s10e8 Loeren 1 Glotal Deles
o 1 month free service glittering prizes 5 Global Delete
within customer account center. Once a [T OI Christmas discount preseat santa 100 1 Global Delete
One weelk free service Free? 500 0 12/01/16 Global Delete

code has been assigned to an MBR it is

available to satisfy promo code matching candiiof amarket tago effect temporary or permanent service
discounting and other account related changes.
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Edit Promotional Code .

Description [One wesk free service String ID l—
Code lFreeT— Max Users ISDU—
Billing Group Access Label |None
Country |A\| State
Region Expire Date W
Zpply this prcometiconal code and receive 1 week free Wireless Internet
service. OQffer ends December 1, 20l16.
Comments
Active
Update

Field ' Description

Description Unique label for this promotion code

String 1D SeeCommon fields

Code Promotion code to be entered by customer when applying code to MBR

Max Users Maximum number of customers allowed to use this code before it is no longer available
Billing Group | If set promotion code may only be applied to MBR#hin selected billing group

Access Label | SeeCommon fields

Country If set promotion code may only be applied to MBRs having billing address within selected
country.

State If set promotion code may only be applied t8 Rk having billing address within selected statd

Region If set promotion code may only be applied to MBRs having matching region

Expire Date Date after which the promotion code may no longer be applied to an MBR. Expiration date|
not affectexisting MBRs where the promo code has already been applied.

Comments Additional details describing use and benefits of this promotion code

Active When "Yes" promotion code is available to be applied to an MBR. When "No" the promotiq
code may not be afied to an MBR. The active status of promotion code does not affect exi
MBRs where promo code has already been activated.

Discounts

Discounting enables percentage basis or static amount gzz=m
reduction to be applied to recurring services via MatChe g w--—

Discounts & Charges

tag area of service leveharket tggs Regardless of o — = —
percentage or static amount aggregate effect of all rarwr— EE— — e
applicable discounts on a service shall never result in a au e o™ m i
service with a negative (credit) price. Discounting is ofter;?:;« 143 % Q: EIE
used to customize reductions in pricing based on criterig Ypees — - —
such as customer type, double and triple play, quarterly (fmeernbem — —r o
yearly prepayment, promotional, loyalty and st — I i

regional/market based pricing.

String ID |

Description |Business

Discount Amount % |1 0

Sort Order [100

|D\sr.ount - Percentage

Update

Field Description
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Description Enter the identifying name for the Disco
selection pick lists throughout Emerald.

String ID SeeCommon fields

Amount The discount or charge amount as a statiowarhof percentage of service cost per table belo

Amount Type Description

Discount - Percentage | Amount is a discount expressed as percentage of service coS
Discount percentage must not exceed 100.

Negative discounts are allowed to increasesth@ice cost. For
example-100 doubles service cost.

Discount - Static Amount is a discount expressed in applicable currency
independent of service cost. If discount amount exceeds ser
cost the service cost remains at zero and cannot become neg

Negative discounts are allowed to increase the service cost fq
example-10 increases the charge or monthly service cost by 1
Charge - Percentage Amount is applied as separate charge line item with cost deriy
as percentage of service costmount must be a nerero
positive value.Charge percentage may exceed 100.

Charge - Static Amount is applied as separate charge line item of a given
monthly or per charge cost. Amount must be azemo positive
value.

Static charges are still applicabiéaenthe underlyingcharge or
monthlyservicecostis 0. If the applied charge line item is itself
subject to discounting then only discount percentage or static
applicable Charge percentage and chargeistf goplicable are
ignored in this case and shall notdgplied recursively.

In the event multiple discounts are applicable to a service discounts are applied in the ord
market tag sort order with each discount affected by changes to cost from prelisciogts.

Charge Type | When amount type is a Charge this mandatory field determines line item description, GL
categorization and tax group assignment of the charge.

Sort Order SeeCommon fields

Market Tags

Tags represent facts about MBRs or services derived manually from opalatdionor automatically based on
match of MBR or service specifinformation Examples of Market tags include VIBysinessschool, charity,
servicelengthloyalty, location,double and triple play.

Tagsmaybeentirely informationakimply to organize anteport on accounts with similar properti@dternately
tagscan affect pricing by applying discounssaticpricing, ETF charges andodifying RADIUS authorization
attribues

During invoicing tags are constantly evaluated for applicability over term of the invoice. Price affecting changes not
constant throughout invoice term causes line items to be automatically split to account for any dhanges.
exampleifaservics i nvoiced for a full yearo6s service with an i
service thenvoiceline item for 12 months of service is broken into two separate line items: first 3 months with
introductorydiscountapplied followed by rmaining 9 months at the normal rate.
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Automatic market tags can be configured to depend on or conflict with other tags. Examples'prdodional
discounts are incompatible with pay period discduats business loyalty discount requires both businegsand 1
year of service tdg

Each service has access to MBR level tags as well as service level tags related to it. Services cannot directly access
service level tags of other services within the same MBR. For this reason any tags with depeonstaties of
other services within an accounust be selected froMBR level tags.

[ New Market Tag )

Account Level Market Tag Customization Options
Allow Service Cost [Yes[¥]
Copy Service Cost [Ves[¥]

Allow Access Time [Yes[¥]
Allow Tnvoiced Days Max

Service Cost

Matched Tag Settings

Description SingD [
Category Type
Billing Group Service Group
Tag display Aceess Label [None[]
Tag Matching Conditions (All items must match for tag to be activated)
Region Billing Cycle
Pay Method Send Method
Service Type Service Category
Pay Period Parent Service Category
Address Type
Promo Code Access Time [
StartDate [ EndDate [
Service Counting
Invoiced Days Max [
Service Months Min [ Service Months Max [

Service Discount
ETF Type [None
Active Sort Order I

L Update
Field Description \
Description Description shown when selecting or viewing tags
StringlD Provides localized version of Description field above. Seemon fieldsor details.
Category Offers grouping of related tags
Type Determines level (MBR or Service) antethod ofassignment (auto, manual, external)

Type
MBR manual assignment

the tag will have.Only automatically assigned tags may have tag matching condition
depend or conflict with other tags assigned to them.

" Description
Tag is available to be enabled at the MBR level
manually from the MBRs Market Tag menu.

MBR auto assignment

Tag will automatically be enabled at the MBR
level if all of the tags matching conditions and
dependencies are met.

MBR externally assigned

MBR level tag will be enabled or disabled
managed by an external process

Service manual assignment

Tag is available to be enabled at the Service ley
manually from the Services Market Tag menu.

Service auto assignment

Tag will automatically be enabled at the Service
level if all of the tags matching conditions and
dependencies are met.

Service externally assigned

Service level tag will be enabled or disabled
managed by an external process

Charge Type auto assignment

Tag will automatically be enabled at level of
charge adjustmentss they areolled into invoices
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| | enablingdiscountingof charges. |

Billing Group

If configured tag shall be available only to MBRs with matching billing groups

Service Group

If configured tag shall be available to MBRs of billing groups associated with the sel
service group in addition to MBRs matching billiggpup setting configured above.

Operator Controls visibility of market tag in Show MBR and Show service displays. When hig

Display tag is not shown even while active. Useful for tags used primarily for abstraction an
backend purposes which may hdiveited utility in being displayed.

Customer Controls visibility of currently active MBR and Service level market tags from within

Display manage accounts area of customer account center. When hidden tag is not display

customer account center.

Access Label

Limits activation or deactivation of manually assigned market tags to operators auth
for selected access label.

Region I f configured tag can only be active
configured region.

Billing Cycle If configured tag can only be activéew hi n accounts where t
matches configured billing cycle

Pay Method If configured tag can only be active within accounts wheretBeRMO s pay me

matches configured pay method

Send Method

If configured tag can only be activeiwt hi n accounts where t

matches configured send method

Service Type

For MBR level tags the configured tag may only be active while there are one or mg
active services matching Service Type within thBRA Additionally if Parent Service
Category Service Category, Service Tag or Pay Period is selected they must all mat
least one instance of the SAME active service of the MBR.

For Service level tags the configured tag may only be active whilethieess service
type matches.

Service
Category

For MBR level tags the configured tag may only be active while there are one or mc
active services matching Service Category within the MBR. Additionally if Service
Service TagParent Servic€ategoryor Pay Period is selected they must all match at |
one instance of the SAME active service of the MBR.

For Service level tags the configured tag may only be active while the services serv,
category matches.

Service Tag

For MBR level tagshe configured tag may only be active while there are one or mori
active services having a service type configured with Service Tag within the MBR.

Additionally if Service TypeParent Service Categor§ervice Category or Pay Period i
selected they mustl match at least one instance of the SAME active service of the N

For Service level tags the configured tag may only be active while the service has a
service type with a matching service tag.

Pay Period

For MBR level tags the configured tag mayyhe active while there are one or more
active services matching Pay Period within the MBR. Additionally if Service Type,
Service Tg, Parent Service Category®ervice Category is selected they must all mat
at least one instance of the SAME active service of the MBR.

For Service level tags the configured tag may only be active while the services pay
matches.

Parent Service
Category

For MBR level tagshe configured tag may only be active while there are one or mor|
active services matching Parent Service Category within the MBR. Additionally if
Service Type, Service Category, Service Tag or Pay Period is selected they must a|
at least one instece of the SAME active service of the MBR.

For Service level tags the configured tag may only be active while the services pare
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service category matches.

Address Type

Indicates type of address to be used for location specific matching.

Address Type | Description

None Indicates no address matching is needed. When selected add
related fields: Country, State, City, Postal Code and Address [
Field are hidden from view within market tag configuration

Use MBR hilling address for locatianatching

Use MBR shipping address for location matching

For service level tags use service address of the service

For MBR level tags use the MBR service address default

Billing
Shipping
Service

Country

If configured tag can only be active when accouantdress type dependent country fielg
matches configured country.

State

If configured tag can only be active whertaunts address type dependent state field
matches configured state

City

If configured tag can only be active when accounts address tpeadientity field
matches configured city

Postal Code

If configured tag can only be active when accounts address type deppaostahtode
field matches configured postal code

Address Data
Field

If configured tag can only be active whettaunts address type dependent address dg
field matches configuredddress data below

Address Data

When an address data field is selected this provides matching value for address da|
above.

Promo Code If configured tag can only be activéthin accounts where an MBgromocode is
activated matching configured promo code.

Access Time If configured tag can only be activehile conditions of access time are true excluding
time of day. Se€ommon fielddor more nformation on formatting of access time.

Start Date If configured tag can only be activénen the current date is equal or greater than stari
date.

End Date If configured tag can only be activehen the current date is less than end date.

Service If configured tag can only be activénen the initial service creation date is earlier than

Created "service created before" dat8ervice creation date represents the time the service wi

Before initially added to the MBR regardless of any subsequesnbughange.

Service If configured tag can only be activehen the initial service creation date is later than

Created After

"service created after" dat&ervice creation date represents time the service was init
added to the MBR regardless of asybsequent use or change.

Service
Counting

Determines how service count will be determined. If service counting is set to a val
other than Disabled service counting fields appear below allowing minimum and
maximum service counts to be configured.

Counting Option Description

Disabled Service counting will not be performed. Related count fie
are hidden from view.

Service - Service Count number of active services within the services servig

Category category sharing a common parent (or reetyvice.

Service - Service Count number of active services matching the services

Type service type and sharing a common parent (or root) servig

Service - Any Count number of active services sharing a common parer

Service root) service.

Service - This Counts only current service. Intended for use in conjunct

Service with service level "service quantity" field.

MBR - Service Count number of active services sharing services service

Category category within the MBR.
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MBR - Service Type | Countnumber of active services sharing the services serv,
type within the MBR

MBR - Any Service | Count number of active services within the MBR

Service Count
Min

If configured tag can only be activéhen the service is the nth or more in sequence of
counted services. For example there are 100 active services in total within an acco
a market tag is needed to apply discounting conditionally after the first 20 of 100 se|
pay full nondiscownted rate.

Each of the 100 services sees a different 'service count' based on its relative positig
within the list of 100 services. The first service of 100 sees 1 (itself) as there is notH
before it and the very last service sees 100 (all 99 pragedrvices + itself).

In the example scenario above setting service count min to 20 means market tag wi
apply starting with 20th service in sequence.

When individual services contain a service quantity greater than 1 only result after g
servicequantity is evaluated. As an example if service count min is 2, service quant
2 and the MBR contains only this service this condition will be considered matched
the service. If service count min is used where it is important for one of theeseirv
this scenario to not match then separate services should be added under the MBR |
of service quantity greater than 1 avoided.

Service Count
Max

Identical to "service count min" above except tag is active when the service is the ni
less n sequence of services within the account. In the above example if service col
max is set 20 this means the tag is active for first 20 services and inactive for servic|
thru 100.

When individual services contain a service quantity greater thaty Xesult after adding
service quantity is evaluated. As an example if service count max is 10, service qui:
is 20 and the MBR contains only this service this condition will be considered not
matched for the service as 20 exceeds the maximum ¥@rvite count max is used
where it is important for the first 10 services to match and the remaining 10 not mat
then separate services should be added under the MBR and use of service quantity,
than 1 avoided.

Service Count
Total Min

If configured tag can only be active when the total number of counted active service
equal or greater than service count total min.

This setting differs from "service count min" in that every counted service sees the ¢
total regardless of its positian the list of active counted services. For example if thel
are 100 active services in the account and service count total min is set to 20 then t
service count total min condition is met for all 100 services rather than only services
thru 100 as wuld be the case with "service count min" option.

Service Count
Total Max

Identical to "service count total min" except tag is active when total number of count
active services is equal or less than service count total max.

Invoiced Days
Max

If configured tag camnly beactivewhile total number of days the service has been
invoicedwhile this tags active does not exceed "invoiced days max". Every month
invoiced while this tag remains active is counted as 30 days regardless of actual nu
of dayswithin a given month.

Service If configured tag can only be active while service has been invoiced for number of n

Months Min equal to or greater than "service months min".
Service months differ from invoiced days in that service month countslatie to
number of months service has been invoiced throughout its history independent of ¢
of this market tag over time.

Service If configured tag can only be active when service has been invoiced for number of n
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Months Max

equal to or lesthan "service months max".

Service months differ from invoiced days in that service month counts are relative tq
number of months service has been invoiced throughout its history independent of ¢
of this market tag over time.

Allow Access
Time

Whenset "yes" operators are given the opportunity to configure an access time to cf
when manual tag will be active while activating tag at MBR or service level. See
Common fieldfor more information on formatting of access time.

Allow Service
Cost

When set "yes" a custom static service cost can be associated with the market tag
applicable while the tag is active. If there are multiple active market tags which ass
static cet the tag with the highest sort order is used.

Allowed
Invoiced Days
Max

When set "yes" a custom "invoiced days max" can be applied to the market tag whe
manually activating the tag from service level market tags menu.

Copy Service
Cost

When set "yesService cost field below is automatically copied to service cost field w
manually activating a market tag from services market tag menu. Since service levi
static cost overrides the configured service cost below this enables per service prici
not be affected by subsequent changes to the service cost field below.

When set "no" cost is not automatically copied and if operator decides not to set a g
cost within the service then any service cost configured below at the market tag levg
used. This allows for changes to market tag to affect existing account pricing.

Service Cost

When set normal service pricing is overridden for any service where this tag is activ
Service cost always represents the monthly cost of service regardliesgay period of
the account. If multiple market tags set service cost the tag with the highest sort or(
used to determine service cost.

Service If a discount is set any service where this tag is active will received the associated

Discount discaunt. If there are multiple active tags with multiple discounts each applicable
discount type is applied to the remaining amount after previous discounts during
invoicing. Order multiple discounts are applied is determined by sort order field stay
with lowest sort order in ascending order.

ETF Type Offers option to automatically assess an early termination fee should service be car

permanently before the ETF term has completed.

ETF Type " Description

None No ETF charges will be assessed asmaining ETF
related fields are hidden from view.

If service is closed permanently prior to completion of E
term then amount of the ETF charge is the full amount (
the ETF charge type regardless of remaining contract te
If service is closed permanently prior to completion of E
term then amount of the ETF charge is the percentage
the ETF charge type representing the remaining contra
term.

Fixed amount

Ratio of time
remaining to fixed fee

For example if ETF term is 36 months, account is ekt
after 24 months and ETF charge type is $30 then the E
amount is $10 for the remaining year out of the three ys
term.
If service is closed permanently prior to completion of E
term then amount of the ETF chargehie ETF charge typd
amount multiplied by the number of remaining months d
the service term.

Amount times
remaining months
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For example if ETF term is 36 months, account is canc
after 24 months leaving 12 month remaining term and t
ETF charge type is $10 the total calculated Edd-is $120
($10 for each of remaining month).

ETF Charge Charge type to be used for ETF line item when an ETF fee is assessed. Cost assig
Type the charge type affects ETF fee based on selected ETF Type above.

ETF Term Months tag must bactivefor ETF charges to not apply if service is closed with a
(Months) permanent cancel reason. ETF term does not represent total number of months the

has been previously invoiced or number of months since initial activation as tag ma)
become inactivate and no longer count during inactive period. For example if servic
been temporarily closed or tag matching condition fails.

ETF Min Prevents customer from downgrading service to a service lower than the configured
Service Level | sewice level prior to conclusion of the ETF Term. Service levels are configured as
association of service types to service categories from Emerald Admin / Services / ¢
Categories.

Active When inactive the tag is not available to be selectealmanual tag from MBR and
Service menus. Tag is also inactivated globally within any MBRs or Services currel
using the tag. Inactivating a market tag does not retroactively affect invoicing terms
where account has already been invoiced for servittethe tag active.

Sort Order Determines order in which static costs and discounts directly associated with active
market tag are applied with lowest sort orders applied first. For static cost the matc
market tag with the lowest sort order is sedect With discounting all matching discoun
are applied in order of lowest to highest sort. If multiple matching tags have the sar
order tags created earlier come before tags created later. S€e@rismn fields

Condition Matching

In addition to matching conditions

configured above automatic tags Condition Matching
may be configured to require other MR I L = S .
Depends on MBR] Customer Type - Business This discount only applies to business customers Delete

MBR or Service level tags in either
an active or inactive state. Examples inclUpemotional discounts are incompatible with meyiod discountsor
"business loyalty discount requires both business tag and 1 year of setVice tag

Tags can depend on or conflict with each other in any order or arrangements however care should be taken to
logically organize tags and minimize depemntiea to reduce management effort. A layered approach is
recommended consisting generally of the following.

Tags representing basic facts

Composite tags matching combinations of basic facts

Additional groupingsf composite tags

Tags matching previodayers to apply changes such as assigning discdamtsand RADIUS
authorization.

e e

Edit Condition

Description |This discount cnly applies to business customers

Match Condition |Depeﬂds on Tag |[MBR] Customer Type - Business
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Field " Description

Description Optional informational label describing reason for condition
Match Condition Determines whether match condition shall require refereragetd be in an active or
inactive state.

Match Condition  Description

Depends on Tag can only be active when the referenced tag is also ag
Conflicts with This condition roughly means tag can only be active wher
referenced tag is not active.

More specifically it indicates either tag or referenced tag n
be active but not both preferring a solution in which tag wi
not be active while referenced tag is also active.

This preference to inactivate tag rather than referenced tg
typical butnot absolute. It is unlikely but possible for
referenced tag to become inactive as a result of tag being
active. The only guaranteed outcome is both tag and
referenced tag will never be concurrently evaluated as acf

Overuse of 'conflict' match cortitin can lead to solutions
having many equally valid answers for which solution
expected by operators may differ from outcome selected |
market engine.

Depends on all Tag can only be active when all tags comprising the
referenced tag group are abkctive. If any tag within the
referenced group is inactive the tag will not be active.
Depends on any Tag can only be active when at least one tag within the
referenced group is also active. If all tags within the
referenced group are inactive then valj not be active.
Conflicts with any This condition roughly means tag can only be active wher]
tags within the referenced tag group are not active. If ong
more tags within the referenced group are active then tag
not be active.

More speciftally it indicates either tag or every referenced
tag within the tag group may be active but not both prefer
a solution in which tag will not be active while any tags in
referenced tag are active.

This preference to inactivate tag rather thanresfeed tag
group is typical but not absolute. It is unlikely but possible
for all members of referenced tag group to become inactiy
a result of tag being active. The only guaranteed outcomg
both tag and all members of referenced tag group wikney
be concurrently evaluated as active.

Overuse of 'conflict with any' match condition can lead to
solutions having many equally valid answers for which
solution expected by operators may differ from outcome
selected by market engine.

Tag When usindgdepends on' or 'conflicts with' match condition tag represents the referd
tag.

Tag Group When using 'depends on all', 'depends on any' or ‘conflicts with any' match conditig
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| group represents the referenced tag group.

Process Actives

Within maket tags menu the "Process Actives" option when selected recalculates current day's active markets
across all active MBRs and services within the system. Reprocessing of tag status is normally handled
automatically via scheduled task at the start of elaghhowever if changes are made to market tags that may
globally affect tag status process actives provides a means of reprocessing all tags right away.

It is important to note active status is mostly informational in nature to provide operators waflatitive tags
when viewing MBRs and services. Depending on configuration active tags may also influence RADIUS
authorization.

Active status has no effect on invoicing activities. It is not necessary to process actives to ensure accurate invoicing
with respect to calculation of market tags.

Market Categories

Market tags are organized into market categoriE=z===m

Market Categories

which provide for grouping of related tags. oy p— e —— T a—

market tag is required to be assigned to exactly b e

Customer Type i
Codwia I * [Service] - Service Business

one market category. Market categories are  [MBRY: Wicles

. . . ETE « [Service] - Campsite ETE 0 Delete
exclusively informational. S Err T el .

+ [Service] - Static Cost

e

Delete

Uncategorized Delete
+ [MBR] - Double Play
+ [MBR] - Triple Play

Multi-Product ~ [Service] - Triple Play - IPTV Discount 100 Delete
+ [Service] - Triple Play - Voip Discount
+ [Service] - Triple Play - Wireless Discount

+ [MBR] - Hosting
+ [MBR] - IPTV Services 100
+ [MBR] - Voice Services -
+ [MBR] - Wireless

Edit Market Category
Description |Spema| Offers String ID I
Sort Order [300

Mutli-Product Base Delete

Update

Field " Description
Description Unique label describing market category
String ID SeeCommon fields

Sort Order SeeCommon fields

Market Groups

Like "marketcategories" "market groups" also

Market Groups

provide for grouping of related market tags with th . — L
. . usIness . ustomer Tvpe - Business lete
following differences. e - [MBR] Mol roduet -Dovble Pay vy

« [MBR] Multi-Product - Triple Play

1 Market groups are not required
1 A market tag can belong to any number of market groups
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1 Groups are used primarily for applying group based conditiatthing when using condition types
"Depends orall", "Dependon any" and "Conflicts with any".

An example use of market group would be creating a group labeled "Pay Period Discounts" associating all market
tags offering discounting based on pay periothwhe "Pay Period Discounts" group. This group could then for

example be referenced using "Conflicts with any" condition by market tags which offerpnadtict or loyalty

discounts to prevent both pay period and muitiduct discounts from applying e same time to a service.

Without grouping a conflict condition would have to have been applied against each pay period discount tag to
achieve the same result. Groups offer advantages in reduced configuration and improved organization of market tag
dependencies.

INVENTORY

Inventory offers configuration and tracking of physical goods for sale or assigned to facilitate network access. Also
supported are provisioning virtual items such as IP address, IP subnet and telephony DID.

> >3 Admin Inventory Menu

Warehouse Groups Product Categories Product Attributes Product States
Product Sources IP Inventory Allocations IP Atinbutes

Warehouses

Warehouss define distinct fixed or mobile =T

locationswherephysical items are available to be mw“-
stocked. Once defined one or more warehouses s === ==
may be assigned to each product to determing Wk eseiion s o b oeismes s €6 s e
product may be stored as well as target stocking “*' . —
levels.

Edit Warehouse

Warehouse [Room 3C x Site [Blue Marble Ops|v]

Main storage room for eguipment spares and CE devices

Description

Active [Yes . Sort Order |0

| Update

Field Description

Warehouse | Unique name of warehouse, storage area or vehicle where items are to be stocked

Site Physical location of warehouse

Description | Additional details about this warehouse

Active When "Yes" warehouse is available to for new inventory items to be assigned and the warel
included in stocking reports. When "No" new inventory items may not be transferred howev,
items havingpeenalready assigned remain unaffected.

Sort Order SeeCommon fields
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When one or more products have been assigne T T

to a warehouse an inventory summary is T =l : =
displayed below edit warehouse form providing e Fues s = o

information about each product including current stocking level dteatls currently assigned to this warehouse.

Warehouse Groups

Related warehouses can be organized ===

Warehouse Groups

together using to assist with inventory g T N e T S N
reportingfrom this menu.For example in ¢ Califorsia Building =4

West Coast Washington Building #3 + Oregon Building #2 Delete

addition to running reorder report at Sl
individual warehouse level groups @&mareporting at regional or global levels across two or more warehouses.

Edit Warehouse Group

Warehouse Group |Wesl Coast
Stocking Configuration (Warehouse) |Washing|nn Building #3

Reports combined inventory for Washington, Gregon and
California warehouses
Description

Active Sort Order IO—
Update
Field Description
Warehouse Group Label uniquely describing role of this group

Stocking Configuration | Selects warehouse containing product stocking settings to be used for eewtde
related stock level reporting. Warehouse selected for this purpose need not matc
warehouse assigned to the warehouse group. This setting only selects product st
configuration to be used by the group. It does not include the warehouseeasbar
of the group.

A couple of common scenarios are described below.

First a series of regional warehouse groups all using a common "Warehouse Reg
for stocking data:

1 Region A
0 Warehouse Al
o0 Warehouse A2
o0 Warehouse A3
i Region B
o0 Warehouse Bl
0 Warehouse B2
1 RegionC
o Warehouse C1
0 Warehouse C2

A warehouse group is created for each of the three regions and corresponding
warehouses within that region are assigned to the warehouse group. However in
case the stocking configuration warehouseafbthree warehouse groups is
"Warehouse Regional" which offers generic stocking levels similar across all threq
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regional groups. "Warehouse Regional" warehouse is not assigned to any of the
regional warehouse groups.

In the second example a masta&rehouse has a few small satellite warehouses
including inventory stored in vehicles.

9 Master Warehouse
o Storage building A
o InstallervehicleB
o InstallervehicleC

To configure a warehouse group that will report on all inventories across master
warehouse and its satellites "Master Warehouse" is set as stocking configuration
also assigned to the warehouse group such that the warehouse group is associat
"Master Warehouse", "Storage building A", "InstallehicleB" and "Installer vehicle

CII
Description Additional information and notes specific to this group
Active When inactive the group is hidden from view and not included with any reporting g
Sort Order SeeCommon fields
[ i o Once a new group is created options appear
_m_ immediately below the edit form to associate any
E‘“"”“ﬁ‘—:mm — ————— p—— e number of warehouses with the group.
Products

Detailsof each product available for sale or assigned to  m=m=m

customer are configured within products menu. Once a mmmaﬁ.

product has been added associated inventory is able to b i e HPe gan J, B es 05 Gobal Do

stocked from "Receive Items” menu of Emerald Client = fema e GG = B 2% 0 2 .
) . . L. Lptermet Address P4 - Suatic IP Global

Inventory menu. Prior to configuring giocts it is

recommended supporting configuration includifmpduct

CategoriesProduct Source€harge TypeandProduct Attributebe setup.

ke

g
EE
3

2

e

IBu6 - Static
5 Prcfix (/56) Global

2

e

Edit Product |

Product Title [FTTP media converter
Product Category [Network Access Equipment . Product Subcategory [CPE .
Product Source |Local Stock ~
Billing Group [Global ~ Access Label [None[V]
Dimensions (inches) LF00  x W[300  xH[150 Weight (pounds) [1.00
Charge Type [Network Equipment | v] Cost [65.99
Model # |SZAB43 EAN
SKU [FC1310 Supplier SKU
Wavelength [1310 nm[~]
Converts slow photons to even slower electrons
Description
For best pricing order at lesast two weeks in advance in guantities of
100 or more.
Ordering Info
Serial # RegExp |Md{10}$ External Reference
Sort Order [0 Active Yes.
Update
L
Field " Description
Product Title Unique label of product appearing when selecting inventory for purchase or assign
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to services. Title should include all relevant information to enable operators to unidg
identify and select this product.

Product Category

Selection oforoduct categorthis product is to be grouped with. Membership may
include category specific product and item level custom data attributes. Product cd
is required.

Product Subcategory

Subcategory within product category to further group this product. Suboategor
optional.

Product Source

Determines where and how this product is sourced. Sources can affect products i
number of ways: Customization of receiving interface, inventory reporting, ability toj
assign inventory to services and any RADIUS attribasociated with assigned items|
See source types Product Sourcefor more information.

Auto Unassign State

When not disabled and an item of this product is assigned to a service that is
subsequently inactivated permanently canceled the item in inventory will be
automatically unassigned from the service and set to the selected state.

There may be up to a three day delay between inactivation or permanent cancel ar
automatic unassignment of service assigned invgritem.

Billing Group

SeeCommon fields

Access Label

SeeCommon fields

Dimensions (LxWxH)

Length, Width and Height of the product including all product packaging in operato
configured units.

Weight

Total weight of product in operator configured units.

Charge Type

If product is sold via POS invoice charge type is used to define the charge type of t
invoice line item for reporting and tax purposes.

Supplier Cost

Default pice charged by supplier to obtain product. This fisldrly used for
informational reporting purposes and does not control price charged to customers
inventory is sold. Item level supplier cost takes precedence over product level sup
cost.

Customer Cost

Default product level cost to be charged if inventory item of product is sold via POS
invoice. Item level customer cost takes precedence over product level customer cg

Model # Vendor supplied modelumber

EAN Vendor supplied EAN

SKU Vendor or internal SKU

Supplier SKU Supplier SKU for reordering. This field is displayed in the reorder report.

*** Custom data

Additional custom product level fields are displayed based on attributes assigned 4
product category, subcategory anddguct levels. Fields can be either selection lists (
input fields with optional regular expression based format validation

Description

Additional detail about product and capabilities. This information is informational tq
assist operators to select ttmrect package.

Ordering Info

Information related to reordering this product. This field is displayed in the reorder
report.

Serial # RegEXxp

A Perl compatible regular expression for restricting data entry format to valid serial
numbers for this prodaic This is used for input validation as well as automatic
advancement when recording inventory using barcode scanner. The design and
troubleshooting of regular expressions is not supported.

External Reference

SeeCommonfields

Sort Order

SeeCommon fields

Active

When "Yes" product is available for receiving new inventory. When "No" inventory
may not be received for this product and product appears as inactive within selecti
lists. Product is excluded from reorder and stocking reports. Active status of prody
does not affect existing items of this product previously assigned to services.
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Product Stocking Locations

Once a product isreatedone or more warehouses E=E=m

. . . . Product Stocking Locations
can be assigned indicate where product mventor) e I
is located. This data is used during warehouse == Helfls — = —

selection when receiving inventory as well as
inventory reporting.

Edit Stock Location
Warehouse [Room 3C =] Location [Shelf 4E
Reorder Point (Qty) [125 Target Available (Qty) 250

Comments

Update

Warehouse Location where this product may be stored. B&gehouses

Location Specifies an area such as a room, shelf or rack where this particular product can b
located within selected warehouse.

Reorder Point (Qty) Level of available inventory of this product at warehouse belbigh more should be

ordered. Field is used in reorder reporting to determine when to recommend reord
more of this product.

Target Available (Qty) | A target stocking level for this product at selected warehouse.

Comments Additional information aboutvarehouse, location or product.

Attributes

Attributes enable additional data fields specific to m=zz=m

H H Attributes
the product to be included with product IS D g Y ST A S
configuration when managing product or to e P Mo Delee

inventory items when new inventory is received or changed. In ordettfibuges to be assignable to a product
they are first defined withiRroduct Attributesnenu.

Edit Attribute
Attribute [Wavelength[<]
Required |Yes . Allow Bulk Receive [No .

Validation RegExp [

Sort Order |0

Attribute Selection of custom data field to be assigned to this product or inventory iterRrdsieet
Attributes
Required When "Yes" a value for this field is expected to be entered at the product or inventory

level. When "No" the field may be ignored and no value entered.

Allow Bulk Receive | If the seleted attribute applies to inventory items and this is set "Yes" the attribute ap
as a data field when receiving inventory.

Default Value When an item level attribute is selected a default value can be chosen when receivin
items. Default valueare applied only to item level data at the time new items are recd
into inventory. Changing a default value has no effect orepisting items record to
inventory prior to change. This setting is unavailable for product level attributes.
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Validation RegExp | A Perl compatible regular expression for restricting data entry format for input validat
The design and troubleshooting of regular expressions is not supported.

Sort Order SeeCommon fields

Product Categories

Product categories enable similar types of products te=z==

be grouped together and optionally further organize d e — — T —— —
mputer: eriphe Deskiops, Laptops and related hardware ete
into subcategories. This organization makes produc ;- M::’,,, - Ty —

Network Access Equipment Access hardware sold or rented Delete

easier to locate and enables assignment of category
specific data fields at produand inventory item levels.

Edit Product Category

Product Category [Network Access Equipment SwingID[

Description ” o N

SortOrder [0

Update

Field Description
Product Category Label uniquely describing the product category
String ID SeeCommon fields
Description Additional details related to product category
Sort Order SeeCommon fields
Attributes

Enables assignment of product and item level data fields to any product associated with this product category. For
configuration details segttributes

ProductSubcategories

An optional secondary grouping of products within a [ e ]
product category is enabled by adding one or more I T ——
Subcategories. Configuration of subcategory is identical fiee Pe——— o

product category.

Product Attributes

Attributes are custom data fields assignable at product m=z==

category, subcategory and product levels to products as \m———
as individual inventory items. Attributes without any valuem-x e e

Wavel lmg@ M:: 3 Dclz:
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assigned to it are displayed as input fields. When one or more valugyisegist an attribute the field appears as a
selection box.

Edit Product Attribute

Attribute [MAC Applies To [ltems .
Service Access IYes. Provides |None
MAC Zddress
Description
Update
Field ~ Description
Attribute Label of the data field to appear when adding or changing a product or inventory item

Applies To Determines whether data field will be available at the product tevetparately for each invento
item of the product.

Service When 'Yes' item level attribute values can be changed from service level inventory menu.
Access When 'No' item level attribute values can only be changed from main inventory menu.
Provides Maps custom attributes toternal data fields used for reasons described in the table below.

Normally ‘None' is selected to disable mapping. When attributes are mapped the mapped &
data validation rules aenforcedgnoring any customalidaion expressions that may have beel

configured.
Value Description
None No mapping is performed
Service Transmit Required for calculation of tower link margin.

Power (dBm)
Only one attribute of this type should be defined for inventory
assigned to angingle service. If there are multiple instances the
value having lowest transmit power is used.

If specified at both item and product level item level data is used
instead of product level data.

Service Receive Required for calculationf service link margin.

Sensitivity (dBm)

Only one attribute of this type is recommended to be defined for
inventory assigned to any single service. If there are multiple
instances the value having lowest sensitivity is used.

If specified at both item and product levtelm level data is used
instead of product level data.

Service Antenna Gain | Required for calculation of service and tower link margins.
(dBi)

Only one attribute of this type should be defined for inventory
assigned to any single service. If there ardipie instances the
value having lowest transmit power is used.

If specified at both item and product level item level data is used
instead of product level data.

Service Additional Optional sources of additional gain (e.g. adantenna eleemts,
Gain (dB) amplifiers) influencing both service and tower link margins.

If there are multiple instances of this attribute in assigned invent
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all instances are summed together.

If specified at both item and product level item level data is used
instead of poduct level data.

Service Additional Optional sources of added loss (e.g. cables and connectors)
Loss (dB) influencing both service and tower link margins. Loss must be
entered as a negative value.

If there are multiple instances of this attributegsigned inventory
all instances are summed together.

If specified at both item and product level item level attribute tak]
precedence over any product level data.

Show In When 'Yes' table of inventory search results include this atériis a separate column when one
Search more items included with search result have a value for this attribute. This setting is applica
Results only to item level attributes.

Description | Additional information detailing use of the data field

Attribute Values

If data field is to allow text or numeric input then ne=z=m

attribute values should be assigned to the attnbute_—
If one or more attributes are added then the data . Do
field is presented as a selection list. — -

Edit Attribute Value

Value [2.4 Ghz

RADIUS Value |
External Ref |
Sort Order lﬂ—
Update
Field Description
Value Value to be displayed withithe data fields selection list

RADIUS Value | If a productsproduct sourcelefines RADIUS attributes which reference this attribute then v3
entered here is transmitted with RADIUS authorization attributes. If RADIUS Value is not
specified then Value is transmitted in its place.

External Ref SeeCommon fields

Sort Order SeeCommon fields

Product States

Product states offer ability to define disposition ol=z==z=zm

Product State Groups

every inventory item tracked by Emerald. TypiCe g s s ST, I -
examples of states include: available, lost, sold, B D p

+ IPv6 Reservations
¢ Ammgned o Customer L
+ Available Assigned to Customer . al Stock

assigned and damaged. Selection list of statesf I
a givenproductis determined byroduct surceselected within the products configuration.
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Once a state group has been created statdheate associated with the group. It is required for each state group
for at least one state covering state types Available, Allocated and Unavailable to have been configured.

State ILusl String 1D
State Type IUnaval\abIa.

Sort Order |200 Access Label |None

Update

Field Description
State Label describing disposition of inventory iterBtate appears as selection option when mana
inventory items and also reflected in inventory reporting.

String ID SeeCommon fields

State Type State types determine how this state is to be treated by Emerald forplosgs of inventory
management.

State Type | Description

Available Item is available for purchase or assignment to service

Reserved Item is stocked but is reserved for a reason classified by reserve type
Allocated Item has been assigned to a serviceufm

Unavailable | Item is no longer available

Reserve Type | When state type is reserved then reserve type field is displayed to input additional informg
related to the reservation. This field is reserved for future use and custom workflows.

Sort Order SeeCommon fields

Access Label SeeCommon fields

Product Sources

Product sources defines where products are obtainm=z=z==
as well as influence RADIUS authorizationsiopport ‘___

assignmenbf addressing resources (IPv4, IPv6 and F5ie=e= — — —
DID) from inventory and authorization of inventory = = o o —

specific identifiers (MAC address or serial number).

Edit Product Source

Description |IP‘.*4 Reservations

Source Type [IPvd Reser«ation. State Group Default.
Update
Field Description
Description Unique label of source such as name of specific venddistributor
Source Type While largely informational source types can affect process of receiving new inventory.

Source Type " Description

Stocked Item Indicates items from this source are intended to be used primarily
sale to customers.

Stocked Rental Indicates items from this source are intended to be used primarily
assignment to service®roducts assigned to this source type are
available for assigning product requirements to service types.

Drop Ship Indicates items is ordered as needadehalf of end users and not
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stocked locally.This option is reserved for future use.

IPv4 Reservation | Indicates items will be IPv4 addresses or subnets and provides |
specific tools for management of address resouresducts
assigned to this swce type are available for assigning product
requirements to service types.

IPv6 Reservation | Indicates items will be IPv6 prefixes and provides IPv6 specific td
for management of prefixefroducts assigned to this source type
available for assiging product requirements to service types.
State Group Represents group pfoduct stateavailable to manage disposition of products assigned to
product source.

RADIUS Attributes

To support allocation afetwork identifiers from mzzzm

. - - RADIUS Attributes
inventory RADIUS authorization response Can | gy ey g s e, s m—"r— e m—m
modified when inventory items are assigned to 4z E DI Addees s e

services where assigned product has a matching product source.

Edit RADIUS Attribute
Merge Type |Add . Usage |Reply Attribute .
Vendor |Standard . Attribute IFramed-IF‘-Addrass

Value (Product Attribute) [Static Value [¥] Value (IPv4 Address) [seralnumber
Sort Order |0

Update

Field " Description
Merge Type Configures how any RADIUS attributes deebe integrated with existing RADIUS
reply or check attributes of an authenticating session.

Add Attribute will be unconditionally appended to RADIUS
authorization response.

Add or replace Attribute will be added if an exiig RADIUS

value authorization response attribute of the same vendor an

attribute does not exist. If a matching attribute already
exists then its value will be updated.

Delete If the selected vendor and attribute exists in the curren
RADIUS authorization rgponse it will be unconditionally
removed from response.

Delete matching If the selected vendor and attribute exists in the curren
RADIUS authorization response it will be conditionally
removed from response when its value matches
configured value.

Replace value If an existing RADIUS authorization response contains
matching vendor and attribute then the value of that
attribute will be replaced with configured value. If therg
is no vendor + attribute match then no changes are mg

Usage Determnes whether attributes will be applied to RADIUS authorization response
reply attributes or confirm authentication parameters as check attributes.

Usage ' Description
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Reply attribute Indicates that RADIUS attribute is to be included in
authorizatiorresponse transmitted in Accesscept.

This is the default and most commonly used usage sef]
Check attribute Indicates RADIUS attribute is to be checked against
incoming authentication attributes transmitted in Acees
Request to make sure the valoésttributes agree. If
there is no match then authentication fails.

Vendor Vendor associated with selected attribute

Attribute Vendor dependent RADIUS attribute

Value (Product Attribute) | When "Static Value" a secondary value field is offereddoept manual
configuration of value. When any other value the RADIUS value of the product
attribute at item or product level is used as the RADIUS attributes value.

Value When product attribute value field above is "Static Value" the static value diésire]
chosen attribute is entered into this field.

Applies To Determines which service this attribute is assigned. Typical recommended sett
"Self".

Applies To | Description

Self Attribute will be applied directly to the service account
Parent Attribute will be applied to the services parent service
Service

Sort Order Determines order attributes within the group of attributes assigned from invento
to be merged and appear in RADIUS authorization Acéesept response.

IP Groups

IP groups act as an integrated IP address [ ow s e | o mges. | Process i coup | s meniory|
management (IPAM) facility to view, organize Address Rargzs

I S N T T [T (P e o
and assign available addressing resources. Ocemia 2001680010040 Tachsion Low  100.00% /40 Delete
IPv6, IPv4 and 64it integer sequences for - s
telephony and custom applications are y — 1 —
supported. R s e s o
IP groups are comprised of oneroreaddress o G s e s o2 gi—bw =
ranges As ranges aradded or modifiedhey e e e | e
are automatically organized into hierarchies ar e e s ool B o s
evaluated for consistency acraks IPaddress — 11 o
groupas wellas validatingsubnet/address — o

assignments previously allocated frtime
group.

Each IP groujs separate and independeito sharing ocommunicatioroccurs between IP groups. Each group
may contairand managéhe same address ranges as one or more other groups.

Rangesnaybe tagged withattributesdocumenting properties and intended purpasevell as facilitatingqutomatic
assignmenof address resources.
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IPGroups
(IPAM)

A\ 4

IP Inventory
Allocations

Emerald Service
" Inventory Assignment

A\ 4

Inventory

IP groups working in conjunction with Emerdluventorysystemis able to continuouslgnaintaindesired stocking

levels ofavailable addreses Working together addresses are automatically stocked for assignment to customers

ard summary ofangeutilization provides operators with needed details for future planning

Edit IP Address Group

IP Group |Global Operations (IPvd)

Address Family
Active Sort Order ID—
Update
Field Description
IP Group Unique labedescribing intended purpose of tiegroup
Address Determines address type of all addresses and address maamgmged by the IP Groufo
Family manage addresses across multiple address families such as both IPv4 and IPv6 a separal
Group is necessary for each address family.
Active When 'Yes' configuration changes to the IP Group continue to be evaluated andrinigent

allocated from the IP group as needed.

When 'No' configuration changes are no longer evaluated and no allocation to inventosy o

Sort Order SeeCommon fields

Submenu options availab#dter IP Groupcreation

Option ' Description

New Address Range

SeeAddress Rangeselow.

Import Ranges

Offersbulk CSV flat file import ofaddress rangesto the IP Group Follow on screen
instructions for additional information.

Process IP Group

Fully evaluates the IP Group. If there are no group level alerts raised processing al
allocates addresses to inventory as requested by IP Inventory Allocations.

Minimize Inventory

In the eventmore items are available in inventory than target quantity configured with
IP_Inventory Allocatiorclicking this option removes excess available inventory freein
resources within the IP Group for futuresmments.

Minimize inventory is only able to remove unassigned addresses currently marked g
available for assignment from inventory. This feature does not remove inventory
currently assigned to a service or otherwise marked as unavailable.

Normally minimize only occurs during processing when there is insufficient free add
resources available to meet quantity targets of one or liRdreventory Allocations
When used in conjunction with adjusting targaantity of correspondint® inventory
allocation this option cabe used to removal previously allocated items from inventory
by setting Target Qty 0 in order to change configuration or recover from configuratiol
mistake. This setting has no effectionentory already assigned to a service or in an
unavailable state.
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Address Ranges

Address anges act askoniiners from which addresses and other containers are sourced. Adding ranges that are
subsets of existing ranges allows larger ranges tollheipmand managed separately for purposes of address
allocation and consumption reporting.

Edit Address Range .

Description ILIS West x

IPv4 Range [4.4.0.0/16 Range Type IIﬂcIusion .
Network assigned to cover all of our US data centers on west coast

Comments

Priority ILow .

Update

Field ~ Description

Description Unique label describing address range. Displayed within the IP Groups range listing
*** Range Ranges may be entered in folowing formats depending on address family of the IP group.
Only numbered resources are accepted. DNS names cannot be used.

Address Family Description

IPv4 Following IPv4 range formats are supported:

10.0.0.1

10.9.8.0/24
10.0.0.100 10.0.0.200
10.2.3.*

10.*.*.*

IPv6 Smallest allowed IPv6 prefix length able to be managed within an 1P
Group is /64. Following IPv6 range formats are supported:

2001:db80::1ea

2001:db80::/32

2001:db80::1000 2001:db80::1100

Integer Following integer (64bit unsigied) range formats are supported:

2065551212
2065551000 2065551999

Range Type Determines whether range shall be available for allocation.

Range Type Description

Inclusion Range is eligible to be allocated from. Jednventory Allocation
Exclusion Indicates range is already in use elsewhere andailbecome available for,
subsequent allocation from Emerald for any reason
Comments Additional informational
Priority Controls order of ranges addresses are assigned from range relative to other applicable ra

within the IP Group. Addresses are first assigned from higher priority ranges before allocat
from lower priority ranges is considered.
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RANGE ATTRIBUTES

Once a range is created attributes may be optionally assigned to documenting
properties and intended purpose as well as facilitatiigmatic assignmenof Attribute
address resources. Listings of available attributesranaged from th®

. Update
Attributesmenu.
IP Inventory Allocations
Allocations of addresses from an IP Group tez=z==m
inventory for eventuaderviceassignment are e T
. Description 1P Group Product Ly .
managed from this menu. O [ = [ == [=l&=lE
. 9 X y Seattle Residential TPvd %ﬁ:ﬂm IPud - Static IP Available /32 100 60315 Delete
configured allocation occusshenever the o
rres ondin P Grou iS rocessed b one Seattle Business [Pv6 @Dm IPv6 - Static Prefix (/60)  Available /60 200 0 Delete
co p :'I . I p y W Seattle DIDs Q’::’“" 22 oo Available 100 902 Delete
Of the fOIIOWIng' Seattle Premium Business Seatile DIDs Seattle Premium Business Available 200 802 Delete

1 Manually clicking 'Process' froorrespondindP Group.
1 By default thescheduled taskProcess address group inventofpedtior' runs periodically at 10 minute
intervals. This scheduled task is typically primary means by which addresses are allocated from IP Group

to inventory on an ongoing basis to meet demand.

Requirementapgied to an allocation allow for resources to be assigned from a sutmgpropriateangeswithin

IP Group either by directly identifying allowed ranges orbtyibutematching. Whenallocatingmultiple subnets
of varying prefix lengths it is recommenddeddicated ranges within the IP Group be designated for each prefix
length in order to avoid fragmentatiomaximizingavailable address resources.

The "Unallocated" column in the allocations listing repres estimated number of remaining addresses of given
prefix length available for allocation from IP Group to inventory based on all applicable requirements. Unallocated
does not include count of currently available inventory that has been previoushtedl@r the impacts from

competing allocations that may draw from the same ranges.

Edit IP Address Inventory Allocation

Description ISeaI‘tIe Business IPv6

IP Group [Clabal Operations (IPv8)[»]

Product Assignment |[Internet Address Assignments] Seattle Business IPv6 Initial State A\:ailable.

IPv6 Prefix Len |/56 Available Target Qty |10

Active [Yes .

Update

Field Description

Description Unique label describing the allocation

IP Group Address group from whicto allocate addresses

Product Assignment | When addresses aassigned to inventory theventoryitem created will bef thechosen
inventoryproduct Only one inventory allocation can be assigned to a specific produ

IP Group.
Inventory products must teourcedas follows in order for product to be available for
selection.
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IP Group - Address Family Inventory - Source Type

IPv4 IPv4 Reservation
IPv6 IPv6 Reservation
Integer Integer Reservation
Initial State Whennew inventory items arereated they will initially be assigned the selected prody
state. Only states with a state type of "available" are listed for selection.

*** Prefix Len For IPv4 and IPv6 represents CIDR prefix length of subnet to be allocated from inve
To assigrindividual IPv4 addresses to inventory select /32 prefix length.

Available Target Qty | Once level of inventory of "product assignment" in an available or reserved state is
reduced below this value additional addresses are allocated from IP group to new
inventory items until inventory level matches target quantity.

Target quantity considers only items previously allocated from this IP Group. Targe
guantity does not include other items in an available state in inventory created exter
to the IP Group.

Active When "Yes" allocation from IP Group to inventory is enabled. When "No" allocation
inventory does not occur regardless of inventory levels.

On initial creation if there will be further configurationafocation requiremenisis
recommended new allocations be initially set "No" in order to ensure allocation is ng
to take place before all intended requirements are fully configured.

Allocation Requirements

Once an inventory allocation is created one or more

requirements may optionally be applied to limit rangks|  Allow Allocation From Range |
IP Groupfrom which addresses are allocated. Require Matching Range Attribute | ™

Update

Matching requirements are satisfied either by explicitly
matching a range or by matchione or moreange attributes By default when no requirements are configured any
inclusive range within the IP Group candmnsideredor allocation.

If one or more range requirement is specified then to be uaablege must either match corresponding range
requirement or one more match attributes have been configured and a range matches all required attributes.

Field " Description
Allow Allocation Selects a range from the IP group this allocaticable to allocate from regardless of the
From Range presence of any range matching attributes.

Require Matching [ When one or more range matching attributes are specified a range must match ALL m{
Range Attribute attributes of this allocation before the range lbarused for allocation. Alternately a range
which does not match all attributes may still be used for allocation when there is a matg
"Allow Allocation From Range" setting above.

IP Attributes

Each attribute represents a fact assignable to om® ranges

Attribute |Seame

of an IP group. Prior to creating attribute click manage attributd, - Tope

Sort Order |0

Update
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types to add categories of attributes. Attribute Types generally represent aspects of an address range such as
location, customer type, service level and prefix length. @ttcbute types are in place then attributes can be
added filling out possible values for each category of attributes.

MESSAGING

Email SMTP settings, SMS server configuration, customer and operator notification is configured from messaging
menu.

.
Y

Admin Messaging Menu
SMTP Settings SMS Pollers SMS5 Processing Notify Purposes Operator Messaging Account Filters
!

SMTP
( SMIPofguaton )

Email Smart Host |mymailsewer.mydomain.com

All Email messages are transmitted using Emer&II3 P client
configured here. Before email can be sent SMTP client settings r
be fully configured.

Email Login |emeraldmail

Email Password [emeraldpassword

Email Domain [iea-software.com

When configuring SMTP take care to ensure either Email account
Emerald server IP Address has beethorized to allow "relay” of Emmail Accounts [piing@iea-software com

mail to external domains. Email Max Retries [I6 |
Enable 8-BITMIME |Yes (Recommended)

Email Admin |admm@|ea-soﬂware com

L | Update |
Prior to sending Emails from Emerald please review all Billing Groups to
confirm Email settings including "Email From" address are configured
properly.
Field | Description
Email Smart Enter the email SMTP server hostnanis, default Emerald connects to SMTP port 25.
Host Alternate ports may be specified by appendimpit' to hosthame. For example entering

mymailserver.mydomain.com:58¢onnecs to servermymailserver.mydomain.com using
standard TCP submission port 5&bnnections to port 465 are assumed to be SMTPS and
as TCRTLS sessions. Connections to all other ports must begin as cleartext SMTP.

WhenSTARTTLS capability is advertised by serw@nnections aralwaysautomatically
upgraded to TLS.

Email Login For SMTP authentication this is the login name sent to the SMTP server.
Note: CRAMMDS5 and LOGIN auth methods are supported.

Email Password | For SMTP authentication this is the passwsedt to the SMTP server.

Email Domain Enter the full email domain name.

Email Admin Enter the full email address, whereas the value will show in the From: line of all non
accounting related (such as incidents) mailings sent to users.
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Email Accounts | Enter the full email address, whereas the value will show in the From: line of all accounti
related (invoices and statements) mailings sent to users if billing group specific informati

unavailable.
Email Retries Maximum number of retries for tempordaijlures before no further delivery attempts is ma
Enable 8BIT Enables or disables transmission éfiBmessage body extension field. This should only be
MIME disabled to address backwards compatibility with messaging systems unable to process
field. Whether enabled or disabled the content of messages is always transmitted assun
bit.
Certificate '‘Disabled' indicates transmission of Email to SMTP server is allowed over clear text TCP
Validation well as STARTTLS and SMTPS without any idation of trust chain. In this mode if

STARTTLS or SMTPS is used messages are only secure against passive monitoring.

'Required’ indicates secure transmission of Email to SMTP server is mandatory. Clear te
SMTP without STARTTLS or SMTPS is disallowedVhen using STARTTLS or SMTPS ful
validation of the certificate trust chain agaiBsberald's trusted CA database located within
emerald/cacerts foldés performed.

SMS Pollers

SMS Poller enables SMS messages to be sent and received from Emefatd. SBA&S poller can be used SMS
Poller component must be installed using Emerald installer. Poller is not installed by default and will only be
included if all modules are installed or SMS Poller module is explicitly selected during Emerald installation

Poll Mode [Internet Secure SMPP connection to SMSC (TCP-TLS)
Primary SMPP Server |smpp.mysmspmvider.sms Primary SMPP Port W
Secondary SMPP Server |smpp.mybackupsmsprovider sms Secondary SMPP Port W
System ID |sm5 Password |essssssssses
Source Address IW Address Range I—
System Type || Outgomg Rate Limit |Un|imited
Outgoing Number Type Outgoing Number Plan
Enable Outgoing SMS
Outgoing SMS Charset |Auto Select (Recommended)
[ Detailed Info
[ Section Debug
[0 SQL Queries
Bk O Pl?onS Dascovery
[J Phone I'O
[ Packet Detail
L Update
Field | Description
Poll Mode Determines interface and method used to transmit and receive SMS messages.

Poll Mode ' Description

Internet Secure SMPP This mode uses SMPP over TGRS to securely
send and receive messages between Emerald ang
SMSC withmandatory certificate validation.
Internet SMPP This mode uses SMPP over TCP to send and rece
SMS messages. This mode operates in clear text
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is not itself secure.

Detects whether to use poll or listen mode based d
GSM modemsesponse to capability queries

When selected GSM modem is periodically padifer
new incoming SMS messages.

Serial T Listen for When selected incoming SMS messages are sent
incoming messages the poller aghey are receivieby GSM modem.

Serial T Auto Detect

Serial i Poll phone
storage

Primary SMPP Server

DNS name or IP address of primary Internet SMPP server

Primary SMPP Port

TCP port ofprimary SMPP server. Defaults to standard port 2f6f SMPP and 3550
for Secure SMPP.

Secondary SMPP
Server

DNS name or IRddress of backup Internet SMPP server

Secondary SMPP Port

TCP port ofsecondansMPP serverDefaults to standard port 2775 for SMPP and
3550 for Secure SMPP.

System ID

Username for login to SMPP server

Password

Password for login to SMPP server

Source Address

Origination address of messages transmitted to SMPP server. If there is only on
address associated with this account source address. This field should be left bl
unless instructed otherwise by your SMPP provider.

Address Range

Addressrange of destination addresses that should be routed to this SMPP client
field should be left blank unless instructed otherwise by your SMPP provider.

System Type

Indicates system type to SMPP provider. This field should be left blank unless
othewise instructed by your SMPP provider.

Outgoing Number Type

Represents contents of telephone numbers (TON) within Mobile phone field of ag
records. Any numbers beginning with + are assumed to be international and
transmitted as TON=1 regardlessloif setting.

TON Value Description
1

International | Numbers are assumed to be internatienh64
standard fornincludingcountry codeandnational
number.

2 National Numbers ar@ssumed to be in national foincludes
area codevithout country codeasnationally
configured within SMPP account.

0 Unknown Number type is not specified. Itis up to the

configuration of SMPP server account to properly
delineate local, nainal and international numbers
contained within mobile phone field of address
recads.

Outgoing Number Plan

Represents numbering plan (NPI) within Mobile phone field of address records.
recommended ISDN / e.1@dwaysbe used unless instructed otherwise by your

messaging providerAny number beginning with + are assumed to be internationa
and transmitted as NPI=1 regardless of this setting.

NPI Value Description

1 ISDN / e.164 | International e.164 standard numbering plan. This is
recommended setting for all mobiteessaging.

8 National Nationally specific numbering plan based on
configuration of SMPP server account.

0 Unknown Number plan is not specified. Itis up to configuratiof
of SMPP server account pmoperly select a numbering
plan matching mobile phoneefd of address records.

GSM Modem Port

When poller is operated in serial mode this option specifies name of serial port ta
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used for sending and receiving SMS messages. By default "Auto Detect" is sele
enable poller to attempt to automaticaligtect serial port used by GSM modem.

Outgoing Rate Limit

If set outgoing SMS messages are rate limited to the selected count within a 10 §
window of time. Rate limit normally would only be set if your SMPP provider
restricts the transmission raiéoutgoing SMS messages.

Enable Outgoing SMS

When "Yes" transmission of outgoing SMS messages is enabled. When "No" SN
messages may only be received but not transmitted.

GSM Port Settings

When poller is operated in serial mode this option specifigalgport parameters use
to establish communication with SMS modem.

Outgoing SMS Charset

Provides options for character set conversion from48When transmitting outgoing
SMS PDUs.

SMS Charset Description

Auto Select Character set of outgoing SMSessages will be
automatically determined on a pmessage basis based on
content of message. If message contains characters tha
cannot be converted to GSMbit character set then entire
message shall be converted to Unicode.

Force GSM 7-bit Force alloutgoing messages to use GSMifcharacter set.
Any characters not part of GSMBbit alphabet will be
ignored.

Force Unicode Force all outgoing messages to Unicode

AT CMD Timeout

Length of time from when a serial AT command is issued befbamdoning
expectation of a response and resetting the poller.

Write Timeout

Length of time for writes to serial port to complete before the poller is reset

Debug Flags

When enabled informational and debug level data is writt@olterlog file located
within Emerald/log folder It is recommended debug remain disabled normally unl
there is a specific need for additional data. Important messages such as inform
about any errors encountered are always recorded to log file regardlessigf d
settings.

SMS Processing

Description Type Poller

Manage Incoming SMS Processing

General Message Filter  Global All Disabled .
Account Status Responder Local All Disabled .
Help Responder Local All Disabled .

Incoming SMS messages can be filtered and processed for lagging
responsdy enabling processing options configured within this menu. Type
may be "Global" meaning theffect of this processing option applies

globally bebre any "Local" type options are executed. When a "Local"
processing option is executed its effect is limited to itself and does not affect

Status

Update

processing of other options.

Option Type  Description

General Global | General preprocessing filter tetect and filter out signatures, MMS URIs,

Message Filter forwarded messaging headers and more from incoming SMS message.

*** TBA Local | Details of SMS processing filters included with future Emerald updates will be
displayed here.

Notices
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Email and SMShotification system has a variety of uses including new customer welcome messages, incident status
updates, accoumindcredit card expiration =N

warnings, payment receipts, account past due

war n| n g consum pt| on || m| t@an d more. E:E:nmg s::;;::wamnng i:::; :;::m Service expiration (Customers) i}:uggimu et M Test| Delete | Reset Actives | Schedule
Email Email Billing Email NA
Bulk Email Support Email Announcements Email NA

With requisite knowledge dhe Emerald system  eusus Support SMS Ammovcenens SS NA

additional types of notifigtions can be createging EmeraldAdmin / Advanced / Notice Types men@reation of
customnoticestypes is beyond the scope of this document and standard IEA support offerings. Please contact your
IEA Software representative about the pbiisy of implementing custom Bail and SMSnotifications.

Messages are sent out when the condition of a natcameat. Once the condition the first time and transmission is
successful messagare no longer sent untlfter the condition is no longer met and then reoccurs. As an example
we ol | use an expired account notice with an expired
point in the future is expired again. At each point where thewnt is ewly expired anotification would be sent.

=

Notice Type [[Expiration] Sanvice expiration (Customers)

Transport [Emai]v]

Notice Description IExplring service warning

Service expiration notices are sent to customers who have a service about to expire. The Days prior field determines number of days in
@ advance of service expiration to send this notice. Variables: $FirstName, SLastName, $Company, SAccountType, SDescription,

$DaysLeft, $ExpireDate, $Login
Days prior |2
Billing Group [AIL V]

Mail From [ISP Support <support@iea-softwars coms>

Mail Subject [Service Expiration $DaysLeft day notice

Mail CC [IEA Sales <sales@iea-software.com> x

Hello $FirscName $LastName,

Your $Description service will expire in $Daysleft days. If you have
remitted payment, then please disregard this messags.

You can make & paVment via several oprions

* Call our support center to make a payment
* Login into your account and make a payment

Notice

Active [Yes[¥]

L Update

Field Description

Notice Type The type of notice to be sent. Available notice types appear in the selection list. Once
selected a detailed explanation and use instruction is displayed below thelaetidption
field in bold lettering.

Transport Determines whether notice is to be delivered via Email or SMS

Notice Description| Text uniquely describing the purpose of the email notification

*rk Fields specific to a notice typeSee notice descriptiaf selected notice type for more
information.

Mail From From address of emails sent as a result of the criteria defined here. If Mail From is omi
the billing groups'Email Front field is used.

Mail Subject Subject of the emails sent as a result of the criteria defined here. If Mail Subject is omif
the billing groups'Email Subject field is used.

Mail CC An additional email address t€arbon CopYywhen any emails matching this criterion are
sent. If Mail CC is omitted additional copies are not sent.

Mail BCC An additional email address to "Blind Carbon Copy" when any emails matching this crit
are sent. If Mail BCC is omitted additional copies are not sent.
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Attachment Applicable to Emainoticeswhere contents of a notice iseportattached as a file tilne
Filename notice. Attachment filename enables name of the attached file as it appears in email m
to be customized.

Variable substitution is allowed within this field. Ifigefextension is specified as part of

attachment filename it @utomatically overwritten if necessary to match actual output file
format chosen for the attachmeiitno file extension is included one is automatically chod
as appropriate.

If attachment fiename ideft blankthen the attached report will be named "email” (e.g.
email.pdf)

Note: This field does not control which report is rendered by this notice.

Default Contact When transport is SMS field represents default time range describingnetiee may send

Hours new outgoing messages. Default hours may be overridden by customer specific hours
with customer contact information. For details on formatting of time rang€@®enon
fields.

Notice Text of the message to be sent as a result of the criteria defined here. The notice desc

field shown in bold lettering usually contains a listing wdiriable$ available for replacemen
in the text of the message sent. Variables allow email mpessa be customized for each
recipient. Variables can contain items such as Name, Company and account details. A
example of the use of variables can be found in the image abaeio $Namé is replaced
with "Hello Petet for customers named Peter.

Character Count | When transport is SMS field represents character count of text message.

Active When active the notice is useable and emails are sent when the Emerald task scheduld
executes this notice. When inactive emails are not sent.

After creating a notice choose thechedulg option from the options field of the notices listing to schedule the new
notification to run at regular intervals.

"Reset Activesoption should normally never hesed Selecting this causes all accounts auttyematching this
criterion and having already received a notice to be emailed a second time for the same purpose.

Account Filters

Account filters are used to define customer distribution list criteria when using bulk messaging feature within
support men of Emerald client. For more information please Aeeount Filters

Canned Messages

Messages expected to be  greme—

reused as templates for Canned Messages
future announcements in NG S 0 =R
Fiber upgrade offer Email HTML Delete

conjunction with bulk
messaging feature of
Emerald suppomnenu are managed here. Examples of canned messages that can be stored are outlines of
commonly used maintenance and outage alerts, promotional offers, service changes and news.

Holiday business hours Email Plain Text Delete
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( Edit Canned Message )

Description [Fiber upgrade offer

Transport [Email[v] Aceess Label [None
Mail From [support@iea-software.com
Mail Subject |Upgrade to 1gbit service only $75/mo
Message Format [HTML .
EE=EEEE EBE — N B
B 7 Y S I FontFamily ~ FoniSizes ~ A ~ A -

+giganit FIBER INTERNET!!

Message

p » font » font » font

Sort Order [0

\

« Symmetric 1 gigabit upload and download

« Reliable, ultra low latency service

« 24x7 world class support

« $75/month no added fees

+ Complimentary personal website and unix shell account
« Call today to upgrade and get your first month free!

Update

Field Description

Description Brief text uniquely describing purposemessage. Description appears in the canned
message selection list of the bulk email menu of Emerald clients support menu.

Transport Determines whetheranned message is for bulk messaging via Email or SMS

Access Label SeeCommon fields

Mail From Prefills from address of bulk emails replacing existing from address if present. If blank
value of from field is unchanged.

Mail Subject Prefills subject field of bulk emails replacing existing from address if preseblanik the

value of subject field is unchanged.

Message Format

Regardless of email format selected Ug Eharacter encoding is used for all outgoing
emails. It is recommendedMail servers support-Bit mime to ensure UT8
compatibility.

Format | Description

Plain text | Plain text is universally supported by all mail systems.

HTML HTML provides more formatting options vs plain text. When HTML is
selected HTML editor interface presented is determined via "Emerald
Admin" / "Web Interface" / "Operatdsettings” / "HTML Editor".

If none of the included HTML editors are used and HTML tags are ent
manually please consider somévRil clients support only a small subse
of HTML features found in current web browsers when rendering HTM
formatted emaimessages.

Message

Body of Email or SMS message to be used as a template for bulk messaging.
The following variables substitutions per table below are supported within message b
SMS and Email messages. Following example demonstrates custoa@zimgnessage
with name of MBR billing contact.

Hello $FirstName $LastName,
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Variable | Description

$FirstName LastName field from primary billing address of MBR
$LastName FirstName field from primary billing address of MBR
$Company Companyfield from primary billing address of MBR
$CustomerlD | MBR # (Customer ID)

Sort Order SeeCommon fields

ACCOUNTING

Emerald billingand payment processing related configuration is managed from this @gtions include billing
settings, charge types, pay periods, taxes, billing cycles, send methods, GL codes, CC/EFT batch processing, late
fees, time & data charges, payment types and plans.

> Admin Accounting Menu

Settings

Billing and related account options are controlledrfreettings menu. Settings can be applied globally for all
accounts or separately by billing group.
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(C Acomtsgosgoraton

Inactivate MBR w/non-zero Balance INo .

Global Group
Default Expire Grace Period (Days) I‘IE'—
Setup Expire Grace Period (Days) IQD—
NSF Charge Type

Allow Payment to Trigger new Statements INU .
Print 0 Balance or Credit Invoices INU .
Print 0 Balance or Credit Statements I‘f’es.

Send Receipts I‘f’es.
Send Manual Payment Receipts INo .

Auto void failed CC/EFT on 0 or credit balance IYes.

Renewal move expiration forward strategy |Amount is min amount paid[]

Renewal move expiration forward amount ID.D1
Interim Look-Ahead (Days) |45
Invoice Next Term Max Days |120

CC/EFT Dupe payment protection (Davs) |14

Time and Data Left monthly update IYes .

Allow Setup Charge for new Accounts IYes.
Allow Setup Charge for Re-Opened Accounts INo .
Allow Only Acct Admins to Override Setup Charge IYes.

MBR Expired Automatic Close Reason |Permanenl - Bad account standing
MBR Expired Automatic Close After IDisabIad .

Time and Data Left tracking ISimpIe (Flat) .
Minimum new statement interval (Days) |25

Enforce Chronological Invoice Void |Yes (Recommended)

New MBR Default Credit Limit ID
Rating Charge Delay (Days) |2

Rating Allow Interim Charges INO (Recommended)

Update

Field Description

Global Group

When a billing group is selected accounting settings are configured
separately by billing group. Once configured anppears before the
group name indicating the groups configuration is not the same as
global group.

Default Expire Grace Period (Days)

Sets the default permanent extension when creating a new service
Note that the default expire grace period is overriduetDefault
Extension (Days)setting of the billing cycle assigned to the MBR.

Setup Expire Grace Period (Days)

Sets the temporary extension field in the MBR to allow an initiat on
time grace period on initial account creation. After the MBR is
invoiced the temporary extension value is removed from the MBR.

NSF Charge Type

Charge type to be used when necessary to bilsufficient funds
charge to an account when payment is dishonored from MBR payr]
menu.

Inactivate MBR w/noreero Balance

Whenset "Yes' allows canceled MBRs to be inactivated regardless
accouns remaining balance. When set "Natounts balance must
first be settled before a canceled account will automatically be mar|
inactive. Note for recurring billing cycle typélnactive"accounts do
not count against licensed MBR count.

Renewal move expiration forward
strategy

These options control how much of an invoice line item needs to b
paid for recurring services before the expiration date is set to the
accounts billed thr date. These settings apply onlg renewal billing
cycles.
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Amount is When chosen the amount field below is the
min amount minimum amount that must be paid against a
paid given invoice line item before the expiration dat

is advanced to the billed thru date regardless of
total cost of the line item.

Amount is When chosen the amount field below is the
min percent minimum percentage of the invoice line item thg
paid must be paid before the expiration date is

advanced to #hbilled thru date.

Proportional When chosen then expiration date is advanced
to payment proportional to the percentage of the invoice lin
item that has been paid. For example assumin
50% of a monthly recurring account has been p
the expiration advaces 15 of the 30 days in a

given month.
Full payment | When chosen the invoice line item must be paidg
required full before the accounts expiration date is
advanced to match the billed thru date.
Renewal move expiration forward Thisfieldisu s ed wi th the ORenewal mgd
amount option above. This field is r
amount paidd or OAmount i s min
used when OProportional teod & aiy

chosen.

Interim Look-Ahead (Days)

This feature is designed to prevemnecessarinvoicing of accounts
with long duration pay periods. When an adjustment or charge is I
against an account and the MBR is not due to be invoiced again fo
recurring services within thélnterim LookAhead days an interim
invoice can be creatddr unapplied chargeslf an invoice for
recurring services is scheduled on or befonéerim LookAhead days
the creation of the interim invoice is delayed so thautiegpplied
charges or adjustments are made to appear on the same invoice &
recurring charges.

Invoice Next Term MaxDay9

Operators have the ability to manually force invoicing of accounts i
the future beyondinvoice bill day$ defined at the billingycle level.
This option places a limit on how far services can be billed thru intg
future while still allowing operators to manually force invoice creati
for the accounts next term.

Prorate of less than (Days) adds
following month

While invoicingfor a month and service is prorated such that only g
small fraction of the month period is invoiced this setting determing
whether to include a following month of service.

For example invoice is created for a month of service. It normally
contains a mrated line item covering only 5 days out of the monthly
billing period.

If this setting is 6 or more than the above invoice would also includ
the following month of service in addition to the 5 days for a total o
month 5 days of service.

If this setting is 5 or less in the same scenario the invoice would co
only 5 days of service. The following month would be billed separal
on a subsequent invoice.
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This setting applies only to services with monthly pay periods. For
periods covering mtiple months the maximum effective value is 4.

Reinvoice Invoice Void Limit (Count)

While reinvoicing an MBR should more than set number of invoice
voided as a result of a single reinvoice operation then reinvoice
processing fails. Limits are interalerimarily to prevent accidental
entry of wrong data into timeline resulting in widespread unintende
automatic voiding of prior invoices.

If empty orO thenno reinvoicing limits are applicabléhen-1 no
invoices can be voided by reinvoice.

If thereis a special need to override this limitstrecommended
operators void latest recurring invoices manually prior to reinvoice.
This effectively results in reduced number of remaining void steps
during reinvoice allowing count of voided invoices to faithin
allowed range.

Allow Payment to Trigger new
Statements

When enabled any payment applied to an MBR is eligible to cause|
creation of a new statement subject to standard restrictions includi
minimum new statement interval and invoicing lookahedndow.

It is recommended this feature be set "No" to prevent payments frg
triggering creation of new statements. This feature has the potenti
delay statements triggered by new invoices should they fall within {
minimum new statement intervabt outside the invoice lookahead
window.

Gapless Invoice Numbering

When "Enabled" any gaps appearing in sequential numbering of
invoices for any reason including aborted invoice transactions, can
POS invoices and estimates or database spseifjaence pooling are
retroactively filled in by new future invoicing activity to ensure no g
exist in sequencing of invoices.

When "Disabled" any gaps in invoice sequences are ignored and n
attempt is made to retroactively fill in missing invoice nemshin
sequence.

It is recommended this setting remain disabled unless there is a sf
need for gapless invoice numbering. When enabled scheduled taq
"Gapless invoice numbering data collettoeriodically gathers gap
data to be used during new inge creation.

Credits reduce taxable amount

When "Enabled Within Invoice" a credit rolled into the same invoicq
as taxable charges reduces taxable amount of charges within the i
until credit amount is exhausted.

When "Disabled" a credit rollediio an invoice has no effect on the
taxable amount of line items within the invoice.

Check / CC / EFT Payment Fee

Enables MBRs to be charged a-rmsaction processing fee whene
payments of chosen payment type are accepted. Fee is static amd
configured at charge type level applicable to all MBRs globally or b
billing group regardless count of payments accepted within a given
time or amount of each payment.

This feature applies only to recurring MBRs. MBRs with -meourring
billing cycles are at charged payment fees. Additionally once an
MBR has been temporarily or permanently canceled the fee is no |
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applied to subsequent payments while MBR remains canceled in g
to facilitate settlement of outstanding balances.

While payment fee is normally applied globally or by billing group t
fee can be discounted or waived entirely via configuration of charg
type auto assigmarket tags Operators may also manually waive feg
by deletion ofunapplied adjustments from MBR invoices menu.

CC Payment Fee (Percentage)

When a CC payment charge type is selected this represents an op
fee cost in addition to static amount of charge type as percentage
payment amount.

For example if CC Paynm¢ Fee charge type has static amount of 1.(
and percentage is "10" then for a credit card payment of 200.00 thé
total fee amount is 1 + 20 = 21.00.

When 0 or left empty no additional amount above charge type stati
cost is applicable. When nonzero and@ Payment Fee charge type
not selected this setting is ignored and no fee is applied.

Email 0 Balance or Credit Statements

When "Yes" statements withill be emailed to the customer regardig]
of balance.

When "No- Current Balance" statements wilbt be emailed to the
customer if the ending statement balance is 0 or credit amount.

When "No- *** Day Balance" statements will not be emailed to the
customer if the corresponding statement aging bucket or higher ha
balance of O or credit amount.

Email 0 Balance or Credit Invoices

When "Yes" fully paid invoices will be emailed to the customer.

Print O Balance or Credit Statements

When "Yes" statements with will be included in batch printing for
mailing to the customer regardless of balance.

When "No - Current Balance" statements will not be mailed to the
customer if the ending statement balance is 0 or credit amount.

When "No- *** Day Balance" statements will not be mailed to the
customer if the corresponding statement aging bucket or higher ha|
balance of 0 or credit amount.

Print O Balance or Credit Invoices

When "Yes" fully paid invoices will be included in batch printing for
mailing to the customer.

Send Receipts

When "Yes" payment receipts for new payments are automatically
emailed to theustomer. When "No" the customer can obtain recei
from the Customer interface or an Operator can manually send a
payment receipt. Customer can disable receipt of payment receipt
disabling Account status notifications from the customer interface.

Send Manual Payment Receipts

When enabled receipts are sent for payments made manually by
Emerald operators. When disabled receipts are only sent for autor
CC or EFT transactions.

CC/EFTauto pay for POS Invoices

This setting manages whether MBRs fagured for CC/EFT auto pay
should also auto pay POS invoices. This setting is for POS invoice
generated by operators only. Setting does not apply to Customer §
invoices managed from the customer account center and does not
to POS invoices witlan assigned payment plan.

Option ' Description
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Disabled

When an MBR is configured with pay method of
Credit Card or Bank Transfer the presence of unp
POS invoices will neither trigger creation of a
CC/EFT autopay transaction nor add to the
transactiongamount.

This mode requires POS invoices either be

configured with a payment plan or paid manually
even when the customer is configured for CC/EF
autopay.

Enabled

When an MBR is configured with pay method of
Credit Card or Bank Transfer the presencamgfaid
POS invoices shall both trigger creation of a
CC/EFT autopay transaction and add to the
transactions amount.

Presence of a payment plan for a POS invoice tal
precedence over this setting. If a payment plan ig
used then this setting is treated@isabled’ for that
POS invoice.

Add Unpaid

When an MBR is configured with pay method of
Credit Card or Bank Transfer the presence of unp
POS invoices does not trigger creation of a CC/E
autopay transaction however if a CC/EFT
transaction is geneed to pay other invoices within
the MBR then at that time transaction value is
increased by unpaid amounts of POS invoices.

If more than a month has passed and POS invoic
remains unpaid then presence of unpaid POS inv
shall trigger the creation of @C/EFT autopay
transaction.

This setting is intended to combine a customer's
monthly recurring invoice related CC/EFT autopa
transaction with any POS invoices occur within
preceding month into a single CC/EFT transactior
This differs from 'Enabled' ihat with enabled
presence of POS invoice causes auto pay transa
to be generated right away to cover the POS invo
rather than waiting for subsequent recurring invoi
to occur.

Presence of a payment plan for a POS invoice tal
precedence over thigtting. If a payment plan is
used then this setting is treated as 'Disabled’ for t
POS invoice.

Auto void failed CC/EFT on 0 or credit
balance

When "Yes" any failed automatic transactions within an MBR are
automatically voided when the MBR hagexo or credit balance.

Allow CC/EFT New Payment Void
(Hours)

Determines number of hours after a Credit Card or EFT transactiof
successfully completed a transaction may still be voided from withi
Emerald. Once the period has elapsed the ability itbtv@nsaction is
replaced with option to issue a credit against the payment.

This period should coincide as much as possible with approximate
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timing of credit card settlement procedure. If an operator attempts
void a transaction having already settte void operation fails and it
becomes necessary to wait for void hours to elapse before operatd
given opportunity to issue a credit

CC/EFT Dupe payment protection (Dayf

This is a safeguard preventing CC or EFT transactions of the samd
amount frombeing processed within configured number of days. If
duplicate transaction is detected when adding a payment operator
prompted with a dialogue asking if they would like to continue anyy
If the duplicate payment is an automatic transactionntesked as
waiting to be confirmed. These transactions can be confirmed or
voided from the Batch / Failed Transactions menu.

Recurring MBR Expired Auto Close
Reason

When automatically closing an MBR with a renewal billing cycle thi
specifies the cancetian reason associated with the automatic closu

Recurring MBR Expired Auto Close
After

Period of time after which all services within an MBR with a renewsa
billing cycle have expired to automatically close the account. Note
scheduler task OExpired MBR A
See Scheduler / Configure schedule.

Non Recurring MBR Epired Auto
Inactivate After

Enables the automatic inactivation of MBRs with a nonrecurring bil
cycle when one or more services are expired and the latest servicq
expiration was reached more than selected days ago. It is normal
recommended this g&tg remain disabled to allow returning custome
to reuse their existing accounts.

This feature does not apply to nonrecurring MBRs with no serviceg
where no services expire.

Note the scheduler task OExpir
See Schauler / Configure schedule.

Time and Data Left nonrecurring
purchases

Determine how purchased blocks of time and data are to be integr
with a services existing time and data allocation. This setting is on
applicable when all of the following conitihs are satisfied.

Service is nofrecurring

Time and data left tracking setting below is Simple (Flat)
Service is currently time or data limited

New block of time or data purchased via POS invoice
Service is expired at time POS invoice is fully paid

If expired replace existing If service has an existing

time and data guantity of time and purchased
block provides a quantity of tim
services existing time remainin
is reset to match purchased
block. This occurs regardless (
whetherexisting time remaining
is more or less than purchased
block or has a negative value.

=) =] =) =] =

The same applies to purchaseq
blocks of data or rating time an

rating data.
If expired add to existing time | If service has an existing
and data positive quantity ofime and
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purchased block provides a
quantity of time then the
purchased blocks time is addec
to existing time.

If the service has a negative
quantity of time and purchased
block provides a quantity of tim
then the services existing time
remaining is seequal to
purchased block of time.

The same applies to purchaseq
blocks of data or rating time an
rating data.

Time and Data Left tracking

This option controls how time and data left usage limits are consun
and tracked. This option can be changéttiout affecting the
time/data currently allocated to existing accounts.

Tracking | Description

Simple The time and data left fields in the service are
incremented when additional time is added via-ong
time charges or direct use prepaid cards. This
allocation never expires although the account itsel
may expire based on expiration date.

How existing service time and data left allocations
treated when additional blocks of time are purchas
for an existing expired service is conditioned upon
"Time and Data Left nonrecurring purchases" setti
above.

For recurring accounts
updated enabled additid
monthly time/data left replenishment process if
current value of time/data left is less thaa thonthly
allocation or rollover accumulation limit. If an
invoice containing a onéme usage line item that ha
incremented time left or data left in the service the
voiding that invoice does not change that allocated
time or data remaining.

Detailed When enabled time and data purchased via one tir
charges or direct use prepaid cards are tracked
separately outside of the time left and data left fielc
displayed when editing a service. While the servic
time/data left fields are not affected by ene
time/direct use time/data purchases their value in t
service field must not be blank if any such limits ar;
to be enforced. If expiration Month/Day/Minutes a
set via the onéime charges menu the purchased tir
expires after the combined months/day/ot@s limit
has passed. Similarly for direct use prepaid cards
active expire days field controls length of time the
prepaid time/data is available for consumption. Fg
recurring accounts witHh
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updated enabl ed ttehadowances
are reset in the time left field at the start of the
customers new monthly period. Any additional
purchased time/data is used only after the monthly
allowances are consumed in reverse chronologica
order. For example customer "neila" hageurring
account providing 1000 minutes of access per mor
A few days before the start of his next month he ru
out of time and purchases 5000 additional minutes
He uses 200 of them before the next month starts.
The remaining 4800 minutes purchased available
in subsequent months and consumed only after th
month 1000 minutes are exhausted. If an invoice
containing purchased time is voided the associate(
allocation of time/data usage is also removed.

Time and Data Left update

When "Yes'remaining time and data in a services time left and dat
left fields are updated once a month provided a default time or datd
is configured for the accounts service type and services time or da
field is not blank or greater than its currenioeér value.

When "No" Automatic monthly updating of time and data left fields
disabled.

Minimum new statement interval (Days

Controls minimum allowed interval between automated statement
creations. This setting is intended to prevent too manynséatis from
being created for an account based on activity in a given period.

If interval is configured too low it may allow multiple statements to
sent unnecessarily to the customer within a billing month. If interve
too high delivery of new chiges based on recent invoicing activity m
be delayed.

Recommended default new statement interval is 25 days for once
month delivery. In conjunction with the invoicing lookahead interva
this setting enables statement timing to quickly "settle" imeooptimal
timing.

While statements can be manually created for an MBR at any time
regardless of statement interval this practice is strongly discourage
when using a minimum new statement interval intended to limit
statement creation to one statementrpenth. This is because one of
statements created manually at the wrong time means minimum n¢
statement interval (for example 25 days) must pass before the syst
can create a statement manually. If created at the wrong time this
lead to excessiveelay between creation of invoice for new charges
subsequent statement delivery to customer.

Allow Setup Charge for new Accounts

When "Yes" any applicable setup charge is available to be applied
when opening a new account. When "No" no setup chiareplied
for new accounts.

Allow Setup Charge for R®pened
Accounts

When "Yes" any applicable setup charge is available to be applied
when reopening a preexisting account. When "No" no setup chargd
applied for reopened accounts.

Allow Only Acct Admins to Override
Setup Charge

When "Yes" only Operators of operator groups having the MBR Adg
Admin object group assigned or global administrators may overridg
default setup charge settings. When "No" any operator may overri
the default setting.
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Al l ow 6Cust ombé Chid
Adjustments

When "Yes" the custom charge type is selectable to operators whe
creating a new adjustment or POS invoice. When "No" the custon
charge type is not selectable. Enabling this option may be useful t
prevent operars from applying custom charges or credits to accou
that are not categorized into proper GL Categories for accounting
purposes.

Enforce Chronological Invoice Void

When yes the billing system requires that any voided invoice
containing recurring lindem be voided in chronological order from
newest to oldest so that proper adjustments can be made to the bi
thru dates of affected services. It is highly recommended this be
enabled. If it becomes necessary to disable this feature to addresy
specfic account we recommend-emabling this as soon as possible
after making changes to the account.

New MBR Default Credit Limit

Default amount to set in the credit limit field while creating a new
MBR with a balance forward billing cycle type.

Rating Chage Delay (Days)

Number of days after the rating summaries monthly period has ela
before creating a charge for usage based on the summary. The dé
intended to provide some additional time for accounting data from
previous monthto close odtitt mont hés wusage i

If additional accounting data for a previous monthly period arrives §
the delay period the system will generate an additional charge to
account for any late arriving accounting data.

Rating Allow Interim Charges

When "Yes" charges will be created against any currently rated dal
regardless of whether the monthly period covered by the rated dat:
passed each time usage charges are processed. A setting of "Yes
recommended as it may cause many usage ehiaegitems to appear
on a single invoice or multiple invoices to be created when they wqg
not otherwise. This is useful only if you need to invoice customers
their data usage on smaller intervals without having to wait for thei
monthly period taend.

When "No" charges for rated data are only created after the period
covered and the Rating Charge Delay above has passed. "No" is {
default and recommended setting.

GL Codes

GL codesoffer a meansf associatingilling information in e
Emerald tahe general édgercategorie®f your organization's IS SE—TT N E—TE E—

accounting systemThe following billing related items in — Ee
Emerald can be tagged with GL cod€axes Servie Types

]
&

”
5
]
i3

K

&

(=N =]

rE

Payment TypeandCharge Types Once GL codes

GL Code IF‘roducts

have been assigned GL related reports including GL

Description [Products

External Ref |

be used to provide sumnyainputs into an accounting
system.

Field " Description
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accounting

GL Code An identifier for the GL Codéypically matching up with an identical identifier configured within

systemThis will be sent to the accounting system with each export entry.

Description | Additional details related tGL Code.

External Ref | SeeCommon fields

Uncategorized Items

f Apply GL Codes to Uncategorized Items )

Item Type Billing Group  Item Description  GL Code
Service Type Global DSL | —
Service Type Global E-Mail =
Service Type Global Wireless Gold ™
Service Type Global Wireless Platnum. [ [~
Service Type Global Wireless Silver =
Service Type Global Super Speed =
Service Type Global Ultra Speed =
Service Type Global Mega Speed =
Service Type Global Ludicrous Speed ™
Charge Type Global Postal Delivery Fee [ %]
Charge Type Global Usage Charze ™
Charge Type Global Wireless Setup Charge [ %]
Charze Type Global Late Fee | I—

Batch Processors

Credit Card and EFT processing is\tied through the

[ o]
configuration of batch processor€onfiguration of a -
T = ©

This submenu option of GL Codes offers a unified view of any Service Types,
Charge Types, Taxes, Tax SoureesiPayment Types where a GL Code has not yet
been assigned. To associate GL Code with one or more items select GL Code from
the list corresponding with item. Once a GL Code has been assigned item shall no
longer be visible from Uncategorized Item list. If ywish to change a GL Code for

an item where GL Code has already been assigned in the future you may do so by
updating configuration item directly from corresponding Administrative menu within
Emerald.

CC/EFT Batch Process

. . e eeNe  CC:-Reslime &W‘Nﬂ Al T
batch processor determines both interface used to = e " b

communicate with an external batch transaction syste
and also internal criteria used in the selection of an appropriategrat#ssor such Organization, Billj Group
andacceptedredit cardorands.

Edit Batch Processor .

Organization [IEA Software, Inc. . Billing Group |All .
Processor Name |Tes1 Authorize Net
Processor Type [CC - Realtime - Authorize Net
[ MasterCard
O visa
[ American Express
[ Diners Club
Allowed Card Types [] Carte Blanche
[ Discover
[0 enRoute
[ JICB
M Any
Processor URL |http #110.0.3.193/cgi-bin/transact.pl
Login |parinertest! Password |partnertest!
Rebatch Tries Rebatch Interval (Days)
Active [Yes[¥]
L Update
Field Description
Organization Organization the batch processor is to be used with. Each organizepiarately
processing credit camhd EFTtransactions must have its owatch processor
defined.
Billing Group Optional billing group to further restrict the use of this batch processor. "Hibte
billing groupincludesonly those billing groups assigned to the selected Organizat

Emeraldvei Ad mi ni strator o6s Gui de IEA Software, Inc.
10¢



Processor Name

Text describing the pugse and use of this batch processor. Processor name apy
in the"Credit Card and"Bank Tran$ options of the'Client' / "Billing" menu.

Processor Type

Specifies the transtion system to be used for CC or EFT processiPigase contact
your sales ngresentative about the possibility of supporting additional procei$sors
you would like to use a transaction gateway not lisie

Processor Type \ Description

Batch

Credit card and EFT interfaces relying on periodic manua
batch file exports foprocessing by external software.

Export file is provided to external processor. Once
processing is completed a result file is typically imported
back into Emerald in order to record both accepted and fg|
transactions and credit accounts accordingly.

Batch based processors are not commonly used due to
processing delays and need for manual intervention. Bat
based processors are included primarily for backwards
compatibility and should generally be avoided in favor of
reaktime processing.

Realtime

Enables credit card transactions to be immediately transm
to remote processing gateway typically over Internet for
immediate consideration providing both operators and
customers using customer account center withtnee
feedback on the status digir payment transaction.

Note while EFT transactions using rdimhe gateways are
transmitted from Emerald in retime they do not block fund
like credit cards and so there is no assurance EFT transa
will ultimately succeed. Upon failure the optor is notified
by bank of NSF or other condition and must manually
dishonor associated payment within Emerald to reflect the
payment was not accepted.

Tokenized

Operates similar to redilme processors except credit card
account numbers asecurely tansmitted andtoredwithin
the remote processing gatewa@nly representations of carg
numbers known as "tokens" are stored within Emerald
database.

Since credit card account numbers are not stored (See "P
Backup Certificate" below) tokenization helpsit liability
in the event of a data breach. As collection of card accou
numbers is momentarilyecurelyconveyed or directed by
Emerald tokenization does not prevent all liability or place|
Emerald completely out of scope 8€l compliance

When a tokenized batch processor is selected additional
options appear in the batch processor listing to support
tokenization of existing stored cards as well as-a de
tokenization feature to reverse the process are provided.
Please follow on screen instructions carefully when using
these features.

Allowed Card Types

When used with aredit card gatewagllowed card types menu allows you to defing
all credit card types you wish to accept. For example if you accept Visa and
MasterCard but do not accept Amex or a different processor handles Amex you
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check"MasterCarti and"Visa' leaving Amex unchecked. THAny" option allows
all types of credit cards to be accepted by this batch processor including card tyyq
explicitly listed.

If credit card account numbers are manually imported from external systems by
import and card statistics were not configured selecting "Any" will allow processi
transactions where otherwise processing would fail due to carddfpaported card
types not being properly configured.

Processor URL

When used with a network basé@rocessor Tygeprocessor URL is generally an
HTTPS URL of the provi der 06svebtservica@ientd
"Processor Typédhe Processor URL reflects the network address of the process|
system in the formIPAddress:Polt When a processor type is selected the most
common processor address will automatically be entered into the Processor UR
It is recommended thidefault not be changed unless you have been specifically
requested toFor security always use https:// URLSs instead of http:// for productio
use to protect card account numbers transmitted over the network.

Login (Varies)

When a network basedProcessoTypé€' is selected the login field represents the
access account name or ID used to identify your organization to the transaction
processing service.

Password (Varies)

When a network basédrocessor Typeis selected the password field represents t
acess password or secret key (Transaction key) used to authenticate the identit}
provided above to the transaction processing service.

Batch Out File

When a file basetiProcessor Typeis select the batch out file represents the file(s)
credit card trasactions Exported from Emerald are written to. The batch out file i
generated locally from the perspective of the system running the Emerald task
scheduler.

Batch In File

When a file basetProcessor Typeis select the batch in file represents theiltes
file(s) generated by the transaction processing software. The batch in file is reag
locally from the perspective of the system running the Emerald task scheduler.

Export Options

When a file basetProcessor Typeis selected this Indicates what thestem should
do with the export batch file(s) if they already exist before performing an addition
export.

Import Options

When a file basetProcessor Typeis selected this Indicates what the system shouy
do with the import batch file after it has bemrccessfully processed.

Batch Limit

When a file basetProcessor Typeis selected batch limit provides a limit on the
number of transactions that can be exported at any one time to the export file.

Rebatch Tries

Enter the number of times that some types of failed transactions can be automat
retried. Only transactions created automatically via MBR payment typé€zedit
Card' or "Bank Transfer can automatically be retried. Manually submitted
transactionsvhich fail must be manually reubmitted.

Rebatch Interval (Days)

Enter the number of days to wait between é&bbatch Try configured above.

PAN Backup Certificate

When using a tokenized processor backertificateallows account numbers to be
safely stored so that tokenization process may be reversed in the future without
on processor to provide account number data necessary to reverse tokenization

Stored account numbers are encrypted with chosen backificatss public key. To
maintain benefits of tokenization private key required for decryption is never stor|
within Emerald.

Changes to backup certificate configuration impact entry of new card numbers fr
the point of change forward and have no dftetprior data.

Active

When a batch processor is Active transactions are assignable to it. When a batd
processor is Inactiveewtransactions are no longer assignable to that batch proce
however any existing assigned transactions will continue forbcessed normally
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regardless of theActive" status.

Merchant ID (Varies) Option visible only when th&Processor Typgerequires or can accept an optional
Merchant ID provided by your transaction processing company.

Store (Varies) Option visible only when th&Processor Tygerequires or can accept an optional
Store provided by your transaction processing company.

Terminal (Varies) Option visible only when th&Processor Typgerequires or can accept an optional
Terminal provided by your transaction processing company.

If multiple batch processors are defined Emerald selects the most specific batch processor matching all criteria able
to process the transaction. Following ratatch processors in order of most to least specific.

Billing group match of a tokenized CC processor

Billing group match where allowed card type also matches excluding "Any"
Billing group match of EFTs or CC where allowed card type is "Any"
Organizatiormatch of a tokenized CC processor

Organization match where allowed card type also matches excluding "Any
Organization match of EFTs or CC where allowed card type is "Any"
Global match of a tokenized CC processor

Global match where allowed card type alsatches excluding "Any"

Global match of EFTs or CC where allowed card type is "Any"

=A =4 =4 -4 4 -4 -4 -4 A

When creating a batch processor for use with new Authorize.Net accounts take
care to choose the Authorize.Net real -time processor type ending with "(AIM)"

Late Fees

Late fees providanability to issue monetary penalties for ——

customersvith anoutstanding balance for an extended penod“ﬁmm '{r,:.,'::;* | ]
of time. Late fees can be a fixed amount or percentage and ., = B o
change over time depending on customer delay in transmitting paydesgssment of late fees is delayed until

either the "Max Unpaid Days" limit
( ___ EditlaeFe |

configured within the late fee is reached or

Description |Reswdentia| Late Fee Fee Type |Statement - Percentage
Billing Group |Global ] Service Group [None ~] late payment is f|na”y received. If payment is
Market Tag [None Priority [Normal ™~ received and marked with a receive date
earlier than the payment is applied the regeiv
geType [ Fee 9] N .
Charge Type o Foo Grnee: Dy date shall be honored as long as Max Unpaid
Min Amount Max Amount |47 D h t | d d d | t f
Max Unpaid Days |65 Sort Order [0 ayS as not alrea y passe and a late fee
Upaat= || already created.

Field Description

Description Text describing the purpose and configuration of the late fee.
Fee Type Determines how to assess fee in terms ofgréege unpaid or static fee and whether fee
applied to unpaid line items or to the statement.

Fee Type " Description
Statement - Late fee will be a static amount based on payment status of all ite
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Static Amount | statement.

Statement - Late fee will be a percentage amount of all unpaid items of statem
Percentage

Line Item - Late fee will be a percentage amount of all unpaid line items of thé
Percentage MBR.

Billing Group

If set late fee is restricted to only MBRs with matching billgrgups

Service Group

If set late fee is restricted to only MBRs with a billing group that is a member of match
service group

Market Tag

If set late fee is restricted to only MBRs where selected MBR level market tag is active

Priority

Since only a sigle late fee may be assigned to a MBR in the event multiple late fees m
priority is used to help select the best matching late fee. Matching fee with the highes
priority is selected. If more than one late fee has same priority then the lowestsottate
fee is used.

Charge Type

Charge type used in assessing the late payment fee. The line item description of the
on the customers invoice is based on the description of the charge type rather than th
description of the Late Fee itseliny taxes applied to the charge type also apply to the
fee.

Grace Days

Number of days from statement due date or line item start date allowed to pass beforg
late days within a late cost begtesaccumulate. For example if Statement was du#ay8
ago and Grace days is 5 a late cost of 30 days will match in the future when Statemer
35 days ago.

Min Amount

The minimum possible amount of the late fee to be charged if there is any outstanding
balancecovered by a late payment cost

Max Amount

The maximum possible amount of late fee to be charged.

Max Unpaid Days

Represents maximum number of days a line item or statement may go unpaid before
payment charge adjustment is applied. Max Unpaid Days should be set higher than g
costs configured witih this late fee.

Sort Order Secondary sort for determining applicable late fee after priority. Als€seenon fields

Active When "Yes" this late fee can be selected for applying late paymenbofb3Rs.
When "No" this late fee is not considered for application of late payment fees to MBRS
Setting a late fee inactive does not prevent dtheer priority active late fees from being
applied in place of the inactivated late fee.

Late Costs

Oncethe late fee is created a menu option appears to ¢
late costs to the fee. Late costs define amount of the fiz
based on minimum days late payment is. Any number of

T R B
5.00% Delete

10.00% Delete

late costs may be assigned to a late fee to provide an escalating fee schedule. cédsemaees system choses
the highest late cost that meets minimum criteria of the last cost.

Edit Late Cost - Residential Late Fee
Min Late Days |30

Min Late Balance |5

Resulting Fee (Percent of Outstanding) [5

Update

Field " Description

Min Late Days

Minimum number of days past grace needed for this late cost to apply

Min Late Balance

Minimum remaining balance on statement or line item depending on fee type for thg
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cost to apply

Resulting Fee Percentage or static amount of outstanding balance to charge when minimum late d
balance of this late cost have been reached

Charge Types

Charge Types definggpes of norrecurring charge ez

Charge Types

adjustmentﬂble to bgnanuallyor automatica”y [ cureeTwe | Amoum | Tu | Gow | 6L | Awes | |
applied to an MBRThese charges are typically ene o o o

0

o
2
[=]
s
£
o

Postal Delivery Fee
Usage Charge

time fees fora service (Setup fees, product and =~ Meesentia — — —
service sales, late fees, usage fees, NSF f@és, E = - G L
'C Payment 3.10 Global Delete

Global Delete

fees, send method charges and m@iearge Types —(Cudamate 10
also define any applicable taxes, GL Codes and are available for selection when creating an adjustment or POS
invoice within a MBR.

C Chamgerpe

Description |NSF Fee

Amount |25 String ID I
Billing Group IGIobaI . Service Group INone .
Tax Group INDne . GL Code |Mone

Tax Exempt [ Sales Tax  Access Label INone .
Sort Order |1DDCI

Update

Field ' Description
Description Enter an identifying descriptionforh e Char ge Type. This entr
Typed selection |lists throughout Emeral d.

Amount Enter the default charge amount for this charge type. The Amount can be a credit or a debit g
This default can be oveidden within the Adjustment entry screen.

String ID SeeCommon fields

Tax Group Choose thelefault Tax Group for this Charge Type. Defining a Tax Group indicates the Tax G
that should normally be applied to this type of account charge. The Tax Group default can be
ridden on the account adjustment screen.

Tax Exempt | Enabling a tax exmption indicates any applicable taxes with a matching exemption are not
applicable to invoice line items involving this charge type.

Access Label | SeeCommon fields

Billing Group | Restricts charge type's availabilitygelected billing group

Service When configuredri addition toselected billing group theharge type is also accessible to service
Group groups that includeCharge Typés

Sort Order SeeCommon fields

GL Code GL Codeapplicable to any line items based on this charge type.

Tax Types

Each kind of tax to be charged should be configured &zt

tax type. Examples of tax type include Sales Tax,  p——— —

Sales Tax Delete
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regulatory fees, USF, GST and VAT. Once setup a tax type is selected when confiuakay dax Source

Primary purpose of tax types is grouping of related taxes within a tax group suchlyHa¢st matching tax of a

given tax type may be selected for tax calculation. For example if a state charges a single tax rate except for a few
areas where the rate is different a tax group would typically be setup with a general tax applying thet rstiendar
covering the entire state followed by more specific taxes targeting those areas where tax rate is different. Tax type
grouping prevents both the general tax and area specific tax rates from both being assessed insuring only the single
best matchingate per tax type within a tax group will be selected.

Tax Groups

Tax goups are used to define the rate and structure iz
taxes applied against invoice line items during the | = Eom T . - e T
fmwers

billing process. Once a taxayp has been defined it e som ] Ukt ] gz ] At (WA T i
can be assigned to anymberof EMeraldservice types s s se i iesiee Sover e A
andcharge ypesto enable taxes to be assessed for the s s e e Gecsae S gee 4 A

Standard Sales Tax NYC Billing United States ~ New York Staten Island Al All

items as required.

Tax Source: Washington Tax Rates

|:> ‘ Tax: NYC Sales Tax Q

Tax Group "Sate Sales Taxes'

aliy

Service Types C Charge Types )

Taxgroups provide a grouping of taxasd tax surces. Membershipof taxes within aax group can be made
conditional based oaddress type, country, state, city, postal code, region and address custom data fields. When
assigning multiple taxes of sart& typeand more than one tax of same tax type mtteh themost specific

match is usedOrder of fieldsfrom least to most specifiState, City, Postal Code, Region and Address Data.

Tax Source Tax
Country [United States State
City [Brookyn | PosalCode| |

Address Data Type |None v
Address Type [Service [v] Region |All V]

Field " Description

Tax Source When "Standard" is selected individual éaxconfigured withitaxesmenu are able to be
chosen for assignment to the tax group. Otherwise all taxes synchronized with the teixod
sourceare applied to the tax group.

Tax When tax sorce is "Standard" a tax is selected for assignment to this tax group
Country When tax source is "Standard" selected tax is applicable only when the accounts countr
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matches
State When tax source is "Standard" selected tax is applicable only when acsti@tsiatches
City When tax source is "Standard" selected tax is applicable only when accounts city match
Postal Code When tax source is "Standard" selected tax is applicable only when accounts postal cod
matches
Address Data When tax source i§Standard” selected tax is applicable only when seletedunts address
Type custom data field matches Address Data configured below.
Address Data When tax source is "Standard" and the Address Data Type field above has been configy
tax is onlyapplicable when address data matches the address custom data field value.
Address Type Determines which address at MBR and Service levels is to be used for the purpose of a
matching of taxes.
Region Selected tax or tax source is applicable onlymti® accounts region matches
Taxes

Taxes define basic tax rates to be levied against invoice s=za
Once a tax is createdis available for assignment tax P T | e e et | Oriee | e | Cotar | remet | CLese |

wi  Standad  SalesTax  441% Non Cumulative Delete

groupswhich determine overall policy for taxing by Service me smas sem s s Deiee
and darge types. Many tax structures are supported including single, double and piggybacked tax calculations, tax
floors, ceilings and limits.

. | RdiTx

Description |NYC String ID
Amount [0.0888 % Amount Type |Percentage .

Piggyback Group Ncne.
Options / Cumulative [Non Cumulative (Slandard]. Tax Type [Sales Tax

Floor Limit l— Ceiling Limit l—
Subscribed Exemptions [] Sales Tax
GL Code [None Sort Order [
L Update
Field " Description

Description | Enter an identifying description for the Tax. Description is presentegptesent this tax when
assigning this tax to a tax group.

String ID SeeCommon fields
Cumulative | This option indicates whether the tax is to be applied individually to each charge item, or applie
the cumulative total charges for the MBR o

be applied over the accumulated MBR billingpdrioc har ges . -Cu@hid @asé v@&N
to be appliedndividually per taxable item.

Note: This selection will affect the application of Tax Limits, as an accumulative tax will apply t
tax limits to the cumulative MBR charge totals and ndhiidually per account charge. For exampl
if an Accumulative tax with a tax Floor of $15.00 is applied to an MBR with 2 services charged
$10/each, Emerald will apply no tax to the first $10.00 service and only apply tax to the last $5.
the secod tax ($20.00 MBR total, less the $15.00 floor). A famtumulative tax with a $15.00 floo
would not apply any tax to the above services, as the $10.00 charge falls below the $15.00 Flo
both cases.

The €MNonmul ati ve Mont hlngadndfog talcdations oa @ mohtlly basés fot
recurring accounts regardless of the payment period of the services. For example using the
60Cumul ative Monthlydé setting with an accou
on a monthhybasis, applying ceiling and floor constraints at a monthly rather than yearly level.
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For most simple taxes the cumul atCiuvau |l @agti iva

When Price Inclusive is selected the cost of the line item being tadedrismented from the taxable
amount of that line item. For example a 10% tax on a 100.00 (tax inclusive) line item generate
line item of 9.09 changing the line items original price from 100.00 to 90.91.

Tax Type

Provide grouping of similar taxegithin a tax group in a way that only one tax within the tax grou
the same tax type is applied to a given item taxed. Recall that typically within a tax group all tal
matching thegroup'scriteria (location, region, exemptions etc.) apply to eachbie item. With tax
groups only one tax having the same tax type within a tax group is applied.

The decision of which tax to apply is based on the tax with the most specific location matching
MBR. For example a tax having Country, State and Cifinedd matching the MBR is more specifig
than a tax where only a Country and State have been defined and match. Tax types are prima
intended to allow for variations of the same tax within a geographic area.

If no tax type is selected all taxes matghthe location and region criteria of the tax group are apg
for all taxes in the tax group having no tax type.

Tax types are configured frofirax Typedocated in the Emerald Admin / Accounting menu.

Amount

Enter the taxate in its direct numeric form. For example, an 8.1% tax rate is entered "8.1".

Amount Type

The type of the amount stored in the amount field. When "Percentage” the Amount field is a tal
percentage of taxabl e it emsldisaaéictaxablé Shoant i c
regardless of the cost of the taxable item.

Piggyback
Group

Piggyback groups provide for "Tax on Tax" configurations. Withirireoice taxehaving the same
piggyback group set us®iggyback Order" field below toontrol he orde tax is applied to
subsequent taxes.

Piggyback taxes can only be applied to percentage based taxes however static taxes can cont
tax on tax amounts. Tax floor and ceiling limits are not applicable to tax on tax portions of taxal
amounts.

Piggyback
Order

Sets "tax on tax" mler within a piggyback group starting from lowest order to highest.
For example within an invoice there are two taxes GST and Navingsame piggyback group.

GST is configured order 1.
VAT is configured orde2.

VAT tax includes all taxes within the piggyback group before itself (order less than 2) and there
GST amount contributes to taxable amount of VAT.

If there are additional taxes with higher orders the taxable amounts of all lower orders inallding
prior outcomes of tax on tax calculations are applicable.

If multiple taxes share the same piggyback group and piggyback order neither tax contributes t
taxes of the same order.

Subscribed
Exemptions

When a tax subscribes to an exemption thatvill not be charged if one or more MBRervice type
or charge type also have one or more matching exemption enabled.

Floor Limit

A Tax Floor defines what amount the item cost must reach before it is taxed. With a Floor Limi
will only beimposed if the item total reaches the Floor value. Tax will only be imposed on the i
cost, less the Floor Limit amount.

Ceiling Limit

A Tax Ceiling defines what amount the item tax amount must reach before it can no longer be
With a Ceiling Limit, tax will only be imposed up to the ceiling limit.

GL Code

GL Code for this tax.
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| Sort Order | SeeCommon fields

Tax Exemptions

Exceptions to normal taxation for individual MBRs or categoricallgéyice typeor charge typere configured
within this menu. To create exemptions select an available unused exemption from the list. There are a finite
number of assignable exemptions.

To be applicableraexemption must be assigned to one or naxer tax sourceas well as assigned to MBRs by
editing MBR in the Emerald client or assigned to a service type or charge type. When both an apakcaid
MBR, service type or charge type have one or more exemptions in common tax is not charged.

Edit Tax Exemption
String [D I

Active |Yes .
Exemption ISaIes Tax

Allow MBR. |Yes

Allow Item |Yes

Update

Field ' Description
Active When active théax exemption is available for selection and the exemption is enforced. \

inactivated exemption is rlonger available for selection and any existing exemption
assignments are not enforced.

StringID SeeCommon fields

Exemption Unique description of the exemption displayed to operators when managing this exempt

Allow MBR When allowed exemption is made available as an option at the MBR level via MBR edit
If disabled exemption is not selectable when editing MBRs however arexjsting
exemption assignments are maintained and still applicable unlesséniption is inactivated

Allow Item When allowed exemption is selectable at the service type and charge type levels allowin

exemption to be applied categorically by specific service type and charge type.

If disabled exemption is not selectable wheriegdiservice types and charge types howeve
any preexisting exemption assignments are maintained and still applicable unless this
exemption is inactivated.

Tax Sources

Tax sources manage automatic import and [ o]

synchronization of tax rate data from extdrdatasets
loaded viageographicdyersor imported tolaxRates
table Once a tax source has been created all taxes — * ™ o

Tax | Amount | GL
Type| Type |Code
. WA

Sales
Tor Drecestase Delete

» Unique Key.
PLACE
- I unt

=

=

Tax Sources
co | Sowrce o |Subtaver] ShapeData | =

H
& wx Amo, Unite: .

WA State  Geographic nited

Washington

i
&
o
&

]
E
B
Bl

E
.
:
/

"

generated as a result of synchronization from the exteriia
dataset is availde for assignment to one or mdex groups
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Edit Tax Source )

Description [WA Taxes

Source Type [Geographic Data[v]

Country [United States ~
Layer [WA Tax Rates[v]
Unique Tax Key [CITY ™~

Tax Amount (Percentage) [Rate ~

Pigeyback Group
Options / Cumulative
FloorLimit|
Subscribed Exemptions [] Sales Tax
GL Code

Amount Type |Percentage
State [Washingtan ~]

Sublayer [AI[¥]
Address Data Type (Tax Key) [WA City Code[¥]
Tax Deseription [CITY_DISSO0[v]

Tax Type [Sales Tax[¥]
Ceiling Limit

Update

Field Source | Description

Description All

Enter an identifying description for the tax source. Description is presented to
represent this tax source when assigning the source&togaoup.

Source Type All

Selects external data source for tax rate synchronization.

Source Type Description

(Geo)graphic Data will be sourced from a geographic layer loaded int
Data emerald using the geoimport utility. If the dataset is
refreshed byunning geoimport to import a newer versior
of the same dataset then tax rate data will be automatic
resynchronized by geoimport during the data imgeot.
more information sekayers

When layers are used for tedgtermination following
prerequisite configuration is generally also necessary:

Enablegeocodingof addresses to determine
approximate latitude and longitude coordinates
each address.

f

Configureaddress layer dataatching to perform
geographic query of addresses coordinates
assigning resulting "Unique Tax Key" to an
address level custom data field.

TaxRates is a table within the Emerald database intend
for external &x rate datasets to be imported into Emeralg
using external data import tools. For more information
about format and use of this sEexRates

TaxRates Table

Import Format | TaxRates

Selects a desired tax rate data file formaufopad of tax rates via Import menu
option of tax sources list.

Choose "Manual" when you will be uploading data to TaxRates table directly vi
database rather than browser file upload.

Amount Type | All

When taxes are created from external dataset tkesrdmes whether the tax rate
field of that dataset is defined on a percentage or static cost basis.

Default TaxRates

Country

If configured sets a default country for purpose of restricting applicability of tax
accounts having a matching country. Déf@ountry is overridden if the Countryll
field of TaxRates table is nemull.

Default State TaxRates

If configured sets a default state for purpose of restricting applicability of tax to
accounts having a matching state. Default state is overridttes $tatelD field of
TaxRates table is nemull.

Address Data | TaxRates

If configured then applicability of tax is limited to account addresses having sel
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Type Address Data Types assigned where value matches AddressData column of th
TaxRates table.

Country Geo If selected tax source is applicable only when the accounts country matches

State Geo If selected tax source is applicable only when the accounts state matches

Layer Geo Selects the geographic layer to be used for sourcing data for taymnateonization

Sublayer Geo Sets an optional sublayer of the layer to restrict sourcing of data for tax rate
synchronization.

Unique Tax Geo Field of the geographic layer selected above which uniquely and persistently a

Key subsequent layer updatespresent each tax rate.

Address Data | Geo Selects address custom data field where values matching "unique tax key" abg

Type (Tax stored. This data is generally obtained by geographic query configusettitsss

Key) layer datamatching.

Tax Amount Geo Field of geographic layer selected above containing the tax percentage or stati
amount of the tax rate.

Tax Geo Field of geographic layer selected above containing a description of the tax rat

Description

Piggyback All Piggyback groups provide for "Tax on Tax" configurations. Within a tax group

Group taxes that have a piggy back group set use the "Piggyback Order" field to cont
order multiple taxes are applied in.

Options / All AppliesTaxes/ Cumulative setting to all tax rates synchronized by this tax sour

Cumulative

Tax Type All AppliesTaxes/ Tax Type setting to all tax rates synchronized by this tax source

Floor Limit All Applies Taxes/ Floor Limit setting to all tax rates synchronized by this tax sourc

Ceiling Limit All AppliesTaxes/ Ceiling Limit setting to all tax rates synchronized by this tax sou

Subscribed All AppliesTaxes/ Subscribed Exemptions setting to all tax rates synchronized by

Exemptions tax source

GL Code All Applies GL Code to all tax rates synchronized by this tax source

Once a tax source is created all tates currently B s o e R— e
synchronized from external data source are displayed just :em :m“‘“
below the "edit tax source" form when selecting a source ’ 0 A=
from tax sources list. Displayed data allows for manual I — —
review of synchronized taxes to confirm successful import.ig w .::" . —

TaxRatesTable

14 04475 Banle Ground 540

Table "TaxRates" located within the Emerald database is available for external import of tax rate information from
external sources into Emerald using third party data import tools. Before importing data into TaxRates it is first
necessary to creaft least ongax Sourcéhaving a source type of "TaxRates Table".

Field " Type  Required Description

TaxSourcelD | Integer | Yes Unique identifier otax sourcehis rate is to be applied to. TaaurcelD
corresponds to 'ID' field of configured tax source displayed when
viewing Emerald Admin / Accounting / Tax Sources.

ExternalRef String Yes A unique reference key of external dataset to be imported which

uniquely identifies the tax. For example if importing a list of taxes b
postal code external ref may simply be postal code. In other contex
may represent a unigue reference code asdigy the taxing authority.

Gui
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ExternalRef should be as stable as possible when subsequently up
or reimporting future tax rate changes into this table. For example 4
representing Region A when data is imported initially should have tf
same ExtaralRef value representing Region A in any future imports

It is important to avoid reassigning a preexisting ExternalRef value 1
new unrelated tax or creating new ExternalRef values for previously
imported taxes.

Description String No Description is et in the Description field of the corresponding tax on
synchronized which provides a user friendly name for the tax.

Tax Money | Yes Tax rate. For example a 7.5 percent tax is enter@dbas

CountrylD Integer | No If tax is to be limited to a countmyis represents the UN country code

the country tax is to be applicable. The codes can be determined fij
the 'UN ID' column when viewing Emerald Admin / Geography /
Countries.

If CountryID is not specified (NULL) then "Default Country"
configured wihin the Tax Source is used. If CountryID is not set ang
default country is configured then this tax will not be limited by coun

StatelD Integer | No This restricts applicability of tax to a state or province within a count
specified above. StatP is determined by 'ID' column in the states af
provinces list when clicking on a country from Emerald Admin /
Geography / Countries.

If StatelD is not specified (NULL) then "Default State" configured
within the Tax Source is used. If StatelD is ndtssel no default state
is configured then this tax will not be limited by state.

City String No Allows tax to be limited by matching city.

Zip String No Allows tax to be limited by matching postal code.

AddressData | String No If the Tax Sources "Addre$3ata Type" field is set then this tax will bg
limited by exact match of the corresponding Address Data field valu

AddressData2 | String No If the Tax Sources "2nd Address Data Type" field is set then this ta
be limited by exact match of the correadong Address Data field
value.

TaxTypelD Integer | No If TaxTypelD is not specified (NULL) then Tax Type configured with
the Tax Source is used.

StartDate Datetime| No Unused when importing data directly to TaxRates table.

Once data has been added or changed within the TaxRates table it is important

to click on the Tax Source from Emerald Admin / Accounting / Tax Sources menu
associated with changes and click update within "Edit Tax Source" form. This

action triggers synchronization of externally impo rted tax rate data with
Emerald Tax configuration.

Billing Cycles
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Billing cycles are assigned MBRs to manage timing of

prepaid invoice creation, automatic proration for billing da®™==—

alignment and whether MBR will be recurring or ron EEEcsEa EFEERE

recurring. MBR leel hilling cycle configuration is used jn =tem e s S S B ==

conjunction with ervicelevel pay periodo define both T — E—E— c P ﬁ@m

timing of prepaid invoice generation alehgth ofterm to be fmmpeie i, bne 1 s o R o

. . Menthly / Balanss Montity | BalNSS 1 E — Reset Expiry |

invoiced. B Eaa £ R e s
R el o L : R Do

(N T | Billing cycles also determine overall strategy for

Description |Annwersary / Renewal

Billing Mode |Renewal
Allow Renewal (Days) [0
Invoice Bill Days |16

Type |Anniversary .
Billing Group |Glabal . Service Group |None .

Allow Renewal (Periods) |0
EFT/CC Bill Days |5

handling nonpayment of invoicey belection of
"renewal" and "balance forward" billing modes.

EFT/CC Auto Trans Days

Access Label [None|wv|
Default Extension (Days)

String ID
Sort Order |0

Update

\

Field Description

Descripton| Ent er t he i dentifying name for the Billin
Cycled selection pick |lists throughout En

StringID SeeCommon fields

Type Select the type of Billing Cycle being created. The Billing Cycle type determines when the

Emerald will perform the billing on the account. The options are described below:

Type Description

Monthly Regardless of when the account is created recurring services will be
automatically prorated if necessary to align their billing day of month t
the "Billing Day" configured below. If Billing Day field below is blank
then the first of the month &ssumed.

For example if a new MBR and service are created on the 15th of theg
month then the initial invoice will contain a prorate for 15th thru last da
of the month and the service will subsequently be billed for each calef
month from the 1st to tHast day of each month.

Sets the start of the billing cycle to match the day of month the MBR H
been opened

Anniversary

For example if a new MBR and service are created on the 15th of theg
month then the initial invoice will be from the 15th thru fi¥h of the
next month and repeat the same for all subsequent invoices. If new
services are later added to the account on different days they are
automatically prorated if necessary to align to the 15th of the month.
Similarto Anniversary except Emerald also attestptpro-rate multi-
monthservice so thatbilling monthis aligned with other services in the
MBR sharing the same pay periadd having the highest billed thru datg

Anniversary
(Period Aligned)

Period alignment is intended only to minimize number of invoices issy
and does not itself determine when invoicing occurs. If the particular
monthof yearinvoicing occurs is important consider using "Calendar"
type and configure "Billing Month" withithe MBR to define starting
month of the calendar year.

Like the "Monthly" option, also sets start of the billing period to "Billin

Calendar

Gui de
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Day" howeverithis option will additionally align any pay period of the
service greater than one month to a tralercdarbased cycle. For
example, quarterly pay period billing will be aligned with standard
calendatbased quarters instead of just billing at quarterly three month
intervals beginning from the service account Start D@&alendar billing
requires all py periods within the MBRe factorsof 12 (2, 3, 4, 6and 12
months). If a services pay period is not a factor of 12 then no month |
proration is performed and "Calendar" type is functionally equivalent t
"Monthly" for that service.

Unaligned

Disaldes automatic prorationsed taalign service billed thru day to MBR
billing day. Whenselecting unaligned please carefully consider the
following.

1 MBRshaving multipleservicesnvoice and expirat dfferent
times during the month.

1 MBR anniversary dapf month for postpaid usage billing and
monthly time/data limit renewaliffer from periodservices are
invoiced.

1 Creation of additional invoices and associated notifications pd
month than would otherwise occur.

1 MBRs on CC/EFT autopay may be automaticaharged severa
times within a billing month.

Billing
Mode

Selects billing rulespplied to the MBR.

Billing Mode = Description

Renewal

With this billing mode recurring services are billed automatically provided
they have not expired or the "Allosenewal (days)" and "Allow renewal
(periods)" have not been exceeded. Renewal billing uses the service
expiration date field.

For example if a customer is prepays monthly for network access service
at some future point decides to stop prepayingdorise then account is
automatically expired and no new invoices are subsequently generated |
the account remains in expired state.

Eventually based on Emerald Admin / Accounting / Settings configuratior
after a preset time has passed where accomains in this state account wil
automatically be closed and finally automatically inactivated generally
without operator intervention assuming closure of account results in a se
account balance.

Balance
Forward

This mode bills recurring services gfihitely regardless of the payment

status of previous invoices. Balance forward billing uses the MBRs cred
limit in lieu of a per service expiration date to prevent customers who hay
paid for service from accessing their accounts.

Non
Recurring

This mode disables all automatic recurring billing for the MBR. When us
the customer and or operator must explicitly purchase and fully pay for th
service before it is granted. In this mode the expiration field is used to
determine account expiratiomdditionally MBR licenses are counted agair]
an active MBR only when there are one or more services that have not y
expired. Norrecurring billing is useful for providing preaid "PayAs-You-
Go" services. See "Admin / Accounting / One Time Charfmstietails on
enabling prepaid purchases.

Allow
Renewal

In the Renewal billing mode this determines the number of days past account expiration to 3
allow a service to be invoiced again for its next billing cycle. By default expired accounts ar
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(Days)

invoiced until the outstanding invoice has been paido Aee Billing Mode / Renewal above.

Allow In the Renewal billing mode this determines the number of billing cycles (where time is a fur
Renewal of the accounts pay period) past account expiration to still allow a service to be invoicefbagd
(Periods) its next billing cycle. By default expired accounts are not invoiced until the outstanding invo
has been paid. Also see Billing Mode / Renewal above.
Invoice Bill | This setting determines number of days in advance of service "Billed TharViae should be
Days invoiced for the next billing period.
For example if service billed thru is Jan 20th and Invoice Bill Days is 15 then 15 days prior @
5th service becomes eligible to be invoiced in advance for the next billing period.
This settingapplies only to recurring services within MBRs having "Renewal" pay method wh
customers pay manually and are not setup for "Credit Card" or "Bank Transfer" auto pay.
EFT/CC This setting determines number of days in advance of service "Bitled a service should be
Bill Days invoiced for the next billing period.
For example if service billed thru is Jan 20th and EFT/CC Bill Days is 5 then 5 days prior on
15th service becomes eligible to be invoiced in advance for the next billing period.
This stting applies only to recurring services within auto pay MBRs having a pay method of
"Credit Card" or "Bank Transfer". This setting does not apply to MBRs with a "Renewal” pal
method.
EFT/CC Controls when billable amounts of unpaidoices for EFT/CC auto pay customers are to be bi
Auto Trans | via EFT/CC based on count of days between current date and earliest starting date of the re
Days line items of the invoicelf an invoice has no recurring line items the earliest starting dateyof g
line item of the invoice is usedlhis setting must be less than or equal to the EFT/CC Bill Dayf
field.
For example assume OEFT/CC Bill Days®6 is
is created 10 days before the start of that cyclBays later, (4 days before start of next cycle) {
billable amount of the invoice can be automatically chatgeatle customers EFT/CC account.
Access SeeCommon fields
Label
String 1D SeeCommon fields
Sort Order | SeeCommon fields
Billing If the Billing Cycle is only to be available to MBRs of a specific Billing Group, select the
Group appropriate group from the BillingGuop s el ecti on pick |ist.
is accepted, the Billing Cycle will be available to all Emerald MBRs.
Service In addition to Billing Groups, this billing cycle is also accessible to service groups that includ
Group "Billing Cycles".
Billing Day | The day of the month that an account should be billed. When an account is created itnatk pr
to this day. Billing day does not apply when "Type" is "Anniversary".
Start of When type is "Calendar" this settidgtermines starting month of calendar year for yearly,
Calendar quarterly and sermannual service. If for example starting month is January yearly services a
Year prorated as necessary such that yearly service would be invoiced from Jan 1 thru Dec 31 ed
Thisis a default setting applicable only when MBR level "Billing Month" field is set to Defaulf
otherwise "Billing Month" is used as start of calendar year overriding billing cycle configurati
Default Determines a new service default pamant extension overriding Accounting / Settings / Defal
extension | Expire Grace Period.
(Days)
Credit If a service has expired past grace and full payment is received at a later time enabling this
Expired causes entries to be automatically applied toiseumeline marking the period between expire
Period past grace and full payment as temporarily closed using selected cancel reason.
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This has the effect of crediting servader period of time service is expired past grace thru timg
paid. Once timeline charg have been applied the MBR is automatically reinvoiced as neceq
to align invoicing history with changes to the timeline.

If service is already scheduled to be closed at the time of expiration past grace no changes
applied to the timeline toredit period account is expired past grace. If service was previous

scheduled to be subsequently changed or opened between the times of expire past grace a|
payment these existing scheduled changes are not modified and service shall not beditély cr
for period account is expired past grace.

Entries can only be added to the timeline upon full payment which dependirg@mal move
expiration forward strategyay differ from fraction of payment normally requiredntove service
expiration forward.

Pay Periods

|:b
F

B
IS
z

E
&
3

& & |
(=3
3

B
IS
i

a|“

Pay Period defindength of the term invoiced for eactmzrz=m=
recurringservice. Examples of pay periods include mmm-
Monthly, Quarterly, Six Months and Yearly. While &% = = o

rarely used pay periods caedefined in units oflays .. e — e o

rather than months. Examples include invoicing on e, & N —

weeklyor twoweek basis. Pay periods apply only to recurring accounts automatically invoiced on a subscr|pt|on
basis. If the MBR has a naecurring billing cycle or a service is configurasl ron-recurringany payperiod

associated with the service is irrelevant and will remain unused for as long as the service remainigrnog. In

the case of nenecurring services only individual purchases of blocks of time/data configuréunay& Data
Chargesare relevant.

Within an MBR services may have different pay periods and therefore invoice at different frequencies. For example
an MBR having botla monthlynetwork accesservice andgearly domain service will cag an invoice to be

created each month for the network access service. Once per year the invoice for network access service will also
include a line item for the yearly domain service.

Pay periods can influence discounting to incentivize customers timpagrvice over longer periods of time
reducing administrative costs. To configure pay period discounting create a service aut@riattdagnatching
both the desired pay period and applying the appropriate serviceidigor matched pay period.

Paymeni Periods .

Pay Period |Monthly String ID l—
Service Type Access Label [None
Period |1 Month .
Setup Charge Confirm auto CC/EFT [No
Balling Group Service Group
Sort Order |1—
Update
|

Field " Description

Pay Period Enter the identifying name for the Pay Pe
Period6 selection pick |ists throughout E

String ID SeeCommon fields
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Service Type

If the Pay Period option is only to be available to Service accounts of a specific Service Typ
select the appropriate type from the Serv
default is accepted, the Pay Perioption will be available to all Emerald Services.

Access Label

SeeCommon fields

Period

Enter the number of months or days in the Pay Period.

Setup Charge

Option to indicate if the Setup Charge associated to theéc8eFype applies to MBR Service
accounts wusing this Pay Period. Choose
Service Setup Charges do not apply to those billed Quarterly.

0

Confirm auto

Determines whether automaticaffgnerated transactions for customers on CC/EFT autopay

CCIEFT require manual confirmation by an operator before they are able to be processed. This setti
applied via MBR level default pay period.

Billing Group | If the Pay Period option is only to be avalelo MBRs of a specific Billing Group, select the
appropriate group from the Billing Group
is accepted, the Pay Period will be available to all Emerald MBRs

Service In addition to BillingGroups, this pay period is also accessible to service groups that ifElayle

Group Periods.

Sort Order SeeCommon fields

Send Methods

Send methods determine formatting and means by whistzr==

invoices and statements are distited to customers.
Supported delivery methods include printing for postal *
delivery and automatic email delivery. Invoices and

(0] pocrpn | semiGourz | Pt | Ema | G |
PDE None Global

|

o | ]
Delete

Delcic
Delete
Delete

Email HTML
12 Email PDE

Nenc HIML

FDE

Global
Global
Global

FEEE

Nene

3 Neme Neme  Neme

statements are always rendered in HTML format when using Emerald report templatgstalfreports arased
invoices and sttements may also be made available for printing or Email attachment in PDF form.

| Send Methods l

Description |Posta| Delivery fw Email String ID I—
Group Service Group
Print Type Email Type
Print CC/EFT Auto Email CC/EFT Auto

Print Statements IGroup Default.
Print Invoices IGroup Default.

Email Statements IGroup Default.
Email Invoices IGrDup Default.

Send Method Charge [None Customer Access
Sort Order Access Label

L Update

Field " Description

Description Enter an identifying description of the Send Method. This description will be used within th
6Send Method6é selection pick |ists throu

String ID SeeCommon fields

Group If the send method option is ortly be available to MBRs of a specific Billing Group, select th
appropriate group from the Billing Group
is accepted, the send method will be available to all Emerald MBRs

Service In addition to Billing Groups, this send method is also accessible to service groups that incl

Group "Send Methods

Print Type For send methods that print paper invoices and statements print type determines fornée pr
documents are rendered tBome printypes may not be availablén the event a print type is
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unavailable theeporting engin@utomatically substitutes a suitable alternative.

Email Type For email based send methods this determines the format of the email sent to the ci&tomee)
emailtypes may not be available. In the event an email type is unavailable reporting engin
automatically substitutes a suitable alternative.

Print CC/EFT | When the customers pay method is CC or EFT this contitedgherinvoices and statements for

Auto this austomer should also be printed.

Email When the customers pay method is CC or EFT this contrtedgherinvoices and statements for

CC/EFT Auto | this customer should also be emailed.

Print Applicable only when print type is set. Overrideding group level "Statement Batch Printing"

Statements | configuration.

Email Applicable only when email type is set. Overrides billing group level "Email Statement"

Statements | configuration. Yes=Send Automatically, No=Sending Disabled

Print Invoices

Applicableonly when print type is set. Overrides billing group level "Invoice Batch Printing"
configuration.

Email Applicable only when email type is set. Overrides billing group level "Email Invoice"

Invoices configuration. Yes=Send Automatically, No=Sendingdbied

Send Method | If a charge type is selected the default amount of the selected charge type is charged to th

Charge after a bill has been successfully printed for postal mailing or emailed.

Customer When &6Yesd send mendusaeysdo select franvtheiclismrher aentefr. cAcces

Access the customer center menu to change send methods is controlled from the Emerald Admin
Interface / Customer Settings menu.

Sort Order SeeCommon fields

Accesd abel | SeeCommon fields

Time & Data Charges

Time charges allow customers to prepay for a block qfzzz=m

expiry, sessiotime anddatafor network or service
access This feature i®ften used in conjunction with
Internet haspots,pre-paid card applicationand refill

Delete

Time & Data Charges
e e e e e | e
Towo wecks -
i 1000 100 Yes

] 10.00 14 davs

00
‘ware!
Ooe day wircless g, oy, Gogg Docday- Wircless 5 gp ) g, 1000
gold okt

3
[

Delete

of data limited accountsTime charges are configured

by associating a charge type defining cost of time/data allocation with a service type the time charge is intended to
be used with. Once an invoice linerit of the same charge type is applied to a service with a matching service type
and the line item is paid in full then expiry, session time and data limits defined within the time charge are
automatically credited to the service.

Time charges may be ajgd to accounts using any of the following methods:

1

Emerald v6i A d mi

Norrrecurring customer seffignup- Requires configuration of signup option of signup server having a
nonrecurring cycle type. Once service category and service type is selected within the signup option any
compatible time charge is listed for selection.

Customer account center purchase tifiéhen the time charges customer access field is set "Yes" and the
customers service type matches time charge a block of time or data may be purchased from the purchase
time menu option of customer account center.

PGS invoice within Emeraldlient - A point of sale invoice may be created by an operfaton the Point
of sale menu within an MBRTime charge can be applied only when the following conditions are met:
Charge type of POS line item must match with chaype bf time charge. POS line item must be applied
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to a service having a current service type matching the time charge. When both conditions are met the
name of corresponding time charge is displayed in "Misc / Product" field of the POS line item idfiter.
field is blank this means selected service and or charge type does noamatithe charge therefore

credit will notbe issued against the service once POS line item is paid in full.

While time charges may be applied to both recurring and nomiegservices expiry settings apply only to
nonrecurring services. If a time charge is applied to a recurring service any expiry credit specified with the time
charge is ignored and not transferred to the service upon payment If any service dogsmibt bave a time or

data limit set when a time charge is applied the time or data component is ignored when applying credit to service.

Time charges are credited to services upon full complete payment of the time charge invoice line item. Once a time
charge is credited to an account this action is considered final. No compensating action is taken should a payment
be subsequently changed, dishonored or invoice voided.

Edit Time & Data Charge .
Time Charge [Two weeks wirsless gold String ID

wireless gold 40mbit premium wireless service.

[Twe weeks of

Description

Service Type
Time Left (mins) [
Expire Months l—
Expire Minutes l—
Customer Max Qty |1—

Sort Order |0

Charge Type
Bytes Left l—
Expire Days IH—
Customer Access

Update

Field Description

Time Charge A short name describing the plan, this name is viegvBllthe customer if customer access is
allowed.

String ID Provides language support for time charge selection in the Emerald Ul, while invoicing and
reporting.

Description A detailed description of the plan. May include HTML and hylpeks. This field is visible to

the customer if the customer purchased thru the Emerald customer center or signup serve

Service Type

Defines which service type is eligible to receive additional time.

Charge Type

Defines the cost and any applicable tax oftiteek of time being purchased.

Time Left Online time in minutes to add to the accounts time bank when thisroeeharge is paid in full.
If the account does not have a time left restriction time left is not set. If the account is not €
and theexisting time left value is a positive value then time left is added to the existing valug
all other cases time left is set to the time left value.

Bytes Left Online data in bytes to add to the accounts data bank when thisreneharge is paid ifull. If

the account does not have a data left restriction data left is not set. If the account is not ex
and the existing data left value is a positive value then bytes left is added to the existing va
all other cases data left is set te thytes left value.

Expire Months

Months added to accounts Rogcurring expiration date once etime charge is paid in full. If
the account does not have expiration date no limit is set. If the account has expiration date
past expiration isalculated as current time + expire months. If the account has a future
expiration date expire then expire months is added to the future date. This setting has no 4
recurring services.

Expire Days

Days addedo accounts nonecurring expiratiordate once oréime charge is paid in full. If the
account does not have expiration date no limit is set. If the account has expiration date in
expiration is calculated as current time + expire days. If the account has a future expiratiof
expire then expirelays isadded to the future date. This setting has no effect on recurring
services.
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Expire Minutes | Minutes added to accounts Rmecurring expiration date once otime charge is paid in full. If
the account does not have expiratiotedzo limit is set. If the account has expiration date in t
past expiration is calculated as current time + expire minutes. If the account has a future
expiration date expire then expim@nutes isadded to the future date. This setting has no effe
on recurring services.

Customer When "Yes" customer may purchase this one time charge from the customer account cent
Access When "No" this item may only be purchased during signup or by an Emerald operator by c
POS invoice having a charge typatching this one time charges charge type and assigned f
service having a matching service type.

The"EmeraldAdmin" / "Web Interface” / "Customer Settings" / "Customer Website Allow Ti
Purchase" option must also be enabled before customers may make unattended purchase
the customer interface.

Customer Max | When customer access is enabled and the mgstpurchases this item from customer account

Qty center the maximum quantity user may purchase at one time is limited by this field. If not g
quantity limit is enforced

Rating Data This field is similar to "Data Left" field above except data ipepted to be consumed via rating

Left engine. Using rating engine offers flexibility to conditionally consume data or consume at

reduced rates based on rating criteria. For example consumption limits are not counted dy
weekends or from 9 PM to 8 AM ameekdays. The "rating data left” field is separate from "d
left". Both fields generally should not be used at the same time.

Rating Time This field is similar to "Time Left" field above except time is expected to be consumed via r
Left engine. Using rating engine offers flexibility to conditionally consume time or consume at
reduced rates based on rating criteria. For example consumption limits are not counted dy
weekends or from 9 PM to 8 AM on weekdays. The "rating time left" fiedépgrate from "time
left". Both fields generally should not be used at the same time.

Sort Order Used to order available purchase options within customer interface.

Payment Types

Payment Types have a dual role defining available payment

methodgdetermining MBR levetenewal or CC/EFT autopand e 1L E
definingpayment types availabiehen applying payment to an o
. - . [ [AvomatcCredtCaraBi [ | [Nene M0
account."Payment typeseditor offersability to customizdabels | s romi — — |—|;
of eachpaymenttype, hide or change order of appearaaice ' —mn
associaté&L codes fopaymentreporting purposes. —
Payment types Other #1 thru #10 are equivalent to "Cash" type e P
and are available for custom uddses are site specific however -
examplesncludeprocessing of payments througkternal T I—— R B

transaction system that does dokctly integrate with Emerald.
Each payment type is reported separately in payment reports and distinguishiablsIBRs payment history. If

you wish to use the other #1.0 payment types set description field to reflect use of the payment typzelprsd

sort order to a positive value to matkés optionvisible from the MBR payments menéinally it may be necessary

to adjust allowed pay methods setting from Emerald Admin / Security / Group Rights to enable operator access to
newly assigned paymetype.

Field Description

Payment Type Internal description highlighting the use of the payment type.
Description User definable description of the payment type. This description is viewable from i
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the MBR payment method selection list when ediangBR and the payment type
selection list when applying payment to an MBR.
StringID SeeCommon fields
Customer Description | User definable description available via the -eisér customer account center
Cust StringID Provides language support for customer center payment type selection in the Emet
GL Code GL Code used for payment reporting
Sort Order SeeCommon fields

Payment Plans

When creating a "Point of Sale" invoice ogi®rs have

Point Of Sale - Payment Plan

the opportunity to assign a payment plan to spread C‘mm--
of invoice over set number of payments and payment™====== = — —_—

intervals. Payment plans can be fully automated where installments are handled via CC/EFT auto transactions or
they can be informationainly requiring manual intervention.

| Edit Point Of Sale - Payment Plan l

Deseription |3 Manth - Credit Card String ID Ii
Billing Group Access Label [None|v]
Market Tag [Nene
Pay Interval (Months) [T | Pay Interval (Days) [
Number of Payments [3 Payment Method
SortOrder [0 |
{ [ Upgate |
Field Description
Description Unique label describing payment plan. Appears in payment plan selection list within N
invoice menu when assigning a pay plan to an existing point of sale invoice.
String ID SeeCommon fields
Billing Group SeeCommon fields
Market Tag If set payment plan is restricted to only those MBRs having an active MBR level mark¢
of the same type.
Pay Interval Number of months between each installment payment.
(Months)
Pay Interval Number of days between each installment payment.
(Days)
Number of Total number of installments
Payments
Payment Method When credit card or bank transfer payment transacticeagtisnatically generated on the
month or day interval between installments. When Renewal payment must be applied
manually. Creation of automatic transactions requires "Export CC/EFT transactions"
scheduled task to be active from Emerald Admin / Sched@enfigure Schedule.
Sort Order SeeCommon fields

INCIDENTS
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An incident is similar to dcase" or "ticket'in other systemsUses of Incidents includeackng customer inquiries
salesappointment scheduling, outaggend recordingrogress of projectsBoth operators from Emerald client and

customers through customer account center have the ability to create and manage.incidents

A Admin Incidents Menu

i

Scheduling Time Sets

Incident Types

When creating an incident general topic or purpose of the incid®====

Inchbent Types

I TS T T

uthensicotan faes

is defined by incident types. Selection of an incident type contrfiee

availability of included and custom data fields, appointment s s
scheduling resources, selectable incident states and role e e

Service Installanon Installaticn & Repairs 4

Insallation & Repairs 2

assignment.

(i Edit Incident Type )

Giobal

3

EEEEE

Incident Types Incident States Operator Roles Event Types Scheduling Resources

£
R

FEREFEES

Incident Type |Service Installation

State Group |Default .

Description [Scheduling new service installation
Default Role |Installations ~
Billing Group
Email [
Scheduling Resource

Scheduling Min Advanced Days [2

Default Applies To |Customers & Opera\ars..

Service Group |None ~
Access Label [None

Scheduling Time Units [4

Scheduling Max Advanced Days |45

Show Priority

Show Duration

Show Customer Access
Show Summary
Customer Access

Show Email [No

Show Due Date
Per Incident Due Dates
Show Assign Operator

Overdue Days l— Escalate Days l—
Sort Order [200 WamDays [
L Update
Field Description
Incident Type | Enter a short descriptive hame for the Incident Type.

State Group

Provides a listing of possible incident states applicable to this incident type.

Description Enter a longer comment or description to clarify the Incident Type.

Default Role For new incidents added froBmerald client or customer account cemtetionally configures a
default role for assignment of incidents to a member of the role.

Default When "Customers Onlytiefault role applies to incidents created by endsusem customer center

Applies To only. When "Customers and Operatod&fault role applies to new incidents generated by operal
andthe customer account center

Billing Group | SeeCommon fields

Service Group

SeeCommon fields

Email

This field sets a default Email address filled in automatically if "Show Email" option below is
enabled and the operator creating a new incident clicks on the email field. Operator may ther
the default or sed custom address.

Incidents email field is used only in conjunction with "New Incident Email" notice. This notice
be active and enabled in order for email to be sent when the incident email field is not blank.
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Generally the Incidents email field unused. Emails related to incident assignment and actions
within an incident are managed from incident assignment refatigcesbased on operator
assignment rather than incident level email field.

Access Label

When araccess label is specified the operator must have at least read access to the label in g
view incidents of this type and add access to create an incident of this type.

SeealsoCommon fields

Scheduling Repesents resource specifiailability andglobal calendar appointments are applied if this incid

Resource type is to be used for appointment scheduling. Sg#®eduling Resources

Scheduling When incident type is used for appointment scheduling this represents the expected time requ

Time Units "time units" to complete an appointment. The meaning of a "time unit" is operator defitied
relativeto time units allocated to time blocks withirseheduling resource

Scheduling When incident type is used for appointment scheduling this determines minimum amount of d

Min Advanced | advance notice is required from current time an appointment is able ¢chdstuted. If no advance

Days notice is required set Min Advanced Days 0.

Scheduling When incident type is used for appointment scheduling this determines maximum number of ¢

Max Advanced| from current time an appointment is able to be scheduled iattuthre. Maximum allowed value i

Days 730 days. This value must be higher than value of "Scheduling Min Advanced Days" above.

Show Priority

When enabled the priority selection list is displayed. Priority is used to set the relative importa
the incicent.

Show Email

When enabled the Email field used for emailing copies of the incident is displayed.

Show Duration

When enabled the Time field is available when adding incidents and acTiota.timetrackedfor
the incident and all actions is aldisplayed. The time field is intended for time tracking purpose
possibly to assist in the calculation of billable hours for services provided.

Show Due When enabled th&Resolve BY date is displayed showing the date this incident shogilchérkedas

Date having been resolved

Show When enabled the Customer access check box is displayed for the incident and during the crg

Customer new actions. Customer Access allows the customer access to view incidents and actions cre

Access an operatar

Per Incident When enabled the Due Date field is available when adding a new incident. The Due Date fiel

Due Dates overrides the assumed due date which is based d@trerdue Daysfield below. When an
Incident is overdue the escalation proceduse®¥erdue incidents are followeGeeOperator
Roleg

Show When enabled Summary field is displayed to provide a title or short description of an incident.

Summary Summary field is not required and if not providadhot enabled the first several words from the
incident will be used in lieu of the summary field.

Show Assign | When enabled an assignment field allowing the Incident to be directly assigned to an operato

Operator presented. While manual assignmevgroides automatic assignment any manual assignment m
meet role requirements.

Customer When enabled customers adding new incidents from the customer account center are able to

Access this incident type. If Customer Access is not enabled onlgralt Operators may add incidents o

this type.

Overdue Days

This field determines th&esolve by date of an incident. When an open incident is assigned to
role and has been open longer than Overdue Days the overdue escalation procedure foisthat
followed.

Escalate Days

Determines number of days an open incident assigned to a role is automatically escalated fol
the escalation procedure for that role.

Warn Days When set a warning is sent to the owner of the incident after an inciddmdraspen for the
number of days specified.
Sort Order SeeCommon fields
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Custom Fields

In addition to the above field options additional custom fields can be made available with incidents 'yeskick
Custom Field link for an Incident Typeany timeafter creation of the new type.

Add Data Type
Field Name Data Type |String .
Customer Access |Yes . Searchable Yes.

Required |[No . Validation RegExp

Sort Order

Update

Field Description
Field Name Label defining the purpose of the custom data field.
Data Type The type of data being stored in the custom data field.

Data Type " Description

Number Field value is exclusively numeric

String Field may contain any value unless constrained by Validatior]
RegEXxp

Values from List Field values will be selectable from a list. List of values is

configured by clicking on the custom data field after inigally
added and adding one or more values.

Values from Query | Field values will be selectable from a list defined by SQL Qué
field below.

Configured Custom data fields are managed from selected incident temg
Incident templates are generallyended to offer addn
functionality to incidents and are not supported or documentg

Customer Access When set "Yes'tustomers are able to enter information for this custom data field from
assistance menu of the customer account center.

AccessLabel SeeCommon fields

Searchable When set "Yesthe contents of this custom data field are searchable from the Support
Incident Search menu.

Required When set "Yesthe operator entering a new incident is requireprtwvide a value for this

custom data field when creating or updating an incident

Validation RegExp | Perl compatibleegular expression custom data field must satisfy before an incident ca
created or updateddocumentatiorand supporfor creating reglar expressions is not
provided.

SQL Query SQL Query used to retrieve a listing of possible values for the custom data field. The
must return a single rel set containing the columns "Value" and "Descriptiokalue
contains the stored value primary key of the selection and Description contains a texty
description of the selection to the operator.

Sort Order SeeCommon fields

Assigned File Categories

Assignindfile categoriedo an incident type enables files to be attached to incidents while creating or updating an
incident. Removal of previously assigned file categories prevents only new assignment and has no influence on files
currently attached to existing inets.
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Assign File Category

File Category | Service contracts v |

Update

To access attachments operators must have access to 'MBR Attacbivjentsjroupas well as access to any
access labelassigned to the file category.

Incident States

Incident States provide for tracking status progressia=z=z=a

of incidents. Examples of incident states iNClUde g e s s s o e sy e g pa
Opem = o No No o Yes Delete

i -~ Open Yes  No No Ko No
open, resolved, escalated and closed. Individual sté;* = — —
are organized into state groups. Once a state grougge™ == = = = &= = = —
createdt is available for assignnm¢ to one or more 5= e B = B ¢ & —
Other Yes  Ne No bo bo Yes Delete

incident types offers some flexibility to customize =
those states applicable to each type of incident.

I hwesas |

Incident State |Open

Description |Open

Status Open Status Escalated [No
Waiting for Customer [No Archive or Knowledge Base
Status Blocking Customer Access
C8S Style l— Access Label |[None
Sort Order |1—

Update

Field Description

Incident State Enter a short descriptive name for the Incident State.

Description Enter a longer comment description to clarify the Incident State.

Status Open When enabled the Incident is considered Open and unresolved

Status Escalated When enabled the Incident is considered Escalated and the escalation rules fi
Operator role the incident is assigrazé followed.

Waiting for Customer When enabled the Incident is dependent on additional information or feedbac

the customer.

Archive or Knowledge Bas{ When enabled the Incident is eligible to be included in a customer knowledge
Currently unusedypEmerald and provided for informational purposes only.
Status Blocking When enabled the Incident is considered important enough to block an action
occurring. An example of this would be a bug that prevents the rollout of a
customer website.

Custoner Access Reserved for future use

CSS Style Sets the table rows CSS class attributerfoidents in this state when viewing a
listing of incidents or making a selection from the Status field. Setting a style
make a particular incident state stand out by changing its color or choosing a
different font size or font style. Correspond®@§S class definitions are applied t
stylesheets located in custarheme Folders

Access Label SeeCommon fields
Sort Order SeeCommon fields
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Operator Roles

Assignment of reponsibility for an inciderit ==

managed by operateoles. Arole represents TSN ST S I I
logical grouping of operators with similar e e emperr G e
responsibilities‘ For example a” Support Staff mal;.ﬂaﬂmlun! Scheduled - Onsite (Billing Address; distance | fewest Maia Merak Merope Global Delete

be assigned to the role '6Fechnical Suppottand all acounting staff assigned ttiéccounting role. Whenever a
new inddent is assignetb a role current assignmesmdconfiguration defined for each member is examined
determine which role member to assign the incideppointmentor resolution.

Role [Technical Support Role Type [Incident Assign

Billing Group |Global . Assignment Strategy |Ba|ance open incidents (unfair)[v]

Sort Order |0 Access Label |None

Update

Field ' Description

Role Label describing the role
Role Type Determines whether role is to be used for incident assignment or scheduling.
Incident Assign This role is used for assignment of incidents to operators of
role only. Role will not be used for appointment scheduling.
Scheduled This role is to be used for scheduled appointments such as

scheduled call for assistance or training. This role type sho
generally not be used for scheduling onsite appointments.
Scheduled Onsite | This role isused when scheduling onsite appointments to thg
(Service Address) | service address associated with MBR or service linked to th
incident.

Scheduled Onsite | This role is used when scheduling onsite appointments to th
(Billing Address) MBRs hlling address.

Billing Group SeeCommon fields

Assignment Strategy | Controls method for selecting which role member the incident or appointment is to b
assigned. Across all strategies the maximum open limit angrtap of each role
member is respected as first priority prior to consideration of strategy.

Strategy Description

Balance open When an incident is assigned the system examines each
incidents (unfair) operatorés current | oa dhaving
least number of open tickets with respect to the target open
count configured for the operator is assigned the incident.

This strategy islesigned to favor the end customer and assu
all operators are acting collaboratively in the best interests ¢
the customer. Operators which respond slower or otherwisg
leave incidents open longer will tend to be assigned relative,
fewer new incidentthan other operators having similar targe
open counts and able to respond faster.

Round-Robin Incidents are evenly distributed to operators regardless of
distribution (fair) number of open incidents they have. Rodubin respects
maximum open count c@iguration.
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If operators routinely reach their maximum open counts thel
round robin strategy can become unfair with similar properti
0 "balance open incidents" strategy above.

Manual Incidents are not automatically agségl to role members.

assignment Instead rolenembers are expectedrt@nually claim
unassigned incidents.

Fewest Prefer role members having least number of assigned

appointments appointments within the selected time block.

Most time Prefer role members having highest numtfaunassigned time

remaining units within the selected time block.

Minimize Prefers role members having already been assigned one or

operators appointments within the selected time block provided trexe
sufficient time units remaining within block to acteipe
assignment.

Shortest total Prefers role members having shortest straight line travel

distance distance between operator or any of their currently assignec

appointments within the same time block and the onsite
customer address.

Operator location igetermined by site assigned to schedulin
resource time block configured for thperator

Shortest operator | Prefers role members having shortest straight line distance
distance between operator and onsite customer address.

Operator location is determined by site assigned to schedul
resource time block configured for thperator

Email Email address of role level contact / mailing list to receive role level incident change
notifications. Compatible notice types end with '(Roles)'".

Access Label SeeCommon fields

Sort Order SeeCommon fields

Once a role has been configured one or more operaE===a

areassigned to the role expressing operator ava|lab|\mm-.mﬁ.-mm-
to receive incident assignments. While assignment ; o
strategy defined at the role determines how incidents
are allocated to operators the target, maximums and tier groups configured per role memBertaarea
significant impact on frequency individual role members are assigned incidents relative to other members.

|:b
|°
=
i

5
5

D elete
Delete
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=A==
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Edit Operator Role Settings
Operator IMerak. Billing Group |All ~

Show Past Due IYes. Show Escalated |Yes|v|

Target Open Count |5 Max Open Count |10
Tier |1 Max Distance |15.00 miles

Update

Operator Emerald operator to assign to this role.

Billing Group SeeCommon fields

Show Past Due If "Yes' overdue incidents assigned to the role also appear in the operators open incidg
and an overdue escalation notice is sent to the operator.
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Show Escalated If "Yes' escalated incidents assigned to the role also appear in the operators open incid
and an escalation notice is sent to the operator.

Target Open Coun| Under ideal conditions this reflects the number of open incidents this operator is expect
handle at any one time. This field is used to calculate which operator in the role is the |

candi date to be assigned an incident ba
Max Open Count | Reflects the maximum number of open incidenis tiperator is allowed to have.
Tier Tiers provide for ordering of assignments to operators within a role for overflow purposg

the"Max Open Couritfor all operators in the lowest tier has been reached incidents will
begin to be assigned to the tabove the lower and so on until all tiers have been exhaust
If this happens the incident is assigned to the operator leastMagrOpen Courit
regardless of tier. Operators in higher tiers are generally managers and operators who
different pimary job function from the role.

Max Distance For onsite appointments reflects the maximum straight line distance between the operd
customers onsite address after which this operator is would become ineligible to be ass
the appointment.

Opemtor location is determined by site assigned to scheduling resource time block conf
for theoperator

Priorities

This menu provides the priority selection list available when ===

adding or modifying an incident. It issal the surce of T O S S
priorities used for prioritizindate feeselection and ratingule set
cost determination.

B2
iR
¥

REEE
FEEFE

(-4
o
£
E B

Priority Editor

Level
Priority
Strng [D
Field Description
Level Numeric value describing the relative priority. Lowembers reflect a lower priority while higher

numbers indicate higher priority.

Priority Description of the priority level such asow", "Normal' and"High".

String ID | SeeCommon fields

Event Types

Incidents relating to specific events affectingzrzrm

1 1 . Event Types
e SO S SO B S O e e ey vy ey
are able to be linked together and manage (wessoiouae Berformance & Reliabl Resoived Ensbled Detete
Tower Qutages Performance & Reliability Resolved Enabled Delete

as a group. For example a network service
outage caused by storm damage results in 150 open incidents from custoniser i@poe service is restored events
enable all 150 related incidents to be resolved as a group in a single operation.

Emeraldvei Ad mi ni strator o6s Gui de IEA Software, Inc.
13¢



Event Types define general categories of events expected to occur. Should an event such as a 'service outage' occur
an operator creagdeanevent fromSupport menu of Emerald client choosing from list of avail&blent typesbest

matching the situation. Once an event is created operators are automatically made aware of the event through
InfoBar notification as well as MBR and Serviewel alerts appearing within accounts likely to be affected.

Edit Event Type

Description |Netul-‘ork Qutages String ID l—
Incident Type Access Label [None
Incident Closing State Auto Close
Sort Order ID—
Update
Field ' Description
Description Unique label for the event type. This field is displayed when selecting event type d
creation of new events from Emerald Client / Support menu.
String ID SeeCommon fields
Incident Type Incident typerelated to event. For example if event type is service outage then inci

type selected would similarly reflect an outage, connectivitygchnical questions.
Incident type is used in the following ways:

I When clicking on an active event from MBR or Service alert a new event li
incident entry form is provided with selected incident type set as default.

I When an active event exists amthew incident is created with a matching
incident type event field is automatically displayed to enable operator to
associate the incident with a matching event when necessary.

Access Label SeeCommon fields

Incident Closing State | When an event is closed this determines final closing incident state of all event link
open incidents.

Auto Close When "Yes" and the event is closed all associated incidents default to the incident
closing state in the event closing inteda

When "No" incidents assigned to the event are not defaulted. State must be select
manually for each member incident in the event closing interface.

Sort Order SeeCommon fields

Scheduling Resources

Scheduling resources define a global calendar

incident appointments are assigned. Each resou !y e e——————
should represent an entirely distinct ron - - Ssos ol - Afemoen Dot

. . — a + Evening
overlapping group of responsible operators. For s Delete

example scheduling resources might be defined separately for Sategallation & Repair provided theigeno
overlapof responsible operators between these groups. For organizations where operators tend to have multiple
roles it is recommended more generalized scheduling resources be suehited a single company wide resource

to ensure there will be no overlap.

Once a scheduling resource is defined one or more blocks of tirmesageed Blocks represent timgots
appointmentsre able to be assigned. For exanigdeksmay bedefinedfor morning, afternoon and evening
represenainentirebusinesslay or more granuldr represent each hour of the business day.
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Less granulablocksoffer moreflexibility in timing

of operators working thru assignmeatsd

Time Blacks

mmm-

Moming Installation and Repair 80 1 Global Delete . . . .
AMercen  Iosullion s Repsie 120 i 3 Gloal e SCheduling optimization at thexpense of
Evening Installation and Repair 160 5 3 Global Delete

communicating less specificity to customer
regarding when they can expect their appointments to take place.

Edit Time Block I

Sched Block [N

Time Set [Installation and Repair[ ]
Start Time (HHMM) [
Time Units [5

String ID

Duration (Minutes)
Quantity [1

Market Tag [None

Billing Group [Global ~
forning four houz

Update

Field ~ Description

Sched Block | Unique label describing this block of time

String ID SeeCommonfields

Time Set Scheduling time setefining calendaiavailability for this time block.

Start Time Starting time of day of this time block. If configured start time is used when testing whether
set appliesd appointment date and time blockhis setting also affects chronological ordering g
time blocks.

Duration Total duration of this time block in minutes

Time Units Number of time units available for allocation to appointments within this time blbicke units
are operator defined. Each incident type used for appointment scheduling defines number d
units appointments may consume.

For example assume Incident type "New Installation" is assigned 2 time units, "Onsite repail
assigned 1 timanits and this time block is configured to support 3 time units. This means wi
this time block the following appointments may be scheduled:

1 1x- New Installation + 1x Onsite Repair

1 3x-Onsite Repair

Quantity Quantity acts as a multiplier of time tmi For example ifime units setting above aBeand
guantity is 2 this means a total of 6 time units are available for assignment. Generally time
intended to reflect approximate number of time units per operator while quantity reflects éxp
number of concurrent operators able to respond to appointments.

Quantity multiplier does not enable incident types with time units exceeding the blocks time
configured above to be scheduled. For example if an incident type "Full service iinstallat
requires 4 time units to complete and time units for this time block is only 3 then regardless
guantity setting the appointment will not be available to be assigned within this block.

Billing Group | SeeCommonfields

Market Tag If configured this time block is available only to MBRs and Services where the selected mari
is active.

Comments Additional information about this time slot

Active When "Yes" this time block is available for new appointnessignments. When "No" new
appointments cannot be assigned however existing previously assigned appointments are
unaffected.

Scheduling Time Sets
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Scheduling time sets define availability for both global scheduling resource calendar and per operatarscated
to determine when appointments may be scheduled and™===

Scheduling Time Sets

operator availability for assignment to operators. | Desripiion [ lodudedTimes | EschwdedTime | |
+ Chiistmss (Dec 25)
+ Chsistns Eve (Dec 24
* Independance Day (Juby 4)
n = * Normal 1ys (Sep-May - 5 M) : -
Edit Time SO A 5 ;muw‘vfﬁ.h (June, HM; ;‘;ni:‘::“gﬂi - me AM- 0 wﬂ E :D‘ !"‘" Delete
Description [Normal Weekdays IR o T
+ New Years Eve (Dec 31)
. - + Thanksgrving (Fourth Thursday.
Time Range [Sep-May Mon-Fri 5:00 AM - 5.00 PM e -
Offics Hours + Offics Hours (9:00 AM - $:00 BM) + Closed Sunday (Sunday) Delete

Comments

Include [Included [¥]

| Update |

Field Description

Description Label reflecting coverage and purpose of time range
Time Range | SeeCommonfields

Comments Additional informational details about the time range

Include When "Included" appointments and or assignments are permitted when time range matches
appointment unless appointment matches an excluded time range.

When "Excluded" appointnmés and or assignments are not permitted when time ranges matc
appointment. Excluded takes precedence over Included. If the appointment is coveamed by
included and excluded time range then the appointment or assignment will not be permitted

RATIN G

This menu offers management of uségesed rating of call records, network flows and third party data.

Voo .. Admin Rating Menu

¢

Within Emerald rating is the process of taking available usage information such as network flows or call detail
records (CDR) matching this dataan account (Classification) based on defined rules and available customer
information to charge the account for usage and or enforce usage limits.

A popular example of rating is rate plans used in the cellular telephone industry where monthly plans include
wording such a5300 any time minutes and unlimited night and weekend callii$d..00 for the first 20 minutes

and .5 cents each additional mifuEmerald provides the framework to enable the configuration of both simple and
complex rates and to ratetddrom a number of disparate sources outside of those included within Emerald.

Before we begin looking into the configuration of the Emerald rating efitgnaecessary to become familiar with
terms used throughout this section.

Term Definition

Rate Sarce Refers to the source of data to be rated. Examples of rating sourtealbdetail recordsand
"network flow records

Rating Classifier | Classifiers are rules used to associate data froiRase Sourceéwith specific accounts within
Emerald. An example of classification is associating the destination IP Address of a nety
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flow record to a specific MBR/Service or associating an email address or user name to a
specific MBR/Service.

Time Set

Representa grouping of time periods such'adights and Weekents"Holidays' and
"Business Houf's These groupings are generally used to apply different costs based on
day, day of weekéetc.

Dimension

Refers td'what' is being rated. In most cases th#gngdimension is eithéfTime" or "Datd'.
Examples of a rate in the time dimensioti$4.00 per 5 houfswhereas the data dimension
"$1.00 per gigabyte

Interval

Intervals determine the units rating charges are based. Examples of IntervVaisates,
"hours, "megabytesand"gigabytes. Intervals are defined based 'timension relative to
the base units provided by a rate source su¢hwasber of secondr "number of bytes

Attribute

Represents a field from the data dfRate Source Examples of fields from a call detail
record includé'calling numbet, "called numbérand"call duratiori. Examples of fields fronj
a network flow rate source at8ource Address"Destination Address"Source Bytey
"Source Pottetc.

Rule Set

In simple terms rule sets associate a cost to an interval. An example of a ruld 8etants
per minuté. Or"$1.00 per gigabyte Rule sets provide configuration of complex rates bas
on the contents of attributes and or the accounts prior usstgeyhi

Data Rate

A rule set defined in th&Datd' "dimension.

Time Rate

A rule set defined in th€Time" "dimensiofi.

Rate Class

Used for the association of Emerdkkrvice typeswith a rate. Multiple rates can be assigne
to a rate class and mulkipservice types can be assigned to a rate. Examples of rate class|
include"time limited customet's "unlimited network acces®r "Priority customers

The following diagram shows how the Emerald rating engine processes data. Data ffRat¢i$®urce is
"Classified. Next each rate sharing the custoni€tate Classis executed and the results summarized into
Emeralds usage summary database which is later used to generate a usage charge agairsst treancount s
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Rate Source (Accounting Data)

e N\
. o Rate Qasses (Service
Emerald Qustomer Info Rating Qassifier J<,i — Types)
[RUNORUSSL Process Rating Data
Rating Time Sets (eslelliz 150002)

Emerald Rate History (Account Rating Summary)

Note a single record froffRate Sourcecan be rated multiple times provided that multiple rates are defined and
match one of the available classifiers. This is done to supponplex rate plans argkttlement / reseller
environments where multipleustomers may be charged at different rates for the same usage record.

The following diagram is presented as a guide to show the dependencies involved when configuring a Rate. We
recommend configuring items from the bottom up to in this diagram to eysuteave configured the necessary
options at each level streamlining the configuration of rates.
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Rates

r

Account Source Rate dass

(Reting Qassifier) Charge Type Rate Source
AN\

Rating Attributes
Taxes GL Codes Service Types

Data or Time Rate
(Rule Sets)

Rates
Rates join together all aspects necessary to cost usaiEzm

These include Account Source, Charge Type, Rate . o "
Class, Rate Source and Rule Sets. Before proceeder.M.

End-User 20GB

configure Rates it is necessary to make §ihrarge :“m’“‘f e '""““"‘* No Mo Unlimied MER Balance Nene Unlmited Delee
. gverage wada o'- e M

Tvnt?s Rate ClasseandRule Setdhavefirst been L o BHE IR M L e s

configured momse  Becohs owenss  meme
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A 7

Description [40GB included + §1/GB overags

Rating Source |Call records .

Account Source [End-User RADIUS Call Records

Charge Type |Usage Charge .

Consumption Unit [VER Balance  [¥]

Rate Class [40GB included + $1/GB overage|v]

Charges the end user for their time or download + upload usage.

Rate Auth Requests [No [v]

Data Rate [40GB included + $1/GB overage[v]

Minimum Monthly Charge

Maximum Monthly Charge

Update

Field Description

Description

Description of the rate

Rating Source

Dataset from which to retrieve usage information for rating. Rating sources are config
from EmeraldAdmin / Advanced Rate Sources

Rate Class

Rate clas®f this rate must match rate class transmitted with source data or rating clas
derived rate class in order for rate to be applicable. For Call records and other includq
rating sarces rate class is determined by the rate class associated with account servi

Rate classes are configured from Emerald Admin / Rating / Rate Classes.

Account Source

Representan available'Rating Classifier for the selected rating sourc&eeAdmin /
Advanced / Rate Classifiers. A helpful description of each account source is disphage
selected.

Consumption Unit

Once usage cost has been determined this setting determines both unit cost is measy
how cost is debited. Generally nioates will select MBR Balance as consumption unit.

Consumption Unit | Description

MBR Balance This is the recommended default consumption unit. When
selected costed usage is in units of currency affecting accou
reattime balance. Once the usage billing month is complete
charge adjustment is generated to bill the customer for usage
This setting tracks consumption for reporting and information
basis but does not affect account balance or generate chargge
adjustments for usage rollup.

When selected usage is costed in terms of "data” and rating
left field at the service level is debited based on the rated dat
cost. The services "rating data left" field is a separate field fr,
the standard "data left" field.

Summary Only

Service Data Left

This consumption unit would typically be used if customers al
given renewable monthly data atktions where consumption is
conditionally not counted or counted at a different rate based
calendar or time of day.

When selected usage is costed in terms of "time" and rating 1
left field at the service level is debited basedlenrated time
cost. The services "rating time left" field is a separate field fr
the standard "data time" field.

Service Time Left

This consumption unit would typically be used if customers a
given renewable monthly session duration allocations where
consumption is @nditionally not counted or counted at a
different rate based on calendar or time of day.

Charge Type Represents the Emerattiarge typeised whemolling up service usage into a usage char
adjustment.
Data Rate Rating Rule used to calculate usage fees baseldsivelythe"Datd' "Dimensioni
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regardless of time.

Rate Auth Requests| When enabled and when rating is enabled in the RadiusNT/X administrator authentica

requests are rated to enforce configured uages and or calculate a limited session
duration based on the accounts available balance.

Auth Session
Limiting

When Rate Auth Requests is enabled this comtvbisthera session limit should be impos
based on the accounts available balance. Note that even when session limiting is dis
other forms of session restrictions configured in the Rating Rule still apply.

Auth Max Session | Used to enforce maximum session duration after which the user muatithenticate to

Time (Seconds)

regain network access.

Minimum Monthly | If any network usage is recorded for the users monthly cycle this defines the minimumn

Charge

amount to be charged to the account. Note thaerktis no network usage during the use]
monthly billing cycle a minimum charge is not assessed.

Maximum Monthly | Defines the maximum possible amount that can be charged over the users monthly bi

Charge

cycle regardless of what costs are defined.

Time Rates

Set of Rating Rules used to calcultiee or data usage fees based on time period cover
by usage being costedVhen multiple time rates are definggknall relevant time rates ar¢
usedautomaticallywhen rating data. If time rates overlap thighest priority followed by
the most specific time specification is used for that period.

If data consumption rates are being defined to vary conditionally based on time of dayf
calendar it is recommended that Interim RADIUS accounting be enablest atkaccess
servers and within the Rate Class to enable accurate calculations of time dependent d
rates. Without interim data the rating system is limited to calculations assuming consf]
rate of consumption across thession'simespan.

Rate Classes

Rate class is used to associate one or more

Service Typeso One O MorRAtes Ty piCally gy ey e e ey
— et -

for each rate a rate class with the same

40GB included +$1/GB overage Allowed + 40GB included + $1/GB overage

1
2 20GB included + $2/GB overage Allowed * 20GB included + $2/GB overage

description of theatewill be defined. Once a
rate dass is configured it is available for selection from any Service Type or Rate.

Rate Class I4DGB included + 51/GB overage

Interim Rating [Allowed (Rate active sessions using interim data)|[v|

Field
Rate Class

Description
Unique label describing rate class. Displayed when selecting rate class when adding or ¢
a service type or rate.

Interim Rating

For raes having a rating source of "Call records" this controls whether costing is based on
RADIUS stop or RADIUS interim data when available.

When "Allowed" time set dependent data rates are allowed to be costed more accurately |
more granular infornt#on of recent data consumption provided from interim accounting dat
Interim rating treats each portion of the session reported via RADIUS interim update as a

session for purposes of rating. Interim rating must not be used with any ratingtsulleas levy

persession fees or where pagssion rounding is set to anything other than split. Doing this
cause pesession fees and psession rounding to be performed on receipt of each RADIUS
interim update.
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Disallowing Interim rating mear@nly stop records trigger usage rating. It is recommended
interim rating be disallowed unless otherwise necessary for time dependent pricing of datd
consumption.

Rule Sets

In simple terms rule sets associate a cost t0 argzrm

interval. An example of a ruket is"10 cents e 3ot
inute or | I Y I = I e
per minuté or "$1.00 per gigabyte Rule sets o
. . . 14 M il 4 Standard Rating / Data Gigabyte %@% MBR Balance 0. Configure
provide configuration of complex rates based ¢~ === ooy e
. 15 w Call 4 Standard Rating / Data, Gigabyte %ﬁd,@ MER Balance 0 Configure
the contents of attributes and or the accounts ™ === seeerts —
prior usage history.
Rule Set Name |4DGE! included + $1/GB overage
Rating Source Rating Type
Rating Dimension [Data ~ Consumption Unit [MER Balance  [v]
Interval [Gigabyte Per-Session Rounding [Spit (Mo Rounding)[]

Default Per-Interval Cost [0 StingID[

Update

Field Description

Rule Set Name Descriptive text illustrating thpurpose of the rule set

Rating Source The rate source this rule set is applied to.

Rating Dimension Sets theé'Dimensior the rule set is applied td.Time" or "Datd’

Rating Type This controls the advanced configuration interface used when clickifig@e n f i
link for a rule set after choosing Admin / Rating / Rule Sets. Normally this is
6St andard Rating6. Other interfaces
specific advanced configuration of rating rules.

String ID Provides language pport for the rule set name when rendering invoices.

Interval The"Interval' this rule set is based on.

PerSession Rounding Controls per record rounding cost based on Interval anéhRewal cost.

Default Pefinterval Cost | The default cost per imeal, the default cost can be overridden by configuring an
advanced rating rule.

"Standard Ratinadvanced configuration

Advanced configuration allows rating and authentication decisions to be made based on theafdttnisites'
in the"RatingSourcé. Example below uses the Standard Rating interface.
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New Standard Rule

Standard Rating Configuration - 10 cents per hour

. “

Deﬁmlt 10 hour discount  Cost: 0.09 Per Hour

TotalTime

AuthReject

Dynamic ﬂG—reater 36000 Duration in seconds across all sessions within the billing month
| Default || IEA prefix lockout  Defanlt Cost / Upload Onl |
Static Upload If uploaded during an avthentication rating request the request is
Attributes rejected

AuthRejectMsg  Static

CallingStationID Static Begins With 509444

If AuthReject is uploaded during an authentication rating request with
a value of Reject (1) this attribute contains an optional reject reason
sent for informational purposes

Phone number, MAC or other identifying network source address of
the user

Upload Your telephone prefix
Attributes  is currently locked out

|Deﬁm1t ” This is a very expensive mile  Cost: 2 Per Hour ‘

CallingStationlD Static Begins With 509

Phone number, MAC or other identifying network source address of
the user

|Deﬁm1t ” This is an extraordinarily expensive rule (more specific than verv expensive) Cost: 3 Per Hour ‘

CallingStationlD Static Exact Match 5093281111

Phone number, MAC or other 1dentifying network source address of
the user

Field  Example

Change Type

The first rule "10 hour discount” provides a small discount after the accounts total session {
has exceeded 10 hours. Note the "Change Type" column foukhis Iset to dynamic.
"Dynamic" attributes are constantly evaluated throughout the "Dimension™ being rated whilg
in other dimensions are proportionally scaled and averaged in relation to the rated "Dimeng
For exampl e | et dengratedshasmaatidnlofe haare andubken'sotalb
monthly usage to 9 hours. The first hour of usage is rated at the normal fee of 10 cents pe
However the second hour of the same session is rated at 9 cents per hour since the 10 hoy
discountcondition has now been met.

Priority

With complex rating rules explicit and i

the last two rules defined heréhe very expensive rule for 2/HR applies when callers phone

number begins with "509" haaver the extraordinarily expensive rule for 3/HR applies when t
callerés phone number is "5093281111" On

"Dimension" being rated so what happens when the conditions of more than one rule match
The highest priority followed by the most specific rule is chosen. The priority field provides f
explicit ordering of rules however it is not always necessary or desirable to order rules expl
such as for the example in this imdga number of factorare combined to determine what the
"most specific” rule is. First the number of parameters matched is considered; second the
type combined with relevant information from the Data field. These factors are combined t
determine which is the most sjife In the example in this image the rule providing an exact
match for "5093281111" is more specific than the rule matching "Begins with 509" since bo|
type is exact match and the number of characters matched is greater.

Upload
Attributes

Upload dtributes are special match types, which are not actually used to match a condition
not have any effect on the calculation of implicit priority. Instead they provide additional ou
to the rating engine beyond the calculation of cost when théshmdypically upload attributes

are used with RADIUS authentication to enforce session limitations thru the rating engine.

case of the example in this image "IEA prefix lockout" if the callers telephone number "begi
with 509444" their RADIUS athentication request is rejected with a replgssage attribute of

"Your telephone prefix is currently locked out”. You could also configure restrictions for mg
data or time usage. For RADIUS authentication restrictions to be enforced the "Exfstrce
based session limits" option in the Advanced section of the RadiusNT/X admin must be eng
Upload attributes are also used in the design of rating "Classifiers".
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"Voice Destination Ratingadvanced configuration

This rating type is used fwerform rating of voice calls based on the destination number dialed. There are three
main componets for voice destination ratingDestination Sets "Destination Groug'sand"Conditions.

sesten o

Destination sets provide a grouping of relatetazzm
phone numbers, destination prefix or suffix Destination Se_VolP

matching. An example of a destination could i smaion ervices Deles  [3] Afca (Glotal) Delets  [4] Asia (Global) Deste
. [2]Europe (Global) Delete [7] Nosth America (Global) Delete [6] Oceania (Global) Delete
be an area such as a state, country or CONtiN¢ s souwn americs ctoean Detes

Destinations may alsoe used to group class of services for example directory assistance and toll free numbers.
Each destination set can be merged with-fikeded destination sets by way of destination groups. As an example
a destination group may be labeled after a cowtngaining many destination sets covering specific geographic
areas within that country.

o Comiton Conditions provide matching rules or authorization
m changes for destination sets. Examples of
Mm conditions used for matching are application of

special pricing basedhccalling number, port or
device type. An example of an authorization condition would be to reject RADIUS voice call authorization requests
where the dialed number matches a particular destination set or inject any RADIUS reply attributes into the
authorization response.

éDESTINATION SETS

Destinations represent logical grouping of rates. Once a destination has been created individual rates can be applied
manually or preexisting CSV formatted rate list imported. To use a fully configured destinationratingy a
destination rate must be created.

Edit Destination Set l

Description |Asia

Dest Attribute ICaIIedStat\on\D . Availability IAII Rule Sets .

Match all calls to ASIA

Comments

Sort Order ID

Update Destination

\

Field Description

Description Text uniquely describing the destination set

Dest Attribute | Rating attribute used to match the destination number or address. In most cases the corr
attribute will be seleted automatically for you. This may be changed if you need to match
different criteria such as phone number stored in the-Naere field or the calling rather than
called number.

Availability Controls the scope of availability of this destination ketughout the system. When 8At!
Rule Setsall Rating rule sets having the voice destination rating type have access to this
destination set. If the destination set is intended to be specific to a single rule set setting
availability to the specificule set will prevent it from being visible to other rating rule sets.
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Comments Descriptive text describing the purpose of the destination set and any important notes ope
may need to be aware of.

Sort Order Enter a numeric value to indicate ttisplay order of this destination set entry. The sort ordel
used to sort the entries from lowest to highest numerical order.

After defining the destination set multiple destinations can then be added to the set. A destination is a specific
number omprefix/suffix with an associated cost. (Fexample diahg 5551212 costs $.25 per call)

(. Aia/NewDestiaton |
Description |Japan
CalledStationID [01181 Match Type [Begins With [¥]
Interval Cost |0.0018 Interval Option [Allow Cost Multiplier |w]
Bong Charge l— Bong Option
Static Cost [ Static Option |Allow Cost Multiplier
Country [Japan State [[None]
City/Location | Sort Order [0

L Update & Return Update & Next Destination Cancel

Field Description

Description Text uniquely describing the destination number.

NASPortDNIS This field may be different depending on the seleti2ekt Attributé defined in the
destination set above. This field always contains the number, address or prefix/suffix
matched.

Match Type Determines the method of matching the Dest Attribute (NASPortDNIS) fil@ilable

options aré'Exact MatcH, "Begins With and"Ends With. Note that exact match has
higher match precedence than begins with or ends with regardless of the number of d
matched.

Interval Cost Sets peiinterval pricing should this destination be matched. The interval is based on t
interval of the rule set. Note for destination sets with Global Availability it is recommer
all voice rating rule sets share a common interval to prevent confusion with pricing

structures.

Interval Option Controlswhethercost multipliers defined at tH®estination Ratelevel can effect this
destinations pricing.

Bong Charge Defines a static price charged to initiate the call/session in addition to amtereal
pricing.

Bong Option Controlswhethercost multipliers defined at tH®estination Ratelevel can effect this
destinations pricing.

Static Cost Sets the final cost of the entire call/session at a fixed flat rate. When static cost is set
Charge and Interval Cost are not used for cost calculations.

Static Option Controlswhethercost multipliers defined at tH®estination Ratelevel can effect this
destinations pricing.

Country Optional informational field used to report the country the Destination is associated

State Optional informational field used to report the stateDlestination is associated

City/Location Optional information field used to report the city or location the Destination is associat

Sort Order Enter a numeric value to indicate the display order of this destination entry. The sort of

used to sorthe entries from lowest to highest numerical order.
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 DESTINATION GROUPS

Destination groups define a grouping of [ oo ]

destination sets enabling all grouped destinatic_
sets to apply to a destination rate as a single uﬁW
In the example below "Worldwide" di&sation Asia None Delte

group consists of destination set for each ot e = oo
continent. Use of destination groups is optional ot A o —

New Group Member

Destination |Information services Condition |Originate from IEA Software v |

| Update |

Field Description

Destination Destination set to add or update the Destination Group
Condition Optional condition associated with destination group

éDESTINATION RATES

Destination ratesontrols which destination sets and mzz=z==

n Rates - VolP

destination groups ate beused in the rating Process gy e . T T -
with an option to apply a cost multiplieased on ielfancdionat  [Eowes  |Dotfd | OshocfooUASofrax | 18)

Worldwide VoIP calling Worldwide Dest Group None ch Dcldr
pricing at destination level of each destination set.

Destination Set [Europe Condition [Criginate from IEA Software[v]
Destination Group |[None] Multiplier |50

Comments |5D% off Europe discount

Active [Yes .

Field Description

Destination Set Destination set to include in the rating rule set

Condition Condition applicable to selected destination set

Destination Group | Destination group to include in the rating rule set

Multiplier Optional cost multiplier on each destinatiomg@ that allows a cost multiplier to be used.

Comments Informational message describing the destination rate

Active When Active the destination rate is included with the rating engines active rule set. Whi
inactive the destination rate is not procelsg the rating engine.

Time Sets

Time sets represegtoups of time periods such aNights and Weekents'Holidays' and"Business Hout's
These groupings are generally used to apply miffecosts based on time of day and calendar
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Description |Weakends
Start Time H End Time g
Months of Yeaf [ January Priority |Default T~ e
B e B D] Time of Dy [ Monthsof Year [ DavsofMonih ________[Prioritr| _ Deseription | |
¥ March Weeks of Month Lst Week 1 January Day 1 Default New Years Day Delete
b April 20d Week ook [ Mon | Tue | Wi | Thu | ¥ | 5t [ Sus _ _
g May 5ed Week 2 January s Y X x x X X X Default Martin Luther King Day ~ Delete
June
2 nuy o Week ek | bon | Tue [ Wea | Thu [ Fri | sat | sun |
v ;““gu“ - [0 Last Week 3 May - v X X X X x X Default Memorial Day Delete
[ September Days of Week ) Meonday 4 Tuly Day 4 Default  Independance Day Delete
& October Ly [ week | von | Tue [ wea | Thu [ i | sat | sun |
& November [0 Wednesday 5 September w ¥ x x x X X X Default  Labor Day Delete
¥ December [ Thursday
O Friday Ve | Mon | Tue [ Wed | Thu [ Fei | Sat | Sun |
Saturday 6 November Last X X V‘ X X X Default  Thanksgiving Delete
Sunday 1 December Day 24 Default  Christmas Eve Delete
8 December Day 25 Default  Christmas Delete
L Lidale 9 December Day 31 Default New Years Eve Delete.
Field Description
Description Description of theconfigured time. For examplé&Néew Year's Day", "Nights”, "Weekends"
Start Time If the time is based on timef-day the start time represents the starting hour and minute the
is to apply.
End Time If the time is based on timef-day the end time represents the ending hour and minute the t

to apply. Note if the Ending time is less than the Starting time the period wraps thru the n
days ending date.

Months of Year

Months out of the yeahat apgiesto this time.

Weeks of
Month

Week numbers that apply to this time. Note that the Last week represents the last occurrg
within the month.

Days of Week

Days of the weekhat appliego this time.

Priority

Priority is relative to all time seegpplied to a rate. The most specific time having the same
priority is used. Specificity is based on both yearly day coverage and daily time coverage
individual time items within a time set.

Day of Month

If set the time interval applies to the ¢ignired day of month only. If not seWeeks of Month
and"Days of Week must be configured.

Rating Data Sources

Data sources provide a method of rating
many forms of data containdath
externally andwithin the Emerald database.
Possibilities inclde external call detail
records, web server access logs, firewall logs and orders. All data must be available via an ODBC datasource and
returned in a single ODBC result set. On afgeord or pelquery an update query can be executed to mark in the
external database the record(s) having been successfully rated. When executing the query all field names available

Rating Data Sources
I e I oy P [ e I
Proxy Call Count Proxy Calls (Realm Total) {CALL RadProxyCallCount} Yes Data Row Test | Process | Schedule |

2 Voice Records  Voice Records {CALL RateGetVoiceCalls} Yes Data Row Test | Process | Schedule | Re-Process |

in the ODBC result set are available to be sent back for reference purposes in the update query.

Following diagram shows the process of rataxgernal data.
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— External ODBC Result Set (Data Query)

Rating Engine

Emerald Rating
mmary
(Rate History)

—~+ 0O n 599 =

O —

External ODBC Quccessful rating
query (Update Query)
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New Data Source .

ID |10001 User defined IDs must start = 10000 Rating Source |Call records .

Description |Ra1e external CDRs

ODBC DSN [ExternalCalls

Usemame |sa Password |****=*=*

Use Transactions Yes..

Data Query

Update Interval |Data Query .

{CALL GetCallData}

Billing Mode |Usage Billing via Rate Hlstory.

Update Query

{CALL SetCallDataRated(3CallID) }l

Re-Rate Query

Update

Field
ID

Description
Internal Data Source ID which uniquely identifies this data source. When selecting a ney

you must choose a humber greater than 10,000 all numbers below 10,000 are reserved
futureuse by IEA Software.

Rating Source

Rate source containing a listing of available attributes and a description of their use and
types within this data source. Rating Sources can be configured from the Admin / Advan
Rate Sources meruhowever his configuration is beyond the scope of this document and
support services.

Description

Informational field used to describe this data source and intended use.

ODBC DSN

An optional ODBC system data source, if this field is left blank the Emerald datishased.

Use Transactions

This should always be enabled except for cases where the external ODBC data source @
support transactions. Transactions ensure consistency between rating operations and u
query and protect against loss of revenudauble charging in the event of database failure

Username

If an external ODBC DSN is defined this sets the username parameter (UID)

Password

If an external ODBC DSN is defined this sets the password parameter (PWD)

Data Query

Query used to retrieven ODBC row set of available fields. Field names should contain
alphanumeric characters only. The following internal field names hold special meaning t
rating engine and must be used as intended or avoided. Required fields do not necessa
to be sent if a rating classifier is being used to provide the necessary information.

Field Name ' Required Description

RateClassID Yes "Rate Classidentifier specifying which rate(s) apply to
the data being rated. See Admin / Rating / Rate Classé
AccountID Yes Emerald service AccountID responsible for generating
usage but not necessarily the account charged for usag
See CustomerlD below.

BillDay Yes Controls the monthly period of which summary records
apply. This is derived from the MasterAccounts table
BillDay column for Anniversary billing cycles and
BillingCycles BillDay column otherwise. If no BillDay is|
available the default value of 1 should be used.

Data For Data | Value of the'Datd' "Dimensiori this usually refers to the
Rate number of bytes, unitgtc.being rated.

AmountLeft No Reserved, Not used

AuthReject No Reserved, Not used
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AuthRejectMsg | No Reserved, Not used

CustomerID No This must only be defined if you need to charge an MB
that isdifferent from the MBR of the AccountID field
above.

StartDate Start + Session starting date used when rating ir' Thime"

Stop OR | "Dimensiori (Must return as an ODBC SQL_TIME or
Start/Stop | SQL_DATATIME type)

StopDate + Sessiorending date used when rating in tiiéme"
Duration | "Dimensiori (Must return as an ODBC SQL_TIME or
for Time | SQL_DATATIME type)

Duration Rate. Session duration used when rating in'thane"
"Dimensiori note that Duration should only be defined i
StartDate or EndDate is not available. If both Start and
End date are available Duration is ignored.

SessionTime MUST Internal dynamic variables, Reserved.
NOT set

SessionData MUST Internal dynamic ariables, Reserved.
NOT set

SessionMaxTimeg MUST Internal variables, Reserved.
NOT set

SessionMaxData| MUST Internal variables, Reserved.
NOT set

Cost MUST Internal variables, Reserved.
NOT set

InitialCost MUST Internal variables, Reserved.
NOT set

StaticCost MUST Internal variables, Reserved.
NOT set

TotalTime MUST Internal dynamic variables, Reserved.
NOT set

TotalData MUST Internal dynamic variables, Reserved.
NOT set

TotalCount MUST Internal dynamic variables, Reserved.
NOT set

Update Interval

Controls how ofteriUpdate Queryis executed. The two choices available'®ata Query
which means once per execution of tBata Query and"Data Row which means once for
each row returned biData Query.

Billing Mode

Billing mode determines howsage fees are applied to accounts.

Mode Description

Usage Billing via Indicates usage charges will be applied based on tracked rate h

Rate History data associated with rated usage.

Rate Only / No Indicates aggregate monthly usage istrextked via rate history an

Billing charge adjustments for usage will not be automatically generate
This setting is typically used when there is an alternate method
tracking and billing usage separate from rate history.

Update Query

Used to mark external data as having been rated in the external database. All field namg
returned in the rowset frofiData Query in addition to the following table are available as
6variabl esd.

Variable | Description
Cost The cost of all rates applietirectly to the account holders MBR.
Costs applied to other MBRs for reseller billing purposes are not
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included.

MatchStatus When the values of a rated item are matched explicitly to a rate r
to the rules default rate MatchStatus is 1. If theeen® explicit
matches and the default rate is disabled MatchStatus is O.

Variables begin with the $ character followed by the field name. For example assume a
containsthe Fiel 6 Cal | | D6 wWiUPDATEmMydbSETU astCallfD=$CalllD*
would becomeUPDATE mydb SET LastCalllD=1 String data mugprefix the" ' " chaacter
before variable nameAssuming FirstName i4EAG6 s "t EPRDATE mydb SET

Fi r st Name = $hbufdi be wseddsmgniirstName would selt in SQL errobecause
value contains characters not allowed in an unquoted context and therefore substituted f
empty value Native datetime field translation is not possiblgou will have to manually
convert any timestamp fields to the propemsfriormat.

When"Update Intervalis "Data Query the data in the last row returned is available in the
Update Query- you may need to order the results of tbata Query to properly mark all
effected rows as having been rated.

Re-Rate Query | When defned an option is provided with rating datasource terdte" usage. The defined
query generally clears rated data having not yet been rolled into an invoice so it caatbd.r

Normally rerate is incompatible with the billing mode "Usage BillingRé&te History" and
should only be used with the "Rate Only / No Billing" mode. If used with rate history bas
mode the reate query would have to take steps to clear rate history usage affected by a

Voice Records Data Source

Emerald includes preconfigured rating data source to enable Call Records from an external source to be easily
imported into the Emerald database. This feature operates quite differently thimeealting processed via
RadiusNT/X or the EmerNet traffic collector. Thmin benefits of using the Voice Record data source is it is
simplified to accept external Call Detail information from a variety of sources, per call cost information is available
for review by the end user andnaing of voice records even after thegvk been applied to an invoice is easily
achieved. The disadvantage of using tliéce Record data source thisist a reatime system and therefore not
possible to use this data to actively enforcepaiel data limits as is possible when RadiusNT/Xsed to rate

Voice records for redime calling card applications.

Call record import is accomplished using a data import tool similsticcosoft DTS Wizard/SSIS or third party

utility. All call record data is added to the VoiceCalls table locatedimvitour Emerald database for processing.

The table below describes the VoiceCalls table in detail to assist you in mapping your existing call data files to the
Emerald database.

Field Type Required = User Editable Description
VoiceCalllD Integer N/A No Database assigned unique call identifier.
AccountID Integer N/A No A MBRs service ID the call record is to be

billed/associated with. This field is set
automatically after the call record is rated.

CallDate DateTime| Yes Yes Starting date and time of thall

Login String Yes Yes This must match the login field afMBRs
service for billing purposes. If there is no
match to a services login field within Emeralg
the Call record will not be rated. Login is
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typically the calling number/customer DID.

Duration

Integer

Yes

Yes

Total duration in seconds of the call. Note th
ending time of a call is considered to be

CallDate + Duration. If the call record is bein
billed on a data rather than time basis you m
set Duration to 0 and use Bytes to specify thg
amount of data transferred.

SessionRef

String

No

Yes

Optional per call session identifier that
uniquely references each call record in the
external call data.

CalledNumber

String

No

Yes

For origination this is the number dialed. For
termination thisshould be set to a null value o
descriptive string such as INCOMING CALL

CallingPort

String

No

Yes

Optional reference of the hardware port used
originate the call

CalledPort

String

No

Yes

Optional reference of the hardware port used
terminate thecall

Bytes

Integer

No

Yes

If billing based on data usage this is the num
of billable bytes used.

CallType

String

No

Yes

Optional call type typically used as a hint to t
rating system to trigger special pricing
considerations Examples of call typaclude
local, long distance, voice mail access,

i nformation services

AcctTerminateCaus

Integer

No

Yes

Optional RADIUS AcctTerminateCause
compatible session termination reason.

CountrylD

Integer

No

Yes

UN Country ID from the Emerald Countries

table of the number called (origination). If ng
specified Emerald can periodically attempt to
determine the location setting CountrylD on 4
successful match based on internal geograpl
i nformati on. This r

called location for voice al | s& sch
be enabled. (Procedure RateVoiceCallsLoc)

StatelD

Integer

No

Yes

State ID from the Emerald States table of the
number called (origination). ). If not specifie
Emerald can periodically attempt to determin
the location setting StlD on a successful
match based on internal geographic

i nformation. This r
called | ocation for
be enabled. (Procedure RateVoiceCallsLoc)

Location

String

No

Yes

String describing the location of the number
called. Location can be as general or specifi
as necessary / available. ). If not specified
Emerald can periodically attempt to determin
the location at the city level on a successful
match based on interihgeographic
information. This requires tH®etermine
called location for voice callsscheduled task
be enabled. (Procedure RateVoiceCallsLoc)

ChargelD

Integer

N/A

No

After a call record has been successfully ratg
and usage charges processed and eghpdi an
account this contains a reference to the usag
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charge. Do not make changes to this field.

ProcDate DateTime| N/A No Date and Time this voice record has been
successfully rated. If you are importing pre
rated call records that do not need tadted
you may set the ProcDate and Cost fields to
signal your records have already been
processed.

ErrorCode Integer N/A No If there was an error rating a call record this
contains the error code showing this error.
Currently the only error code possilidel
which means there were no applicable rating
rules and no default to determine pricing for
specific call.

Cost Money N/A No Actual cost to the end user of this call. This
field is determined automatically after the
rating process has completed.ydiu are
importing prerated call records that do not
need to be rated you may set the Cost field t
the known cost of the call record. When
manually configuring cost you must also set
value for the ProcDate field.

When using the Voice Record data smuthe following steps should be followed to correctly process call records.

1. Import your call detail records into the VoiceCalls table. Database level constraints ensure the same call
records are not accidently imported more than once.

2. From the rating data sources menu click'tiest' button on the Voice Records item to do a simulation of the
rating process to spot check making sure rates are properly configured.

3. From the same menu cli¢PProcessto process all call records. Periogimcessing of call records can be
automated by clicking thschedulg button on the data sources listing for Voice Records.

4. Perform an irdepth review of rated call records by reviewing calls and pricing from the MBRs service call
search menu of severai@unts to ensure proper rating configuration.

5. If corrections need to be made, make any adjustments and clitRetrocess button to rerate all records
not already invoiced and then repeat step 4.

6. Once you have ensured proper ratipgocess usage atges from the Emerald Client / Billing / Usage Charges
menu. This step applies usage charges to the MBRs. These charges will appeaunstother'siext invoice.
This process can be automated by enabling @neate Usage Chardescheduled task vidne Emerald Admin /
Scheduler / Configure Schedules menu. Note the usage charge summary table displaystoné real

summaries and does not display information for the VoiceCalls table. Also note that not all pending call detail

records may immediatelye assigned as charges. This is typically because the call record may fall within a
current billing period for a customer and more time needs to pass in order to ensure the user is billed for the
completed period. You may override this behavior via therald Admin / Accounting / Settings / Rating
Charge Delay & Rating Allow Interim Charges options.

7. If you discover a rating or data error in an account after it has been billed you may delete the adjustment from

the MBRs history menu aridRe-Proces$ per sep 5 above. If the adjustment has already been assigned to an
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invoice you must first void that invoice and then delete the duplicated usage charge adjustment from the history
menu beforére-reprocessingper step 5 above.

VOICE RECORD REPORMNG

Rated vace records appear for review in the Emerald operator interface from the Call Search option of each
accounts MBR service menu. Customers also have the opportunity to review call history from the Emerald
customer account center. Additionally you may eadhé attachment of detailed call history to invoices and
statements by setting the Invoice Report and Statement Report fields of the desired billing groups (Emerald Admin /
Billing Groups) to the included invoice_cdr.rpt and statement_cdr.rpt call depaitts.

RESELLERS

This menu enables reseller operators to manage their own groups of customers, invoicing, credit card processing and
reporting for their customers. Resellers are then invoiced separately for usage of their customers. This menu
provides organizationbilling groupandreseler service pricing configuration.

) >>> Admin Resellers Menu

Service Pricing

Service pricing allows global S Tl Mty Tovarring Servies ey D
administl’a'[ors to set pricing Choose an organization to configure |This is areseller organization

. d d t fth . t { Type Item Default Cost Reseller Cost User Cost Comments
Ir] epenaent o e service ypes COoSs Service E-Mail 150] | |
field for both what the reseller is Service Ludicrous Speed 10000 | [ [
charged per service and what the Service Mega Speed 70.00 | I I
rese I I er 6 s custon Service Super Speed 35 OOI I I

. . Service Ultra Speed 55.00
Resellers with object accesstothe | .. . = I I I :
) - Service Wireless Gold 39.95 [29.95 J41.95 |Expensive wireless service
Admln and Admln Rese”er Service Wireless Platinum 53.49 | [ [
I I

(Customer) object group are also Service Wireless Silver 2495 |
allowed to configure the amount

charged to their customers however
they are not able to modify the amount charged to the reseller.

\. Update

\

The "Admin Reseller" object group MUSTNOTbe assigned to a reselfler
operator  group.

o
n
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SERVICES

Recurring and nonrecurring services purchased by customers and provisioning options are managed from services
menu.

) ))) Admin Services Menu

Service Types Custom Data External Systems Service Catepories Service Type Fields Account Filters

Service Types

Service types define available services for purchase on a
recurring or nonrecurring basis. With eachvge typebilling
characteristicincludingbasemonthly cost, usage charges,

Wm‘_ Gold Enabled.
taxes setup chargand service proration are configured. = —

o . o o Pann amn 5 sl bl =
Additionally time and.d.ata.llmlts, RADIU$ author.lzatlon and e ey — —
external system provisioning work to define service level St |1 — —

. Mega Speed 60 Mbit service 70 Global Dasabled o Delete
offered by each service type. e — — T

Service Type |Wireless Gold Monthly Cost |39.95

Line Ttem Description [Wireless Gold Service Sting D[
Tax Group Tax Exempt [ Sales Tax
Setup Charge 2nd Setup Charge
Rate Class Default Pay Period
GL Code |None Access Label |None
Billing Group Service Group
Service Tag Service Tag
Inactivate Service
Prorate Open (Perm) Prorate Close (Perm)
Prorate Open (Temp) Prorate Close (Temp)
Start Availability [ End Availability [
Time and Data Usage Limits (Empty = Unlimited)
Time Renewal |Never Credit Usage To
TimeLeft |  Mins
Bytes Renewal Bytes Left I—
No Bytes Left Action
RADIUS Authentication MAC Authentication [Disabled
Login As Default Remote Access
Default Login Limit [T Default Extension Days |
Sort Order [0
[ Update |
L ORI
Field Description

Service Type | Enter the identifying name for the Service Type. This description will be used within the
60Ser vi ce TispéeédugkoatEmeratdi o n

Monthly Cost | Recurring base monthly cost charged for this service. The cost entered is always the mol
rate regardless of the intended service pay period. The effective base cost may be overri
service category, reseller or market tag based pricing or disngu Where the service type is
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used to provide nerecurring service the monthly cost field is ignored. For-remurring
pricing seeTime & Data Charges

Line Item Enter a longer comment or descripttonclarify the Service Type. This description will apped
Description on invoice line items of customers who subscribe to this service.
Schedule New base monthly cost tpply to future invoiced billing periods starting "Change Effective"

Cost Change

date belowafter which "Schedule Cost Changakesprecedence over "Monthly Cost".

"Changes Effective" applies to billing period covered by the invoice rather than when in tin
invoice is generated.

For example in November new monthly service cost is enterethistéield with a'Change
Effective” date of March & Later in November a customer with a yearly pay period is invoi
for a year's service Dec thru Nov. In this case when the invoice for a year of service is ge
the normally yearly linétem is split into a separate line item for periods covereeaay of the
two rates. The monthly rate of "Monthly Cost" is charged Dec thru Feb and "Schedule Co|
Change" for Mar thru Nov.

Similarly if a an account with an anniversary billing cycle and a monthly pay period is norn
invoiced for the 1% thru 14" the change is prorated such that "Monthly Cost" is charged for
15" thru last day of month and "Schedule Cost Change" for first day of new month thrdthd

Once scheduled cost is entered further changes to "Monthly Cost" are locked outarfgge ch
effective below for more information.

Change
Effective

This required field is only displayed once a new monthly cost is entered into "Schedule Cq
Change" to determine when new cost is to take effect. See "Schedule Cost Change" for 1
details abat how this field influences invoicing.

This field should always reference a future date. Two months from the effective date "Mo
Cost" is automatically changed to the value of "Schedule Cost Change" and both "Schedu
Change" and "Change Effiaee” are automatically cleared.

String ID

SeeCommon fields

Tax Group

Selecttax groupto be used to determine applicable taxes for recurring service.

The chosen tax group does not apply to postpaid usage charges associated with the serv
the group used in conjunction with noecurring service charges. Taxes for these items are
configured with their respectivéharge types

Tax Exempt

Enablng a tax exemption indicates any applicable taxes with a matching exemption are nq
applicable to invoice line items involving this service type.

Setup Charge

Enter applicable onme set up charge for théervicetype. Setupcharge options are
configuredascharge typeslf a setup charge is selected tifearge can be waived during MBR
Service account creation. Seftharges arenly created during initial service creation.

2nd Seup Provides an additional setup charge in addition to the asmupcharge field. If both setup

Charge charges are defined both are billed to the MBR@nvice creation The secondary setup charg
may be used to itemize multiple setup feesdistinguiing tax and nottax portions related to|
account setup.

Rate Class If this service type is to include rate structure for separate postpaid time or data based usa|
chargesselect the appropriatate classo assign tdahis ®rvicetype.

Default Pay | Selects the default pay period to be used on account creation. When "MBR Default" is se¢|

Period the MBR level pay period discount is used on new service creation. When any other pay
is selected tht pay period is used as default service pay period ignoring MBR default.

GL Code General ledger code to be associated with recurring service charges associated with this

type. Selected GL code does not apply to service relatedecornring feesuch as setup
charges, postpaid usage fees or-rexurring Time & Data Charges. GL codes for these iten
are configured with their respectigbarge types
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Access Label

SeeCommon fidds

Billing Group

SeeCommon fields

Service
Group

SeeCommon fields

Service Tag

Marks service type as being a member of selected service tag. Service tags are used to 4
related service types so that they can be referenced as a group by indhadket tags

Inactivate
service

When an individial service within an active MBR is cancelgith nontemporary cancellation
reasorthis setting controls how many days after cancellation date the state of thataccou
transitions from a "canceled" to an "inactive" state.

The primary difference betweearsices remaining with canceled vs inactive stataastive
services are eligible for permanentgl®visioning of the underlying service provided to the
account holder. For example when inactivated some systems may permanently delete th
underlying nail store for an email accountn some cases inactive services may also be eligi
to have reserved usemes reused by new customers.

Prorate Open
Service

When a new service is created for the first time avpened this controls hoproration if
necesary is handled.

"Perm" refers to proration when initially opening account or opening from a previous
permanently closed service.

"Temp" refers to proration when reopening account from a previously temporarily closed
service.

Prorate Description

Partial Month | This is the recommended default. With this method the new service is
rated for the remainder of the accounts billing month charging a 30th o
monthly rate per day of proration.

Full Month Charges full month's price for prorated perregardless of number of day
prorated.

No Charge Charges nothing for prorated period regardless number of days proratd

Prorate
Closing
Service

When closing a service this option determines the creditissterdema i nder of t
cycle.

"Perm" refers to proration when permanently closing service by choosing a permanent cal
reason.

"Temp" refers to proration when temporarily closing service by choosing a temporary cand
reason.

Prorate Description
Partial Month | This is therecommended default. With this method closed services are
invoiced thru service closing date. Services are not invoiced for any
remaining days of billing month or any subsequent months included wi
normal service pay period.

Partial month prorates acalculated using normal daily rate of 1/30th
monthly rate.

For example if a service with a yearly pay period is closed 1 month and
days into a 1 year pay period the service is invoiced for 1 month and 5
Full Month With this method closed servicage invoiced for the entire billing month
regardless of when within the billing month closing date occurs. Servid

are not invoiced for any remaining full billing months included with the
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services normal pay period.

For example if a service with a ygapay period is closed 1 month and 5
days into a 1 year pay period the service is invoiced for 2 full months.
With this method closed services are invoiced for the entire service pay
period regardless of when within the pay period closing aetars.

No Credit

For example if a service with a yearly pay period is closed 1 month and
days into a 1 year pay period the service is invoiced for 12 full months.

Start A starting date when Operators may start using this service type. Befastartitey date this
Availability service type is not available when creating a new account.

End An ending date after which Operators may no longer use this service type when creating 1
Availability accounts. The ending date has no effect on accounts already dgsignie service type.

Time This feature determines how often tleeurringservices time left field is replenished. Availab
Renewal options are monthly based on services billing day, daily after midnight of each new day or

When replenishetime may only be renewed up to the time left field below regardless of
previously unused time unless an accumulation limit is configured below.

Renewal depends on the setting "Emerald Admin" / "Accountingéttihgs / "Time and Data
Left updaté to be enabled.

This setting does not apply to honrecurring services.

Credit Usage
To

Controls service to which time and data monthly and daily usage renewals are applied.

Credit Usage Description

Self Time or data usage renewals transferred to the service. This is norm
recommended setting.

Parent Time or data usage renewals are transferred to the parent service of {

Service service. Typically used where service type is an “@ualtiservice intended
to modify propertie®f the parent.

Time Left

Indicates default quantity of system access time (in minutes)yringservice will initially have
available at start of service or upon renewal at start of each billing month or day.

Enforcement of time left requires tRadiusNT/X Advanced menu optiofAuth) Time & Data
banking to be enabled from the RadiusNT/X administrator.

This setting does not apply to nonrecurring services.

Rating Time
Left

Rating time left field is a completely separate optional setting antlftiomh time left field
above enabling time consumption to be controlled by rating engine. This is useful if it sho
necessary to offer time limitegcurringaccounts with "free periods" where consumption limi
not counted or counted at a variald¢e based on time of day or calendar.

The rating time left field only appears when a rate class has been selected within this sery
type. If used corresponding rate should be configured with a consumption unit of "Service
Left".

This setting des not apply to nonrecurring services.

Bytes
Renewal

This feature determines how often tleeurringservices data left field is replenished. Availab
options are monthly based on services billing day, daily after midnight of each new day or

When replenished bytes may only be renewed up to the bytes left field below regardless ¢
previously unused data unless an accumulation limit is configured below.

Emerald v6i A d mi

Gui
161

ni stratorés de IEA Software, Inc.



Renewal depends on the setting "Emerald Admin" / "Accountin§eéttings / "Time and Data
Left updaté to be enabled.

This setting does not apply to nonrecurring services.

Bytes Left

Indicates default quantity of upload + download data consumption in tegesingservice will
initially have available at starf service or upon renewal at start of each billing month or day

Enforcement of data left requires the RadiusNT/X Advanced menu ojffoth) Time & Data
bankind to be enabled from the RadiusNT/X administrator. Enforcement also requires at |
one ofthe following:

9 Access servers support WIS8ession VSAs or equivalent and RadiusNT/X advanc]
menu option (Auth) Limit data left using WISRPSession VSASis enabled.

9 Access servers support RADIUS dynamic authorization, Interim accounting is
transmitted regularly from access server session managés enabled and configure
to enforce data consumption limits.

This setting does natpply to nonrecurring services.

Rating Bytes
Left

Rating bytes left field is a completely separate optional setting and limit from bytes left fiel
above enablingataconsumption to be controlled by rating engine. This is useful if it shoul
necessy to offerdatalimited recurringaccounts with "free periods" where consumption limit
not counted or counted at a variable rate based on time of day or calendar.

The rating bytes left field only appears when a rate class has been selected witidnvibes
type. If used correspondimgteshould be configured with a consumption unit of "Service D3
Left".

This setting does not apply to honrecurring services.

No Bytes Left
Action

Manages outcome &ADIUS authentication request whan account has consumed"altes
left". This setting applies only to "Bytes Left" and does not affect "Rating Bytes Left" wher
similar configuration is managed separately via rating configuration.

Option " Description
Deny Auth | Typical default setting. When account bykeft reache®) and'time and data
banking enabled within Advanced menu of RadiusNT/X administrator

RADIUS authentication fails

When Emerald session manager is used and bytes left enforcement ena
within session manager configuration sessions exceeding data left alloca
are eligiblefor disconnect

Allow Auth | When account bytes left reaches 0 authentications are allowed to succes
despite consumption of allocated usage. Once reached any replytestrib
applied to failure cause "No Time/Data Remain" is meigerlAccess
Accept response

Example where "Allow Auth" would be usediiscreation of policy where
user's bandwidth allocation is significantly reduced once they have consy
dataallowance. The user is allowed normal access to the network with
additional restrictions.

If session manager is used amk or moreauthorization attributes modified
via "No Time/Data Remainthen enforcement of authorization change as 4
result of exceding limit requires session manager setting "Enforce
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Authorization Change" to be enabled. The normal "Enforce Bytes Left"

setting is not used and does not apply in this case. If necessary disconn
are automatically issued when transitioning fronadato data or no data tg
data to reflect current authorization status.

Behavior of this setting differs from the result of applying one or more
attributesfrom failure cause"No Time/Data Remainandusing "Deny Auth"
in the following ways:

1 When "Allow Auth" normal response attributes are merged with "
Time/Data Remain" attributes.

When "Deny Auth" only "No Time/Data Remain" attributes are
transmitted. No normal response attributes are processed or se

1 When "Deny Auth" reaching limit is treated asthentication failure
even though RADIUS Acces&ccept message is transmitted. The
request is logged as an authentication failure and not treated as
"authorized" session. Unauthorized status excludes session fro
being counted for concurrency enfersent or from being processe
by session manager for any reason.

When "Allow Auth" sessions reaching limit are treated as a
successful authorization subject to all applicable RadiusNT/X an
session manager enforced constraints.

Rollover
Accumulation
Limit ***

When time or data renewal is configured to occur on a monthly or daily basis any unused
data at the time of renewal is cadifrward upon renewal up to the configussttumulation
limit. If no limit is configured renewal is limited the renewal quantity.

RADIUS
Auth

When "Enabled" any services using this service type may authenticate via RADIUS using
service level credentials. It is no longercessaryo assign at least orRADIUS authorization
attributes to enable RADIUS autheration.

When "Disabled" any services using this service type may not authenticate via RADIUS u
service level credentials. If the service is a child of a parent service where RADIUS
authentication is allowed then any RADIUS attributes configured ferstrivice type configure
to apply to parent service are still honored regardless of RADIUS authentication setting.

MAC Auth

When "Enabled" services with this service type are able to authenticate using MAC addre

To facilitate MAC authentication theervices login field should be set with users MAC addre
and password field left blank. MAC authentication password configured within the access
is then entered into "MAC Auth Password" field of the RADIat®es serverconfiguration. If
no MAC password can be configured within access server the "MAC Auth Password" field
should be set to keyword "ANY" to bypass password checkimgmat of the MAC address
entered into service login field showdntain only MACaddress without any format delimiters
regardless the format of MAC addresses transmitted by access serveRMEIIDS access
request.

When MAC authentication is performed the Calliatationld field if available is also checked
to confirm agreement wi Username and MAC password. If there is no agreement the
authentication fails. If a standard username and password is configured within a service
MAC auth has been enabled user is still able to authenticate normally and MAC authentic
autamatically not performed.

When "Disabled" the MAC authentication feature described above is disabled. Services n
authenticate only with username and password.
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Login As

Login As determines account that is to be used to provide service when a user Isjsg their
service username and password. Most commonly used and recommended setting is "Se

Self When authenticating with username and password the service matc
the entered credentials is used.

Parent Service | When autheticating with username and password the parent service
the child service matching entered credentials is used. In this case d
service is essentially leveraged as an "Alias" of the parent service.

Authorization attributes, consumption limitgncurrent login
enforcement and accounting all reflects the parent service rather tha
child service used for authentication.

This feature is typically used to support "shared" accounts where eaq
user is given their own login and password but concutreage limits
and or time/data allocation is linked and limited across all users.

To properly support this feature access servers should support the "(
attribute. This is necessary for RADIUS accounting data to be propg
attributed to the parenteount even though username is of child acco
Without Class support accounting will assigned to the child preventin
proper attribution. If access servers do not support class attribute ar
feature is used consider enablingrtual class attribte" support for local
requests from Advanced menu of RadiusNT/X Administrator.

Default
Remote
Access

Default access level granted to service accounts for access to customer account center.
default setting is assigned to the service upon initiaiceicreation and may later be customiz
on a peyservice basis.

Access Description

Manager | Grants user full account access to customer center subject to administrativ,
configured access restrictions. Access granted includes access tohistorg,
ability to create credit card payments, recharge from prepaid vouchers, puf
blocks of time/data, create incidents, upgrade or downgrade service levels
provision new services, review network usage of all services within MBR,
change of addres password and cancel services.
Service Access to customer center is limited to the logged on service. No MBR le\
features are offered. Users may only view network usage of their service
account, change password, create an incident, purchase tdata@nd
recharge their account.
None Remote access using this account is disabled.

Default Login
Limit

Default number of active login sessions user is allowed to bpgeedat the same time.
Enforcement of concurrent login restrictions requirdsat one of the following:

1 Concurrency enforcement during user authentication by enalfugh) Concurrency
control' from advanced menu of RadiusNT/X Administrator.

1 Session managémstalled and configured witiEhforce Concurrency Conttoénabled
to enforce concurrent access restrictions-poghentication. Access servers must
support RADIUS dynamic authorization to use session manager.

The default setting is assigned to the service upon initial servicéocreatd may later be
customized on a peservice basis.
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Default Default permanent extension assigned to recurring renewal based services. Extensions 3
Extension services to continue to operate for set number of days after service expiration.

Days
If set the global or group level Accounting mesgdting” Default Expire Grace Peridds
overridden. A temporary extension adding to the existing service expiration may also be 3
from within the MBR to allow customers moreng once their account has expired on a
temporary basis. MBR level temporary extension is automatically cleared the next time th
account is invoiced.

The default setting is assigned to the service upon initial service creation and may later bg
customizedn a perservice basis.

Sort Order SeeCommon fields

RADIUS Service Type Attributes

During RADIUS authentication of user

H H H H RADIUS Service Type Attributes

sessions authorization atfbutes are @ @ T T T £ BT

transmitted to access server defining SeSSiOaoreptsce vate  wise: WISPr-Bandwith Max.Down 30000000 Reply ParentService  Delete

Add or replace value WISPr WISPr-Bandwidth-Max-Up 30000000 Reply  Parent Service Delete

propertles and ||m|tS Umque to eaCh user. FAddnrrgglacevaluc WISP: WISPs-Bandwidth-Min-Down 800000 Reply  Parent Service Delete

example users allowed session duration ma e W S Bnimah Mt o ﬁ prememee Do

be limited to service period currently paid 4« IEA-Software  AM Banduidth-Pool- Mex-Down 1000000000  Reoly DPatemService  Delete

IEA-Software AM-Bandwidth-Pool-Max-Up 1000000000 Reply  Parent Service Delete

bandwidth allocation limited based on the
users chosen monthly access plan.

RADIUS Attribute (Wireless Gold) |

Merge Operation |Add . Usage |Reply Attribute .
Attribute Vendor ||EA-Software . Attribute [AM-Bandwidth-Poal

Attribute Value (String) [Gold

Applies To |Self (Reccmmended).

[ Access dented
[0 Account Inactive
[] Bad Credentials
Apply Only to Failure(s) Sort Order |0
[0 Concurrency Limit
[] Expired Account

[ No Time/Data Remain

Update

Field - Description

Merge Merge operation determinésw this attribute will interact with existing authorization attribute
Operation | queued before it. Ordering in which attributes are processed can affect outcome of merge
operations and may also affect meaning of attributes transmitted. When defining ordeedej
attributes such as an ACL or sequencing dependent on outcome of previous merge operat
recommended sort order be set to enforce ordering explicitly.

‘ r

In addition to service type level authorization attributes, additional attributes may bednfieng
a variety of sources during user authentication. Those sources in the order they are merge
provided in the table below.

Order | Source
1st Service type attributes
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2nd Service type attributes added by presence of child services where moeeoof the
child's service type RADIUS attributes are set "Applies To" = "Parent Service".

3rd Per account service level custom attributes
4th Attributes associated with active market tags
5th Attributes associated with inventory assigned to service

Listing of all supported merge operations is found below. The typical recommended merge
operation is "Add" which simplgppendsn attibute to the set of outgoing authorization
attributes.

Option Description

Add Adds a new RADIUS attribute of type "Aitbute Vendor" and
"Attribute” containing the value "Attribute Value".

Add or replace | Similar to Replace value except that if no attributes match the attrik

value containing the new value is added.
Delete Delete any attribute matching the "Attribitendor" and "Attribute"
fields.

Delete matching| Delete any attribute matching the "Attribute Vendor" and "Attribute’
fields also having a matching "Attribute Value"

Replace value | For every RADIUS attribute matching "Attribute Vendor" and
"Attribute” replaces its current value with contents of "Attribute
Value".

Usage

Usage determines whether attribute will be transmitted as authorization response or check
against authentication request. Typical recommended setting is "Reply Attribute".

Reply Attribute | Attribute will be transmitted normally as an authorization attribute
included with RADIUS Acces#ccept response.

Check Attribute | Attribute and value is checked against AceBssjuest attributes
transmitted with RADIUS autheicttion request. If request attribute of
the same type as check attribute is present then its value must match
attributes value or authentication fails. If multiple check attributes are
defined of the same "Attribute Vendor" and "Attribute” thee ofithe
check attribute values must match authentication request.

Attribute
Vendor

Select the appropriatdtribute endor fromvendor selection list to change attribute space to
selected vendor. Once attribute vendor has changed "Attribute" list below is automatically
updated to reflect attributes available for the vendor. Available vendors and attributes are
managed from the RBIUS vendorsmenu.

Attribute

Select the appropriate Attribute from the attribute selection list. Only the attributes for the ¢
selected Vendor will be available in the pick list.

Attribute
Value

Enter desired attribute value corresponding to selected attribute above.

Applies
To

Determines which servidhis attribute is assignedlypical recommended setting is "Self".

Applies To " Description

Self Attribute will be applied directly to theervice account
Parent Service | Attribute will beapplied to theservicegparent service

Apply
Only to
Failure(s)

When no checkboxes are selected the attribute is processed normally.

When one or more checkboxes are selected the attribute is not processed normally and sh
be transmitted with normal reply attributes. Should authentication fail due to a selected cal
rather than responding normally with authentication failure éasReject) the authentication is
accepted (AccesAccept) and only those attributes where checkbox associated with failure
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is transmitted as authorization attributes. This feature is typically used to grant limited acc
users as notificationfaccount related problems.

For example assume a user's account has expired. Rather than being completely denied §
attribute FramedPool=expired is transmitted signaling NAS to assign an IP from a special p
where a captive portal is useditdorm user of an expired account and enable them to make

payment to restore service from customer account center.

Sort Order | Determines order attributes are processed and sent. Attributes having lower sort order are
before attributes with highewort orders.

Assigned External Systems

To enable external provisioning assign one or more &===

Assigned External Systems

external systen® this service type. [ esw | Neme [ Exemamern | Deepi [ ]
1 Custom Hosting Gold Provision VM accounts Delete.

Choose an external system
External System |[1] Custom Hosting .

External Ref |Go\d

Comments

Update

Field Description

External System | Selection of appropriatexternal systerfor provisioning accounts of this service type.
External Ref This field is external system dependent sometimes used to signal service type specific
in case where a single external system is ugaduitiple service types.

Comments Additional information about this external system.

Product Requirements

If accounts with this service type require hardwanzzz=m

. . Product Requirements
or network address to be assigned froMm NV el gy ———————— —
those requirements may be configured h@dace ek Aces Bamen kot Facom ABNANY Mo - Bk

a requirement is configured the operator is alerted to any unfulfilled assignments when viewing the account or
viewing related exception reports. Only inventory products from product sources having source type "IP
reservation” or "Stocked Rental" axeailable for configuration as a product requirement.

New Product Requirement

Product |[Netwnrk Access Equipment] Packet Factory ABN4W Auto Assign |No . Required .

Update

Field Description

Product An Inventoryproductto be allocated to services of this service type.

Auto Assign | Enables automatic assignment of product from inventosgigice without operator intervention.
This feature can only be used when assigning network addresses to account and cannot be
assign physical products.
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Required When "Yes" the operator is alerted to the need to assign item from inventory eheéngvihe
service and an item of the selected type is not currently assigned to the account.

Account Configuration
One or more service templates may be assigned to customize service management from perspective of operators,

signup and customer accouminter. Service templates are generally used in implementation of custaim add
functionality and may not be available by default.

External Systems

Emerald allows for the configuration of external mzz=m

H External Systems
systemso synchronizecustomer account ) T NN N I N
|nform at|onW|th Other types Of)gtems SUCh as ¢ o mmfies T m e Grreae LD e - Wireless Gold Delete
. R f 4 copro C Gate Pro LDAP - C Delete
email servershosting panels, custom processing: s Usixaccomn LDAD - Generat Delere
2 Business Mail Zimbra Mail Delete  schedule

authenticatiorsystems, database ahDAP

account synchronization. In order to directly support provisioning to specific external systems export configuration
or database/LDR schema sync must first be created. Configuring support for currently unsupported external
systems is outside the scope of this documentation and product support.

 Eremaisyem |

Name ICustorn Hosting

Description |F'ro‘.fision WM accounts

System Type |Generic Web Service

Login |manager
Password |abc123
API Ref |CH

Log File/URL |http:a'.'"ufm‘.vorld. bluemarbleisp.net/acctup.pl

Update

Field " Description

Name Enter a name uniquely identify the external system. This field is used to associate some ¢
systems by name (LDAP synchronization) rather tBaternal System IDESID).

Description Text describing the purpose of this external system in detagcripgion is used for
informational purposes only and is visible when associating service types to external syst¢
System Type | Most system typedirectly reflect the external system to be synchronized with following

| r

exceptions.
System Type  Descripion
External Used by external systems providing their own synchronization from
Emerald.
Export File or http export of Emerald account information. Requires a comp3
export format to be selected.

Export Format | Select the appropriate export fornfiam the available options presented.
Export Mode | For "Export" based system types where export format is file based the following file handli
options are available:
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Option | Description

Append Existing export file if it exists will be added to insteafdreplaced with each
export operation. If the file does not already exist a new file will is created
Overwrite | Exported file will be rewritten with each data export. Any previous data is

replaced.
Mail Host Enter the name of the mail senaacepting delivery of mail to these acotlif supported or
required by selected external system.
Login Enter the login and password values, respectivelyexport systento login remotely for
Password external system pressing, if necessargurrenty these values are only used within Emerald

HTTP(S) post mode to login temoteweb serves.

Log File/lURL [ Enter the file name or URL of where Erakt should send its export data depending on seleq
system type and export format.

External systems requiring scheduling for periodic synchronization display a
"Schedule" link in the external system list to create a recurring schedule
for synchronization.

Service Custom Data Field

Service custom data enables additional operatoERer==

configured fields to b&racked with each service m-
account. When configured custom data fields Giobal  Deseiption g =
appear within "edit service" form of applicable Delets
services. Custom data is also displayed when o
viewing a service from "Show service" menu as well as custom data searches from Enestadd@bunts search
menu.

All

4

o

E B

Al All
All ETTP 100 MB Global ~Management ONU D
Hotspot Smbit Global SNMP IP

Global  Calendaring Yes

mwww
BR[|
oo e

Service Custom data fields can be informational used fokitrg and reporting or used to supplyditional

information to external systenfisr provisioning or rating.In addition tocustomdata fieldsmanaged within this
menuadditional service level custom data fields may be applied to services depending on external systems assigned
to the accounts service type.

Service Custom Data Field

Data Field [Management ONU 1D [10010][v]
Default Value | Required |Yes .

Service Type IFTTP 100 MB . Sort Order |0

Update

Data Field Reflects the custom data field to bedad. ®lection list of available data fieldse
configured from th&Manage Data Fieldssubmenu of Emerald Admin / Services / Custd
Data.

Default Value| Sets the default value to be set when a new service account is created.

Required Requires an operator to enter a value for this custom déteéb&éore they are able to save
changes to the service form.

Billing Group | SeeCommon fields
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Service Type | Whencustom field is only to be tracked for those services of a speeifiicetype ®lect
the appropriate typeWhen service type is "Allthe custondatafield is included across all
services within Emerald.

Sort Order Controls ordering custom data fields are presented in the edit service form in ascendi
order.

Service Categories

Related service types ageouped together into

Service Categories

One or MOre Service CAlegories. FOr example gy oy pyveverermay ey oo

service types: wireless gold, wireless platinum Hosine sences Glstal  Root Delets
. . . . IPTV Services Global * Root Delete
and wireless silver are all used to provide fiXeC wisies s Globat - Root Detee

Wireless Add-On Global = Wireless Broadband Delete

wireless Internet and therefore each is associaieu
with wireless broadband service catggo¥When new services are created operators first assign a service category
before choosing a specific service type within the category. Once a service has been created it may only upgrade or
downgrade to any service types within the assigned category.

Service categories offéne following features:

1 Improved organization when managing large number of service types
1 Service level upgrade and downgrade paths for operators and custornearsaifement
9 Customer access and provisioning limits for customermsaliagement
1 Tiered pricing based on quantity of services assigned to account
1 Parent/child service hierarchies for value added services or specialization of parent service
Description I‘-"\«‘ireless Broadband E String ID
Billing Group |Glabal . Service Group |None .
Access Label [None Root Category [Yes[v]
Sort Order |0
Update
Field | Description
Description Label uniquely describing the service category. Presented throughout Emerald in servicq
category selection lists.
String ID SeeCommon fields
Billing Group SeeCommon fields
Service Group | SeeCommon fields
Access Label SeeCommon fields

Root Category | When "Yes" this service category may be used when creating new services that are not ¢
of other preexisting services.

When "No" this service category can only be used when creating child services under a
existing service having a service category authorizefllloyved Parent Service Categories
configured bedw.

Sort Order SeeCommon fields
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Service Types Associated With Service Category

Once a service category is created one or more service types can be=====
added to the service category. TN I T T T I .

Wireless Gald + Moathly def

[ FatsericeTypeforDSiBroadbaa |
Service Type [Wireless Gold
Monthly Cost 1 For up to Service Count
Monthly Cost 2 For up to Service Count
Monthly Cost 3 For up to Service Count
Monthly Cost 4 For up to Service Count
Customer Access [Allowed]v]
Customer Change Login [Denied [v] Customer Change Password [Allowed[v]
Customer Add Service [Allowed[¥] Customer Cancel Service [Denied [¥]
Customer Upgrade Service [Allowed[~] Customer Downgrade Service [Allowed ]
Customer Max Service Count Service Level [20] x
[fireless gold offers <B>ultra fast</B> Internet at an affordable
Customer Description.
Update
L
Field Description
Service Type Service type to be associated with thésvice categorySee'Admin" /

"Services / "Service Typey

Monthly Cost / Service Count *** | Overrides service type monthly cost. When up to service count is set
monthly cost applies to the first count of seedgtaving a matching service
type sharing a common parent service if any. If count is not set cost apj
to all (remaining) services not previous covered.

For example the service type "Email" is configured as follows:
1. Cost 0.00 for up to 5 services
2. Cod 1.00 for up to 10 services
3. Cost 2.00 (service count field left blank)

20 accounts having service type "Email" are configured as children of a
common parent business Internet access service.

Of the 20 accounts first 5 are priced at 0.00. Next 5 #ftdrare priced at
1.00 and remaining 10 are priced at 2.00.

Customer Access When "Allowed" customers are allowed to manage services of matching
service type and category from the customer account center when custg
service has "manager" access.

Custoner Change Login When "Allowed" and "manager" remote access is enabled customers ar
allowed to change login names of accounts from within the customer ac
center.

Customer Change Password When "Allowed" customers are able to change their servicessacce

password. If "manager" remote access is enabled for the service then
customer may change password of any service within their MBR where
customer change password is "Allowed".

Customer Add Service When "Allowed" customers with "manager" remote access may add
additional services of this type and category to the same parent service.
Customer Cancel Service When "Allowed" customers with "manager” remote access enabled are

allowed to cancel services this type and category from the customer
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account center.

If this setting is "Denied" yet the customer is granted the ability to cance
their entire MBR then all subsequent services including services where {
field is set "Denied" will be effectivelganceled.

Customer Upgrade Service When "Allowed" customers with "manager" remote access enabled are
to change account service type to another service type within the same
service category having a higher service level where customer access is
"Allo wed".

Customer Downgrade Service When "Allowed" customers with "manager” remote access enabled are
to change account service type to another service type within the same
service category having a lower service level where customer access is

"Allowed".

Customer Max Service Count Maximum number of accounts having "Service Type" the customer is
allowed toadd from the customer center.

Customer Service Level Type Limits service type upgrade or downgrade options to those service typeq

within service category having a matching level type. This restriction ap
to accounts managed from customer center. s8e#gce level typsbelow for
more information.

Service Level Numeric value representing the relative service level of a given service t
compared to other service types of the service category. Lower service
represent lower capability generally cheaper semwitde higher service
levels represent the most capability and highest cost service.

Customer Description This field is displayed within customer center when upgrading or
downgrading service. Description should include full outline of service
including picing, relevant access levels and restrictions. HTML tags ma
used to customize presentation.

PARENT DEPENDENT PRTING

Edit Parent Service Category for Super Speed / Performance Add-On

Paren} dependent pricing |$|aeC|aI|zat|.on of pricing Paseat Service Category
described above (Monthly Cost / Service Count ***) for
service types assiated with service categories except Monthly Cost 1 For up to Service Count
service category of the accounts parent service is also Monthly Cost 2 Forup to Service Covat
. .. Meonthly Cost 3 For up to Service Count
considered when determining cost. Montbly Costd [ ] Forupto Servicr Connt [ ]
Update

For example a "super speed" amtulservice is applied as a
child account of a "wireless broadband" account. This same "suped'sadebn is also added as a child of a

separate "FTTP broadband" service. When added to "wireless broadband" cost of "super speed" is 20.00. When
added to "FTTP broadband" cost of "super speed" is 30.00.

Parent dependent pricing takes precedencetheeservice categories service pricing however both sets of pricing
rules are still fully applicable. This means should parent dependent pricing specify a ceiling for example the first
service is free with no other price tiers then any overflow not caghtoy parent dependent pricing would be based
on service pricing of service category if present.

SERVICE TYPE ACCESEONDITIONS
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Operation of service type level access conditions is identicartace categorgiccess conditionsxcept the effect
is at the level of service type availability within service category rather than service category as a whole.

Allowed Parent Service Categories

This feature enables new services to be added as child accounts of existing parent services when the parent's service
category is added as an allowed parent.

Child services are generally useful for packaging valdded accounts under primary serviceoaot or
specializing bandwidth or data allocations of the parent account.

Service Category Access Conditions

Access conditions work to restrict service categories mzz===

that would normally available to operators based on R R T
matchingaspects of MBR such as servioeation, Comonihes el Villcy Cosscn EEEH I BoalVilerCosonery | Dekie

payment method or active market tags. Restrictions are managgztwuiant filtes.

Access conditions are defined on a per opermgtoup basis. If multiple account filters are assigned to the same
operator grouphan all account filters are combined such that any exclusionary rule across applicable filters results
in exclusion of service category regardless of presence of one or more matching rules.

Access conditions are normally restricted to limiting accessrioce categories. Matching of an access condition
does not override any pexisting constraints such as billing group membership, access label assignment or root /
allowed parent relationship hierarchies.

An exception exists when Operator Group "Custigkneess" is selected in order to apply access condition to users
managing their accounts via customer account center. The existence of a matched access condition for a service
category with "customer access" and "allow root" enabled enables servicagabege made available for

customers to add new root services.

Edit Access Condition

Operator Group |[CustomerAccess] Customar Account Canter|v| Account Filter [Signal Valley Customers

Operator Group | Operator Group this aess condition is applicable.
Account Filter Account filter representing fields within the MBR to be matched. If None is seléwted
condition is unconditionally matched.

Service Type Fields
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Per service type service level field visibility settings are configured from this menu. Note that only subset of fields
that can be applied to a specific service are included. This geriacdligies any configurable fields within the
MBR's service menu of an account. $é&ad Visibility for more information.

Account Filters

Filters are used to manage service category and service type availsitfilitya service categorySeeAccount
Filtersin the General menu for more information.

ServiceTags

When assigningervice types to service categories i
serviceleveltypes are used in conjunction with service PWH“F
level to limit upgrade or downgrade options to those  was er— o

fe]

b
iber GPON FTTP service

g
B
g
5

compatible with customers' existing service from the
customer account center.

5
&

Fixed Wireless Fixed Wireless services

5
3

For example service category "Wireless Internet" contains following servicg type

Service Type | Level | Service Tag |

Wireless Bronze 100 5 GHz
Wireless Silver 200 5 GHz
Wireless Gold 300 5 GHz
Wireless Platinum 1000 60 GHz
Wireless Platinum Ultra | 1100 60 GHz

Users managing existing "Wireless Silver" service from customer accentdr have the option of downgrading to
bronze level service or upgrading to gold level service. Platinum andystatiltra are not available to Wireless
bronze silver or gold customers as they are assigned a different servicéalgvel

Customers witliWireless Platinum" service have the option only of upgrading service to platinum ultra. Bronze,
silver and gold are not available to platinum customers.

Upgrade and downgrade restrictions apply exclusively to the customer center and do not affectarisoability
to upgrade or downgrade customers between tagsfrom the Emerald client interface.

Service tags aradditionallyused as a matching condition for market tags to assist in matching of related service
types. For example two service $a@re created 'Fixed Wireless' and 'Fiber' representing services provided using
respective access technologies.

Service Type  Service Tag
Wireless Gold | Fixed Wireless
Wireless Silver | Fixed Wireless
Fiber 500 Fiber

Fiber 1000 Fiber
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Once service tags are created e8ehvice Typerelated to 'Fixed Wireless' would be edited and service tag field set
to 'Fixed Wireless'. The same process is repeated for 'Fiber' service.

Finally Market Tagsare configured able to match any service type related to 'Fixed Wireless' or 'Fiber' by selecting
the 'Fixed Wireless' or 'Fiber' from the 'Service Tag' field of the market tag.

Edit Service Tag l

Description I",ﬁﬂ GHz %

Fast Wireless service

Comments

Sort Order |0

| Update |
L !

Field Description

Description Unique label describinkevel type. Value is displayed when selecting level types when
managing service type assignmegtshe service type and service category level

Comments Informational field to store notes or instructions about the use of this level type

Sort Order SeeCommon fields

PREPAID CARDS

Prepaidvouchersoffer simplified means for customers to purchase amgssthe services you provide.

Admin Prepaid Accounts
*hkkdhdk Thkkkhkk

1 GB /4 Days

The following prepaid featurese supported

Feature Description

Direct Use Accounts These types of accounts allow the user to directly access services using the login
password provided on the ppaid card without having to go through an initial sigm
process.

Signup Server The customer signs up electronicatyallowing the collection of the customer

information such as name, address, choice of access plans as well as customized
login and password funded by graid card.

Rechargeable Existing accounts may be “mharged" by additional preaid cards.

Integrated Batch Customizable sequence generator for card numbers and password provide endle

Generator possibilities for designing your own card generation algorithms with easy access t
cryptographic quality source of random characters.

Batch Types Provide forstored profile configuration of a prepaid batch so that similar batch crea
runs can easily be executed in the future.

Data Export Prepaid batches are easily exportable in CSV or XML forms.

Batch Management After a batch is created it can be modif@dsuspended additionally utilization

statistics are available from the prepaid batches menu.
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Isolated Organizations | Prepaid cards created for use with one organization are not useable by members
different organization.

Customer Interface Customercenter allows the user to automatically purchase additional services, opq
support tickets and provision new accounts usingpaid and or a credit cards.
Limited Shelf Life Prepaid batches can be configured such that cards having not been useccoeer @f

time automatically expire.

Enforce Access Limits | Expiration, session time limits, concurrent access limits and currency based ratingd
required for advanced services such as prepaid telephone cards are possible with
Emerald and its integrated ppaid card management system.

Prepaid Sequences

Sequences generate card login and password fields used inzt==
creation of a prepaid batclrormatting of generated login  EEE  ————— T T

‘Diumesic Password (10 digit]

and password fields are based on the web browsers JavaS: st
. . . ] Numeric Password (14 digi)

parser allowing you toabign custom sequences using the

JavaScript languageSeveral commonly used formats for i s s

login and password sequence generation are included with: s

| il it
1 redit ompatl lugit]
Emerald. Py
14 Numeric Account (12 digit]
i i L. 15 Numeric Account (14 igif
When creating login sequersieis important to make sure s

login generated is unique across all @idbatches in the -
system. If a duplicate login is generated the prepaid batch creation procesé/faéin creatingpassword
sequencgavoid generatingasswords which follow a guessable patteyrusing provided secure random variables.

e

[ I |

4 Numeric Password (6 digit)
3 Numeric Password (5 disit)
2 Password (10 characters)

1

5 B

BB EEEEEEEEE

FEFEREEFFE

A
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