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Software License Agreement

By purchasing or installing all or part of the EmdrManagement Suite, you indicate your acceptahtige following
License Agreement.

Ownership of Software You acknowledge and agree that the computer pragjeand associated
documentation contained with the Emerald Managei8aité (collectively, the “Software”) are owned kigively by
IEA Software, Inc. and/or its licensors. The Softsveontained in the package is protected underraggyaws and all
copyright and other intellectual property rightkatieg to the Software are and remain the exclugraperty of IEA
Software, Inc. and/or its licensors. You may noit i@ lease the Software, but you may transfeSibiéware and
accompanying materials on a permanent basis provide retain no copies and the recipient agredsetderms of this
Agreement.

License IEA Software, Inc. grants to you, and you accapimited, non-exclusive
and revocable license to use the Software. Youeagrese the Software in machine-readable objets éarm only as
authorized in this License Agreement. This LiceAgezement does not convey any title or intereshéSoftware to
you. You may only use the licensed number of MaBikting Records (MBRs) with the Software as staitegour
purchase agreement.

Scope of License You may not make any changes or modifications ¢oSbftware, and you
may not decompile, disassemble, or otherwise revemgineer the Software. You may not load, reagdeor sublicense
the Software or any copy to others for any purp¥seL agree to use reasonable efforts to protecBtfwvare from
unauthorized use, modifications, reproduction ritigtion and publication. You are not permitteditake any uses or
copies of the Software that are not specificallthatized by the terms of this License AgreementuYadherence to this
License Agreement will allow IEA Software, Inc.¢ontinue developing innovative and useful prodacis providing a
high level of customer service and support. If gounot comply with the terms of this License Agreainyour license
will be revoked.

Updates and Support All software updates are available via the IEAt®Bare, Inc. web site. A
maintenance contract is available for major versipgrades, which is not included or covered asqfatte basic
purchase agreement. Technical support is availahlE-Mail, support mailing lists, or a purchaselbphone support
contract.

Trademarks IEA Software, Inc., Emerald, RadiusNT, and theoagated logo(s) are
registered trademarks. Unless otherwise notedragieimark, IEA Software, Inc. owns all images, phaiphs,
animations, audio, video and text incorporated theoSoftware.

Restricted Rights The Software is provided with U.S. Governmentestiicted Rights. Use,
duplication, or disclosure by the Government igecitto restrictions set forth in subparagraph @i19f The Rights in
Technical Data and Computer Software clause at DFAB2.227-7013 or subparagraphs ©(1) and (2) of the
Commercial Computer Software - Restricted Righ#8aCFR 52.227-19 as applicable. The Softwaresis plotected
by International Treaty Provisions. Manufactureid# Software, Inc. PO BOX 1170 Veradale WA, 99037

Miscellaneous This License Agreement shall be construed, inetear and governed by the
laws of the State of Washington. Should any terthisfLicense Agreement be declared void or uneefalole by any
court of competent jurisdiction, enforcement of temaining terms shall not be affected. Failureitifer party to
enforce any rights or to take action against themoparty in the event of any breach of this Litegp#\greement shall

not be deemed a waiver of any subsequent enford¢esheghts.

Limitations of Liability and Remedies In no event shall IEA Software, Inc. or its licens be liable for any loss of
profit or any other commercial damage, including ot limited to special, incidental, consequentiabther damage,
even if IEA Software, Inc. or its licensors are iaéd, in advance, or the possibility of such dareatieA Software, Inc.
and its licenser’s entire liability and your exdligsremedy shall be, at IEA Software’s option, eitfa) return of the

Emerald — User’s Guide 2 IEA Software, Inc.



price paid, or (b) repair or replacement of thetBafe. To the maximum extent permitted by appliedalv, IEA
Software, Inc. and its licensors disclaim all otharranties, either express or implied, including fot limited to,
implied warranties with regard to the Software #relaccompanying material. This Limited Warrantyag if failure
of the Software has resulted from accident, abuseigapplication. You may have other specific legghts that vary
from state/jurisdiction.

Should you have any questions concerning thisisieeagreement, please contact IEA Software, IndBOR® 1170
Veradale WA, 99037. U.S.A. (509) 444-2455.

© 1996-2007 IEA Software, Inc.
All Rights Reserved, World Wide
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Preface

The Emerald User’s Guide is designed to provideeptual and technical information describing the ofsthe Emerald
Management Suite. The User’s Guide gives an ogeraif key terms and concepts that will help yournderstand what
Emerald is, how it works, and how to best utilizéor your needs. Each chapter includes fundamémfi@imation as
well as providing step-by-step guide on using theliaation. The step-by-step instructions includeesn shots of the
application that display the information neededdmplete the presented tasks. The information slinwhe screen
shots is generic; your screen may look a bit déffieidepending on the version of Emerald you amegushe amount of
information in your user database, and other factRegardless, the basic principals you learnapitily to your
environment.

The Frequently Asked Questions (FAQs) and Trouldleshg chapters anticipate questions, mistakesabslems that
you may encounter during the installation and dsee@Emerald Management Suite. Additionally, @ack Tips
scattered throughout the manual are designed edveesommon procedural errors or questions that anesg while
using the system.

Document Conventions

The Emerald User Guide has standardized documerrentions to help you locate, interpret and idgntiformation.
They are provided to show consistent visual cluesaastandard key combination format to assistwioile you learn
and use Emerald.

Format Representation

Bold Menu option to be selected, icon or button to liekel. Also used to identify key terms.

Italic Directory or filename. Also used to emphasize adyterm or concept.

“quoted text” This is text that you need to type. not include the quotation marks in your entnyt b
rather just the text within the quotation marks.

Introduction

Welcome to the Emerald Management Suite, a higittgrated suite of tools providing billing, custoroare,
authentication, and much more to businesses arahizggions around the world. The Emerald Manager8aite is an
easy to use package designed to meet the neeussef providing network or Internet services, oraa@yrequiring a
robust customer management system. The suite ignéelsto be powerful, yet efficient, even where agement of a
large number of users may be required.

In the highly competitive telecommunications markie¢ key to success is organization and low oathEmerald
reduces system redundancy and increases efficlgncgnsolidating user administration, technicalparpand
accounting into one application suite. The cerzedl system keeps the information in sync and wugate across all
areas of your business. Additionally, Emerald’®sased interface has been designed to meet todayiplex system
needs, supporting both multi-platform environmetd secure remote user access. Using this appriearald
promotes a positive company image by providing etevand timely information in a uniform, profesgbformat for
your staff and customers alike.

The Emerald Management Suite, also known simpBrasrald, offers many useful features to help auteroastomer
accounting and administration. These features dlecthe complete management and configuration efasmunts,
auto-scheduled and manual billing options, custaraee and incident tracking, historical and on-lisage monitoring,
system event logging, and a wide variety of custaivlie reporting options. Emerald provides theilfidiky to be
individually customized and tailored to meet yoigtidct organizational needs.
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Emerald also allows extensive integration with mtnigd-party products, allowing you to centrally imain many
differing systems from within a single interfacesignificant feature of the Emerald ManagementeSigiiit's direct full-
feature integration witRRadiusNT/X. This core system component allows any equiptteitis RADIUS compatible to
access the Emerald user database to validate esmurds, as well as manage and monitor user ao€gssir system.

Emerald Management Suite Overview

The Emerald Management Suite is a highly flexilid powerful suite of tools revolving around tha@ént
management, tracking and billing of network usag @cess accounts. The Suite is composed of epuAt
Management and Billing component, an Administratieenponent for system configuration, and a fullggrated
RadiusNT/X component providing system authenticasind authorization. These components work tigbthether,
providing a secure environment for the reliable aodurate tracking and billing of service accounts.

Emerald Accounts Management

Account management in Emerald is based upon aieralesign. The first tier is thdaster Billing Record or MBR.
The MBR describes the contact and billing configuratiominfation for eacliser accountincluding name and
address, billing cycle, payment method, and otekated user information. A user, subscriber, can be defined as an
individual or organization that has contracted witiu for your services. The collection of MBRs msikp youruser
database An individual MBR can have multiple services ¢dabed later) attached to it.

The second tier of Emerald account managemeseiigices Services, also known aab-accounts are used to define
the types and levels of network access a particidar has, as well as manage the recurring chasgesiated with those
provided services. Services are managed and coatigvithin the system by thefiervice Type Examples of Service
Types are Point-to-Point Protocol (PPP) dial-umaats, accounts for Web site hosting, or simplead-anly accounts.
Service Types are configured within the Emerald Adstrative options, described in detail within tBmerald
Administrator’'s Guide.

Once an MBR is created, an unlimited number of 8esvcan be applied to that MBR. MBRs represanbiliable
account, and the Services associated with each MBE&tt the account’s level of Internet accesschEservice record
tracks individual user information such as usernam password for that provided service. Becalifeis) an
organization may set up one MBR with a Serviceyeiuir each of its employees to reflect informatregarding their
individual e-mail accounts and access privilegémerald performs the billing of MBRs for their coattted services
based on a combination of both system-wide andighdally configured billing options, as describesldw.

Emerald Billing Features

One of the core benefits of the Emerald Managei8aite lies in the power and flexibility of its bilty features.
Emerald eases both the time and effort requireth®billing process in many ways. Most signifitgnby providing
for the automation of all billing activities, Eméadtacan do all of the tasks behind the scenes withequiring staff
participation or intervention.

The billing model is simplified in part by Emeradcability to apply specific billing configuratiomser many groups of
accounts. Ailling Group defines a set of MBRs that have billing charasters in common. Billing Groups are
important to Emerald’s configuration because tHieyadifferent billing features and options to besignated to only a
specific group of MBRs, or they can remain glolvad apply to all MBRs.

Emerald also offers flexibility by supporting twoipary billing methods: Balance Forward and RenewdieBalance
Forward method involves post-billing for services; thenisebilled after services have been delivered. Henewal
notice system, by contrast, can work essentiddly d magazine subscription. The user is billed-etmewal noticdefore
services have been delivered. If paid before dpéir&tion date, the account will remain active;asthise access to the
system will be terminated. Emerald supports bdtimtp methods, generally recommending Renewal-tdsking.
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The Emerald Management Suite’s billing featuresjole

» Flexible and robust billing configuration optionsigg the user full control over such things aditg groups,
regional settings, billing cycle frequency, servidan terms, and tax type definitions.

» A scheduler component that allows users to schdallliteg runs, as well as other system activities,
automatically occur at specified times or time ivéds throughout the day

»  Security features that allow the restriction of igbers to appropriate account access, billing apdnting
activities.

* Anintegrated web component providing on-line costoaccess to individual account status and history
information.

« Afull set of Emerald logs providing information bistorical changes to MBR and Service accountsjedisas
system performance and activities.

» A powerful report engine coupled with a comprehensiet of customizable standard reports that peoaid
wide variety of analytical and summary views of yaacounts and system usage data.

RadiusNT/X Integration

Fully integrated within the Emerald Management &igtthe IEA Software RadiusNT/X application. Tajplication is
a robust RADIUS based security server for systethemtication, authorization and accounting (AAAecause
Emerald and RadiusNT/X are so tightly integrateadi@gsNT/X is able to authenticate from, and staeanting
information directly within, the Emerald MBR dataea This interaction provides Emerald with dirgotess to on-line
usage information for each account, allowing reaktusage analysis and connection trouble-shocdimgvell as
enabling the support of billing options based upg@RADIUS accounting data.

The Emerald Management Suite conveniently providasall aspects of the system including accountagament,
billing, system configuration, billing configuraticand RadiusNT/X configuration, all be manageddaliyewithin a
single Emerald web interface. This interface iscdided below.

Web Interface Overview

Emerald has a standard web interface with pagaitayanventions that are consistently used througth@uapplication.
You can refer to the screen images below as you Eaout these elements.

Each Emerald page contains a set of menu buttonssathe top of the page that correlate to the fieaitures and
attributes that Emerald offers. This main menuviiiralways be available, but its appearance mayadically change
depending on the option that is currently selectéslmentioned previously, Emerald has two main espthe Client
and Administrator (Admin). Each mode providesféedént subset of functionality and a different sebption buttons.
Emerald security settings may also have an affecstreen displays and menu options displayedy tBeloptions
available to the logged in Operator, accordinghwrtOperator Group and access privileges, willlisplayed on each

page.

By default, the Client options are provided onEmerald Home page. The frame directly beneatimiie@ menu
buttons will display the content related to therently selected option. After a main menu optioittdn has been
selected, a submenu will typically be provided undath the menu bar. The presented options reyrésefeatures
and functions available under the chosen menutsatec
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Welcome to Emerald
You are logged in as admin Please select one of the sections above or a link from below to get started

Quick Links

o [EA Software
o [E4 Cnline Documentation

o [E& Knowledge Baze

On the EmeraléHome page, you will find links to the Emerald Relatatine resources. This section may also contain
other web links individually configured by your $gs Administrator.

Emerald Client and Emerald Administrator

The Emerald Management Suite has two main opedtinades — its Client and Administrator. While Emerald

Client options provide a secure and accommodating@ment for main application activities suchuaer management
and billing, the Administrative options are usedtmfigure the suite specifically for your orgariaa. The Emerald
Administrative options are only available to a uséh Administrative privileges, who is generallferred to as the
Emerald Administrator.

Below is a list of th&amerald Client main menu options and a brief description of what they asedifor.

Button Description

Home Used to return the user to the home page éinidefault Client main menu.

Accounts Used to search for an existing Masteir8jIRecord its associated services, or
incidents. Also used to add a new Master Billingétd.

Billing Used to create, print and email new invai@nd statements. Process CC and EFT
transactions; manage failed transactions, procesgeucharges and post payments.

Support Used to display incidents and send bulkilemessages to accounts

Reports Used to view various system logs, actigsisas, billing and account related
reporting.

Options Used to set the individual Operator prefees such as language, print format and
password.

Admin Used to configure and administrate the Entksgstem. Please see the Emerald
Administrators guide for a detailed explanatiorief options provided through th|s
menu.

Logoff Used to logout of the Emerald application.
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Getting Help

Although the Emerald User’s Guide, Account Centaid® and Administrator’'s Guides offer detailed imfiaition
regarding the configuration and use of the Emekéddiagement Suite, additional assistance and infiimmaan be
obtained from a variety of other sources. Browseugh the following sections to learn about theotgces available to
you.

IEA Software Web Site

IEA Software diligently maintains a standard wetie,sproviding all available Emerald Management&pitoduct
information and documentation, release notes, quemnly Asked Questions area, knowledge base awdldad center
where current product upgrades are available foescand download by customers at any time. Auxtditly, the IEA
Software web site offers many customer supporbogtthat are accessible 24 hours a day. The |IE&v&@ web site

can be accessed by selectinglt®&-Software Support Quick Link on the Emerald Management Suite Home page, or
by accessing from your browser at the following Uildress:http://www.iea-software.com

It is advisable to occasionally check the IEA SaftevWeb Site to learn of new developments abouEtherald suite
and RadiusNT/X products. The Web Site offers easgss to the Emerald download center where theés Gside and
updates can be downloaded, a Frequently Asked iQunesirea and knowledge base.

Quick Tip:

Thereadme.txt andchanges.txtfiles in the Emerald subdirectory notes all reagrgnges, known problems, platformt
specific issues, and bug fixes that were madeadctherald Management Suite that may not be includén the
released documentation. For the latest releaseéorthation on Emerald, accelsip://www.iea-software.comwithin
your web browser.
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Getting Started

Emerald Installation and System Configuration

The Emerald Administrator's Guide details the ErfteManagement Suite installation and configuratitructions.
Generally, these are tasks performed earlier b¥therald or System AdministratoPlease note that Emerald must be
fully installed and the Emerald database must be created and configured before the Emerald application can be

accessed.

During Emeralds installation, the Emerald Web Sewes automatically installed and configured onrygystem. The
Web Service is required to be running in orderdeeas to the Emerald Management Suite applica8yndefault the
Emerald Web Server, once installed, will continmeun without interruption listening on the stardlafTTP and
HTTPS ports on all available interfaces. The pand listen address can be configured in the Echeifiguration
server (refer to the Emerald Administrator’s Guidiemore information on the Emerald Web Server).

Launching and Logging on to Emerald

To start exploring Emerald’s features you neectm¢h it within a
supported web browser. The Emerald Server supg@tslicrosoft

Internet Explorer, FireFox and other CSS2 comphesiy browsers.

To launch Emerald, do the following:

1. Open your web browser.

2. Enter the Emerald server site location withim bhowser URL
entry window, such as “http://demo.iea-software.toivour
System Administrator configured the site locatioming the
Emerald server installation.

3. Enter youtdsernameandPasswordand click the_ogin
button or press thEnter key.

Emerald — User’s Guide 11
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Account Management

One of the main functions of the Emerald Clieradsount management. This is the option for seagglaiccessing and
modifying all existing MBR and Service account inf@tion, as well as the option where new MBR anuiSe
accounts are created and configured.

Under theAccounts option, the main Account screen is presentedwally for the addition of new user accounts, as
well as search for existing accounts by MastelirgjlRecord or Service information.

Searching for Existing MBR and Service Accounts

|2 Account Management
Emerald offers three ways to search for ["HewmBR | [“SimpieSearch | ["mBRS=arch | ["Seruice Search | [“Advanced Search

eX'St'ng MBR and Serv|ce aCCOuntS, | Custom Search || Invoice Search || Staternent Search |
Simple Search MBR SearchandService

Search ot —t
Each Search type provides a slightly different| FestNeme: | Logn ¥ Normal o
set of search criteria and account search resy| LastNams: | E-Mal | [eliEpiaad]

. . Customer ID: | Company: |  Tnacture
The d_n‘ferent Account Search options are Biing Group: [T regor [T W |
described below.

Search | Clear

Button Description
Simple Search The default Search option. Usegaoch for user accounts by generic account]

information such as MBR name, company, ID, billgrgup, region and status, or
Service login, email and/or status information.ist¢earch will return one entry per
MBR Service, presenting brief MBR and Service infation for each account.
Note: This search will only return MBRs with aa$# one associated Service.

MBR Search Used to search for user accounts byaviasicount information such as name,
company, 1D, billing group, region and status, &ddr telephone and/or credit card
information. This search will return one entry pMBR, presenting only brief
MBR information only for each account.

Service Search Used to search for user accoumtsply by Service account information
including associated MBR company, ID, billing groand region, and Service
name, type, login, email and/or status informatidinis screen also allows
searching for existing customer care incidentse 3éarch results will include ong
entry per MBR Service, presenting brief MBR andvi®er information for each
account.

Advanced Search Used to search based on advanted@uch as Open Incidents, Free Services,
Non-Bill Accounts, Custom Services, Free MBRs, @rédcounts, Diff Cost
Services, Serviceless MBR and Overdue MBRs.

Custom Search Allows search on Customer MBR andi@eData types.

On each Account Search screen,3earchbutton will initiate the search process. Tlear button will clear current

search criteria, but not the previous Search Restmerald search parameters are generally netseassitive unless

the database server was configured for case sétysituring installation. Therefore, you can engeur search criteria
in all lower-case letters, all upper-case lettersnixed case. Pressing tBearchbutton without entering any search

criteria will return all MBR/Service entries.

Quick Tip:

If you are not sure how to spell a customer’s th@she or company name, enter as many of the letseysu know,
Emerald will return a listing of MBRs and Serviagith names that match the subset. This will helpava your search.
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Details regarding a specific user account can daed and/or edited by clicking on a selected MBRBenvice account
while displayed within the Search Results window.

Creating a Master Billing Record

To create a new user account, or MBR, choosétlteNew MBR option under the Account menu. As explained
previously, a Master Billing Record (MBR) contaihg primary billing information of each user accouAny number

of Services can be added to an MBR once i
has been created. A typical personal user
account would have an MBR and one
Service, such as a dial-up PPP account
associated with it, while a typical business
user account may have a single MBR and
several Services associated withAithew
subscriber cannot log on to your system
unless you create and activate both an
MBR and at least one ServiceThe
following information will assist you in
creating an MBR and then an associated
Service.

In the next few sections, you will create an
MBR for the fictitious ABC Company. Once
the MBR is created, you will be able to add
Service to it, edit it, print it, and eventually
delete it. In a later chapter, you will learn
how to generate invoices against the accou
Under theAccounts menu option, choose the
Add New MBR option

The EmeraldNew Master Billing Record
screen is shown above. Using the above
example, enter the basic personal informati
relating to the billing contact, using thab
key on your keyboard to move between

Add Master Billing Record

Save MBR

First Marme: | Last Mame |
Company: |
Billing Address: |
|
Country: [United States = State lm
City: | Postal Code l—
Heome Phone: l— Wotk Phone I—
Fam l— Email I—
Active lm
Billing Group: lm Package I[NU Package] j
Billing Cyele: lm Eegion lMyTwn;l
Default Pay Perod: Im Pay Method lm
[T Sales Tax

Send Method: | Postal Mail =

Sales Person: lm
Start Date: [10/16/05

Numnenc feld test
WValue list test [Mane] =

Taz Exemptions: [T Federal excise tax

[T Federal line charge
Eeferral |[MNone] -

Temp Extend I

Comments:

[
Save MER Cancel |

fields. To edit default data, simply click in thrext box of the field you wish to modify and typeeothe previous
information. All pick lists offered, such &egion Billing Group, Referred By, Taxes, and Sales Persooffer

selections as defined by your Emerald Administrdiming system configuration.

Quick Tip:

The onlyrequired fields in the MBR are the First and Laati¢ and full billing address (depending on Admiaiste
settings), although you should fill in as much mfiation as possible to maintain accurate userrimétion.

The Master Billing Record information fields aresdebed below.

Field Description

First Name Personal billing contact information for the accbuRirst Name and Last Name are associated
Last Name with the MBR; Service entries also include a Fanstl Last Name field that can be used to
Company personalize the information on Services.

Billing Address

Emerald — User’s Guide
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City

D

De is

Country

State

Postal Code

Home Phone

Work Phone

Fax

Email

Billing Group Used to define the Billing Group tMBR is associated with. The MBR will default teeth
general configuration of the Billing Group selec{sdch as the pre-configured group default
domain, invoice/email format, global options). TEmerald Administrator defines Billing Grouy
options during system configuration.

Package Available only while adding a new MBR. Whepackage is chosen a new package of this ty
added during the creation of the MBR. After thiéiahcreation of the MBR the package is
managed from the “Recurring Packages” section@MBR detail display “Show MBR”

Billing Cycle Used to define the Billing Cycle dié¢ MBR. The Billing Cycle determines the dateitglwill

occur, typically relating the MBR to Monthly, Anrévsary or Calendar dates. The Emerald
Administrator may define extra Billing Cycle opt®during system configuration.

Default Pay Period

Used to define the Default Payydd for the Services associated to the MBR. Payods will
be established individually for each service. Payiods determine how often Services are bill
(such as Monthly, Quarterly or Yearly). The EmérAtiministrator defines Pay Period options|
during system configuration. Note: Quarterly dwhrly billing will be based on a standard
calendar with a first month of January.

1%
o

Send Method

Used to define the method this bgkist to the MBR contact. Typically Send Methoddates

whether bills are mailed or emailed. Note thabrider for invoice and statements to be sent via e-

mail, the Electronic Mail option must be selectedthis option andhe Send Bill option must
have been selected on at least ohthe Services for the Master Billing Record.

Sales Person

Used to indicate the Sales Persotiatssbwith the MBR creation. This field is usedcsly for
tracking and reporting convenience; Emerald do¢sise it for any billing functions. The
Emerald Administrator defines Sales Person optitamgig system configuration.

Active Used to select the appropriate option thegifactivate or deactivate an account.

Region Used to define the geographical region tB&RNE associated with. The Emerald Administrato
defines Region options during system configuration.

Pay Method Used to define the selected methodyheat for the MBR, typically Invoice, Electronic s

Transfer or Credit Card. If either the EFT or Gr&hrd payment method is chosen, the
bank/card information is entered on the MBR Editea after the MBR has been created. Thg
Emerald Administrator defines Pay Method optionsgrdusystem configuration.

Tax Exemptions

Used to define the MBR'’s tax exeaipttatus. If an exemption is selected any tatarable
items associated to the MBR are not charged iftthhasubscribes to a selected exemption.

Referred By

Used to indicate what referred the Mi®Rtact to your company. This field is used dirifdr
tracking and reporting convenience; Emerald do¢sise it for any billing functions. The
Emerald Administrator defines Referred By optionsing system configuration via the “Admin’
“Sales” | “Referrals” menu.

~

Start Date

Used to define the date the MBR becamidge. An account must be Active and have a iBtart
date later than the current date in order for te@ant Services to be available.

Temp Extend

Temporary extension field sets the rmurobdays past the services expirations to exéend
accounts expiration date to allow additional timegayment. The temporary extend field is
cleared when the MBR is next invoiced.

Numeric, String,
Value field test

These fields represent additional custom MBR datdd defined via the “Admin” / “General” /
“MBR Custom Data” menu.

Comment

Used to enter comments or general notasnglto the account as a whole.

The Active option acts like a toggle switch; you select thprapriate option to either activate or deactivateecount.
In order for a new user to be able to authenticatand log in to your network, both the MBR and at leat one
Service must be activated MBRs are set to “Active” as the default when they ereated.
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Quick Tip:

Billing Group can also be used as a security factor when usmey&d remotely. Emerald provides the ability $8ign
Operators to specific Billing Groups, effectivelsagting them access to only specific groups of MBRs an example,
this can be used for resellers to grant them adoemsly the MBRs within their specific geograpHicegion by
assigning those accounts to a particular Billing@px. See the Emerald Administrator’s Guide for enioformation.

Renewal vs. Balance Forward Billing
Emerald allows you to pick from two billing modéts each Master Billing Record: Balance Forward Rahewal.

TheBalance Forward method involves post-billing for services; therisebilledafter services have been delivered,
and then payment is legally due from the user. iadorward accounts work on the basis that yoexending
account credit, allowing customer access to sysenvices as long as their balance continues toinclpedow their set
credit limit. Balance forward accounts are gergrahly used in usage-based billing scenarios whepmunt charges
are primarily determined by service usage througkaah billing period. Service expiration dates ot applicable on
balance forward accounts. Setting an appropriggitclimit is the only way to assure that accoactess to services is
terminated when timely payment is not receivednendustomer account.

The Renewalmethod, by contrast, can work essentially likesyazine subscription. As the expiration date ofexr's
paid service approaches, the system sends a tigmedyval notice. The user is billbéfore services have been
delivered. If the user sends his or her paymertdreehe expiration date arrives, the service Expaée is automatically
extended the length of the next service Pay Peffioat, the account automatically stops authetitigaafter the existing
expire date and the user can no longer login to@ ggstem. The pay period is designated individu@aiyeach Service
when it is established within an MBREmMerald provides the capability to easily extengimtion dates, if ever
necessary. Services can be pre-configured to aloyeurring payment grace period, or expirati@arstme extended
manually on a one-time basis if a user encounterslalem you choose to accommodate. The Emeraidiristrator
can configure the number of days in advance thregwal notices are sent out through the Emerald Ahtnative
options (refer to the Emerald Administrator's Gufdemore information).

Emerald recommends using the Renewal method oedéBabance Forward method for several reasons. piitvery
reasons are that the Renewal method is a simplieigbinodel and it does not require you to exteret to your
customers. The use of Balance Forward accountpleaa you in a position in which payment collegt@an become a
problem. There may be IRS and state tax issudsaithier billing method regarding the reportingtbe accrual and
realization of customer payments; these tax law®ur area should be investigated before selegting primary billing
method.

Quick Tip:

The MBRBIlling Cycle determines if an account is Balance Forward oreR@hbased. Refer to the next section for
more information on MBR billing configuration.
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Configuring MBR Billing Options (Billing Cycle, Pay Period and Pay Method)

The combination of the values set for the MBR BdliCycle and Pay Method, plus each individual SerfAay Period,
determine how the MBR account will be billed. Té@ptions determine the billing period, or the dorain which the
usage of each Service is accumulated, and whenethering charges associated with the Service Tyjpde charged.
These options, and how they work collectively, explained below.

The MBRBIlling Cycle determines what day of the month the billing cyoleeach service begins. Thonthly

option will set the start of the billing cycle toet first (£') of the month.Anniversary will set the start of the billing
cycle to match the Start Date, or anniversaryhef3ervice. Meaning, if a service Start Date ésiti’ of the month, the
service will be billed on the 18of the month for each subsequent billing peridainiversary (Period Aligned)

follows the same rules as anniversary howeverrieggtes pro-rates to align the month of the bifled date of other
services having the same pay period in the MBRis iBruseful for MBRs with many services where ¢hstomer wants
to pay several months at a time. When new accaustsigned up they are pro-rated so billing fatigthe same day as
well as month. Th€alendar Billing Cycle, like the “Monthly” option, will ale set the start of the billing period to the
1% of the month; however, this option will additiolyadlign the service to a true calendar-basedrigjliycle. This is
described further in the section below regardingise Pay Periods.

Note:

When a Billing Cycle is chosen for an MBR, the sel&on determines many of the primary billing characteristics
of the account Billing Cycles define the date alignment of #eezount billing period (monthly, anniversary, calar),
whether the MBR account is Balance Forward or Rahetve number of days in advance the accountlesdjrenewal
notice sent) and possibly charged, if set up foeormatic payment (configured for credit card or EFThe Emerald
Administrator defines the Billing Cycle configuratis during system setup.

Each MBR Service account has an associBdPeriodthat defines the frequency at which the billingtfoat
particular Service occurs. Although there is aad#fPay Period set for the MBR, each Service canre the MBR
default and define it's own individual billing P&eriod. This flexibility provides users the alyilib create an MBR that
may have one service billed at a flat rate quastédt have an additional service perhaps basetetwork usage that is
billed monthly. The service Pay Period optionsfamdy self-explanatory. Thionthly option dictates that billing
occurs once each montQuarterly is once every 3 month6 Monthsis once every 6 months, and thearly option is
once per year. The Emerald Administrator defihesRay Period configurations during system setngpcan create
user-configured billing periods spanning of any bemof months.

It is important to understand that the service Pagiod options in themselves do not imply caleradignment; meaning
the Quarterly option only dictates a 3 month bltycle, but not necessarily one that falls onddath calendar quarters
such as Jan - Mar, Apr - June, July - Sept and Oetc. In order for a service to have a pay petiiad is aligned with a
standard calendar-based period (such as Quarsdihgfon Jan/Apr/July/Oct, 6 months falling on [Jame, or Yearly
falling on Jan) the MBR Billing Cycle must be setthe “Calendar” option. When a service accouctéated and
configured with a “Monthly” or “Calendar” MBR Biltig Cycle, the account will automatically be prodeéed charged
through the next upcoming pay period, to initialign the service with the appropriate pay perithg cycle. Service
prorating is explained further in ttgervice Billing Configuration and Prorating section later in this document.

Service Pay Period, in conjunction with the MBRIIBd Cycle, determines the start date and duradicthe billing

period for each service. The combination of thedaes dictates when the recurring charge for sacVice is charged,
as well as defining the duration that usage fohesmevice will be accumulated for each billing péri
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Four account billing configuration examples arevided below. The example billing periods and ptiogais based on
a service with &tart Date of February 18, 2001.

Example | MBR Service Service Service Service Billing Period Prorated
Billing Pay Billing Period | Billing Start and End Dates
Cycle Period Starts Period
Duration
1 Monthly Monthly f'of each One (1) March 1 to March 31 Feb 18 to
Month month April 1 to April 30 March 1

May 1 to May 31
June 1 to June 30

2 Anniversary | Monthly Match servicg One (1) March 18 to April 17 None

Start Date month April 18 to May 17
(18" of each May 18 to June 17
month) June 18 to July 18

3 Monthly Quarterly | 1'of each Three (3) Mar 1 to May 30 Feb 18 to
three (3) months Jun 1 to Aug 31 Feb 28
month period Sep 1 to Nov 30

Dec 1 to Feb 28

4 Calendar Quarterly| of each Three (3) April 1 to June 30 Feb 18 to
calendar months July 1 to September 30 | March 31
Quarter October 1 to December 3L

January 1 to March 31

Example 1 shows a service that would be billed eno®nth on the®iof each month. And, Example 2 shows that the
billing period for an Anniversary Billing Cycle wita Monthly Pay Period would start monthly on thaigersary of the
service Start Date. Therefore, on a service witara18 Start Date, the billing periods would start on 18", Feb

18" March 18', April 18" and so on. Example 3 shows that a service witloathly Billing Cycle and a Quarterly Pay
Period would have a billing period that would startthe ' of each subsequent three month billing period (Madune

1% Sep f'and Dec 1). Example 4 presents the same billing configoratis Example 3, except it is aligned to standard
calendar quarters (ApftJduly T, Oct £, Jan 1).

Service usage will be accumulated through the ebilling period based upon the billing period state for the
duration defined by the service Pay Period. Aswshim Example 4, the initial billing period for aa@&ndar Billing
Cycle with a Quarterly Pay Period would span fee¢hmonths from April Stto June 38. Note that the services
presented in Example 1 and Example 3 could bott exider the same MBR.

Billing is also affected by the billing method yate using, Renewal or Balance Forward. On a relneveaunt, the
renewal invoice will be distributed the number af/d before the billing period start date, as camég for the Billing
Cycle. In this case, the service in Example 4 mighbilled for the first quarter of service on Marl5". In this case,
when billed, the Service account would initiallykeaan April 1Expire Date. If the payment were posted to the account
before April £' (there may be an optional grace period configyrédjerald would update the service Expire Date to
show the account paid through the start of the RaytPeriod, in this case to July 1. Service usagéd continue to be
accumulated for the billing period from April 1 dane 30. Upon the next billing cycle, if there avany additional

usage charges associated with the previous bipkrgpd for the service, these charges would bedhtiehe next
quarter’s billing. If payment was not receivednfrthe user by the expiration date, the service dvaollonger
authenticate and the user would no longer havesadoghe service account.

If the same Example 4 service account were sesplrmlance forward account, billing would occuerathe service’'s
billing period was complete. Service usage woddbcumulated throughout the billing period fromriAp to June 30
and added to the recurring charges for the billiagod at period end, on June 30th. All chargeslevbe summarized
for the entire billing period and the invoice distrted after June 30th. The service would contiiougllow the user
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access and continue to bill for subsequent biltiagods, regardless of payments received, untiattewunt reaches its
imposed credit limit. Only when the credit lima$ibeen reached, will user access to the servisece

The MBRPay Methodis loosely related to the above billing cycle opspin that it determines if an automatic payment

transaction will be included during the billingthie Service. The Pay Method value determines typatof invoice
will be generated and distributed to the accolinthe RenewalPay Method option is chosen, a renewal invoicélvel
distributed presenting the charges and the amatltlit no automatic payment transaction will occtineCustom
option can be chosen to indicate that Emerald rezte invoices or statements for this customeiis @ption will

disable Emerald’s billing of the account. If tRET or Credit Card options are chosen, Emerald can be configured to

automatically initiate the external system for pecessing of the credit card and electronic bearksfer transactions to
post the automatic payments on the account fobithieg period invoice total. These accounts wdteive an invoice
that details the billing period charges, plus th®matic payment transaction information to shogtithlance paid.
Please refer to the External Systems section sfdtb¢ument and the Emerald Administrator’'s Guidenfore

information on credit card and EFT processing.

Quick Tip:

There are many applications that integrate with itdefor the processing automatic credit card payse.ook under
the Third Party section of the document for someegal third party product information.

For demonstration purposes on the example MBR y@ereating, choose a “Monthly” Billing Cycle, “Mdly” Pay
Period, “Postal Mail'Send Method and “Renewal” Pay Method.

When all of the Master Billing Information compldieclick theCreate MBR button to create the new account.

Adding a Service to a Master Billing Record

Once the MBR is successfully created, the Service
Details screen will automatically be presentedriteo
to create a Service for the new MBR. Recall that
Services are used to define the types and levels of
Internet access a particular user or organizatis) &s
well as define the recurring charges associatetl wit
those services. Remember thatew subscriber
cannot log on to your system unless you create and
activate both an MBR and at least one associated
service

The Emerald Administrator defines Service Types
during system configuration, providing each Service
Type with specific settings such as a name, cabtan
status. Below are examples of the types of sentfs
may be available on your system:

e Email: An e-mail only account that does not
include a PPP or SLIP dial-up account

* PPP. A Point-to-Point Protocol account that
allows IP access to Internet services

* DSL: Broadband network services using
standard copper telephone lines.

* ISDN: Integrated Services Digital Network

e |

Farst Mame: |Alex Last Mame: |[Jones
Maiden MName: Hote Phone
Preferred: [No x Work Phone:
Active: |Active ¥ Discount: [Marmal =
Package: |[Mo Package] = Sales Person: | Other -
Service Group: | Show Al - Send Bill: |Yes »
Service Type: | Metflow - Remote Access: |Yes
Static Cost: |No |0 Domain: |ISP -
Logim: Emai |
Password:
Pay Period: |Monthly = Login Limit
Start Date: |10/16/06 Time Left: Mins.
Setup Charge: [Ves »
Status: | New -
Netflow IP Address: Netflow Collector IP;
Network Software: |[Mone] -
|
Comments:
LI
Create | Cancel

connection that allows modems to communicate wigftal signals rather than analog.
* Wehb: An account to bill for web hosting services, whthe customer’s web site is housed on your server
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The Service Details screen allows you to indiviuahter the user and service billing informatiorgluding defining
the appropriate Service Type, for each Serviceyamtder the current MBR.

The information fields for a new Service entry described below.

Field Description

First Name Personal contact information for the Service. EHfigsdds are stored separate from the MBR
Last Name contact information and serve to personalize thgi&eaccount, if necessary. These values w
Home Phone default from the MBR information, but can be oviglden by typing over the provided values.
Work Phone

Maiden Name

Used to define a personalized “sewmdtie for contact identification purposes.

Active

Used to select the appropriate option thegitactivate or deactivate the Service. MBR Sesvic
can be activated or deactivated individually.

Service

Used to define the Service Type for theiSer The Emerald Administrator defines Servicepd
options during system configuration.

Static Cost

Used to provide a set price for theviBer If “Yes” is selected, the cost provided vii# the flat
rate for the Service. If “No” is selected, thestof the Service will be automatically determine
by the default rate provided in the Service Typefigiration less any Service Discounts.

[oN

Login

Used to define the login for the Service.pibglly, Logins are 6 — 8 characters long and may
include both letters and numbers. Note: Login@sarecase sensitivemeaning a capital Z
means something different to the computer thamwaicase z.

Password

Used to define the password for the Servigpically, Passwords are 6 — 8 characters éomby
should include both letters and numbers. NotessWards are alstase sensitive The Password
entry length and display may be affected by Glaipions set by the Emerald Administrator
during system configuration.

Preferred

Used to provide a Service status flagiformational purposes only.

Discount

Used to define the Discount rate to bdiego this Service during billing. The Emerald
Administrator defines Discount options during sgstEonfiguration.

Package

When one or more packages have been &sddoian MBR this lists the packages that are

available to be assigned to this service. If &pge is assigned to the service the packages cost

and expiration fields are used to manage billinthaf account. If no package is assigned to th
service then the services cost and expirationdialg used.

is

Send Bill

Used to indicate if the account shoulceiee a copy of the MBR bill. Note: At least sezvice
must have the Send Bill option chosen in ordeetect “email” as the MBR Send Method,
usually the email of the responsible party.

Remote Access

Used to indicate whether the Seivieligible for Remote Access to the Emerald Custom
Account Center.

“Manager” - allows access to customer account mamagt, one time purchases, billing histori
and call detail records of all services within MBR as these areas are allowed by global and
group level configuration. See “Admin” / “Web Intece” / “Customer Settings”

“Service” - allows access only to options relatitigectly to the service the customer is logged
with. Does not include customer account managemeettime purchases or billing histories.

“None” - Remote access to the customer accounecestng this account is disabled.

%)

ES

Domain

Used to define the domain of the Service.

Email

Used to enter a specific email account fer$ervice. If a value is entered, it must be title f
email address, including the “@domain” portionndfvalue is entered, the Service email addr
will be assumed to be Login + @Domain.

eSS

Directory

Used to define the user’s allocated sygtiérectory. If a directory is not provided, theesname
will be appended to the default directory providgdhe Emerald Administrator during system
configuration.

Net Software
System Type
Modem Speed

Used to indicate information regarding the usey&tem, primarily used for customer support
purposes. The Emerald Administrator defines tblel foptions during system configuration.
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Pay Period

Used to define the Pay Period for lgilbhthis Service. Pay Periods determine how dften
Service will be billed (typically Monthly, Quartgrbr Yearly). The MBR Pay Period default ca
be over-ridden on a per Service basis. The Eméwinistrator defines Pay Period options
during system configuration.

>

Start Date Used to indicate the Start Date of #nwiSe. The Service Start Date cannot preced®Bie
Start Date.

Expire Date Used to indicate the Expire Date of3kevice. Once set initially, this value will bpdated
automatically after each billing cycle to reflelsetpaid account.

+ N Days Used in conjunction with the Expire Da&d above to provide a permanent grace periothier
account. The system will allow access up to thalver of days after the Expire Date.

Billed Thru Used to indicate the date this Sendceount has been billed through. Typically theviuted

default should be accepted when the Service igertegAfterward, the system will automatically
update this field each billing period and shouldegally not be modified by the user.

Setup Charge

Used to indicate whether the defatltpSCharge associated with the selected Servipe Ty
should be applied to the account.

Login Limit

Typically left blank or set to 1, thiteld is used to indicate the number of concurtegins a
Service may establish at one time. Concurrencyrabmust be enabled within RadiusNT/X in
order for this feature to work (See your RadiusNUs¢r documentation), and if enabled this
value must be set to 1 or higher for access.

Time Left

Used to indicate the amount of systeneasdime (in minutes) this Service has left wittie
current Pay Period. This value will generally béoanatically tracked and updated by the
RADIUS component only when the RadiusNT/X Time Bagkfeature is enabled and if your
NAS supports the option (See your RadiusNT/X useudhentation for more information).

Although generally left blank, this value can belated manually at any time. In support of Time

Banking features, Emerald will automatically resath service on it's pay period bill date back
the initial time left value given in the Servicepiyspecification (update done through script ru
nightly within the Emerald Scheduler).

=

Bytes Left

Used to indicate the amount of usagdg@awnloaded from the users perspective) in kjiies
Service has left. Since most access devices dsuppiort RADIUS attributes to specify transfe
limits bytes left can only be enforced during autiwation, periodic re-authorization or by the
Emerald session management server. Bytes Lefiwelthe same rules as the Time Left and
requires the time/data banking feature be enabled.

=

Directory Size

Used to indicate the directory dizét of the home directory provided for the Sewvic

Status

—

(0]

Used in relation to external systems. THhgevdetermines when the Service account needs tg b
re-initialized for the external system. Choose Newhanged to indicate that an update is neg¢ded

for the Service.

Netflow / Network

Represent custom fields added as a result of secuistom data fields assigned to the selected

Software service type or from any external systems assigméite service type. Available service custom
data fields are configured from the “Admin” / “Sax@s” / “Custom Data” field and the “Admin”
“Advanced” / “External System Types” administrativeenus.

Comments Used to enter comments or general ndesgeto the Service.

Press th€reate button in order to save the new Service entry.

Quick Tip:

You may want to use the Preferred field to noté #meaccount belongs to a preferred or VIP custofitds would
indicate to others in your organization that treerushould be given special consideration.

Note:

Note that the Service account Discount value edidition to any discount associated with the PajoBef the account.
The directly assigned Service account Discountlyalcalculated in addition and after any Pay Pedisdount.
Therefore if the associated Pay Period discou®% and an additional Discount option of 10% ieskld, the discoun
result is not 30% off the Service cost. The comthidiscount will be 20% off the Service price, ahdrt 10% off that
result (or a 28% total discount in this example).
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On a new Service accoutart and Billed Thru dates will all default to today’s date; you can gpatly accept these
defaults. Théexpire Date on a newly created account will default to a sfieaumber of days after the current date and
is definable in the Emerald Administrator. Thigdsallow the new user plenty of time to succesgfgét connected and
receive their first renewal notice in the mail eyt can send you a check. As soon as the first @atyis posted in
Emerald, the Expire date will be automatically uedabased on the user’'s Pay Period. Note: thahwdactivating an
account that was previously deactivated,Biiled Thru date will be set to today’s date.

Quick Tip:

If you are providing email services for a custoraddomain, you could include their e-mail addreg wieir own
Domain in the E-Mail field.

Quick Tip:

External systems "synchronize" or integrate anatgetem with the Emerald User database. If yowsiry the Externg
Systems feature of Emerald, there is a menu opti@inwill export pertinent account information thieds input on the
Services screen. Emerald will create the user'ssecaccount on your External System using thisrmdtion, such as
login name and password. In order to use the Ext&ystems feature of Emerald, you must be usidileX User
database (generic kit available), Post.Office, tegte MTA, NTMail, MailSite, or other supported gyst To learn
more about the External systems feature of Emecalasult the External Support chapter.

Note that in order for invoices and statementset@dnt via e-mail, the Electronic Mail option mhiave been selected as
the Send Method in the Billing screen ahd Send Bill option must have been selected deBat oneof the Services for
a Master Billing Record or an Email address has lokdined in the MBR.

Service Billing Configuration and Prorating

As explained earlier within thgIBR Billing Configuration section, the Pay Period value determines thengifpieriod
of the Service account. When a Service accowrested and configured with a ‘Monthly’ or ‘CalendslBR Billing
Cycle, the account will automatically be prorated aharged through the next upcoming pay periothitially align the
Service with the appropriate pay period billingleycThis is done automatically and immediatelymugiee creation of
the MBR Service account within the system. Thamfonce a Service has been created, it is nevésadde to change
the Start Date, Expire Date or BillThru Date of Huount, as the system has automatically set@mithaally updates
these fields with the appropriate values in suppbthe chosen Pay Period. If the Pay Periodngrad the above-
mentioned Date values are changed after accoustiane the system withot automatically re-align the account to the
appropriate Pay Period billing and the accounirigjlmay no longer behave as expected.

Note:

1%

In the case that a Service account needs a maébfictn its Pay Period, or the related billing diglof Start Date, Expir
Date or BillThru Date after it has been createdhiwithe system, it is best handled by Closing #regise Delete
Serviceoption) and creating a new Service account wighcibrrect billing configuration. This insures théting for
the account remains accurate and the correct chaigeébe billed to the MBR account.

MBR Account Maintenance Options

Once the Inltlal Serv'ce has been Created for the Show MBR. Edit MBR Hew Service Hew Package Hew Incident
. Incidents Print Payment Adjustment Point Of Sale
MBR, the MBR Account Summary screen will — s e tnvaices History
appear that shows all information regarding the n“sesws S
user MBR account and any associated Services t Statement 336,90 Region: MyTown
P Name: Alex Jones RBalance: Billing I5Ps
have been created. This is glso the screen M P——— o
presented when an account is selected from the no Realtime 336,90 Status: Aoty - Changed
H Address: W 516 Riverside Balance: Temp 0
Search Results screen. From this screen, you ca EE——— Pay Mothod: HEESS e
perform Emerald MBR account maintenance 93208 Default Pay Montlily Created: D1/14/02 09:39:51 by
Home: 509-444-2455 Period: admin
. Work: 509-444-2455 Billing Cycle: Anniversary no Balance Modified: 10/16/06 15:20:22 by
Emerald — User’s Guide Referred Forward admin
By: Sales Person: Peter Start Date: 11/28/03
Credtt Card Information
Elecironic Funds Transfer
tRat




functions including view, edit, delete, as wellnagnually process account invoices, payments angguxgnts. No
matter what Accounts option is currently selectedhaise, using the static MBR link (containing i8R ID and
name) at the top-right of the screen will returm yo this main MBR Account Summary screen at amgti

Two additional fields may show on this screen dejpgnupon the status of the account. If the actbaa been closed,
the Cancel Date and the Cancel Reason will bealieplin the two rows to the bottom right of the MBRplay.

The MBR Account Maintenance Options are descriteddvia

Button Description

Show MBR Used to provide an Overall Account Sunymiisplaying all MBR information and line item dita
of MBR Services, Custom Data, Invoices, StatementsHistory.

Edit MBR Used to Edit MBR data. This option offedit of the general MBR information, including ass
to the account Credit Card and Bank Transfer infdiom.

New Service Used to create a new Service for theenttMBR. Once selected, a service may be entsithéh

the standard Service Details screen.

New Package

Used to create a new Package for trentiIBR. Multiple packages are assignable tmgls
MBR.

New Incident

Used to enter a new support incidenttfe current MBR. Incidents are associated ®aith
individual MBR Service and are tracked by the Smrvogin. Refer to thecident Tracking
section of this document for more information.

Incidents

Lists all incidents assigned to any s&wiwithin the MBR

Print

Used to print an MBR summary report showirggimmary of the MBR and all related services,

Payment

Used to apply a payment to an MBR accoRayments will be automatically applied against
account outstanding charges (invoices) chronoldigit@m oldest to newest. Payments can beg
entered as cash, check, or one-time credit canddrdions.

Adjustment

Used to apply credit or debit adjustre¢atan MBR account balance. The Emerald Admantigiri
defines the available Adjustment Type options dyspstem configuration.

Point of Sale

The Point of Sale menu allows thatope of an invoice with one or more charges. Téisseful
when you need to create a one off sales invoicechatje immediately for a purchase. An
example of a use of the POS system would be armestpurchasing hardware from your
company. If you would rather have the charge appedhe customer’s normal recurring invoic
create an Adjustment rather than a Point of Saleide.

Addresses

If the Emerald Administrator has creatiditional MBR Address Types within the Emerald
Administrative options, this option is used to emtkkernate contact/address information for eag
MBR. If no alternate Address Types have been ddfimo entries can be made.

Invoices

Used to display a list of all past andspre invoices associated with this MBR, presentieg
invoice ID, date, type, amount, and notes for edélirther detail on a particular invoice can be
obtained by clicking on the entry in the Invoicess. |

Statements

Used to display a list of all past ardgnt statements associated with this MBR, priesgtite

statement ID, date, previous and ending balancedoh. Further detail on a particular Statement

can be obtained by clicking on the entry in theeStents list.

History

Used to provide the system transactiorohystor the account. Account history will include
entries for all system transactions including, fit limited to, invoices, statements, payments,
credit card and EFT transactions, adjustments ragidents.

Aging Report

Used to present a current Aging Refaorthe selected account. The Aging Report widlgent all
outstanding invoices with aged balance informatareach.

Close MBR

Used to close an MBR account. This aaddne on a temporary or permanent basis. When
closing an account, a final credits summary willbesented to show all outstanding account

credits/debits. The user is allowed to select ac€bReason to indicate the reason for the account

closure. Once th€reate Credits and Close MBRbutton has been pressed, a closing invoice
will be created for the account, zeroing the actbatance.

Delete MBR

Used to remove this MBR from being asii#s via the Emerald system. The Delete MBR opti
is permanent and cannot be reversed from Emetdde. of this feature is not recommended as

standard account procedure. We recommend inactiveite MBR rather than deleting it.
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Editing Master Billing Record Information

A Master Billing Record is edited by choosing thdit Customer option, once the MBR has been selected and igbein
displayed within the MBR Account Summary screenodifly existing MBR information by highlighting tHesld and
typing in the new value, or making a hew selecfiom the available pick list options. The Edit N&sBilling Record
screen provides access to some additional accetsit,dncluding information regarding the accosn#ist payment
receipt, last notice sent, account activation datéaccount cancellation date. This informatioindsked and updated
automatically during normal system operation. Efane, these values should be considered informealtiand should

not be manually edited.

The Edit Master Billing Record screen also providesess to the MBR Credit Card and Electronic Fumdasfer
information. These links are used to configureltek or credit card information when these autantaling methods
have been selected for the account.

Credit Card Information provides the information needed to automaticaillyabgiven credit card for the current MBR
account balance during each billing cycle. Thealitreard billing information includes the followirfgelds:

e Card Number: Credit card number Credit Card Information: 11 - Alex Jones - IEA Software, Inc.

» Expiration: Credit card expiration date [CardMumber: [ Espiration: [01 =] [2004 7]

* Auth Name: Cardholder’s full name Auth Name: [Alex Jones Secunty Code: [ |
(authorized user) Bill Addr: [W_ 515 Riverside

. S_ecurity Code QVVZ ca_rc_j code coleee . | State: [Washingon

* Bill Addr : credit card billing street Coutey: [Unted Siaos 5 Postel Code: fEE ]
address

« City: Billing address city Bt S| Brate i |

« State Billing address state Update | Remove | Cloce |

*  Country: billing country
e Zip: billing Zip Code

» Bank Name Name of issuing bank — generally informationad osly
* Bank Phone Phone number of issuing bank — generally inforomatl use only

Electronic Funds Transferwill be used to automatically transfer funds egoahe current MBR account balance
during each billing cycle. Electronic funds tragrsihnformation includes the following fields:

* Auth Name: ACCOUI’]t holder’s full Electronic Funds Transfer: 11 - Alex Jones - IEA Software, Inc.
na.me (au_thorlzed user) ot Noree: Pl s oot [———
» Drivers License #:Account holders Nurnber:
drivers license number Bk Name: | |
» Drivers License State:State account S
holders drivers license has been Fi BT Tax-ID/SSN |
iSSUed Dirrvers I Drrvers License I
. Li # State:
« Date of Birth: Account holders e -
bll’thdate Diate of Birth: Bank Phone
« Bank Phone: Bank phone number Upiiz | o oo |

« Bank Name Name of bank

* Account Type Type of account (generally checking or savings)
* Routing Number: Bank routing number
* Account Number. Bank account number

Emerald integrates with many third party creditdcand EFT automatic billing programs. The Emefsddninistrator
must configure these external systems before tugsenatic-billing options can be used. Please tefthe External
Systems section of this document, as well as ther&lish Administrator's Guide, for more detailed imf@tion on using

these type of automatic payment options.
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Once all modifications of the Master Billing Redare complete, the information can be saved andMBR updated
by pressing th&ave MBRbutton. Pending changes can be cancelled byipgetbe Cancel button.

Closing a Master Billing Record Account

Master Billing Records can be closed on a tempovapermanent basis at any time. When an acceuwhbsed, its
status becomes Canceled and is no longer useabtahasf cancellation date of the account. To ctbsecurrently
selected MBR account, choose lese Accountbutton from the MBR Account Summary screen.

The system will create a new invoice Close Account 11: Alex Jones - IEA Software, Inc.
detailing the accounts final balance and Mé| Cancel Reason: [Temporary - Customer Request  ¥| Cancel Date: [10/16/06 .

void any previously assigned invoices as Clnes MER |
necessary. Aancel Reasorpick list is

presented to optionally provide a reason for theeebation and indicate if the cancellation is déeporary or
permanent nature. The Emerald Administrator defadeavailable Cancel Reasons during system coraign (refer to
the Emerald Administrator’s Guide).

To confirm the account closure, press @ese MBR button. The account will become de-activated, adebit or
credit invoice will be automatically generated &sa@the MBR account balance. If necessary, cagheehccount closure
action by choosing the MBR link at the top righttloé page to return to the currently selected MBRRAAINnt Summary
screen. To cancel the account closure, presSdheel button

Closing an account in this way is sufficient tatiérate account activity and prevent user accegsuo system.
Accounts can subsequently be inactivated or reméresd the Emerald interface by using the MBR acd@glete
MBR option. This action, however, i®t recommendedas a standard account procedure, as removal of MB&tds
eliminates the ability to achieve a reliable aadiyour system data.

Re-activating a Master Billing Record Account

Once an MBR account has been de-activated, it eap-activated in just a few easy steps. Onc®MBR has been
selected and is being presented in the MBR AccBuntmary screen, press tBgen MBR button. After the MBR
reactivation, any individual MBR Services that veasive prior to the closing of the MBR remain aetiv

Note:

The MBRCancel Datefield indicates the date that the MBR account elased. If the MBR Cancel Date value is prior
to the current date, RADIUS will consider the aattotlosed, regardless of the acco8tdtusvalue, and will not
authenticate the user’s login attempts.

Applying Payments to MBR Accounts

Emerald provides several different methods to pagtents to MBR accounts. Automatic payment prsingsusing
external credit card and EFT systems, occurs audtoatig as part of the standard Emerald invoicimggess. Emerald
also provides manual and scheduled batch optiarthdégposting of payments from a third party payteearing house
data import. These two methods are covered irlddthin the Emerald Manual Batch Options section of this
document.

Note:

Credit Card/EFT payment entries will only be re@mtdnd applied as account payments after approvatorded.
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Manual account payment entries can record caslkkareone-time credit card payments. Paymentdbeamanually
posted to individual MBR accounts in three diffdrareas within Emerald: The MBR Account Summarmgen, the
Invoice Summary screen, and the Statement Sumroeggrs The process is to Search and Select the@jaie

record, either from thAccountsmain menUMBR Search options, thénvoices main menunvoice Searchoption, or
the Statementsmain meniStatement Searcloption. Once the appropriate MBR account recasllfeen selected and
retrieved, each of these summary screens will ptegeaymentbutton on its submenu of options, as shown omrdep
of the MBR Account Summary screen below. Anothatiam for posting payments is use of the “Post Raysi option
via the “Client” / “Billing” / “Post Payments” menuThis allows fast input of payment amount withred criteria
enabling many payments to be posted to the system efficient manner.

The Paymentoptions on each of these screens behave similariigat the payment is posted directly againstimeent
MBR account (payments are not posted against $péutibices or statements). Once the payment inébion is
entered, Emerald will automatically post the payhagainst the MBR'’s outstanding invoices in chragatal order
from oldest to newest. As payment posting ocdanserald will handle extending the expiration dated other access
restrictions of the paid Services as necessary.

To enter a payment, do the following: Payment Add
. Type: | Credit Card 'l Amount: ISSE.BD
1. Search and select the appropriate MBR account o Cash _ ;
through the MBRAccounts, Invoices, or omment: gy B oz Bt
N RN Credit Card  |aceccccacacsnccsecamacacacesaecmamasanann
StatementsSearch options. Bank Transfer
Card Mumber: |Pre-Paid Card Expiration: |D1 '"2004 'l
2. Choose th@aymentoption- Auth Wame: IAIex Jones Bill Zap: IQQQDB

; Bill Addr: [vW. 516 Ri id
3. ThePayment Addscreen will be presented to | NEISIOE

enter the payment |nf0rmat|0n Bill State: |WWashington 7 Security Code:

4. Choose the paymenype. Select one of the
payment types from ‘Cash’, ‘Check’, ‘Credit CarBank Transfer’ or ‘Pre-Paid Card’.

Note:

Credit Card payments entered usif@yymentoption will be one-time credit card transactionat thill use the credit

card information entered on the Payment Add scraeah will not use the pre-configured MBR creditccarformation,

if it exists. A Credit Card payment entry will ete a pending credit card transaction for the agicatich will need to
be batched out to the external credit card proogssistem before the payment transaction will bapiete. Refer to

theManually Batching out Credit Card and EFT Transactions section of this document for more information on
credit card transaction processing.

5. Enter the paymetmount in dollars and cents (with no currency symbolshsag ‘$’).
6. Use theCheck # and Commenffields to note any extra information regarding éioceount payment.

7. If ‘Credit Card’ was chosen as the Payment Tyoger the one-time credit card information for éioeount.
Bill Addr is the only optional field in this case.

8. ThePrint Receipt checkbox is used to indicate whether a paymeuwtipeshould be automatically emailed to
the account.

9. Press thélake Paymentbutton to record the payment transaction and thespayment to the account.

Once the payment entry is complete, Emerald wékpnt a status screen indicating that the paynasribéen recorded.
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M Payment Add
Successful. ID: 1497

Statement 336,90 Region: MyTown
Name: Alex Jones Balance: Billing I5Ps
Company: IEL Software, Current Balance: 333 40 Q) Group:
Inc. Realtime 333.40 Status: Active - Changed
Address: W. 516 Ewverside EBalance: Temp I
Spokane, WA Pay Method: Eenewal Extend:
59208 Default Pay Monthly Created: 01/14/02 093951 by
Home: 509-444-2455 Period: admin
Work: 509-444_2455 Rilling Cyele: Anntversary no Balance Modified: 10/16/06 15:20:22 by
Referred Forward admin
By: Sales Person: Peter Start Date: 11/28/03
Credit Card Information
Electronic Funds Transfer
test

Creating Account Adjustments (Miscellaneous Charges and Credits)

Customer sales may encompass many different tyjgg®ducts and services outside of network/Inteseevices. This
may include hardware or software sales, or evesuding. There may also be cases involving suiigthas disputed
charges where a credit needs to be applied to@uat Emerald provides the ability to enter soicellaneous
charges or credits against an account, outsideaafumting for the recurring charges and creditsdha part of
Emerald’s regular service billing.

Miscellaneous charges and credits against an ateoeientered as Account Adjustments. The Emexdidinistrator
can configure the appropriate Adjustment Typesgptxgically fit your organization within the Emedalhdministrative
options (see the Emerald Administrator’s Guide uriglearge Types). Adjustment entries will initiabg posted as
pending charges and credits against the accouymbn the next invoice run, the adjustment will beeamn invoice line
item on the account.

To enter a miscellaneous charge or credit for aowat, do the following:
1. Select the Emeraliccountsmain menu option.

2. Search for the desired MBR. Select and clickhenappropriate MBR listed in the search resultsdaiv to
present it in the MBR Account Summary screen.

Choose th&djustments option.

4. Choose an Adjustmemype by selecting from the choices available within tiser-configured pick list.
‘Custom’ is a selection available for special cashere no other adjustment type is applicable. eCntype has
been selected, the pre-configured default valudwidisplayed for the adjustment entry if theysex The
default values can be over-ridden, if desired, ighlighting the existing entry and typing over. efBmerald
Administrator can configure the Adjustment Typeaikble.

5. Enter the adjustmeAimount in the organizations Create Adjustment
currency with no symbols such as the dollar sign. Type: [Custom 7]
Indicate the affect on the account with ©edit or Unit hmount: [ | & Credit
Charge radio button selection. Credits will be Quantity: [T  Charge
subtracted from the account balance; Charges @ill | ., gy |
added to the account balance. Enter the account | ..o |
adjustment amount as a positive amount (for examy ey m—

-30.00 will be interpreted as 30.00). If taxeslgpp
and it is an adjustment Charge, do not include timetine adjustment amount. Adjustment Credit an®un
should, however, account for taxes.
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6. Choose th@ax Group to be applied to the adjustment entry. If no saapply, choose ‘None’. This option
only applies to adjustmenharges. On credit entries Tax Groups do not apply.

Quick Tip:

Credit Adjustments typically require an explicit tax credit amounti(example, a product return that includes a sales
tax total). For credits that involve tax amouittss recommended that two individual credit adjoshts be posted to the
account. One entry should describe the base ceaditthe second should separately describe therdédit amount.

The Tax Type selection should not be used for credit adjustment entries.

7. Use theCommentfield to enter any additional information regaglihe Adjustment entry.

8. Press th€reate Adjustment button when all fields have been completed toyapi@ account adjustment.

Note:

Creating Charges and/or Credits will not immediatdfect the MBR account balance. During invoigiagy
Adjustment Charges and/or Credits that you havdiepwill be added as individual line items to thext invoice
created for the account. The charges will contiiouge presented as pending credits and debitseoRBR account
balance until after the next statement run wherctlstomer balance information is updated.

Reviewing Account History, Balance and Aging Inform ation

Emerald offers many different methods to track aotdistory covering all transactions involving agot invoicing,
payments, adjustments and incidents. There areaalifferent options that Emerald offers to vieustomer billing and
payment history on-line. In addition to the ardstetl here, remember that Emerald’s advanced iegddatures let you
also create customized reports with as much degatbu would like on a per customer to total cugtobase basis.

The primary method to get account status and gilliiormation is shown by default on tMBR Account Summary
screen. This screen will display the current MB&aBice, pending credits and debits, last payment deart date,
billed through date and the current status of twwant. As covered previously, this page disptagsprimary MBR
account information after it has been searchedfidrselected under thecountsmain menu MBR Search option:

1. Select the Emeraliccounts main menu option.

2. Search for the desired MBR. Select and clickhenappropriate MBR listed in the search resultsdaw to
present it in the MBR Account Summary screen.

Statement 336,90 Region: MyTown
Name: Alex Jones Balance: Billing ISPs
Company: IEA Software, Current Balance: -747 68 () Group:
Ine Realtime -747 68 Status: Active - Changed
Address: W. 516 Riverside Ralance: Temp 0
Spokane, WA Pay Method: Renewal Extend:
55208 Default Pay Monthly Created: 01/14/02 09:35:51 by
Home: 509-444-2455 Period: admin
Work: 509-444-2455 Rilling Cycle: Anniversary no Balance Modified: 10/16/06 15:20:22 by
Referred Forward admin
By: Sales Person: Peter Start Date: 11/28/03
Credit Card Information
Electrome Funds Transfer
test

Recurring Services {2 items)

ajenes  ajenes(@abc.com  Alex Jones PEP 19.95 Monthh 11/30/06 +35  11/30/06 Edit
ajones?  ajones2@abe.com  Alex Jones PPP 15,95 Monthly 11730006 +35  11/30/06 Edit
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Quick Tip:
One of the most common technical support calls eorecustomers not being able to log on to theérhet account

because their account has expired, due to lackyhpnt. The MBR Account Summary page is a quickeasy way to
see if a user’'s account is current and in gooddatgn

TheAging Report option on the Aging Summary

MBR Account Summary screen : 30 Days (# times) [ 60 Days (# times) [ 90 Days (# times) [ 120+ Days (# times)
provides a detailed listing of all Jipsy U 2 @ 2 0 () o
outstanding customer invoices and aging informatégarding the account.

The Aging Report details the account’s outstandingices showing Invoice ID, bill date, the invoiamount, and the
current age bracket (displaying “Current” if agengler 30 days, and providing the specific numlbelags if over 30)

of each invoice. In addition, at the top of theeggr, you can find the total MBR account aging sosdlowing the current
past due balances for the Current, 30, 60, 90 aAd tlay aging categories. The top display alsacatds the number of
times throughout the account lifetime that the M been in each aging category.

Emerald currently does not support the auto-geiweraf finance charges on overdue accounts. Ifwould like to
manually add a finance change on a late accouet, taetheCreating Account Adjustmentsfor more information on
for creating an adjusting entry/charge.

TheHistory option on the MBR Account Summary page gives tatign level detail of all account history includin
invoices, payments and incidents.

Account History (7 items)

0 F 1o [ dwom F Do D
10/16/06 19:1%:53 Statement -5.20 2
10/16/06 19:1%:17 Payment 3.50 Cash E
10/16/06 13:15:0% Payment 3.50 Cash 2
10/16/06 19:12:02 Inweice 1.80 Eenewal 18
10/13/06 23.58:47 Payment 1,80 Cash 1
10/13/06 23.58:33 Statement 1.80 1
10/13/06 23.58:22 Invoice 1.80 Renewal 17

The History display shows the Date the transactiomtype of transaction (such as Invoice, Payniaoigdent,
Statement), a brief Description of the transactind an associated ID. When you click on the 1D ealhe particular
record will be presented. The transactions willised in chronological order from newest to oldes

Quick Tip:
The History tab is a great place to see a log sfaruer activity. It shows incidents and paymergsyell as invoices,
which can give a fast chronological overview ofustomer’s account.

Printing Account Information

There may be times when you wish to have a sumpramout

of an account. Emerald makes it easy to print & of@an MBR
and its associated services information. Thishiarady feature in
the case that you want a hard copy of the infolmnad place in - |p.qu prin Format [PoF =]
the customer’s permanent file, or if a technicegoing on-site Updatc Optins_|

to the customer’s business and needs general aodetails such

as address, telephone number, and login informafidnt the information for a selected MBR by pregghePrint
button on the MBR Account Summary screen.

Operator Preferences

Langnage: IAutodetect 'l Theme: |Default 'I
Date Format: IDefauIt 'I Date Separator: |/ 'I
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The Print format used will depend on the currené@tor preferences set within tBgtions menu and the report
renders being used. Once the MBR Customer Infeomaeport has been generated, the report canitiggror
exported within the browser environment.

Quick Tip:

If you have trouble printing out the MBR Customeformation report, please contact your System Adstristor. On
Windows systems, if utilizing the Crystal Repontgme, be sure to verify that the report serveromting to the
appropriate printer and Data Source Name (DSN).

Eile Edit Wiew Favorites Tools Help IH
_________ Account Information
u Date Printed: 10/16/06 21:22:54
.. Last Modified By: admin
SOFTWARE Last Modified On: 10/16/06 152022

MBR #11 - Alex Jones (IEA Software, Inc.)

Company: [E4 Software, Inc. Referred By:
Contact: Alex Jones Sales Person: Peter
Address: W. 516 Riverside Home Phone: 509-444-2455

Work Phone: 509-444-2455
Spokane, WA 95208

United States bt
Create Date: 01/14/02 Default Pay Period: IMonthly
Start Date: 11/28/03 Payment Method: Eenewal
Account Status: Active Balance: 120.00

Comments: test o

MBER Services

Email: ajones2@abc.com  Home Fhone: Start Date: 01/14/02

Name: Alex Jones

The MBRCustomer Information report shows the account details associated hWtiMBR and its associated service.
This includes general billing, login and systemfapmration information. In the top right cornerasstatement showing
when the summary was generated, who last editecttioed, the date of the last edit, and the pagebeu of the report.
Each available MBR Customer Information format offeavigation and print options similar to the daing:

At the top of the windowlPage Navigationbuttons located in the toolbar help navigate fedasnd backward through
the on-screen printout if it consists of more tbae page.

ThePrint button will send the MBR Customer Information retdo a designated printer. A dialog box will appe
asking for print options, including printer destioa and number of copies.

The Savebutton is used to export the Customer Informatéport to file.

Accessing Service Details for an MBR Account

Service Details can be accessed or modified atiargywithin the MBR Account Summary screen by dligkon the
particular service entry you are interested in froithin the MBRServiceslist. Once selected, the Service will be
presented individually within the Service Accounn@nary screen. Service Account Maintenance Optioasvailable
within this screen in order to create, modify oletie MBR Service information.
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Package Management

Packages are used to group sets of servicesxaddost. For example a package labeled “Famiéupi’ may allow

up to two network access accounts and three egwiluats at one set price even when all accounts hatvbeen
activated. Services assigned to a package usathkages billed through and expiration dates andatrénvoiced
directly. Instead the packages the services badoagnvoiced. When adding a new service if thectel service type is
available to add to an existing package that paekagutomatically selected. If there are alrethdylimit of services
assigned to a package the new service is creai@dtandalone service not assigned to a package.

Packages are also used to enable customers to endrgigaccounts through the customer account cbgitproviding
the necessary access restrictions and configurafitans. See the Emerald Administrators guide“éatnin” /
“Services” | “Package Types” for additional infortieea on packages and how they are configured.

Packages can be added to an MBR in two ways. if$terfethod is to choose the Package Type you teauge from
the “Package” selection list when creating a newRVIBAfter the MBR is created you can use the “Nawkage” MBR
menu option to create a new package.

| Package Details 3
Package Type: Iml Active: lm
Pay Period: Im Start Date: IW
Static Cost: mlﬂ— Sales Person: lm
Dizcount: Im Setup Charge: m

Comments:

Cancel |

Package Type| The type of package to create

Active When “Yes” the package is active. When “Nb& package is inactive and any active services
associated with the package are also consideretiiea

Pay Period When the package is billed on a requiyasis the pay period controls how often the pgeksibilled.

Start Date The service starting date of the packddme package and any services associated witbaitlage are
not useable until the Start Date has been reached.

Static Cost Allows override of the default “Packdgge” cost for the package and define a custowegor this
package.

Sales Person Represents the sales person whdnsoditkage. The selected sales person is crqubteithe
commission schedule configured for the selectegsga¢rson and package type. See “Admin” /
“Sales” / “Commissions” for additional information.

Discount Discount from standard cost of the packgge in addition to any applicable pay period disa to
apply to this package.

Billed Thru Represents the date the package hasibeeiced through. Only operators with the MBRc&&dmin
privilege may manually modify the packages billeditdate.

Expire Date Represents the expiration date of #ukgge and all related services. Operators wditMBR Acct
Admin privilege may manually modify the packagepieation date. The days field next to expiratio
is a permanent extension / grace period to the&ixpn date. To temporarily extend an accounttee
extension field of the MBR.

=)

Setup Charge | When “Yes” the setup fee assignduetatiosen Package Type if applicable is chargeden¥No”
no setup fee is charged.

Comments Provides additional information about plaiskage for operator reference.
Services associated to packages are Recuring Services (3 itams)
viewable from the recurring services
menu. Services associated to a packal alones AlexJones DEL 1955 Wonthl 10/24/06 415 11/24/06  Edit
Family Dialup 29.95 Monthly 10/27/06 415 10/27/06 Edit
ajoness Alex Jones PPP Edit

Emerald - User,S GUide ajonesemail Alex Jones  Ellail Edit




are sub grouped under that package. To edit éceeasgsociated with a package choose the “Edifbogor that
service. When editing these services you willcegeveral billing related fields are not viewaddethis is controlled by

the package. Choose the “Edit” option for the paekto edit billing related options such as exiratbilling dates,
discount and active status.

Clicking on the hyperlink for the package in thes€dxpiration or Billed Thru columns opens thekzae management
menu. This menu allows you to view the allocatidservices to a package and modify the packadeoptions shown

here operate similar to the corresponding optiarteé services menu. See the “Service Account tdasmce Options”
section below for additional information.

i _”} MBR Package -Family Dialup

| Show MBR | | Show Package | | Hew Package | | Edit Package | | Delete Package
Package Type: Fatnily Dialup Start Date: 10/28/08
Discount: INottnal Eilled Thru: 10/27/06
Static Cost: INo Expire Date: 10/27/06
Cost: 28.95 Created: 10/28/06 12:01.36
Pay Period: Ionthly Modified: 10/23/06 12:01:36 by admmn

Associated Services (1 items)

1000

ajonesd Alex Jones PFP
ajonesemail Llex Tones Elfail
Add Mew (1 of TP
Add Mew (2 of 3 Elfail
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Service Account Maintenance Options

Once a Service has been selected, Service dethilevpresented within the Service Account Sumnsamgen. From
this screen, you can perform Emerald Service adamaimtenance functions including view, edit, dejets well as get
the Service usage summary (call history) and imtidecord. No matter what Service option is cufyeselected or in
use, using the static Service link (containing3eevice username) at the top-right of the scredimeturn you to this
main Service Account Summary screen at any time.

sy Service #28 - ajones - (Alex Jones)

| Show MEBR | | Show Service | | Hew Service | | Edit Service | | Delete Service |
[“cat History | [Fincidents | [ Hew incident | ["Remws | [“Email Settings |
Name: Alex Jones Service Type: PPP Time Left:
Login: ajones Discount: MNenmal Login Limit: Mone
Password: testtest Static Cost: Mo Created: 01/14/02 163141
Email: ajones@abe.com Cost: 1995 Modified: 10/16/06 17:06:31 by admin
Home: Pay Period: IMonthly Status: Active
Work: Start Date: 01/14/02
Send Eill: Tes Billed Thru: 11/30/06
Remote Access: Tes Expire Date: 11/30/06
Preferred: Mo Package:
test

The Service Account Options are described on thevitng page.

Button Description

Show MBR Used to return you to the currently sielddVIBR Account Summary screen.

Show Service Used to return you to the currentigcted Service Account Summary screen.
New Service Used to create a new Service for theeostiMBR account. This option will present

the Service Detailsscreen for the entry of a new Service accounesgHields are
described in detail in the previoAslding a Service to an MBR Accountsection of
this document.

Edit Service Used to edit the currently selectexiSe account information. Modify Service
existing information by highlighting the field amygping the new value in, or selecting
a different option from the provided pick list. ekl descriptions for th8ervice
Details screen are provided in the previdding a Service to an MBR Account
section of this document. Use tblpdate button to save the information, tBancel
button to cancel your changes.

Delete Service Used to remove the currently sefeBervice account from the MBR. This action
will not affect any other Services associated wighnMBR. Deleting the Service will
remove the service from the Emerald interface ambt reversible. The user will bé
prompted to confirm this selection before the rdderemoved.

Call History Used to generate a Call History regortthe current MBR Service, providing call
history (system usage) information over a selecdede of time. The usage
information provided includes call date, minuteamected, input/output data octets
location, username, and call termination causee tithe range of the Call History
report will default to present the current monthcsivity for the selected Service
account.

Email Settings Used to configure the Alias and Rodhemail addresses for the selected Service
account. These fields are used only with exteznadil systems that utilize the
Emerald user database and support the Alias/Forinaddionality. Please refer to
your email external system documentation for moferimation on the use of these
entries.
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Close Service

Used to close a Service. This cafobe on a temporary or permanent basis. When

closing a service the user is allowed to selecamc€l Reason to indicate the reaso
for the account closure as well as a cancellataitr.dWhen a service is closed any
applicable credits are assigned to the MBR basdti@service types pro-rate
configuration.

h

Custom Data

Used to display and enter extra information forhe&ervice account. The use of
custom data fields allows your organization to edtthe standard Emerald Service
data to specifically include information to meetiyindividual needs. The Emerald
Administrator defines optional Custom Data fieldsidg system configuration that
can be applied across all MBR Billing Groups, atjspecific Billing Groups.
Custom Data entries are informational only and Edewill not use the additional
data for any billing functions. Refer to the Enmldradministrator's Guide for more
detailed information on customizing the Serviceadat

Incidents

Lists all support incidents for the current Servi¢ecidents are associated with an
individual Service account and are tracked by theviSe login. New incidents are
recorded by using th&dd link under the Incidents section title. Referhelincident
Tracking section of this document for more information bis topic.

RADIUS
Attributes

Used to display and enter the RADIUS attributese@issed with this MBR Service
account. This option provides the ability to eithba distinct RADIUS profile for
each individual Service account. Refer to the ReldiuX user documentation and t
Emerald Administrator’'s Guide for more information using RADIUS attributes.
Refer to theConfiguring RADIUS Attributes for a Service Account section below
for more detailed information on using this optiofhe RADIUS menu also allows
operators to perform a RADIUS authentication testdrify the status of the service

ne

Aliases and
Forwards

Used to display and enter the Alias and Forwardileaddresses for the selected
Service account. These fields are used only witbreal email systems that utilize
the Emerald user database and support the Aliagéfdrfunctionality. Please refer
to your email external system documentation forarinformation on the possible ug

of these entries.

Editing Service Information

A Service is edited by choosing tReit Service option, once the Service has been selected dralrig displayed within
the Service Account Summary screen. Modify exiservice information by highlighting the field atyghing in the
new value, or making a new selection from the awdd pick list options. The Service Detail scréelds were
described previously within thedding a Service to a Master Billing Recordsection of this document.

Emerald — User’s Guide 33 IEA Software, Inc.



First Nate: IAIex Last Marme: [Jones
Maiden Mame: I Home Phone:
Preferred: |No = Work Phone:
Active: IActwe 'l Discount: |Mormal 'I
Package: I[Nn Package| 'I Sales Person: |Peter Vl
Service Group ISth All 'l Send Bill: | ¥es =
Service Type: |PPP - Remote Access: |Yes =
Static Cost: IND '"D Demain: | ISP -/
Logm: Iajones Ermail: Iajones@abc.com
Password: Itesttest
Pay Period: I Manthly 'l Login Litnit:
Start Date: IEI1!1 412 Time Left: Mdins
Ezxpire Date: |1 1/30/06 + |35 Drays Bulled Thru: |11/30/06
Status: IChanged 'l
Ila Message Size: I Network Software: I[Nune] j
test ;I
Cotmments:

=

Update | Cancel |

Press thé&Jpdate button when the Service changes are completev®ysaur updates.

Obtaining Usage Information for a Service Account

Call History Search

Emerald continually collects detailed call and retwusage data from your system through
Start W the use of the integrated RadiusNT/X server, Erderatwork collector and third party

O | B NSNS . Fis o aring fnding [Count flours fData (VIB)

usage information is continually = & -I-“;l-'l;-l-\f-l-e;t-l:-}-lmg S W———

;

Display |

Call History - Period: 9/15/2006 to 11/29/2006

for the cuen Service.
2 2

09/15/06
1155 17 000 005  peterd

09/15/06
1340 1 116 412 peterd

(ljg/ig/% 1 116 412 peterd
(1)2/;3/06 1 116 412  peterd
?gg;’% 1 116 412 peterd
G B0 161 e
il el il
?2/212’06 0.00 0.00  peterd
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tracked by the system and .2 2 e o e e e, ’
summarized by account and service type. Emeraidiges the ability to obtain a current
summary of this information through tall History option

User-
et Tmﬂh : The Call History option prompts for the time period of the
usage data that you are interested in. EnterdbeeatiStart

S andStop date, and press tiiésplay button. The default time
i range is the current month’s activity. Below isaample of the
logaliost 5 Call History display that presents all usage détailuding the

e w2 2 Call Date, Minutes online, Input and Output oct&isation,

Lot iy o a5 oo USETNAME and call _termination cause. N_ote: OaIyLOS_age

Lot that has been previously consolidated will be priEskewithin

Clasrier tesla 864 0005.4e45.23d5 00086756, 2f2e

the Call History report.
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Configuring RADIUS Attributes for a Service Account

Emerald provides the ability to assign RADIUS atites individually to each Service account. T Services to
have distinct RADIUS profiles that are applied etiote the user logs in and accesses network satvieenerald
additionally provides the ability to assign a dé#f&ADIUS profile to a group of users by their See/Type. The
Emerald Administrator performs the configuratiorttoé available RADIUS attributes and the Servicpd gefaults
during the installation and setup of the systerfe(r® the Emerald Administrator’s Guide for monéoirmation).

Quick Tip:

Emerald comes with a standard set of RADIUS attedthat should work for most Network Access Ser{BIAS)
vendors. If your NAS requires a change or additi@ttributes, the Emerald Administrator can addelete the list of
available RADIUS attributes from the “Admin” / “RADS” / “Wendors” menu. Please consult the NAS dueuntation
and the Emerald Administrator’'s Guide for infornoation supported RADIUS attributes and their corfigjon.

The default RADIUS profile configured for the SexiType of the account will always be applied ® ulser sessions
by default. If there are alternate or additionADRUS attributes that need to be applied to thevi8eraccount sessions,
these can be specifically added as individual RABKitributes for the Service. Note that any atttés specifically
applied to the Service witiverride the default Service Type RADIUS profile. The défgrofile will not be applied to
the Service account sessions if there are anyithdiV RADIUS attributes defined for the Service.

To add one or more RADIUS RADIUS Attributes
attributes to a Service account, press G TN T T T
the Add link under theRADIUS { & NoUserSpecific Atwibutes " .4dd Service Type Defaults To This Service

Attributes section label.

The RADIUS Attribute screen presents three pids lissed to provide the RADIUS Attributes
RADIUS attribute definition.Vendor indicates the NAS Vendor supplying a Vendor: [Standard -

vendor specific attributeAttribute is used to provide the attribute identifier Attribute: [User-Senice =]
(attribute description)Value is used to indicate the value of the selected eend Velue: [Framed-User =
attribute. Press th®avebutton to apply the RADIUS attribute entry to the Type: [Reply =]

Service. Cancel your entry by returning to thevi®erAccount Summary screen Ex
using the Service link at the top right of the page

If the RADIUS attributes for the Service are tousedin addition to the default Service Type RADIUS profile, thdd
Service Type Defaults To This Serviception (shown under the Attribute column headimghie Radius Attributes
section of the Service summary screen) can be psied,to adding the RADIUS attributes to the Seevi The Add
Service Type Defaults To This Service option wilt@natically add each of the individual Service &yfefault
RADIUS attributes to the Service so they are spealfy defined within the Service record. The ditdial RADIUS
attributes can then be added to the Service.

X-Stop Internet Filtering

If you use the 8e6 Technologies’ X-Stop RADIUS Attributes
Internet filtering service, Emerald provides allveador. [Standard |
R easy interface to apply X-Stop filters to any | asritute: [Class =
€ Fiter 411 Ports @ Fiter Selected Ports: & HTTP Service account. An X-Stop configuration | |
R link will appear on the screen whenever the | 1. [z
Fopmallotes|  RADIUS Standard ‘Class’ Attribute is S EE
Mote T selected from the Radius Attribute selection save |
®Blockng ' Monitoring © Bypassing screen. To add an X-Stop Filter, click on the
Categeries T X-Stop Filter link.
© Allow @ Block ™ 4l Categories
,'Zﬁ“:i Once the X-Stop Filter Configuration window is opgau can specify what
I Anarchy categories you would like to block, allow, monitetg., for this Service (please
™ Auto
I'Ch;t
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consult your X-Stop documentation for informatiantbe filter settings). As filters are entereds ¥Stop
configuration value will be updated and presentétiwthe text field at the top of the page. PrimedUpdate button to
save the entry and return to the Service Radiusb@ites screen. Once returned to the Radius Atgikcreen, click the
Save button to save the Class attribute with the-aonfigured X-Stop value.

For more information on 8e6 Technologies’ X-Stogeinet filtering service, access their web page at
http://www.8e6technologies.com/

In addition to configuring service RADIUS attribatthe RADIUS menu allows operators to perform aR&sDIUS
authentication using the accounts login and pas$wmverify the account will be able to succesgfallithenticate. To
perform this test click the “Auth Test” sub-menttiop in the Services / RADIUS menu.

Sending Auth request for ' ajones’ to 10.0.3.195

NAK User: ajones already logged onto system 2 time(s).

Note that in some cases the test may not accunatitdyet the users experience when they autheatidd@easons for any
possible difference in the test vs. actual rearks

» Server Access is enabled and the Server/Port girdsusstablishing a network connection from h#fedint
permissions than the test port configured for antthation tests. (See “Admin” / “RADIUS” / “Auth &
Config”)

» Additional checks are being done based on oth&riisuch as the users calling telephone numbltAse
address.

»  Client use of authentication methods not suppdstethe stored password format.

» Access server or Emerald client are incorrectlyfigoined (Shared secret mismatch or its managenushtas
not allowed in Emerald)

It is recommended technical staff also review tRADIUS Logs” report in the Emerald “Client” / “Refe” menu to
further troubleshoot any additional authenticapooblems. To use this feature RADIUS client esstrizust be added to
the “Admin” / “RADIUS” / “Server Groups” menu havjnserver types of “Emerald Client” and “RadiusNT3¥Erver”.
See the Emerald Administrators guide for additionfirmation.

Extending an Account

The expire date on a Service account is autombtiealended the length of the pay period when anea is received.
If no payment is received, for MBR’s set to Renef#ling, the account automatically stops autheatfing after the
existing expire date and the user can no longenldgccasionally you may have a customer who cagebtheir
payment in on time. These customers typically ask if they can still access their services urtil yeceive their
payment. Other times there may be a misunderstgrugtirihe billing or other extenuating circumstanté#il these are
resolved, the customer may ask if they can stdeas their account, or you may decide it is inbthst interest of your
company to extend their account until resolution.

You can readily extend an account so that a useaceess it after the Expire date. On each Seevitg is an entry for
a permanent extent from the Expire Date, givereiysdOn each Service
that you would like to extend, change this valuéh®number of days :
extra grace that you would like to grant the usknis is done manually, Espire Date: [04/30/01 +10 Days
per Service, within th&dit Service option on the Invoice Summary
screen.

Accounting and Billing

Overview

Emerald — User’s Guide 36 IEA Software, Inc.


http://www.8e6technologies.com/

The Emerald User’s Guide has already presentedabe of the Emerald Management Suite’s accountgearent
features. This Chapter will present a detailedvieg of the suite’s Accounting and Billing featsre

The Emerald accounting and billing process is caagdmf the following steps:

* Usage Charges
In most cases Emerald collects and summarizes usdgen near real-time as call or network flowarels
are generated. At the end of the users monthipgéine summarized data is used to generate usagges
against the users MBR. Usage charges can beedraatnually from the “Client” / “Billing Menu” / “dage
Charges” menu or automatically by scheduling chatgée run daily from the Emerald scheduler. (See
“Admin” / “Scheduler” / “Configure schedule”)

» Creation and distribution of Invoices
The creation of account invoices can be manuailiated on an individual or batch basis, or on atomatic
schedule set up by the Emerald Administrator withenEmerald Scheduler component (refer to the Bleher
Administrator's Guide for more information on tastheduling). If invoicing is performed manually, a
Preview option is available that will let you rewi@nd verify your invoices before the billing risrecorded
and the actual invoices are created within theegystOnce Invoice Creation is complete, the inv®izan be
distributed, individually or in batch, as configdrper account (email, or printed out for postallmai
distribution).

» Creation and distribution of account Statements
The creation of monthly account Statements is regquin order to maintain accurate MBR account bzdan
and aging information within the system. MBR acauidbalances are not affected by invoice runs, aed a
only updated through the Statement process. Adth&tmerald requires the creation of statements, the
distribution of account statements is optional.

MBR Statements can be run on an individual or batgis, or on an automatic schedule set up by the
Emerald Administrator within the Emerald Schedalemponent (refer to the Emerald Administrator’s d&ui
for more information on task scheduling). As witkioice creation, a Preview option is availableinigir
manual runs in order to review and verify the stegets before they are recorded and the actuahstats are
created within the system. Once Statement Cre&ioamplete, the statements can be distributed,
individually or in batch, as configured per accofarhail, or printed out for postal mail distributjo

» Posting of Payments to the accounts
Payments can be posted to accounts at any timeuriiRey or one-time cash, check or credit card paEys
may be entered manually for individual accountsulgh the Emerald MBR Account options. Emerald also
offers batch payment options that allow you to impayment information from an external payment-
processing source, or process payment transaatging pre-configured credit card or electronic farashsfer
information set up within Master Billing Records.

o Paying a specific Invoice — Because there can k&tanding balances on multiple invoice Emerald
allows you to pay a specific invoice. To do thiareh for the invoice you want to pay. Once youdele
the invoice select Payment. Enter the informatioth select Make Payment. The payment amount will
be applied invoice. If you pay more than the ineagenount the additional amount will be added to the
oldest invoice.

It is understood that the accurate and timely fracknd collection of accounts receivables arerpatat to your
organization’s success and profitability. The ErfteManagement Suite assists you by providing thpr@griate tools
necessary to keep the billing process reliablezatigte, keeping you in full control of your busisesash flow. Emerald
accomplishes this by providing a completely aut@aadtilling process, allowing the user-configuredestuling of all
billing tasks from the consolidation of usage datthe automatic creation and distribution of biotfoices and
statements.
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Using the Emerald Scheduler

At the core of the Emerald Management Suite isSttiseduler component which provides for billing tasks well as
other system activities, to be scheduled to autioalt occur at specified times or time intervdisaughout the day.
The billing process can be set up to run withinSlcbeduler at user-configured intervals so thattiiee process is
handled automatically by the system without thedrfee any Emerald operator intervention or maintex@ga Due to its
reliability and efficiency, using the Emerald Schled is the recommended procedure for performingtrodling
activities.

The Emerald Administrator configures the taskseaun by the Emerald Scheduler through the Emexdidinistrative
options. The Scheduler interface is shown belDstailed information regarding scheduling tasksinithe Emerald
Scheduler can be found in the Emerald AdministiaiGuide.

Scheduled Tasks

O Doitime | Deseptin  oorefsmsaferval st | Servr opins]

Auto
— Luto
13 batchexpor: Export CC/EET Mo Mo  14Day e Delete
Tncidents incremental FTS Auto
12 query s Tes Yes  1MDay 0l0U00 A Delete
o000 Ao
AU guery Hpaate SEIVEr JUSLOry e Les L hour Lelete
10 que Update Server Histo Mo Yeo 1How (o o Delete
0000 Ao
9 query Ductivate Canceled Accounts  Yes  Yes  Daly oo = Delete
) 010100 Aue
4 gquery Anim database logs LES Aes ¥ Lelete
4 e Trin database logs Yes Yes Daly oo o Delete
OI0U00 Ao
3 query Trin cails Yes Yes 14Dy gl w Delete
OUOU00  Auto
2 query Chertk dasabase Tes Yo | Weddy oo o Delete
o000 Ao
L ogquery paate account imebank LES Aes Laly Lelete
1 e Update account timebank Yes Yw Dali o0 o Delete
8 taskemalinvoice  Email Invoices No Yes Daly  0L0L00 Lus Delete
Asein
11 taskemailstatement Ernail Staterents No Yes Daly  01/01/00 s Delete
Asen

Once the billing process has been configured towitiiin the Scheduler, account billing will contto run
automatically in batches, as scheduled. The Sébedrovides a task log that will provide a histofyall scheduled
transactions, including task completion status.

Emerald also offers manual billing options for taeses that special or extra billing runs must oocttside of what has
been previously scheduled. These billing tasksbearun individually per MBR or Service accountyon manually as a
batch process:

» Invoice creation and distribution

»  Statement creation and distribution

» Usage Consolidation

* Payment Processing

The following sections provide information regaglihe use of both the manual individual and bagtioas for these
billing activities.

Emerald Billing and Batch Processing

Emerald provides the ability for users to ) Billing & Batch Processing
run b”“ng tasks manua"y |n batch as | Post Payments || Create Bills || Send Bills || Credit Cards H Bank Trans |
needed, through tH@illing main menu | Feed Tronsactions | Usage Charges |

option. This option allows manual runs of InvoicBtatements, usage charges and the posting afirsicgayments.
The Emerald Scheduler will generally perform alttidse tasks automatically and these options stomljdbe used for
situations that need to be addressed outside ofnmunal billing activities.

When manually executing a billing run the followisiggps should be taken in order:
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* Creation of any pending usage charges “Usage Céiarge

» Creation of any pending invoices “Create Bills'Qréate Invoices”

« Export Credit Card and EFT transactions for althgirocessors and if necessary (using file baspdréx
import the results of these transactions. “Cr€aitds” / “Export Transactions” and “Bank Trans'EXport
Transactions”.

» Post any outstanding check or cash payments vikiBR or via “Post Payments”

» Creation of any pending statements “Create BillCreate Statements”

*  Email any pending statements “Send Bills”

«  Print any pending statements “Send Bills” for pbstailing

We recommend sending only new statements ratheritivaices to customers.

Emerald Invoicing Overview

Emeraldinvoicing is the process of gathering Service Type rateimnéion and usage information for each MBR
service account over its billing period, and themmarizing the information into charges, calculgtine applicable
taxes, and then generating and distributing aniéevdetailing those charges for the customer.

Service Types are set up by the Emerald Adminatithiat dictate the rate plans and recurring clafgethe services
that your organization provides. Each MBR accasiatssociated with one or more of these definedi&ss. Each
Service has it's own defined billing period in whithese charges are based. Emerald additionatiggmetwork usage
activity for each account through the integratediBsNT/X component, or optionally through the Entadsdetflow
Collection component. This usage activity is sumpea each billing period for each Service accdardetermine if
there are additional applicable charges accordirie Service Type rate plan, such as time or usdge fees remaining
that have not been previously charged. The Eménatuicing process uses the Service Type and snsage
information to generate an invoice summarizingpithe current charges for each MBR account.

There are several types of invoices that Emeradtes, depending on the MBR Payment Method:

» A RenewalorCredit Card invoice (notice) is used to create invoices fdstixg renewal accounts for the next
billing period. It gives the user the opportunibyrenew their account before their Service exmgrativhile the
Renewal invoice is actually a notice that doeshase to be paid, although your customers generalst it as a
payable invoice. A renewal invoice is not an acdraecounts receivable item. If the user does nal Senely
payment, their account will be automatically digaband they will not be allowed access to the ayste

* AnlInterim creates invoices for services rendered or produatshased, such as charges due for administrative
fees, late payment fees, usage fees. Users amngisie for paying the invoice, independent of rzereal
invoice. Whenever possible interim charges wilifi#uded on renewal invoices.

» A Resellerinvoice is generated to charge resellers for atsoihat reseller’'s customers have used over their
monthly period. Reseller pricing is configuredrfrthe “Admin” / “Resellers” / “Service Pricing” men

* A Point of Saleinvoice is generated by the one-time purchaserefcgeor products from the “Point Of Sale”
menu option within the MBR. Point of sale invoiae separate from renewal or interim invoices @main
only the charges added from the Point of Sale m&ate the totals of POS invoices are not includét an
MBRs automatic CC or EFT processing. (Pay Method@fedit Card” or “Bank Transfer”) The amount bt
POS invoices must be paid manually by adding a payrfor the amount of the POS invoice to the MBR.

The Emerald Invoicing process will create all irostypes, as well as batch out any eligible crealitl or EFT
transactions. Invoicing can be done individuatly dne account, or done in a batch process thhg@rlerate invoices
for any number of MBRs. Within Emerald, most Iniglitasks are run in batches primarily configuredutowithin the
Emerald Scheduler. Batch is a group of transactions for a particular pewbtime. For example, all invoices being
created for the month of December would go intat@t While Emerald imposes no limits on the nundfer
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transactions in a batch, it is recommended thatig®s be batched at least weekly. Manual batobiéimg is done
through the Billing” / “Create Bills” main menu option.

Emerald Statements Overview

EmeraldStatementsare used to detail all billing-related activitiato MBR Statement of Accounts that summarize all
invoice totals and payments that have been posteddh account throughout the statement period. réicommended
that Statements be run on monthly cycles, asoihig through the Statement process that accoungagformation is
updated and maintained. Invoices and paymentseilhffect MBR account balances and will remaiPasding
Charges and Pending Credits on the accounts hatiléxt Statement run has been processed.

Emerald does not require that statements be disdbto your customers. It is up to each orgaiunab decide whether
they will distribute both account invoices and etagnts, or distribute billing in only one of theadable forms.

Invoices provide charge item detail per MBR servi€&atements only provide charges in summarized,fproviding a
beginning and ending account balance and onlylawairocessed invoice totals and payments thas he@en posted to
the account since the last statement run.

Emerald Statements are the same over all custymes and MBR billing configurations. Unlike Invaig, statements
can only be run as a batch process over all MBRatements are also run primarily within the Ente&theduler to
provide a regular scheduling of the task. Howewnemual Statement runs can also be performed thringgBilling” /
“Create Bills” main menu option.

Note:

Once a statement has been created a new statesneiot ©e created for the number of days specifiedd “Admin” /
“Accounting” / “Settings” / “Minimum new statememterval” menu.

Post Payments

Operators can quickly post multiple cash or TR

check payments to MBRs using the post ) SEET SEETIgg Sy ey Sy o) ST
payments menu option. Operators enter | T T e o Wi Py
search criteria such as an invoice, statemel_ _

or customer id and the payment amount and typ&ki€g search displays all accounts matching tleecdecriteria.
Once the correct account is located choose the &rRdyment” button in the Action column to apply flagment to the
selected MBR. Once this is complete the paymeam fe displayed once again so that any additioaginpents can be
entered.

Custemer ID |1— Amount IE‘ED—
Trvveice ID li Type lm
Statement ID l— Checl: # |1DD1—
Company I— Comment l—
Last Name l— Logm l—

Print Receipt; ™

| Clear
Customer ID MBR customer number to search
Invoice ID Invoice number to search
Statement ID Statement number to search
Company MBR Company name to search
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Last Name MBR last hame to search

Amount Payment amount

Type Payment type (Check or Cash)

Check # When payment type is ‘Check’ the check remibentered into this field
Comment Comment entered into the payments comrigddt f

Login MBR services login field to search

Print Receipt When checked a payment receipt ig/sHor printing

Payment Import / Using a Payment Clearing House

As well as supporting external credit card and Effdtems to automatically process account paymansactions,
Emerald also supports the use of payment transaCliearing Houses. Clearing House organizationsbeshired to
perform all your account receivable tasks includimgnage your payment receipt and account colleatitimities. In
these situations, the Clearing House will handlpayment transactions with your bank and supplyryrganization
with some type of periodic account payment sumrttzay can then be imported into Emerald for theipgsif the
payment transactions to your MBR accounts. Thifoa is only supported as a batch process.

The Batch Payment options are describer belowuskathe payment import feature choose the linkidab&To import
a file of payments, click here” from the “Post Payis” menu.

Batch Payments Import K
Filename: | Browse |

Preview: W

Filename The full path of the text file. You
can use the Browse button to search
for the file you want.

Preview If checked you will preview the file Import |
before it is batched in.
The format for the text file is as follows:
It is a fixed width format.
All fields are left justified with check Number Ingj optional.
Field Name Size Offset
CustomerID 12 1-12
Amount Paid 12 13-24
Trans Date 10 25-34 (MM/DDI/YYYY)
Check Number 10 35-44 (Not a required field)
Create Bills
Th|S menu prOVideS the OptionS for Create Invoices Create Statements

batch runs of Invoices and Stateme_nts : ..
These options can be used at any time * ’“’“"

: Inactive 1 q g o, g t Billing f Pending
: : Act -0 ] = = =

MRRs Action  Organization ' o B Comer
5 Al 2

. . i A1 3 & All

as Emerald will not create duplicate ¥ <=e —— i [ ——
. . oftware, oftware,
invoices or statements on MBR ¥ Create T - Isbs 45 4 ¥ Create T - Iss 2
accounts and only create them as is @ Crome EASOEWEE o o : @ Croge EASRware, oo
necessary. The field descriptions for = e o = I o
th B" t d d b | IEA Software, IEA Software,

e bl |ng Op ons are pr0VI e elIOW. @ Create Tnc group 2 3 0 ¥ Create Tne group 2 0

X X ) IEA Software, IEA Software,

The binocular icons directly to the left ¥ Sete 5, gowp s 1 0 W Credte 1, gowp 3 0

of “Create” in the Action column are
used to preview the creation of invoices and statém This is very useful especially when Emeisiditially placed in
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service to verify the batch run before the billing is recorded and the actual invoices or statésrame created within
the system. A summary of the current billing rutl lbe presented for review. The data presentenbiseditable and
for display purposes only.

If changes need to be made to correct a batctheyndan be made in MBRs, and Admin configuratiarchsas service
type pricing, etc as necessary to resolve whatenalems are discovered during the preview befogating invoices or
statements.

The “Create” button generates any invoices or stateés pending creation.

The first row having an organization and billingpgp of “All” allow invoices and statements to lreated or previewed
for all billing groups within Emerald.

Active MBRs and Inactive MBRs represent the totahber of both Active and Inactive MBRs assigneddoh billing
group. This is for informational purposes only @wés not reflect the number of pending invoicestatements.

Billing Groups in statements having a red backgdohave MBRs with CC/EFT transactions that are pemndit is
recommended all pending CC/EFT transactions beegsmd prior to creation of statements. This allalvsnown

payment information for the customer to be reflddtetheir new statement in addition these paymeoitsd prevent late
fees from being unnecessarily assessed againstist@mer.

Send Bills

Once invoices or statements have been createdtbegvailable for printing for postal delivery agwhailing for
electronic delivery from this menu. Options in end bills menu are only visible when there amé to be printed or
emailed.

Invoice & Statement Print Queue

The Invoice and Statement Invoice & Statement Print Queue

print queue displays all T 5 p— T N
; ; 1181 § pe : e Operatorf .~ - C
invoices and Statements i ¥pe i ate : perator : tems ot - omInents tat'us ction

queued for prmtmg._ ltems . Print 061106 i Groupt3 96375 Eroup 13, hold for printing o o Mark
are added to the prmt queue Statement  21:21:55 at other office Sent
by choosing the “Add and 35 primTwoice %1179 Leierd  Growpt3 48 1710020 print for paser fle O B s

Print” or “Add Queue” links ek Sent

from the “Print — Statement” and “Print — Invoicglenus shown below. Once in the queue operatorstuzose “Print”
to display the print batch for printing. Once adhehas been successfully printed it can be maakduhving been sent
by choosing “Mark Sent” or answering yes to thengpbwhen closing the print batch. By clicking tve tomments
field you can leave notes detailing any specidticsions for the handling of that batch.

When printing invoices and statements via your imatwser please make sure to disable the browsdtssian of any
headers and footers that would interfere with prqt In some environments this is done from thie“FPage Setup”
menu within the web browser. Some browsers sudhia®soft Internet explorer also disable printioigsome HTML
elements that can serve to improve the look ofizerand statement reports. Printing of shadedsareiavoice and
statement reports can be enabled in Microsoft heteExplorer by enabling the “Tools” / “Internet t@ms” /
“Advanced” / “Printing” / “Print background coloend images” option.

Emailing Invoices and Statements

The electronic mailing of invoices and statemeats save both time and money by not incurring papdrink costs as
well as envelope and postage costs, not to metit®tabor involvedRemember that in order for an invoice or
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statement to be sent via e-mail, the Electronic Maoption must have been selected as the Send Methiodthe

Billing screen andthe Send Bill option must have been selected onlatst oneof the Services for a Master Billing
Record. With both of these conditions in place, Emeraiil send the invoice or statement to the user’sad-address as
specified within the MBR Service information. Wezommend sending only statements to customers.

Print - Statement

The print statement menu P C e e

shows all statements having g

a postal mail send-method

ked IEA Software, Inc ISPs -55.08 Add and Print Add Queue
not yet marked as sent. IEA Software, Inc Group t3 1 -12389 84 Add and Print Add Queue

Statement batches are
displayed on a billing group basis. “Add and Pradds the batch of statements to the print queukpresents the
statements for printing. Once printed and thetpigrwindow is closed you will be prompted weatkieu would like to
mark the batch as having been sent. If you chtiésethe batch will remain available in the prinaeue. The “Add
Queue” option Adds the batch to the “Invoice & 8taént Print Queue” immediately without presentitagesnents for
printing.

Email - Statement

The email statement menu S H e L T

shows all statements having
an emailsend method bt s s s i B

not yet sent. Statement all a1l P 300 Bamail
email batches are displayed —
on a billing group basis. Additionally the “All'rgup sends pending emails for all billing group®sie operation. The
“Email Preview” action takes all steps the systeoult normally including report rendering and digsla summary of
the emails it would have sent but does not actisghd out email messages. The “Email” action sentiStatements
via Email and marks them as sent provided the SKMEPonse indicates successful delivery. Any delifalures are
displayed and email delivery is retried the nexietithe “Email” action is chosen.

Ermail Preview

Print — Invoice

The print invoice menu Print - Invoice

shows all invoices having a g

pOStal mail Send_methOd_nOt IEA Software, Inc I5Ps 1271854 Add and Prnt Add Cueus
yet marked as sent. Invoice

batches are displayed on a billing group basi8dd‘and Print” adds the batch of invoices to thatpqueue and
presents the invoices for printing. Once printad #he printing window is closed you will be promgtweather you
would like to mark the batch as having been séntou choose “No” the batch will remain availaldethe print queue.
The “Add Queue” option Adds the batch to the “Iro& Statement Print Queue” immediately withoutsarging
invoices for printing.

Email — Invoice

The email invoice menu Email - Invoice
shows all invoices having an § Organization
email send method but not 4 Software, Inc ISP: 117 647624 Emal  Email Preview

All Al 117 6476.24 Emal  Email Preview
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yet sent. Invoice email batches are displayed billiag group basis. Additionally the “All” groupends pending
emails for all billing groups in one operation. eTfEmail Preview” action takes all steps the systemnld normally
including report rendering and displays a summaéith® emails it would have sent but does not alits&ind out email
messages. The “Email” action sends out Invoica€Evhail and marks them as sent provided the SM3jporese
indicates successful delivery. Any delivery fadlsitare displayed and email delivery is retriednine time the “Email”
action is chosen.

Credit Cards & Bank Trans

Electronic payments are managed from the “Creditd€aand “Bank Trans”
menu options of the Billing menu. All options witithese menus can apply to
All assigned batch processors for processing @eaific batch processor based
on the Batch Processor selection list as showhnisnimage. If a specific batch

Credit Card Options ]
Batch Processor: |AII =l

Ciptions |Shuwtransact|ons awaiting exponj

[Show transactions awaiting expart

processor is selected all exports, imports andteeate restricted to the Shols bersaciions avafiny impor
specified batch processor. Operators without dlabeess are limited to only Sl .
those batch processors and accounts they havesacces Irmiporfransaciots

Show transactions awaiting export

Pending transactions are added when 2 Pending Credit Card(s)
manual CC or EFT payments are made T2 s -y ST T fol S 27 {0 2

2111 120 TestMame — 4444333322221111 32 2008 432432 4326d: 59217 250 Woid
2112 117 TestMame — 4444333322221111 6 2010 1316 E. test 99217 12653 Wod

from the operator or customer interface
or after a new invoice is created for
customers with a pay method of Credit Card or Baransfer. Transactions appearing in this menu hatget been
exported to the payment processor. Choosing tkpdE Transactions” option from the Options selaatist will cause
these pending transactions to be exported.

Show transactions awaiting import

Non real-tlme batCh processors USIng Outstanding (Awaiting import) transactions

batch files to process payment T | S ) B B T | B S | iy

used by the payment processor by choosing the ‘fEXpansactions” option from the Options selectish Next after
all transactions have been processed the resuftdin the payment processor is imported into Efdarsing the
“Import transactions” option. The transactions iiwg import list shows all of those transactioxperted in the first
step that have not yet had their results impomeéa Emerald. It is recommended that transacti@nsriported as soon
as possible after an export. Itis also very ingnarall transactions be accounted for. The amgithport transactions
listing should not show any outstanding transastiafter all results from the payment processor e imported.
Outstanding transactions can lead to the followgitigations necessary to prevent potential doubli@dpiof an account:

* New statements will not be created for MBRs hawing outstanding “awaiting import” transactions.
*  Amounts of any automatic credit card payments naa@énst an invoice will have the outstanding tratisa
amount subtracted from it.

To clear any awaiting import transactions foun@r#lll results from the payment processor have beparted check to
see if the transactions shown have actually beecegsed. If not void these transactions from ttieras column and
create any new credit card payments for the MBReagssary. If transactions were processed gerarateport file in
the payment processor to account for these payraedtgmport the results using the “Import trangacdi option. If
this is not possible you may want to consider mlyigaeating a matching result file or adding a eyt or adjustment
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manually to cover the amount paid. All “Awaitingport” transactions more than a few days old shbelimported or
voided as soon as possible.

Show Failed Transactions

All transactions not having been ({171 e
e ot pravided an arror
found in the data provided, an error  # : ; ] amountilpbaance B 1 : 1

4 Peters . Error
rePO_rted by the pgyment prqcess.or. or ?g'gé?.f e é;mu:e gﬂz;r 250 S3mn6d g6 4444333322221 logn  Nons  Void
declined transaction due to insufficient =" | account B failed
fundS are ShOWﬂ in the fa|led Peters . Declined

S auth.net st | Lo, 212082473 | 4444333322221111 too much MNene  Woid

transactions list. Automatically created 123s.04 Capture Poter 238264.96
transactions for MBRs with pay

methods of “Credit Card” or “Bank Transfer” cantpanually retried by choosing the “Retry” actionamtomatically
retried based on the “Rebatch Tries” and “Rebattérval” options assigned to the batch processimghesed. Credit
Card and Bank Transfer payments created manuakly beuvoided and then new payments posted afteetts®n for
the initial transaction failure has been correct&tle external payment processor generates errsgages displayed in
the result field please see your payment proceskamgmentation for more information on errors digpd and the steps

necessary to resolve them.

account

dough

Emeralds failed transactions list also displaysgaations requiring manual confirmation beforetthasaction can be
exported. The following are reasons for manuafiomation:

» Pay Period has Confirm auto CC/EFT enabled and M&&Ra pay method of “Credit Card” or “Bank Transfer

» A duplicate payment amount was detected when adtirgutomatic transaction for MBRs with a pay metho
of “Credit Card” or “Bank Transfer” .. The duplieamust be manually reviewed to prevent doublengjlbf the
account. Duplicate payment protection optionscargigurable via the “Admin” / “Accounting” / “Settgs”
menu.

Export transactions

This action takes all pending payment transactitiasvn in Processing request - Task: batchezport [15] - Scheduled: 10/13/05 110317
“Show transactions awaiting export” and exportsrthe the

payment processing system. When exporting traiosector
“Real time” batch processors the transactionsauitbmatically =~ ™ating for scheduer LA B

be imported as the export process proceeds. @uigdctions
exported to batch files for later processing uge‘timport transactions” option to import transanti@sults after being
processed by the external payment processor.

The Emerald task scheduler handles all exportactitns. Once an export is scheduled a popup wirstmwing the
current status of the export is displayed. Tratieas exported to batch files are stored in thation specified in the
configuration of the batch processor local to teever running the Emerald task scheduler. Foreefee the servers
network hostname is displayed in the Server column.

Import transactions

After transactions have been exported to a bakehafid Processing request - Task: batchimpert [19] - Scheduled: 10/19/06 11:04.24
processed by the external payment processor thégéfe from
the payment processor are imported into Emerattiatche

status of each transaction can be recorded. ripert Wating for scheduler Hi& Gl

transactions process is used only with non read-tiatch
processors using batch files. Batch processorsostipg real-time processing of payment transactamsot use the
import transactions menu as the import of paymamisiaction results occur during the export process.
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The Emerald task scheduler handles all import &etigns. The batch input file configured in thedtaid batch
processor (See “Admin” / “Accounting” / “Batch Pexsors”) must be placed in the import file on thevar running the
Emerald task scheduler.

Usage Charges

Monthly usage charges generated from

Unapplied Usage Records

rating RADIUS Call records, network

traffic and external sources are created Metwork usage 4 0 4599140 0.01

system wide by clicking “Process usage : TEA STP Traffic 1 0 37008431 37.01

charges”. It is recommended usage 2 Network usage 1 0 2870.881751 1772
2 Fealm total test 1 0 1 1.00

charges be processed before creating

invoices so that the charges appear with
any new invoice created.

Month

Shows number of months back from the curdae¢ of the start of the usage period. Generally
entries showing 0 and sometimes 1 will remain gitecessing usage charges. This is normal a
monthly period plus the delay period (See “AdmifiA¢ccounting” / “Settings” / “Rating Charge
Delay”) has not yet been reached. Additional datald still be recorded before closing the perig
and creating usage charges.

5 the

o

Rate

The name of the rate responsible for the us8ge “Admin” / “Rating” / “Rates”

History Records

Number of rate history recordsgassi to this rate. Generally this reflects the nermof accounts
having usage records.

Total Time Used

Sum of seconds used by this rate.

Total Data Sum of data or units used by this rate.
Total Count Sum of data or unit intervals usedhiy tate.
Total Cost Total cost for all users of this rate.
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Searching for a Credit Card Transaction

When using an external credit card or EFT Invoice Search
transaction system with Em_era_ld, you can quic_:kl_y Customer: [ | Company: |
search for specific transaction information. THis i _
useful for verifying transaction dates and amountg ©v¢e I e et | BiLas
for your customers. Emerald’s built-in search Search | Clear | I Void
engine helps you quickly locate the transaction

information you are looking for. To search for adit card transaction, use the Emeialbice main menu option and
follow the instructions listed in the following d&m underSearching for an Invoice You can search by Company or
Last Name, and you can also search by Transactigiber. Once you enter the transaction number, dedowithin the

batch report created by the external credit caogdgssing system, click tf&earchbutton. Emerald displays the Invoice
that matches the criteria in the search resuliadis

[ Unpaid

Individually Invoicing an Account

Occasionally you may need to create a single ivfiic a user and not go through the entire batobgss. An example
of when you may need this feature is if a custoooanes into your office to setup an account and svempay their
invoice immediately. Emerald allows you to creatéradividual invoice for a Service directly withihe MBRs
Invoicing menu. With the customer’'s MBR selecteal) gan instantly generate a renewal invoice foutfer’s next
billing period. Once the invoice is created, yon tfzen print or email it using the methods detalégdr in this chapter.

| Invoice Current | | Preview Hext | | Invoice Hext | | Verify Invoices ‘

Invoices (147 items)

925

10/20/06 Credit Card 10.00
884 - VOID 08/25/06 Credit Card 265.30
881 08/14/06 Credit Card 6.98
BED 08/14/06 Credit Card 217.03
878 - VOID 08/12/06 Credit Card 36.45
877 - VOID 0B/04/06 Credit Card 29763
821 - PATD 07/11/06 Credit Card 22.57

The following steps show aaxampleof how to create a single invoice for the nextaming billing period. Note that
Emerald will not create another invoice until the wser’'s expire date is equal to or later than the endate of the

last invoice or the accounts expiration date doesohexceed the MBR billing cycles “Allow Renewal”

configuration (See “Admin” / “Accounting” / “Billing Cycles”) The Expire Date will only be extended when a payime
is received and posted to the account.

Note:

Thelnvoice Current option generates an invoice for the next billiegrt only, and behaves precisely as would if you
ran invoicing from the batch menu, if the accouwss hlready been invoiced for the term following dleeounts billing
cycle, nothing happens. Thavoice Nextoption creates an invoice for the next billingneregardless of the billing
cycle configuration. How far in advance InvoicexiNean operate depends on the “Admin” / “AccountihtSettings” /
“Invoice Next Term Max Days “ option. “Invoice nxs useful for invoicing the account far into theure.

1. Select the Emeraldiccountsmain

. Name: Alex Jones Company: [EA Software, Inc.
menu 0pt|0n. Type: Renewal Customer ID: 11
. Amount: 63.08 Charge Amount: 63.08
2. Search for the desired MBR. Selectan 1. 21z
click on the appropriate MBR listed in
Recurring  12/01/06 12/31/06 ajones?  Dialup Internet Access 19.95 1
Emerald — User’s Guide Reowrmg  1201/06 | 12/31/06  ajomes  Dislup Internet Acosss 19.85 1
Tax 10/20/06 10/20/06 WA State 3251
Tax 10/20/06 10/20/06 Crary Tax 19.95 1




the search results window to present it in the MBiRount Summary screen.
Choose thé&nvoicesoption.

4. To preview the renewal invoice result, choossPtteview Nextbutton above the MBR Invoice listing.
Emerald will present a preview of the renewal iwegias shown to the right. After you have veritiee
renewal invoice information, close the preview gigpvindow.

5. Press thénvoice Nextbutton to create the renewal invoice for the MBRmnerald creates the invoice for you
and displays a message showing that the functisibban performed. The display will be updatechtasall
invoices recorded for the current MBR.

M Creating Invoice
Successfully created 1 imwice(s). Total cost: 63.08

Searching for an Invoice

As with MBRs and Services, Emerald also offers g twasearch for individual invoice information. Erakel has a
powerful built-in search engine to help you loddie invoice information you are looking for.

When thenvoicesoption is selected from the
Emerald main menu options, lnvoice Searchform
is displayed as shown below.

Invoice Search

Custemer 1D Cotmnpany: I [ Tnpaid

Invoice ID: l— Last MNarne: | [T Last
The search criteria form allows for searching on a _Search | Clear | - Void
variety of parameters: Customer ID, Last Name,
Company, Invoice number and Transaction number. d&usearch for an invoice by typing in all or pErthe user’s
information in the Customer ID, Company, and Laati¢ fields. As well, if you know a specific invoioe credit card
transaction number you are looking for, you cameittin the appropriate field. Your search is case sensitive. You
can enter your search criteria in all lower-cageeils, all upper-case letters, or mixed case. &&ualso turn on the
Show Unpaid Only option to only display unpaid iroes, or the Show Last Only option to only displlag latest
invoice for a particular customer.

Press the Search button to initiate the searcmsigiie criteria you have entered. If no searchrpaters are given, all
invoices will be presented within the Search Resulhdow. Once displayed, you can select the gt invoice
from the results list to present the record inlth@ice Summary screen.

An alternate way to retrieve a specific invoicéosetrieve it through the MBR accouststory option. MBR account
History details all transactions for the accouwtuding invoices, statements, payments and inc&delfityou know the
customer of the invoice for which you are searchiusg theAccounts option to search and select the MBR record. Use
theHistory option to display a detailed history of the MBR'ansactions.

Account History 20 items) Within the History display, all invoices
T BT T TN WM il be detailed. Click the ID field to
10/20/06 144251 Inveice 63.08 Renewal 926

the left of the invoice you are interested

10/16/06 17:13.34 Inwoice 120.00 Point of Sale §23 . . PR .
— in to present it within the Invoice
10/16/06 17:13.17 Payment 1582.22 Cash 1582.22 14839
Summary screen.
10/16/06 17:1143 Statement 1582.22 318
10/16/06 17.03:.41 Statement 252.32 318
10/16/06 17:09:21 Inwoice 1000.00 Pomnt of Sale 922 Once yOU have SUCCESSfU”y Iocated and

selected the invoice, you can Void, Print
or Email, or apply Payment to it.
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Invoice Options

Once an invoice has been created, Emerald offeregtion to Print, Email, apply Payment, or Void thvoice. These
options are described below.

| Invoice Current || Preview Hext || Invoice Hext || Print || Email |
| Payment | | Void Invoice | | Verify Invoices |
Invoice: 926 Amount: 63.08 Last User: admin
Type: Eenewal Tax: 2318 Last Date: 10/20/06 14:42:51
Date: 10/20/06 14:42:51 Unpaid: 0.00 Comments:
Sent:
12/01/06 12/31/06  ajones2 Dialup Internet Access 19.95 1 19.95 WA State Retail 15985
12/01/06 12/31/06  ajones  Dialup Internet Access 19.95 1 1995 WA State Retail 19.95
10/20/06  10/20/06 WA State 3231 323 323
10/20/06  10/20/06 Crary Taz 19.95 1 19.95 15.95

Voiding an Invoice

In the event that an invoice was created with irexrinformation or the account charges need tebersed, Emerald
provides the ability to void an invoic¥ou cannot edit invoice information or amounts onceét has been created. To
modify invoice information, you would need to voidthe invoice, correct the information on the MBR orService
account and create a new invoice.The Void process will not remove the invoicenfrthe system however it will
invalidate all credits or charges on the voidediog and duplicate any line items that are notnéoy charges such as
network usage fees or hardware purcha¥ésen a POS Invoice is voided its line items are naotuplicated. To void
an invoice, you do the following:

1. Select the Emeraldvoicesmain menu option.

2. Search for the desired MBR Invoice. Select dinlt on the desired invoice listed in the searcules window
to present it in the Invoice Summary screen.

Choose th&oid Invoice option.
4. A Dialog Box will be presented confirming the id@ction. Pres®K to confirm and continue the void action.
PresgCancelto cancel the invoice void.

5. Once Emerald has completed the Void action, ssage window will present the status; confirmirgtbided
invoice. Any duplicated line items from the voictian are viewable from the MBR history menu.

| Invoice Current | | Preview Hext | | Invoice Hext | | Verify Invoices |

Invoices (75 items)

Create Date : Invoice Type
930 - VOID 10/20/06 Point of Sale 100.00
929 - VOID 10/20/06 Point of Sale 3162
928 10/20/06 Renewal 160.85
8927 - VOID 10/20/06 Renewal 160.85
926 - PATD 10/20/06 Renewal £3.08
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Printing and Emailing a Single Invoice

|t £% gow Faertes Dok b [ = |
— &
H H H= H ISP Inc =
A convenient feature of Emerald is the capabilitytint a copy of an - IEA 1234 Soruioco e Invoice PAII?

invoice. Customers sometimes misplace an invoici,gets lost in the | preommmem e s,
mail, or they simply deny ever receiving it. Emdrplovides the ability

BILLING ADDRESS

to print and/or email a duplicate of an invoiceay time. T
51 R
. . . . Spoleane, WA 99208
To print a copy of an invoice, you do the following e e
1. Select the Emeraldhtcounts’ / “Invoice Searchi main menu IPO/CDMMENT e mol;Eg;OTALI
option.
) . ) Login Description Starting Ending  Amownt _ Qty  Total |
2. Search for the desired MBR Invoice. Selectdmtonthe s sormiee Bom B2 B2 0 o2
desired invoice listed in the search results windoywresent it A S jo@s  wgwts 31 33
Crazy Tax 10/20/06 10/20/06 19.95 1 19.95

in the Invoice Summary screen.

3. Choose therint option.

To email a copy of an invoice, you do the following Email Invoice
1. Select the Emerald\tcounts’ / “Invoice Search main menu | Subiect: ISP Biling Account
option. Email: Iajones@abc.com
2. Search for the desired MBR Invoice. Select dintt on the ce: |
desired invoice listed in the search results windmwresent it in | Format: [T =
the Invoice Summary screen.

Choose th&mail option.

4. A Dialog Box will be presented in order to chedise desired destination and email format. Confire send
default selections, or enter new ones, and presSahdbutton.

The Invoice Payment Option
The Invoice Payment Option allows you to apply gnpant directly to the invoice. Any remaining ambafier the

invoice is paid is distributed to the oldest unpaiebice line item. Payment entry is describedieadithin the MBR
Account Maintenance optiofpplying Payments to MBR Accountssection of this document.
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Searching for an Account Statement

As with MBR Invoices, Emerald also offers a ways&arch for individual account statement informati®merald has a
powerful built-in search engine to help you locdte statement information you are looking for.

When theStatementsoption is selected from the Statements Search
EmeraldAccounts main menu option, Statements _ _
Customer [T I Company: I

Searchform is displayed as shown here.
Statement I I Last Name: ||

The search criteria form allows for searching on a Clearl
variety of parameters: Customer ID, Last Name,

Company and Statement ID. You can search for arstit by typing in all or part of the user’s infation in the
Customer ID, Company, and Last Name fields. As \ifeflou know the specific Statement ID you arekiog for you
can enter it in the appropriate field. Your sedschot case sensitive. You can enter your seaitdrierin all lower-case
letters, all upper-case letters, or mixed case.

Press the Search button to initiate the searcmsigiie criteria you have entered. If no searchrpaters are given, all
statements will be presented within the Search IResindow. Once displayed, you can select the@mpate statement
from the results list to present the record in$tetement Summary screen.

Once you have successfully located and selectestéitement, you can Print, Email, or apply Payment.

Creating a manual statement

Similar to creating single invoices manually witlsin MBR you can also create statements manualtyidking ‘New
Statement’ from the Statements sub-menu within &RM Unlike running a Statement batch a new stat¢isecreated
each time the ‘New Statement’ button is presséa. new statement is not created when this buttq@messed it means
there is a pending CC or EFT transaction for this@mer and the transaction must complete befamestatement can
be created.

Statement Options

Once a statement has been created, Emerald offer [reviswstatement || vewstatement |
Statements (33 itemns)

the option to Print or Email the statement, or gppl
Payment to the account. These options are deskcri zu 10720106 24393 44393

beIOW 343 10/20/06 158222 34393
31 10/16/06 252.32 158222

1 10/16/06 336.90 25232
302 06/11/06 -134.10 336.90
06/23/04 -174.00 -134.10

06/16/04 -193.95 -174.00

=

L
o
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Printing and Emailing a Single Statement

Emerald provides the ability to print and/or engaduplicate of an |/ w w v e 2o =
statement at any time. -
y n Im ‘WSQZJHSCOmep\aCe Ave Statement
. . . S " Date_Due Date Statement ]
To print a copy of a statement, you do the follayvin SOFTWVARE ESEevhens 1020105 On Recorpt 343
1. Select the Emeralditcounts’ / “ Statement Search”main BILLING ADDRESS
. TEA Software, Inc
menu Optlon. Alex Joncs
W. 516 Riverside
. . Spokane, WA 99208
2. Search for the desired MBR Statement. Selecthekion Dl St

the desired invoice listed in the search resultslaiv to

Beginning Balance _ New Charges  New Credits _ Ending Balance |

present it in the Statement Summary screen. [EPPh Hogis itmE i v

Choose th@nnt Option_ Date Login Description Credit  Debit
10/20406 FPPP Setip 20.00 -l

A . . 10120406 PPP Setup 20.00

4. Refer to thérinting Account Information section for 1020006 DSL Modem 1000

. . . . . 10/20/06 DSL Sety 20.00

more information regarding the print options andrfats 10120005 F00 St 050

. . 10/20/06 WA Local Loop 035

available for selection. 1672006 Crey Ta 1955

10/20/06 WA State 323

10/20/06 ajones Dialup Internet Aceess (12/01/06 - 12/31/06) 19.95

10/20/06  ajones2 Dialup Internet Aceess (12/01/06 - 12/31/06) 19.95

To email a copy of a statement, you do the follawin
1. Select the EmeraldAtcounts’ / “ Statement Search”main menu
option.

2. Search for the desired MBR Statement. Selecthekion the
desired statement listed in the search resultsomrntd present it in
the Statement Summary screen.

Email Statement
Subject: IISF‘ Billing Account

Email: Iajones@abc.com
cc |

Format: IHTML 'I

Choose th&mail option.

Send |
4. A Dialog Box will be presented in order to chedlse desired
destination and email format. Confirm the sencdkfselections, or enter new ones, and presSe¢hebutton.

The Statement Payment Option

The Statement Payment Option allows you to appgyanent to the MBRs account balance. Payment entigscribed
earlier within the MBR Account Maintenance optiépplying Payments to MBR Accountssection of this document.
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Incident Tracking

The Incident Tracking feature of Emerald helps yoprove your customer assistance and support biitrg.incoming
technical support calls from your users. Emeradlocident Tracking features allow you to trace aoitbfv-up on phone
or electronically submitted support issues easily efficiently. It provides a central point of eeénce on user problems,
as well as providing the ability to determine tretinl customer issues and the average responsedfryiear
representatives. The information gathered thrdagtdent Tracking can not only help you manage yaurent

customer issues, but can also help minimize an@tlahmilar problems occurring in the future.

When a technical support call is received, the stppresentative opens batident for that phone call. An Incident is
used to record information about the user’s istheeactions that were taken on the issue, and heussue was
eventually resolved. Emerald Incidents are tragdedthe MBR Service in which the user is encoumgegproblems.

After an Emerald Incident has beapened initial information regarding the problem is reded. The events that take
place toward the solution to the problem are reedras incidenfctions. When the problem has been resolved, the
solution is described and the incident is updatedased The information recorded within Emerald Incidealisws
your support representatives to determine if astig problem has been previously solved and reéer¢he previous
resolutions. The information may also be usedsisayour organization in determining if any audhial training and
materials may need to be offered to your usergpor customer support representatives, to cleaepetitive problems.

If a user has a problem that is logged as an intideit no solution has been found yet, the indidétus remains
‘Open’. Customer support representatives can addasay Actions to the record as needed while ihigen incident to
note the steps that have taken place while workingrds the problem resolution. A listing of allerpincidents is
available at any time. With this option, the custorsupport team can easily view all the issuesateyet to be
resolved.

Searching for an Incident

Emerald provides three easy ways to obtain a ¢istfircustomer support incidents, either by custoineident type or
incident status. Emerald has a powerful built-iarsb engine to help you locate the specific indideiormation you are
looking for.

The first incident search method returns an IndidRaport Incident ID: |

listing all incidents according to the selectedree&riteria as St | ETTRHTTE ~ [ ey |
explained below. When the “Incidents” option iteséed from | p_ Bl Acsgument. [pocl
the Emerald “Support” main menu option, the Inctd@aport Type: [Logh Ermor = State: |4l -
search form is displayed as shown to the right. Search: |
Clearl

Incident ID This allows you to bring up the detaifsa specific incident when its unique incidentigmber is

known.
Show Restricts the search parameters to includedcadlents having a current incident state matcliey

general criteria shown. When setting the “Showldito display a subset of accounts it is recomragnd
the “State” field below remain set to “All”

¢ Open Incidents All incidents that have not yet been resolvetbéed.
e Escalated Incidents Incidents having an “escalated” state. Escalateidents may reflect a

question from an important customer or a complesstjan that needs to be answered by
another operator.

« Late Incidents: Open incidents that have passed either a spekiadate set on a per incids
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basis or have been open longer than the alloweerde Days” defined for the incidents type.
(See “Admin” / “Incidents” / “Incident Types”)

« Waiting for client action: An incident having a state indicating the incideannot be proceed
any further because operators are waiting for éinrggayment or additional information to b
provided by the customer.

D

< Archived Incidents: Archived incidents reflected incidents havingaaichived state and are
used primarily for the storage of knowledge baseefarence articles.

Assignment Restricts search results to show int&dassigned to or by you. Incidents assigned toayso include
incidents assigned to a role you are a member ofhvalve either been escalated or are overdue if yopr
role membership subscribes to overdue or escallat@tents. (See “Admin” / “Incidents” / “Operator

Roles”)

Type Restricts search results to the selectedentitype

State Restricts search results to incidents hatiegelected incident state. Note that an Incidigpe must
first be selected before incident stats are avigilfdy selection.

Search Restricts search results to full text seenitéria entered here. Search keywords shoulasheique ang

specific as possible. Search results will be digpdl ordered by the best match to all keywordsredte
When at least one keyword matches text found iiénts results are displayed.

The search field requires your database serverosufytl text indexing. If the search dialogueniat
displayed your database server does not suppbteftlindexing or the proper components have not
been installed. Please see your database sermaméatation for more information. Microsoft's
MSDE/SQL Express does not include support forteit indexing. To take advantage of this feature
we recommend current MSDE/SQL Express users updoalféicrosoft SQL Server.

Note due to processing requirements full text imdexre only updated a few times throughout the day.
It may take several hours before changes to egistimew incidents are available for search udieg t
full text search.

Additional When an incident “Type” is selected any customdant data fields associated with that type are also
Custom Data| displayed to further restrict search criteria.
Fields

The options listed under Incident Types and Indidates are configurable by the Emerald AdminigtraSee
“Admin” / “Incidents” / “Incident Types” and “Admih/ “Incidents” / “Incident States”.

) T ) ST S T Ty Press thSearchbutton to initiate the
ez _ _ _ search against the criteria you have
N ajones Wy DEL modem stops working after a while Modem  Resolved .
Jones — = entered. Once displayed, you can
1 ;&lﬁ e I'maietl;ing a.nti.nvahd logm or password message when tryng to logon to m éogg Onen select the appl’opriate incident from
e e RS = the results list to present the record

individually within the Incident Summary screen.

A second way to retrieve a specific incident redertb retrieve it through the MBR accoutistory option. MBR
account History details all transactions for eaotoant including invoices, statements, paymentsiaeidents. If you
know the customer of the incident for which you searching, use thccounts option to search and select the MBR
record.

1. Select the Emeraliccounts main menu option.

2. Search for the desired MBR. Select and clickhenappropriate MBR listed in the search resultsdaiv to
present it in the MBR Account Summary screen.

3. Choose theélistory option to display a detailed history of the MBR'ansactions, including incidents.
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Account History (4 items)

. a
10/25/06

134513 Staternent 1935 1
10/25/06

194504 Inwoice 1995 Renewal 1
Uprziies Incident 0.00 My DSL modem stops working after a while 2
18:00:42 =
10/25/06 Tusident 0.00 I'm gatl:mg an mvalid logn or password message when trying to logon to my 1
163538 email account

Within the History display, all transactions areailed, including customer Incidents. Click thefiBld to the left of the
incident you are interested in to present it indlirlly within the Incident Summary screen.

A third way to access Incident information is witlthe MBR or MBR Service Summary screen under tBRNor
which the Incident was written. If you know thestamer and the service username of the incidemficch you are
searching, use th&ccountsoption to search and select the MBR record. Tdrere the MBR has been selected and
displayed, select the associated Service from mithé Services listed in the Services section®MIBR Account
Summary screen. The selected service will be ptedén the Service Account Summary screen.

|zl Service #1 - ajones - (Alex Jones)
Show MER Show Service Hew Service Edit Service Delete Service
\ Il i i Il |

[“callHistory | [Tine | ["Hew Incident | ["raDms | [ Emait Settings |
Name: Alex JTones Service Type: DsL Time Left:
Login: ajones Discount: Normal Login Limit: 1
Password: test123 Static Cost: No Created: 10/25/06 16:35:21
Email: Cost:  19.95 DMModified: 10/25/06 20:21:53 byadmin
Home: 50%-444-2455 Pay Period: IMonthly Status: Active
Work: Start Date: 10/25/06
Send Bill: Tes Billed Thru: 11/24/06
Remote Access: Yes Expire Date: 10/24/06
Preferred: Mo Package:
test

Incidents {2 items)

10/25/08 Modem  admin My DEL modem stops working after a while Mormal Eesolved

Open

10125005 Login " I'm getting an mvalid login or password message when trping to Above
—  Emor legon to my email account Mermal

Thelncidents section listing underneath the Service accoutrimétion displays a register of incidents for therent
MBR Service. In the example above, one open Intidelisted for the “ajones” Service account. Theidents listing
shows the Date the incident was created, the intitigpe, the Operator that entered the incidebtjef Description of
the incident (excerpt from the first few words loé tincident text or summary text if avaliable), thenber of Actions
taken on the incident, and the incident Statusck@n any incident record within the list to pres# individually within
the Incident Summary screen.
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Viewing Incident Detail and Actions

Once an Incident record has been selected and
presented W|th|n the Incident Summary screen the Create Date: 10/25/06 18.00:42 byadmin Wodify Date: 10/25/06 20:23:15 byadmin

Type: Modem Assipned N/A [ admin

record can be updated, have its status changed, Or| Tt Tie: 3500 uutes

Actions may be added. The menu options presentg| ™ e ————

above the Incident Summary screen correspond to | '—‘Ib;wﬂ = '—‘I,L procs [
MBR Service in which the incident is written agains| puwpw.———

The fields of the Incident and related Actions are | odsm Ty =]

described below_ Summary [y DSL modem stops working after a while |
L
TheAccount field is a pick list presenting all Login e L
names for the Services that are associated with the
current MBR. Once assigned, this value identifies a

which Service account the user is encountering
problems with on this incident.

The Type field allows you to categorize the type of ‘"@'Mm""@ B

the incident. This is especially useful for repagtto Tl B Customer viswable

see what types of problems are encountered the m( wew acien |
by your users. Once an incident is created cligkin
the underlined “Type” field in the header of the
incident changes the incidents type. Please tead t =
instructions displayed carefully. Staus [Recoed =] -

¥ Customer wiewable

TheAssignedfield controls which role the incident is
assigned. Once an incident is created it candmsigned by clicking the underlined “Assigned”di@h the header of
the incident. Please read the instructions diggaarefully.

The Statusfield indicates the current status of the inciddnicident Status may change through the lifdhefihcident
until it is resolved and closed. Incident Statpians are fully configurable by the Emerald Adretnator. See
“Admin” / “Incidents” / “Incident States”

ThePriority field may or may not be visible based on the incideype. Priority is a reflection of the relative
importance of the incident.

The Time field may or may not be visible based on the incideype. Time reflects the number of minutes spen
resolve the incident. Additional time can be adttethe running total by specifying time when adgéattions to an
existing incident. The total time based on thedent time field and added incidents are displapetie Total Time
field in the header of the incident.

The Email field may or may not be visible based on the ingiddéype. The email field allows sending a nagifion or
copy of the email message to a third party. Tieisl should not be used to email operators or ttewnt holder about
the status of incidents. This is done throughBhmil notification system.

The Customer viewablefield may or may not be visible based on the incidéype. When checked the account holder
can view this incident and any actions within thisident which are also customer viewable from“fh&sistance” main
menu option of the Emerald Customer Account Center.

TheDue Datefield may or may not be visible based on the ingidéype. When entered the due date overrides the
incident types standard “Overdue Days” value fromdreation date of the Incident. When a due idagatered the
incident is considered “Late” if the Due Date hastpand the incident is still open.

Custom data fielddodem Type) may or may not be visible based on the incidgms. Custom data fields are
associated to incident types from the Emerald Adstrstor. See “Admin” / “Incidents” / “Incident pes”.
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The Summary and Incident boxes are used to input text to record informasibaut the incident. This is where you
enter details about the problem. The details shimalude information such as:

*  What the problem is

* What the user has tried in order to solve the bl

* What the customer support representative has gattaout the problem

« Information regarding any changes made to the axtcsuch as password or setting changes.

The Update button saves any changes you have made to tldemtaiecord, including status changes.

TheActions section of the Incident Summary screen listshalActions that have been recorded against thdenti
The Actions listing will include the Action datdne operator involved with the action and the desiom of what
occurred. Actions are not editable and cannatddeted after they have been recorded. A newracto be recorded
for an incident by entering the description in Mew Action field and pressing thadd New Action button.

Quick Tip:

By maintaining good records within the Emerald ¢laeit Tracking features, you can track the compietiory of user
accounts, from creation to present. The resulidsge knowledge base of problems and solutionstteer employees t
learn from.

[®)

Adding an Incident

When a user calls in for support, you can add eidémt to their MBR to track and describe theirlpeon, actions and
final solution. To create a new incident, do tbkkofving:

1. Select the Emerallccountsmain menu

option.
Account ,m Type lm Prionty m
2. Search for the desired MBR. Select and click| 4ssieed [Fetiyssr=] Suatus [BEBm 2] Tme
on the appropriate MBR listed in the search | Brd I Customer viewable ik
results window to present it in the MBR Summary E
Account Summary screen. e
Incident I can't login to wy wail account B
Choose thélew Incident option.
4. Alternatively, click on the particular MBR i

Service involved with the incident from within
the MBR Account Summary screen display.
Once the Service is presented within the ServicmAot Summary screen, press &ud link within the
Incidents listing section title.

5. Select thé\ccount value by choosing the appropriate Service logmeérom the pick list options.

6. Select th@ype of the incident that most closely describes tladient from the available pick list options.
Incident Types are configurable within the Emerttiministrative options.

7. Select the role the incident is toAgsigned By default new incidents are assigned only &dperator
creating the incident. If the incident is assigteed role Emerald may choose a specific operadiqgipating
in that role based on the operator role configaraitn the Emerald Administrator. See “Admin” / tidents” /
“Operator Roles”

8. Select the currei@tatus of the incident from the available pick list, @capt the ‘Open’ default value. Incident
Status options are configurable within the Emesaddhinistrative options.

9. The remaining fields shown in the image abovg aramay not be visible depending on the configaraof the
selected incident type.
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Q ThePriority field may or may not be visible based on the incidéype. Priority is a reflection of the relative
importance of the incident.

O TheTime field may or may not be visible based on the incidéype. Time reflects the number of minutes
spent to resolve the incident. Additional time tanadded to the running total by specifying tinfeewadding
actions to an existing incident. The total timedxzhon the incident time field and added incidantsdisplayed
in the Total Time field in the header of the ingitle

Q TheEmalil field may or may not be visible based on the inaideype. The email field allows sending a
notification or copy of the email message to adtipiarty. This field should not be used to emaéragpors or
the account holder about the status of incidentss is done through the Email notification system.

aQ TheCustomer viewablefield may or may not be visible based on the inciddéype. When checked the
account holder can view this incident and any astiwithin this incident which are also customeméble
from the “Assistance” main menu option of the Enteb@ustomer Account Center.

QO TheDue Datefield may or may not be visible based on the ingidéype. When entered the due date overrides
the incident types standard “Overdue Days” valoenfthe creation date of the Incident. When a due &
entered the incident is considered “Late” if thee[@ate has past and the incident is still open

O TheSummary field may or may not be visible based on the incide¢ype. When entered the summary reflects
the title or subject of the new incident. If Sunmnis omitted the first few words of the Incideigldl are used
as a summary.

10. Enter the Incident detail within the descripttext box provided on the screen.

11. Press th8ave Incidentbutton in order to save the incident entry.

Adding an Incident Action

Actions are used to describe a follow up or addalaction taken to resolve an incident. Actioas also be used to
document a service turn-up, like a digital ciraritweb hosting service. In cases such as theséndident would
contain the initial turn-up information, and theiaas would detail the steps during the turn-ugtidns are entered
within the Incident Summary screen.

1. Select the appropriate Incident record andenegrit within the Incident Summary screen (refeth®Viewing
Incident Detail and Actions section above).
2. Enter the description of the Action in thew Action field.

3. If the Action changes the status of the Incidsatecting a new Incident Status under the Aciiection will
update the Incident record to the newly selecteduStvalue.

4. Press th@&dd New Action button to save the entry.

TheActions section of the Incident Summary screen listshalActions that have been recorded against thdenti
The Actions listing will include the Action datdwet operator involved with the action and the desiom of what
occurred. Actions are not editable and cannatdbeted after they have been recorded.

Closing an Incident

The closing of an Incident is only a matter ofimting the appropriate Incident record and changina
the Status field to ‘Closed’ or similar state. $3iag theUpdate Incident button will record the Status [DgeR 0 <]

incident Status change. Ennail gg:{;ne )
Eszcalated
If there is a resolution to the Incident, the ratioh of the problem can be noted within a finaiat i

Resolved

to the incident and the status of the incidentlmanipdated with thincident Statusfield within the
Actions section of the screen. The Action, as waslthe Incident Status, will be updated with the xing |
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Add New Action record save.

Bulk Email

This option is used if you want to send an email to
everyone in the emerald system or a specific ilroup.
This can be used for letting your customers knoa néw
service you offer or letting them know you will dewn

for maintenance. The Bulk Email options are desctib
below. Customers may “Opt Out” out messages ssngu
the bulk email by changing the “Announcements”
notification setting from the Customer Account @ent
“Account Settings” / “Email Notification Options” emu
option.

Send Bulk Email

Group: [My Company ~ From: [IEA Software <sales@iea-software.com>
Service
Al = Subject: [Emersld 5
Type:
Enter your message below. When finished press Process' to send.
Message: [Enter your message here. ;l
When finished press 'Process' to send.
i

Group The billing group to send the emails
Select “All” to send to all billing
groups. You must be a global
operator to send to all billing groups
or have MBR access to the group yo

will be sending to.

c

From Represents the “From” address of th
email message sent out. This field ig

required.

e

Service Type The service type to send the email 1o.
Choosing a service type further
restricts the subset of accounts that

will receive the bulk message.

Subject What you want the subject line to re|

in your email.

Message The message to be sent to the

customers.

Preview When checked a list of all recipients
displayed however no email messag
are sent. When preview is not

checked Email messages will be sen

out.
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Reports

Emerald offers a wide variety of reporting featurBlsese reporting features allow you to obtain cahgnsive billing,
account, and service usage summaries from themafiton stored within the Emerald database. In adib offering a
complete set of standard reports that can be gegeaad printed to hard copy at any time, Emerksid affers a variety
of on-line system monitoring and reporting optiasswell.

! » Reporting & Logging
‘ Custom Reports | | Online | | Call Search | | Aging | | Emerald Logs |
[“RaDS Logs | [Taudit Cogs | [FFreLogs | [“systemLogs | ["#ait Cogs |

There are a wide variety of reports that Emeraltigeinerate: Custom Reports, Online Reports arstefy Logs.
Custom Reportslists both the set of standard Emerald reportss phy additional custom reports the Emerald
Administrator has configured for your system. Theers Online, TS Graph,andAging Report are the available on-
line reports that are present user data directipto screen in a pre-defined format. The remgifteport options
including the Emerald, Audit, RADIUS, Mail, Systeand FTP Log report options present information reigg system
activities tracked automatically by the Emeraldieys are also presented in a pre-defined formatthrto your screen.

Standard/Custom Emerald Reports

Emerald provides a standard set of business refortsy against the Emerald data. The reportinaiee form of
Emerald templates or on the windows platform ctygports. The report set is accessed through mher&ld Client
Reports/Custom Reportsoption.

On all Emerald platforms, an unlimited number gfads can be O ‘

created and run against the Emerald data. Any ODB&@pliant e —
report writing application, such as Crystal Reparts) be used to do [t :fﬁ?ﬁcm —
so. The Emerald Reports option will only run répareated using ® Fuled T

emerald template files (.ews) or the Crystal Repsuite (.rpt). Any —
custom reports created outside of emerald temptat€systal

Reports can be run against the Emerald data frahinathe external

reporting environment itself at any time but canpetrun from
within Emerald. See the emerald web server welneidas guide for § =i
more information on creating or customizing emeralgbort
templates.

W WMonthly Call Summary
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Quick Tip:

For more information on Crystal Reports, the Winddvased report writer, see the Seagate Softwargtalieports
Web site at http://www.businessobjects.com/prodregerting/crystalreports.

The Custom Reportsoption lists all standard and custom reports ltiaae been configured and are available to run
within Emerald. The standard set@ifistom Reportsis described below.

Custom Report

Description

Failed Transactions

Presents a listing of all Geellit Card or EFT transactions that have not genb
retried or voided. Also see the failed transadilisting in the “Client” / “Billing” /
“Failed Transactions” menu.

Daily New Users

Presents a listing of any new MBRkin the system (new sign-ups) over the past
week.

Daily Payments

Presents a listing of all paymeheng type posted for the day. The payments report
does not include credits posted to an account.

Expired Accounts

Lists expired accounts.

Expired Accounts w/Auth
Attempts

Similar to the expired accounts report above exttepRADIUS authentication failurg
log is correlated with expired accounts to showirexpaccounts still attempting to
access services. This report is useful for prealgticontacting customers about
renewing their services.

Monthly Call Summary

Daily summary of calls throwogi the current month or defined date range

Revenue by Service Type

Amounts invoiced and paididte) summarized by service type for the cumsmith
or defined date range.

Sales Commissions

Sales person commission valuesi¢ed and Paid) for the previous month or defined
date range. See “Admin” / “Sales” / “Commissioasid “Admin” / “Sales” / “Sales
Persons”

Daily Error Summary

Globally sourced list of erroeported by the Emerald suite, it also provideswmngs
about conditions that may need the attention ofatpes to resolve. We recommend
the error summary report be reviewed regularly.

Future Expired Accounts

Presents a listing of afistimg services about to expire.

Check Deposits

Shows check payments posted bythent operator for the day. Operator name ahd
date range are configurable.

GL Payments

Summary of payments against invoieeitems having a defined general ledger codle.
See “Admin” / “Accounting” / “GL Codes”

Tax Payments

For the selected organization andgalti new taxes applied during this period to
payments are shown. The results of this reporfaarthe selected period are final and
do not change regardless of account activity pexdithe ending date parameter has
past.

Expiring Credit Cards

Shows MBRs having a pay metbioCredit Card with Credit Cards expiring within
the next thirty days.

Recurring Revenue Foreca

t Based on the currdimigbilates and account information of servicesréoeirring

revenue forecast calculates the recurring revematentould be collected in a given
month should the current customer list remain @mistThe revenue forecast does not
take items such as the history of usage-based ehargp account nor does it attempf to
make corrections based on trends in churn rate.

—

Overdue Incidents

Lists currently open incidentd tire late.

Churn

Displays statistics regarding new accountaasounts lost.

To run a report, simply click on the selected répéthin one of theReports option listings.

Once a report has been selected fromhstom Reportslist, the report is automatically presented withiur browser
for display. This allows you to verify the reparformation and format before the report is savegrinted.
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On-Line Monitoring

The Emerald Users Online, Call Search and AgingoRsepare not user-configurable. The Emerald segeeerates
these reports internally for direct presentatiogdar screenln order to use the on-line system monitoring featres
under the Web Reports option, you must be running RéiusNT/X and have it configured to gather call
information. In addition, the terminal servers mustalso be configured so that they send RADIUS accoting data
to RadiusNT/X. If you are not sure whether RadiusNT/X and youmieal servers are correctly configured, consult
your System Administrator.

The Online Report options are described below.

Report Description

Aging Report | Lists all active MBRs with balances;luding aged totals of those balances.

Users Online | Presents activity log detailing infatimn about currently active account sessions. The
information displayed is based on RADIUS accountatp.

Call Search Allows searching of RADIUS accountitad/cecords.

Aging

TheAging Reports feature provides a way to —

immediately report on all MBR accounts agec E"_mm_
balances. This option will automatically repol ;s rones, sies 19,95 0.00 000 000
against all active MBRs currently having an
account balance.

ID The MBR Customer ID of the account shown

Name The MBRs First and Last Name field of the aotshown.

Current | The MBRs current (Non-Real-time) balance

30 Reflects the account balance owed for betwestatt 30 and 59 days
60 Reflects the account balance owed for betweslatt 60 and 89 days
920 Reflects the account balance owed for betwestatt 90 and 119 days
120 Reflects the account balance owed for thell2@tor more days

Users On-line

This option lets you see all the users
having a currently active network access
session. The user’s session information
is displayed in an easy-to-read format so thatgaruquickly determine how many users are curréagjged on to one,

or all of your access servers.

Emerald presents the Users On-Line informationdting as a transaction log. An easy way to undedsthis is to think
of a building that only has one door. Someone (BadiT/X) sits by the door and records when someaoies @ to the
building by writing their name on a list. When

someone leaves the building, his or her name |!%!-
‘Name [ Date Address 3

removed from the list. This is basically how the ;. upues py— —
On-Line reporting feature works. Once the (1003195 © =EE 1627 1024 S—
information is displayed, the on-line activity =~ ¢y5 e, 2 s 50 2 OC 5035551212 5094442455 Discomeet

information is gathered and then refreshed on  pengasers

102706 0 Q-
your screen at a user-provided interval until. 22225

1629 1024 5085551212 5094442455 Clear

ajonesd
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The information presented within thiser On-Line display are described below:

as

ly

Column Description

Server Shows the name of the RADIUS client that #@&nRADIUS request accounting reques
well as the NAS-IP or NAS-Identifier data identifgi the access server enclosed in
parentheses.

Port Reflects the physical or virtual port the g@s$s attached to on the access server

User Name The login name entered by the usertiatmitheir network session. Names that have
hyperlinks to accounts have been correlated witkraerald account using either the
RADIUS Class attribute, RadiusNT/X virtual clasatige or based on a user name match
if Class data is not available.

Call Date Shows the date and time the session taged.

Minutes Displays the current duration of the sesgiominutes. A minute value enclosed in
brackets represents the duration since the lastimaccounting refresh of the session.

In MB Count of megabytes upload to the network fitbie users point of view. Generally this
field will only show data if interim accounting mes are being recorded.

Out MB Count of megabytes downloaded from the natvilmm the users point of view. Genera
this field will only show data if interim accoungmecords are being recorded.

IP Address Displays the Internet Protocol addreastias been assigned to the user’s session.

Connect If your terminal server sends advanced RADAttributes to RadiusNT/X, this column
may be filled in with connection information regengl the speed or type of the connectipn.

DNIS Reflects the telephone number or network askltiee user accessed to establish a
connection. This is generally the telephone nundisded.

Caller-ID Reflects the telephone number or netvam@ress the user is calling from. This general

reflects the users calling phone number or compWEXC address.

Disconnect/Clear

When ‘Disconnect appears you have the option of physically disemtimg the network
session forcing the user to re-authenticate inraxeontinue using the network. When

“Clear” is displayed clearing the session will resultyoim the online entry being removed

from the online list and does not physically distect an active session.
In order for Emerald initiated session disconneavork all of the following must be true

e The access server supports RADIUS initiated Diseohmessages (RFC3576)

e The address and shared secret of the Emerald $exsdreen configured in the
access server.

e The Disconnect Port setting in the server entrytieraccess server (See
“Admin” / “RADIUS” / “Server Groups”) has been ded with the
CoA/Disconnect port of the access server.

e If using Cisco hardware you must not customizeMi#e&C address format from
the default or session disconnect will fail.

The online list is also used by RadiusNT/X to eaéoconcurrency control so that users currentlyrigaain active
session are not able to login a second time Uit initial session is terminated. Sometimesayrhe necessary to
manually clear a port that did not update duenassing accounting stop record to allow a sessigime. If
RadiusNT/X, the Emerald database server or netaomnkectivity to the access server have been urdlaifor a
period of time you can use the “Admin” / “RADIUS™Clear Online List” to clear all sessions showrthie online list.
Doing this prevents clients from being denied asteshe network due to concurrency enforcementaltiee online list
not being synchronized. After the online listlisared it will not be accurate again until all @ntly active sessions
disconnect and re-authenticate.

Quick Tip:

Yy

To quickly access a user’s Master Billing Recoairthe On-Line Activity screen, -click on the usesession record in

the On-Line Activity Results listing. The servicetdil for that account is displayed.
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System Logs Access

The Emerald Log search functions in the reportsun@ovide an interface to logging information tEaerald
automatically tracks during normal operation. Fkistem log options are described below:

Log Description

Emerald Logs Represents failure messages suchstesrsgnd query errors or data and object security
access messages.

Audit Logs Tracks important changes made by opesatoch as MBR and Service account additions,

modifications and deletions by Operator. A mortailied log of all client actions is written
to the emerald access log file stored in the Erddmtler when the “Access Logging”
“Debug option” is enabled in the Emerald configimatserver
http://myemeraldserver/settings

RADIUS Logs RADIUS Authentication failures are sgzable from this log. Very useful for
troubleshooting by support staff to detect cust@eertering the wrong account
information.

Mail Logs A log of email messages sent throughcttomer interface. Note the Mail Log does not
include many of the email notices sent via EmerBlasil Notification system.

System Logs The Emerald suite includes a syslogeséhnat can be used to centrally log messages frpm

access servers, routers and systems throughouhgtwork. If the syslog server is
installed and devices configured to send log messagit you will be able to search logged
messages from this menu.

FTP Logs Presents a listing of the FTP transadt@mnby Service Login and/or Date. The Emeralg
FTP Transaction Log tracks the FTP transactionsqesed through EmerAuth only.

Each of the above System Log options has a report
criteria screen presented that will narrow the regetail
to the specified parameters. There are threesfiglalt
may be presented for each of the different repotibas:

Emerald Log Search K
Ogperator: I Drate: I1DI2?;"DE
)
Search |

TheOperator field is used to enter the Emerald Operator namewould like the data on the report limited toheT
Operator field is a pick list of the current Emer@perators.

TheLogin field is used to enter the Service account Logime of the service you would like the report datdtéd to.

TheDate field is used to enter the date that you would tike report data limited to. Search forms havinly a date
field use a date range starting from the date edttr the present.

Once the report criteria have been entered forepert selection, press tlearchbutton to initiate the generation of
System Logs report.

Emerald Logs

The Emerald Logs option reports on general Emeradthts being tracked by the system. Generall§therald log
contains errors generated by the Emerald systatatabase server. The log also shows any secalitied errors such
as a bad authentication attempt to Emerald, arwdéBsa error or object permission error. The Opeatd Date fields
are optional.
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10/27/06 23:25 . Generic Error  Inwvalid Username (ajones) or Password from 10.0.3.195 Logon
Audit Logs
The Audit Logs option reports on MBR and Servicecamt Audit Log Search
additions, modifications and deletions performed by First Hame: [ Last Name: |
Emerald Operators that are being tracked by thesys o || Shistrce™) |
This report option will report on.speC|f!c Emer&lgherator e ey
and Date. The report results will provide the ddtthe log 5@:
entry, the MBR and Service identifiers, the logatisgion [Sorch |
and message text, and the Emerald Operator involved
L D b VR PervicefDesripionf  LogMessase [operaar]
Jones
o Alez - TEA . MName=Alex Jones, Company=IEA Software,
el ] e MBREdt  Ciy—Spokane Zip=99217 PaymentTypelD—1 200
Inc.
Jones
Alex - [EA Mame=Peter Deacon, Company=IEA Software,
erzzetits W] 1 Software LR Ine. ,City=Spokane, Zip=99217 PaymentTypelD=1 el
Inc.
RADIUS Logs

RADIIS T og Seareh 3 The RADIUS Logs option enables you to view all wtsssful

. —=1| RADIUS authentication attempts and also in mangsgsovides the
Logi: | Date: [1027706 o L ; .
specific reason for the authentication failure.isTib a handy tool for

Server | Fort | @ | your technical support department. You can entaaach by date
Search 9

and/or login, and then click ti&earchbutton to display the
unsuccessful logins. The report results provideddte of the
authentication attempt, username entered, desaripfithe failure reason, any data associatedtivitHailure
description. When PAP or EAP-GTC authenticationsed the Data field represents the password ehbgréhe user.
Otherwise the authentication protocol is showrhidata field for bad password failures. The pasd\ield represents
the Emerald database password for this user, Sene¢ePort represent the access server the reqigisated from and
the Caller-ID of the user generally this reflettsit telephone number or MAC address.

ST (T ST ST I T S

101’2’?!’06 15:26 ajones Bad Password testtest 127.0.0.1
10/27/06 15:26 ajones Bad Password testtest test123 127001 4
10/27/06 1526 peterd Tser Mot Found test12 127001 2
10/27/06 1516 *econfig®  Bad Digest 10.0.3.185

10/27/06 1514 *reconfig  Bad Digest 10.0.3.195

There are several different errors that can shovnupe Rad Log view. Below is a list of theseoesrand what they
mean.
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RadLogMsgID Log Message Description

0 Generic Log Message This is a generic log message, which does not lapee-defined
RadLogMsgID. It is informational only, and is ret error.

1 Generic Error Message This is a generic error ngessahich does not have a pre-defined
RadLogMsgID. Typically, this is a recoverable erro

10 User Not Found The username entered was not foutittidatabase.

11 Bad Password The username was found in the datah#she password was wrong.

12 Expired Account The user’s account has expired.

13 Overdue Account The user’s account is overduen ather words, the Balance is larger
than allowed.

14 Concurrency Limit The user is already logged in tieximum allowed number of login
times.

15 Time Limit The user does not have any time lefise.

19 No Service Defaults The user’s service does not lzay defined RADIUS attributes, and
the service type does not have any defined RADItit$ates.

40 SNMP Check Failed The user listed in the Calls @nliist does not match the uger
returned in the SNMP check for that port.

50 Unauthorized Request A RADIUS request was recefvach a RADIUS client that is not
authorized to send requests.

51 No Username A RADIUS request did not contain agaized username attribute.,

52 No Password A RADIUS request did not have a reaaghpassword authentication
attribute.

53 Bad Digest Indicates there is no client entry fbe taccess server (RADIUS
Client) configured within Emerald “Admin” / “RADIUS/ “Server
Groups”. Bad digest can also indicate a secretatish between the
client entry between Server Groups and the seandfigured in the
access device.

60 Parse Error RadiusNT/X encountered an error patbaglata.

100 CHAP not allowed The user authentication attempedusChallenge Authentication
Protocol (CHAP), but the user’s Password is “UNI" “WINNT”.
Please note that for these two cases, themsstruse PAP.
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System Logs

The System Logs option reports on the log entries System Log Search

recorded by the Emerald SysLog Server. This report| ci.. .. 0w [ Stop Date W.

option will report on specific Service Login andtBa

: :

The report results will provide the date of the &gry, | T 4% | Dtz (TR

the severity of the message, the message soueck th Severiy: [l =l Faciity. [Local7 | @
Address of the source and the log data. Search | @C)

Start Date Starting date to begin search for matchyslog messages
Stop Date Ending date to end search for matchislpgynessages

IP Address | Restricts syslog results to only thosssages generated by the specified IP Addresklaiik the results
from all IP addresses are displayed.

Data When specified the Data field restricts systmgsages to those matching the substring seayaloke
entered here.
Severity Syslog severity level to restrict seaesuits. Results displayed must be of the samébehpriority

than the severity level selected. For exampleaf'¥Warning’ severity is selected warning, errarjcal,
emergency and alerts are shown however noticenvaional and debug messages are not displayed
Facility In syslog facility refers to the interredurce of the message. In non-UNIX environmenisaifrihe
numbered local facilities are generally used ta#pehe source of a message.

102706 99422 Swhid W%CDP-4-DUPLEX, MWMISMATCH: duplex mismatch
Warning Local 7 10.0.3.248 discovered on FastEthernet0/0 (not half duplex), with SEPO00C30E313AF
23:52:25
Port 1 (half duplex).

1027106 . 185; Oct 27 23:53:00.573 U: %SY3-5-CONFIG_T: Configured from
o355 Totce Leedl T 10032 e by peterd on viy0 (10.0.3.254)
Mail Logs

The Emerald Logs option reports on the emailingnesages from the Emerald interface. If thera SMTP failure
sending a message the failure cause is displaythe idescription and information fields.

F D [ oamm [ Do |

& No Matches found.

Information

FTP Logs

The FTP Logs option reports on the Emerald FTP Saation Log which tracks the FTP transactions msee through
EmerAuth component. This report provides the FHlePiame and the number of bytes transferred.

e B — e —
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Options - Operator Preferences

The EmeraldDptions main menu option lets you configure 3
Emerald environment settings individually per opara Setting Language: [Autodetact | Therne: [Default =

these defaults tailors the client according to@perator currently Date Formar: [Defaut =] Date Separator [Default =]
logged into Emerald, and will be loaded each tiheedperator 109 | peg.u: print Format: [FOF =]

into the system. Update Options

Operator Preferences

TheOperator Preferencessection is used to set default environmentalrggtfor Language and Print Format.

Language Sets the language of the Emerald clieafate. The default and recommended value isdAut
detect” this uses your browser’s language prefa®ie determine the correct language to
display. Note the Emerald Administrator interfa&enly available in English.

Theme Choosing a theme sets the interface looKemtdlisplayed to the operator. Note that in some
cases the theme selected from the operator prefseanenu may not be used as other theme
criteria may take precedence. See “Admin” / “Wetetface” / “Themes” for more information

Date Format Sets the format to display date fifldsughout Emerald. The global date format is usken
default is selected.
Date Separator Sets the date separator charaaterdigplaying date fields throughout Emerald. glubal

date separator is used when default is selected.

Default Print Format| Reflects the requested pontiiat when printing reports or invoices and stat@sieThe actual
print format used depends on the report rendesénamnd which formats it's capable of renderipg.
If the chosen print format is not available a samfiormat will automatically be substituted.

The Password Changesection allows an Operator to change their opepdesword at
any time. To change the operator password, thenusst enter th€urrent Password
value, enter thélew Passwordvalue, and then repeat the New Password value to
New Password: | confirm the new value. Once ti@hange Passwordutton is pressed, if the old
Confirm | password is verified as correct and the New Passwalue matches the Confirm value,
Change Password | the operator password will be updated and becofeetefe within the system.

Password Change

Current Password: I
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Appendix A: Glossary of Terms

Authentication - The process of identifying a user’s login, passlyand account status to allow dial-up acceyeto
system. Within the Emerald Management Suite,ishienerally done within the integrated RadiusNTH&nponent.

Balance Forward— An Emerald billing method in which the MBR isnfigured to receive bills after services have been
rendered. Balance Forward customers are allowedrty an account balance and generally have dt ¢irad imposed.

Batch - A method of processing transactions as a grosylly grouping by time period.

Batch In — The process of importing the data (usuallyfilenat) returned from an external credit card ofEF
transaction processing system. During the Batgirdcess, Emerald will process the results filgpbsting the approved
payment transactions to the appropriate MBR records

Batch Out — The process of exporting pending account chaagdMBR credit card/EFT information (usually irite
format) for processing by an external credit car&BT transaction system. The Batch Out file fasrae selected and
pre-configured by the Emerald Administrator durgygtem set up (refer to the Emerald AdministratGrugde).

Billing Cycle — The length of time in which an MBR services biteed. Within Emerald, the MBR Billing Cycle
determines the day of the month in which billed/ees become due, as well as determining otherrgeb#ling
characteristics such as whether the MBR is a baléoravard or renewal type account. The Emerald MiBling Cycle
value is used in conjunction with Service accoumyt Periods to determine when and how often an MBtllied.

Billing Group - A group of Master Billing Records having a sebitling characteristics in common.

Usage Consolidation The daily process of summarizing the call anivoek usage data that Emerald automatically
collects per MBR and Service account.

Call Log - A transaction log recording detailed informatrm@garding a service account’s dial-up activitycéss phone
calls).

Call Table — An Emerald database table that stores detagjigdeng each individual Service account call (asteghe
system). Call data is provided from the RadiusN&dponent and is used to determine applicablécgensage
charges for the billing period.

Credit Card Transaction Processing System Software that runs on a personal computer, satéo the Emerald
Management Suite, to process and authorize cradittcansactions on-line using a modem.

Database— An information storage medium. The Emerald dasatincludes account management and billing
information for each Master Billing Record and asated Service.

Domain - A name that is usually assigned to a networkaorcelates to a specific IP address or range afddtesses. In
Emerald, domains are defined when setting up tbe detabase to determine service account defamétieaddresses.

Electronic Funds Transfer (EFT) Processing SystemSoftware that runs on a personal computer, pateo the
Emerald Management Suite, to process and autheléztronic bank funds transfers on-line using a enad

Emerald Administrator - The set of options within the Emerald Managen®nte that is used to setup and configure
the Emerald application environment specificallyyour organization. The Administrative optiong anly available to
operators set up with Administrative privileges.

Emerald Client - The set of options within the Emerald Managenrite that providing access to MBR/Service
account management, customer support, billing epdrting activities.
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External synchronization - The method of synchronizing Emerald data witleaiernal system to allow the automating
of account creation on a server, typically a Urosth

Incident - An Incident is used within Emerald as a mean®tord and track customer support issues and their
resolutions.

Mailing Lists - A list of Internet users who share a commonradt Users subscribe to the list and then messhges
are sent to the list are reflected back to the #hiees of all who are subscribers.

Master Billing Record (MBR) - A Master Billing Record is used to record thamary contact and billing information
for each billable customer account within Emeralthe MBR information can be established for gl&iruser, or for a
group of users billed together as one account.

ODBC - Open Database Connectivity is a Microsoft stathdar connecting client software to back-end dasas. This
enables an ODBC-compliant “front-end” program t@igte any database “back-end” server that has &CODiver.

Pay Period— Defines the frequency at which a particular ®eris billed (for example, monthly, quarterly,yearly).

PPP - Point to Point Protocol is a communication strddhat allows a computer to be directly connetbeitie Internet
using a Graphical User Interface such a Web brawser

Prorate — The calculation of service charges over onlpdipn of the normal Service billing cycle. Semdcare usually
prorated when they are established to align theangarticular billing cycle.

Query - To make in inquiry, or seek information.

RadiusNT/X — An application that is tightly integrated withtimee Emerald Management Suite that allows any RABRIUS
compliant equipment to directly authenticate amtesservice usage accounting information directthiw the Emerald
user database.

Region— Emerald Regions are generally geographical ahedsndicate the different areas where your ogion
provides its services. Regions are informatiomdy avithin Emerald and are used primarily for refoay and grouping
purposes only.

Renewal— An Emerald billing method in which the MBR isndigured to receive bills prior to receiving thensee.
Renewal customers pre-pay for services that aleddl pre-configured number of days before theivise expiration.
If payment is not received by the expiration datxess to the service is terminated.

Secret- A private password. Within RADIUS, a Secretised to verify server identity during network exohe.
Service- Services, also known agsb-accounts are used to define the types and levels of nétaocess a particular
user has, as well as manage the recurring chasgesiated with those provided services. Servicesmanaged and
configured within the system by th&ervice Type Any number of Services can be associated witlBR account.

SLIP - Serial Line Internet Protocol is a communicatstandard that allows a computer to be directlyneoted to the
Internet using a Graphical User Interface such & Wewser.

SQL - Structured Query Language is a language widsdygun client/server networks to enable databasks tjuickly
and easily interrogated. SQL is pronounced “sequel”

Terminal Server - A computer that allows dial-up access to a ngtwo

User Account- An individual or organization that has contrakfer your services.
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