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Software License Agreement

By purchasing or installing RadiusNT or RadiusX, you indicate your acceptance of the following License
Agreement.

Ownership of Software Y ou acknowledge and agree that the computer program(s) and associated
documentation contained with RadiusNT or RadiusX (collectively, the Software) are owned exclusively by
IEA Software, Inc. and/or its licensors. The Software contained in the package is protected under copyright
laws and all copyright and other intellectual property rights relating to the Software are and remain the
exclusive property of IEA Software, Inc. and/or itslicensors. Y ou may not rent or |ease the Software, but
you may transfer the Software and accompanying materials on a permanent basis provided you retain no
copies and the recipient agrees to the terms of this Agreement.

License IEA Software, Inc. grantsto you, and you accept, alimited, non-exclusive and revocable license to
use the Software. Y ou agree to use the Software in machine-readable object code form only as authorized

in this License Agreement. This License Agreement does not convey any title or interest in the Software to
you.

Scope of License Y ou may not make any changes or modifications to the Software, and you may not de-
compile, disassemble, or otherwise reverse engineer the Software. Y ou may not lend, rent, lease or
sublicense the Software or any copy to others for any purpose. RadiusNT or RadiusX may only be installed
on asingle WindowsNT, Solaris, Linux or Cobalt Networks workstation or server. Additional servers may
be purchased separately. Y ou agree to use reasonabl e efforts to protect the Software from unauthorized use,
modifications, reproduction, distribution and publication. Y ou are not permitted to make any uses or copies
of the Software that are not specifically authorized by the terms of this License Agreement. Y our adherence
to this License Agreement will allow |IEA Software, Inc. to continue devel oping innovative and useful
products and providing a high level of customer service and support. If you do not comply with the terms
of this License Agreement, your license will be revoked.

Updates and Support All software updates and fixes are available viathe IEA Software, Inc. Web site.
Major version upgrades are not included or covered as part of the basic purchase agreement. Technical
support is currently available via methods listed on our Web site Support section at http://www.iea-
software.com'support.

Restricted Rights The Softwareis provided with U.S. Governmental Restricted Rights. Use,
duplication, or disclosure by the Government is subject to restrictions set forth in subparagraph ©(1)(ii) of
The Rightsin Technical Dataand Computer Software clause at DFARS 252.227-7013 or subparagraphs
©(1) and (2) of the Commercia Computer Software - Restricted Rights at 48 CFR 52.227-19 as applicable.
The Software is a so protected by International Treaty Provisions. Manufacturer is|EA Software, Inc. 516
W. Riverside, Suite 201, Spokane, Washington 99201.

Miscellaneous ThisLicense Agreement shall be construed, interpreted and governed by the laws of the
State of Washington. Should any term of this License Agreement be declared void or unenforceable by any
court of competent jurisdiction, enforcement of the remaining terms shall not be affected. Failure of either
party to enforce any rights or to take action against the other party in the event of any breach of this
Licensing Agreement shall not be deemed awaiver of any subsequent enforcement of rights.

Limitations of Liability and Remedies In no event shall IEA Software, Inc. or its licensors be liable
for any loss of profit or any other commercial damage, including but not limited to special, incidental,
consequential or other damage, even if IEA Software, Inc. or itslicensors are advised, in advance, of the
possibility of such damages. IEA Software, Inc. and itslicensor’ s entire liability and your exclusive remedy
shall be, at IEA Software’ s option, either (a) return of the price paid, or (b) repair or replacement of the
Software. To the maximum extent permitted by applicable law, IEA Software, Inc. and itslicensors

disclaim all other warranties, either express or implied, including but not limited to, implied warranties

with regard to the Software and the accompanying material. This Limited Warranty isvoid if failure of the
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Software has resulted from accident, abuse or misapplication. Y ou may have other specific legal rights,
which vary from state/jurisdiction to state/jurisdiction.

Return Policy  Itisour goal to provide customers with the highest level of satisfaction possible. In order
to ensure that our products work well in your environment, |[EA Software offers a 30-day FULL

functioning software trial that includes documentation and support. If you require more than 30 days to
evaluate the software, we are happy to work with you to extend the trial to alength that fits your timetable.
This givesyou, the user, an opportunity to ensure that the product fully meets your needs. (Please test the
software in anon-production environment.) In light of thetrial period and opportunity to fully test our
software, IEA Software maintains the policy that no refunds will be offered. We will, however, address any
problems with the software.

Should a software anomaly occur, our Development and Support Teams will work to correct the problem.
Please note that you must be using the application normally, as defined, and you must ensure that the bug is
not due to anomalies in other programs, the operating system, your hardware, or data.

In order to address any problems, please note that the bug must be able to be reproduced. Our Devel opment
and Support Teams will require full documentation of the steps taken by the user that caused the error in
the software as well as necessary data and scenario files to reproduce the error.

Contact Should you have any questions concerning this license agreement, please contact |EA Software,
Inc. at 516 W. Riverside, Suite 201, Spokane, Washington 99201 U.S.A. (509) 444-BILL (2455).

Information in this document is subject to change without notice. No part of this document may be
reproduced or transmitted in any form or by any means, electronic or mechanical, without the express
written consent of |IEA Software, Inc.

Trademarks

Emerald Management Suite, RadiusNT and RadiusX are trademarks of IEA Software, Inc. All images,
photographs, animations, audio, video and text incorporated into the Software are owned by |EA Software,
Inc., unless otherwise noted by Trademark. Alpha AXP isaregistered trademark of Digital Equipment
Corporation. Intel isaregistered trademark of Intel Corporation. Transact-SQL is aregistered trademark
and DB-Library isatrademark of Sybase, Inc. Cobalt, RAQ, and Solaris are trademarks of Sun
Microsystems. Cisco isatrademark of Cisco Systems. All other trademarks are the property of their
respective owners.

© 1996-2001 | EA Software, Inc.
All Rights Reserved, World Wide
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RadiusNT/X User Manager Configuration

Before the RadiusNT/X User Manager is able to run, the application must be configured. The process
consists of four steps: starting the Web server and browser, establishing database connectivity, entering the
product license information and creating a RadiusNT/X User Manager operator.

Web Server Setup

Win32 Platform

On Win32 platforms, the Web server isinstalled and run as a service. This service was automatically
created during the setup procedure. The Web server must be started before running the RadiusNT/X User
Manager application. Within Windows NT, the Service Manager is used to start and stop the service
named “ Radius Web User Manager”. Once started, there should be a DOS window that contains the output
of the Web server.

Non-Win32 Platform

The Web server is started and stopped through shell commands. The server must be started before running
the RadiusNT/X User Manager application. Start the server within the tomcat/bin directory by entering

“ Istartup.sh”. The shell window contains the Web server output. Addinga*“ &” to thiscommand will
create it as background process. Stop the server when necessary with the command “./shutdown.sh”.

Web Browser Setup

Start the RadiusNT/X User Manager application by entering the following line in aweb browser:
http://IPAddress.por t/EWC where |PAddress and port identify where the Java Web server for this
product was installed (the port was set during application installation). An example would be

http://127.0.01:8082/EWC/

Database Connectivity Manager Setup

If the database connection has not yet been configured, or whenever the application is unable to establish a
database connection, the user will be redirected to the Database Connectivity Manager screen. This screen
allows the configuration of the Radius Enterprise database connection. Y ou can either use the default
driver or use your own JDBC Driver. Consult the tables below to determine which fields to fill out. 1F

YOU ARE USING ORACLE, SKIP THIS SECTION AND REFER TO THE ORACLE INSTALLATION
MANUAL. To useyour own JDBC Driver, first stop The Web Server and under the directory
WEBSRV\EWC\WEB-INR\lib place the jar file of your driver. Start the Web Server, restart RadiusNT/X
User Manager and fill in the appropriate fields. For correct URL and Driver entries, consult the
documentation of your JIDBC Driver. For the default driver, just fill in the appropriate fields. After the
configuration data has been entered, click the button labeled “ Submit” to commit changes and establish a
database connection.
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Fieldsto fill out

Default Driver DB Server, |P Addressof DB Server, Port of DB Server,
Name of Database, DB User Name and DB User Password
fields

Your supplied driver DB Server, Supplied URL, Supplied Driver, DB User

Name and DB User Password fields

| WARNIMNG
| MESSAGE: Unable to establish connection to database.
|

DB Server: | MSSOL Server vi

TP Address of DB Server [127.0.0.1
Port of DB Server: |1433

Wame of TDatabase: [Rewa

Theze tweo belds are used ONLY f vou plan to evermide the default TDBEC Daver wath your own,

Flease consult the mamial for meore detaled instruchons.

Supphed TRL: |

Suppbed Dover: |

DE Uszer Mame: [sa

DE Tser Password: [sa

Option Description

DB Server The Server that isinstalled and running the RADIUS database. This
field isused for the default driver.

P Address of DB Server IP Address where the DB server islocated. The default 127.0.0.1 is

designed for Tomcat and the DB Server on the same machine. This
field isused for the default driver.

Port of DB Server Port where the DB server islistening. Default for SQL Server is 1433
and Sybase 7100. Thisfieldisused for the default driver.

Name of Database The database name for RADIUS. Thisfield is used for the default
driver.

Supplied URL LEAVE BLANK unlessyou plan on using a JDBC driver other than

the default. Thiswill overridethe entriesin DB Server, |P Address
of DB Server, Port of DB Server and Name of Database fields.
Consult the IBDC Driver specification for the correct format.
Supplied Driver LEAVE BLANK unless you plan on using a JDBC driver other than
the default. Thisisthe path to the starting class for the driver.
Consult the IBDC Driver specification for the correct format.

DB User Name A valid user for the database. (The default sa isthe system default
for MSSQL Server.)
DB User Password A valid password for the database. (The default saisthe system

default for MS SQL Server.)
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License Key Setup

After aconnection is established, the License Key Editor will appear. You must enter avalid license key
and company name to use the RadiusNT/X User Manager. |EA Software will provide thislicensekey for
your company. Only the steps required for configuration will be discussed here. For more detail regarding
setting up License Keys, refer to Security in the Administration section of this document.

License Key Editor

INFORMATION

MESSAGE: Invalid or no licenses found.

Installed License Keys

License Key Company Servers Status |Aclion

Total Number of Servers Licensed For: 0

Clear Kays |

Enter New License Keys Here
Hew License Hey.'l

Company Hame: |

Add Fey
Confinue

Steps for entering alicense

1. Enter thevalid license key and company name in the provided fields. All information, including
the Company Name must be entered exactly as |[EA Software provided it with the license key.
2. Click the button labeled “Add Key”.

3. Verify that the License Key was accepted.
0 Thereshould be arow under listed within the Installed License Keys display.

o If the Status column displays “ Good”, proceed to step 4. Otherwise, under the Action
column click “Delete Key” and proceed to step 1.
4. Click the button labeled “ Continue”.
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Administrator Operator Setup

After avalid license key has been entered and accepted, the application will present the RadiusNT/X home
page. At thispoint, an Operator must be created to gain access to RadiusNT/X User Manager. To set up a
RadiusNT/X Operator, just press “Login” without entering any values, or you may enter the desired
username and password and pressthe “Login” button. The application will redirect to the Add
RadiusNT/X Operator page. Only the stepsrequired for configuration will be discussed here. For more
detail regarding setting up RadiusNT/X Operators, refer to Security in the Administration section of this
document.

Tser Mame: ||
Password: I

RadiusNT:X Usar Manager™ Capyrighs © 1994-2001 IEA Safiware, Inc. All Rights Rasarvad, World Widz,
Version V.4.0.26

Note: The automatic redirection to the Add Operator page will only occur when no Operators are found
in the database. After the configuration processis complete, you must log in to the RadiusNT/X User
Manager application to edit, add or delete RadiusNT/X Operators.

Steps for entering an Operator

Create anew RadiusNT/X Operator by following these steps:

1. If alogin username and password were previously entered on the home page, the L ogin and
Password fieldswill default to those values. Otherwise, the appropriate values must be entered.
Inthe Verify fidd, re-enter the password

3. TheFirgt Name, Last Name and Email fields are optional and may be entered or modified later.
4. Pressthe“Save’ button once to finish the configuration process.

N
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Once compl ete, the home page will be re-displayed with the Username and Password fields blank. Refer to
the following Login Procedure section for instructions on how to log in to the application.

Login Procedure

Verify that the Web server has been started (refer to Web server Setup above). Start the RadiusNT/X User
Manager application by entering the following in aweb browser: http://IPAddress.port/EWC where
IPAddress and port identify where the Java Web server for this product wasinstalled (the port was set
during application installation). An example would be http://127.0.01:8082/EWC/

At the home page, enter avalid username and password combination and press the button labeled “Login”.
The application now verifies the given username and password against the stored values in the database. |If
amatch isfound, then accessisgranted. If aninvalid username or password is entered, access will be
denied and an error message will appear above the Username field.

Uzer Marme: ||
Password: I

RadiusNT/X User Manager™ Copyright © 1994-2001 IEA Seftware, fnc. All Rights Reserved, World Wide.
Version V.4.60.26
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Application Overview

All pages within the RadiusNT/X User Manager application follow the same general layout and set of
rules. General page layout and behavior is described below:

e PeleNWUeMawe |

Service Types

Therow of larger buttons on the top of each page provides navigation through the main RadiusNT/X User
Manager options. There aretwo RadiusNT/X User Manager main modes, Admin and Main. Admin
providesthe utilities for Radius, including Operator and web environment configuration and setup. Main
isused for user account maintenance and retrieving information on current and historical on-line activity.

Underneath the top-level options, is apagetitleindicating the currently active selection. Below the page
title is another row of buttons (submenu) describing the options currently available under the active option.

Clicking on a specific button under the submenu will bring up the display form for the particular item,
Service Types under Radius Setup in this example. Each form contains atable displaying all currently
existing values for the option. In the example above, there are two Service Types. PPP Dialup and ISDN.
Pressing the “Add” button brings the user to an Add page. Selecting and clicking on any item within arow
in the table will present that specific entry on an Edit page.

In the above case of Service Types, there are also “move up” and “move down” columns. Clicking onthe
arrows allows the user to arrange the item sort order. The last column of the matrix displaysthe “Delete’
option (note that thereis NO heading for this column). Clicking “Delete” will bring up a confirmation box
verifying the user’ sintent to delete the item.

Qui ck Tip! All page display colors are configurable. Under the button “Web Config” the user
p: isableto set the color scheme to personalize the application’ s appearance.

Messages are presented to inform the user of application actions. The messages are of three types:
Information, Warning and Error. The color of these messages is configurable under the “Web Config”
Admin option. Inthe example above, thereisa\Warning message displayed stating that Service Type
“test” could not be deleted.
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User Management
Creating Accounts

RadiusNT/X account management is based upon atwo-tier design. Thefirst tier isthe Master Billing
Record, or MBR. The MBR describes the contact and status information for each user account including
name, status, start date and other related user information. A user can be defined as an individual or
organization that has contracted with you for your services. The collection of MBRs makes up your user
database Anindividual MBR can have multiple types of services associated with it (described later).

Account maintenance is performed under the ‘ Accounts' option on the main navigation bar.

‘ Accounts | Onlne | Ra Logs |75 Graph | Admin

To create anew MBR account, choose the “* Add A New MBR” option from the Accounts submenu.

I8N To che moon and beyond
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The Master Billing Record fields are described below:

Option Description

First Name The First Name of the MBR.

Last Name The Last Name of the MBR.

Status Controls whether the Master Billing record is active or
inactive. If inactive, all Serviceswithinthe MBR are
disabled.

StartsOn To specify the starting date for service, enter it in thefield or
select the date by clicking on the calendar and selecting a date
from the popup window. The default value istoday’ s date.

Comments Text field for adding commentsto the MBR.

Once an MBR has been created, the MBR will be displayed in the Account window titled with the MBR
name and Account Record ID.

MBR #6 - Neil Armsirong
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Adding Services to a MBR

Once an MBR has been created, services can be defined for the account. Services are used to define the
types and levels of access a particular user or organization has. Please note that a new subscriber cannot
log on to your system unlessthey havean MBR and at least one associated active service. The
Administrator sets up available types of services using the “Admin” option “Service Types’. When
created, there were specific settings associated with each Service Type such as its name and associated
RADIUS attributes.

To add a Serviceto an MBR, click “New Service” from the Accounts menu. Field descriptionsare
provided below:

MBR # 6 - Neil Armstrong

eyt

QUi ck Tip! If you want the Service to keep the same First Name and L ast Name as the MBR,
P" | eave thefield blank.

RadiusNT/X User Manager Guide 12 IEA Software, Inc.




MBR Service field descriptions are provided below:

Option Description

First Name The First Name of the Service.
Last Name The Last Name of the Service.
Service Type Select the appropriate Service Type from the options provided in the pick

list. Available Service Types are configured in the A dministrative menu
under the “ Service Types’ option.

Login Thisfield is used to define the login name the user will useto login to your
system. Typical login names are between 6 and 8 characters long and can
include letters and numbers. A common naming convention used isa user’'s
first name and last initial or first initial and last name, such as“neild’ or
“narmstrong” . Login names are case sensitive; meaning a capital Z means
something different to the computer than alowercase z. Another optionis
having login namesthat are caseinsensitive. Thisisaccomplished viaa
RadiusNT/X configuration option. Seethe RadiusNT/X documentation for
more information.

Email An e-mail address for the user can optionally be entered. RADIUS
authentication can be based on either Login or E-mail fields.

Password Thisfield is used to define the password the user will useto log in to your
system. Typically, passwords are a combination of |etters and numbers
between 6 and 8 characterslong. Passwords that appear in adictionary are
easier for an intruder to discover than a combination of |etters and
numbers, so the Administrator should encourage the use of unique values.
Passwords are case sensitive.

Login Limit Thisfield is used to define the number of concurrent logins the user can
have at any giventime. Itis typicaly left blank (No limit) or set to 1.
Concurrency control must be enabled in RadiusNT/X in order for this
function to work. If you are not certain whether the concurrency featureis
enabled on your system, please reference your RadiusNT/X documentation.

Status Thisfield indicates whether the service record is active or inactive. |f
inactive, the serviceis disabled preventing the account from logging in.

Time Left Thisfield is used to specify how many minutes auser hasleft to be on-line.
Itistypicaly blank, meaning the user has no limit. Thisfieldisonly used
in special cases. For example, if you sold a particular user ablock of access
time, you would use this feature to track how much timeisleft. Note that
the system does not automatically reset the time listed once it has expired.
The Terminal Server (NAS) must support this time restriction and
RadiusNT/X must be configured for Time Banking (refer to the
RadiusNT/X documentation).

Comments Text field for adding comments to the Service.

RadiusNT/X User Manager Guide 13 IEA Software, Inc.




After adding or making changesto a Service, asummary is displayed allowing the user to make further
changes (“ Edit” button) or add another Service to the current MBR (“Add” button).

MBR # 6 - Neil Armstrong

Obtaining Call History for an MBR Service

The Call History reporting feature of the RadiusNT/X User Manager presents a detailed history of auser’s
call activity. To usethisfeature, select “Call History” from the MBR Service menu.

MBR # 6 - Neil Armstrong

At the prompt, enter the desired Start Date and Stop Date of the report and pressthe “View” button to

display alist of the user calls within the time period specified. The Calendar icon to the right of thefield
presents a date picker to choose a date from the calendar provided.

Start Date: [3/9/01 Stop Date: [310/01 View |

RadiusNT/X User Manager Guide 14 IEA Software, Inc.




Example Call History display:

Configuring MBR Service Command Triggers

RadiusNT/X has the ability to call an external program after each successful login authentication it
performs. Command triggers are assigned individually to the MBR Servicesthey apply to. For example, a
command trigger could run a program to send queued e-mail messagesto a user after they have logged in.
For command triggers to run, this option must be enabled in RadiusNT/X (see the RadiusNT/X
documentation for more information on thisoption). To usethisfeature, select “RADIUS Triggers’ from
the Service menu and enter the required command name in the File Name field, command parametersin
the Parameter s field, and the location of the command fileto run in the Directory field. Pressthe*” Save’
button when compl ete to save the command trigger entry.
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Setting up the RADIUS Configuration for an MBR Service

Usually, accounts share a common set of RADIUS attributes defined at the Service level (defined within

the Service Type configuration), but in some cases, individual services may require unique attribute
configurations. An example would be to assign astatic IP address or special routing information to a
specific account. If any RADIUS attributes are assigned to an account, all attributes defined for the Service
Type areignored and no longer applied to the account. To assign specific attributes to an account, select
“RADIUS Config” from the MBR Service menu.

RADIUS Configurations

Add

If any account attributes already exist for this Service, thelist of assigned attributesis displayed. Click the
“Add” button to add anew attribute. The*“ Service Type Default” button isused to display alist of all the
default attributes for the account Service Type (as configured under the Admin Service Type option). Click
on one of these default values. Its attributes are now editable and can be modified or saved for this specific

Service.

gt

dor | FADIUS Standard =

mibuate: | Llser-Service

Authanticate-Cnhy

Ui
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The Service attribute field descriptions are provided below:

Option Description

from the vendor list.
selecting the appropriate attributes.

selecting the appropriate values.

connecting from an valid location (Caller-ID).

displayed.

Vendor Thisfield allows the user to pick attributes unique to a particular
vendor. Many attributes can be found in the standard RADIUS set.
Vendor specific extensions can be found by selecting a vendor

Attribute Please refer to your NAS documentation for information on
Value Please refer to your NAS documentation for information on

Check Type Attributes can either be sent in response to an authentication
request (Reply), or used to make sure attributes expected in the
authentication reguest exist (Check). An example of a Reply
attribute is sending an 1P Address an account will use after logging
in. A Check attribute could be used to make sure an account is

Tag If an attribute value of type Tag isentered in the Valuefield, the
Tag field will appear on the screen. Thisfield provides away of
grouping sets of attributes together. For example, you may want to
authenticate an account and establish more than one I P tunnels at
the sametime. Attributesfor each tunnel connection can be
grouped together by using the same number within the tag field. 1-
255 are the possible values available for grouping. Most RADIUS
attributes don’t support tagging and this field will normally not be

Searching for MBR and Service Accounts

When there are hundreds or thousands of MBRs in your RADIUS database, you need an easy and
convenient way to manage the information. There may be times when the Administrator needs to access a
user’'sMBR or Service datato locate general facts. This might include verifying a username or password,
or searching for the user’s fax number. RadiusNT/X uses a powerful back end database to help the

Administrator locate information quickly.

The Accounts Sear ch window allows for searching on avariety of parameters. The Administrator can
select one of three types of searches: Simple Search, MBR Search and Service Sear ch. Each Search
option allows the Administrator to search based on a different set of information and each will return a
different set of search results. To search for a Service or MBR account, choose one of the three Search

options from the Accounts submenu.

Add aNew MBR, _ Simple Search | MBR Search ,  Service Search |

RadiusNT/X User Manager Guide 17
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The different Account Search options are described below.

Button Description

Simple Search The default Search option. Used to search for user accounts by generic account
information such as MBR name and Customer ID, or by Servicelogin, e-mail
and/or statusinformation. This search will return one entry per MBR Service,
presenting brief MBR and Service information for each account. Note: This
search will only return MBRs with at |east one associated Service.

MBR Search Used to search for user accounts by Master Account information such as name,
customer 1D and status. This search will return one entry per MBR, presenting
only brief MBR information for each account.

Service Search Used to search for user accounts primarily by Service account information
including associated MBR name, Service name, Account ID, login, e-mail and/or
statusinformation. The search results will include one entry per MBR Service,
presenting brief MBR and Service information for each account.

The Administrator can search for an MBR or Service by typing in al or part of the user’ sinformation in the
provided fields. The search criteriaare not case sensitive. Search criteriacan be entered in all lowercase
letters, all uppercase letters, or mixed case.

Last . & Worm:
Wame I Lc-gm_ !n.e:t la

' © Exmpire

Custan];;r. | E-Mail | " Tnactiv

Search | Resat | ﬁmarl

Thethree buttons that control the searches are:
?? The"“Search” button initiates the search against the entered criteria.

?? The“Reset” button will retrieve the search values entered on the last search. Note: if the “Clear”
button was previously pressed, then choosing “Reset” will clear all fields.

?? The“Clear” button clearsall of the values, but will NOT clear the previous search resullts.

Example Search results window:

An account can be directly retrieved for viewing, editing, or deleting by clicking on the entry within the
Search Results window.
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RADIUS Logs

Whenever RADIUS determines that it should reject an authentication request, information about the
rejection is stored inthe RADIUS log. Thisisgenerally very useful for troubleshooting authentication
problems. For example, if auser calls your support desk because he can’t log in, the logs can be used to
determine whether he’s connecting, has the wrong password, is missing from the user database, or several
other factors depending on the account and the RADIUS configuration options set up for the account.

Login: |ne ila

Diate: ||:| 1/17/2001

Entering valuesin the Login field will restrict the display of RADIUS log entries to specific usernames.
Entering avaluein the Date field restricts the display to the date specified or later. Times can be included
in the Date field to further restrict the timeframe of the displayed entries. For example, filtering the display
to an hour or two behind the current date/time and leaving the Login field blank will reveal recent failed
login attempts. Thisallowsthe RadiusNT/X Operator to determine whether thereis a common problem
that may be affecting everyone or just a problem with an isolated account.

On-line Activity

The On-Line Activity feature lets the RadiusNT/X Operator see how many users are accessing dial-up
services at any given time. User session information is displayed in an easy-to-read format to quickly
determine how many users are currently logged on to one or all of your terminal servers.

On-lineinformation is presented in aformat similar to atransaction log. Asuserslog in, their information
isadded to the on-linelist. Asthey log off, they are removed. Therefore, only those users that currently
have active sessions within RADIUS will be displayed in the On-line window.

The On-Line Activity featureis accessible from the On-Line tab on the menu screen. An example of the
On-Linewindow is provided below:
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7 Users On 2 Terminal Servers

TS Graph

The previous sections on RADIUS Logs and On-line Activity covered the real-time reporting of RADIUS
accounting and logging. This section deals with the presentation of historical data, the ability of
RadiusNT/X to provide usage statistics for any server and for all users over time.

SErVEr IIDcthust vI Sort: |Port -
Start: |1f1f1997 Stop: |1f1?f2|:u:|1

=earch |

The TS Graph feature provides agraphical bar chart view of modem and port usage over a period of time
for aspecific terminal server. The Start and Stop fields are used to specify the time framethat the TS
Graph should encompass. By default, TS Graph uses the last full 24-hour period available. To change the
Start or Stop fields, simply click in thefield and type in the new date and/or time variable, or click the date
picker to choose a date from the calendar provided.

The Server field isadrop-down pick list. The list contains the names or | P addresses of the terminal
serversyour usersdial into in order to log on to your network. Terminal Servers must be defined in the
RadiusNT/X User Manager before they show up as optionsin the Server pick list. To select aterminal
server to gather call information from, simply click on the down arrow on the right side of the Server field,
and then click on the name or number of the terminal server you want to query. The Sort field allows you
to choose what you' d like the Search Results sorted by. The “Search” button initiates the report.

The bar graph that is displayed depicts the number of calls that a specific modem or channel has received
compared to the number of hours that a particular port has been used during the given time period. The
chart lists the port number along the bottom x-axis and the number of hours along the | eft side y-axis.

These statistics are especially helpful for troubleshooting bad modems or phone lines, or determining

specific port/channel loads. For example, if there are users who report amodem that is not answering calls
(ring no answer-RNA), the Administrator can quickly determine which modemiitis by looking at the TS
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Graph report for the specified terminal server. In the example below, port number 12 appearsto have a
modem that is not answering calls. This may also beindicative of abad telephoneline, or even abad port
on the terminal server.

Qui ck Tip! Do you think you need to add more modems to your modem pool? TS Graph can
p: show the number of busy signals your users are experiencing.

An example of aTS Graph window is provided below:

localhost (127.000.1) Usage By Port
01/01/1997 to 1/31/2001

Madi Craph

Administration

The RadiusNT/X User Manager Admin option is used to configure RADIUS, aswell asthe Administrator
operators, licenses, and the appearance of the application. The button labeled “Main” will return the
Administrator to User Management mode. The Admin options are displayed below and described in
detail in the following sections.

RaDis: | securty [wencono Shain |
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RADIUS

Much of the RadiusNT/X component configuration is set locally on a per machine basis, performed
separately within the RadiusNT/X Configuration Administrator. However, RadiusNT/X also hasarun-
time configuration setup within the RadiusNT/X User Manager. This configuration is shared between all
system RADIUS servers and is loaded directly from the database upon RADIUS server connection. The
RADIUS configuration options are described in the sections below. The following configuration options
may be dependent on enabling RADIUS features within the RadiusNT/X Configuration Administrator.

It isrecommended that you be familiar with the RADIUS protocol asit pertainsto your NAS (terminal
server) when going through this section, since the options will vary depending on the NAS itself.

Vendor Attributes) | Servers ) | Server Groups ) __Roam Servers | __Service Types ) | DNIS Groups J __ IPGroups ) Rejects _J

RADIUS Attributes

Thisisthe set of RADIUS attributes and values commonly known as adictionary. The purpose of the
dictionary isto translate the RADIUS numerical information into human terms. RadiusNT/X ispre-
configured with a standard set of RADIUS attributes that should work for most Network Access Servers
(NAS) vendors. If your NAS requires achange or additional attributes, the Administrator can add or delete
thelist of attributes as needed. Please consult your NA S documentation for information on supported
attributes.

RADIUS attributes are associated with particular NAS Vendors, attribute identifiers and associated values.
To get started, select the “ Attribute Vendors” link from the “ Radius Setup” submenu.

Attribute Vendors

The Attribute Vendor option is used to define information about NAS vendors who may have vendor
specific RADIUS attributes. Consult your NAS documentation to find out whether it supports the standard

vendor specific attribute format. If it does not, RadiusNT/X may not be able to properly handle attributes
from that vendor unless they appear in the standard Vendor list below:
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Vendors

After adding the values for anew NAS vendor, pressthe “Save” button to save the entry. Field
descriptions for the vendor entry are provided below:

Option Description

Vendor 1D Requires the vendors]ANA enterprise number that is available
from your NAS documentation.

Name Pleaserefer to your NAS documentation for the specific name of
the vendor.

RadiusNT/X User Manager Guide 23 IEA Software, Inc.




Attributes

Attributes are associated with vendor entries. To add or display the RADIUS attributes specificto a
particular vendor, click the name of avendor from the Radius Attribute Vendorslist. Anexampleof a
vendor’ s attribute list is provided below:

Attributes

Click the“Add” button in order to add avendor specific RADIUS attribute for the selected vendor. Field
descriptions for the attribute entry are provided below:
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Option Description

Vendor Name Pre-filled by clicking on specific vendor.

Attribute D Please check with your NAS documentation for information on
entering the correct value.

Name Please check with your NAS documentation for information on
entering the correct value.

Type Please check with your NAS documentation for information on
entering the correct value.

Reply Please check with your NAS documentation for information on
entering the correct value.

AliasVendor and Thesefields are used by RADIUS when recording accounting datato

Alias Attribute the Calls table to impersonate the selected attribute. Thisway you
don’t need separate columns in the Calls for each Vendor attribute that
share common functionality with another attribute. See the Radius
documentation for more information on the Callstable.
For example a 3com NAS has a Vendor specific connect speed
attribute and there is also a standard connect information attribute.
Whenever accounting datais received with the 3com connect speed
attribute it will be stored in the standard connect-information field.

Values

Attribute Values are a pre-defined name associated with the number representing a RADIUS attribute.
Defining values allows Administrators to select options based on easily understood attribute names, rather
than remembering RADIUS numerical values. Only one attribute value may be assigned per RADIUS

attribute (numeric) value for each vendor.

Once an attribute has been selected from the vendor attribute list, alist of the current values associated with
that attribute will be displayed. The“Add” and “Delete” buttons are used to add or delete attribute values,

or the user can click on the value to edit it.

Attribute Values
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Click the “Add” button to add avalue. Field descriptions are provided below:

Option Description

Attribute Pre-filled with the attribute sel ected.

Vendor Pre-filled with the vendor selected.

Value Name Consult your NAS documentation to find out what attributes and values it
supports. Not all RADIUS clients support all RADIUS attributes.

Value (String, Consult your NAS documentation to find out what attributes and values it

I nteger) supports. Not all RADIUS clients support all RADIUS attributes.

Servers

The Servers option isused to define all Network Access Servers (NAS Terminal Servers) that will send
requeststo RADIUS. There are only three required fields (Server Name, |P Address, Secret) when
defining the NAS. All other fields are optional/informational .

Servers
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Click “Add” to add a Server. Field descriptions are provided below:

I
|[ncne] =)
Al x|
I

X

Option Description

Server* Thisfield should be a unique hostname or label of the server the
RADIUS clientisinstalled on.

Type Thisfield is used to select the type of server the RADIUS client is
installed on.

Server Group If you are using RadiusNT/X managed | P pooling, this field allows

you to associate the current server to agroup of Serversthat will have
the same pool assignments.

IP Address* Thisfield should be the IP address of the server the RADIUS client is
installed on.

Comments Thisfield is used to enter any comments that may be important
regarding the description of this server.

Secret* Thisfield should be the shared secret between the NAS and RADIUS.
This must be exactly the same as configured on the NAS itself.

Community Thisfield should be the SNM P community of the NAS, and is used for
the SNMP functions of RadiusNT/X.

Roam Server Thisfield isused to proxy all requests from this client to the specified

roam server when server proxy isenabled in RADIUS. Seethe
RadiusNT/X documentation for more information on Server proxy.

* Denotes required fields
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Server Ports

The Server Portsoption is used to define the specific ports associated with each NAS Server. Server Port
entrieswill be automatically generated as the ports are used and RADIUS detects them, or they can be
added manually at any time.

Server Ports

Click ‘Add’ to add a Server Port. Field descriptions are provided below.

Description

Port* Thisfield should be a unique port number.
Maximum Session Thisfield is used to select the maximum session time allowed on the
Time port.

* Denotes required fields

Port Access

The server Port Accessoption is used to define any specific access restrictions that are applicable to each
particular Server Port.

Port Accesses

add]

No Port Accesses Found
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Click ‘Add’ to add a server Port Access entry. Field descriptions are provided below.

Option Description

Port* Thisfield should be aunique port number. Leaving thisfield blank
will apply the Port Access definition over all the ports on this server.

Service Type* Thisfield is used to select the Service Type that this server port access
entry is associated with.

Start Time* Thisfield is used identify the start time of login, after midnight. A
value of 0:00 in both start and stop time will indicate NO time
checking.

Stop Time* Thisfield is used identify the stop time of login, after midnight. A
value of 0:00 in both start and stop time will indicate NO time
checking.

Maximum Session Thisfield is used to indicate the maximum session length that this port

Length will alow.

* Denotes required fields
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Service Types

Service Types are used to define the types and levels of network/Internet access options your users have.
Examples of Service Types are a Point-to-Point protocol (PPP) dia-up account, an account for web site
hosting, or asimple e-mail only account. Service Types are user-definable and may cover all types of
services currently offered. All Service records created under each MBR will have a Service Type
associated with them.

Any previously configured Service Types will be presented in the Service Type table, as shown in the
example below. Service Types may be added with the “Add” button, or deleted with the “Delete” option.
Service Types can be sorted using the “move up” and “move down” buttons.

Service Types

Option Description

Service Type Thisfield isused to provide the name of the Service Type. It should
be descriptive enough to indicate the nature of the service provided.

Description Thisfield is used to provide the description of the Service Type.

DNIS Group RadiusNT/X allows limiting the telephone numbers users of a Service

Type canlog into. Assigning aDNIS Group to the Service Type limits
that group of usersto the telephone numbers defined for that particular
DNIS Group. DNIS Access Restriction is not enabled by default and
must be previously configured within RadiusNT/X. Refer to the
RadiusNT/X documentation and your NAS documentation for more
information on this option.
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Service Type Defaults

RadiusNT/X alowsthe Administrator to associate specific RADIUS attributes to general Service Types.
Thisallows RADIUS to apply attributes to specific groups of users, according to the account’ s associated
Service Type. The Service Type Defaults table will display the current RADIUS attributes assigned for
the selected Service Type.

Service Type Defanlts

Click “Add” to add associated RADIUS attributes to the Service Type Default. Field descriptionsare
provided below:

pndor | RA0IUS Stendard =

|

Option Description

Service Type Service Type, user selection from existing Service Typelist.

Vendor Vendor Name, user selection from the existing Vendor Attribute
list.

Attribute Attribute Name, user selection from existing Attribute list
associated with the selected Vendor.

Value ( String, Attribute Value, user selection from existing Vauellist or entry

Integer, etc.) associated with the selected Vendor Attribute.

Type Please check your NAS documentation for the appropriate Type
value.
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Proxy & Roaming

Roam Servers

Roam servers are RADIUS-compatible serversto which RADIUS can forward requests. Defining a Roam
Server issimilar to adding any other Server within RadiusNT/X. The configuration provides the
information RADIUS client(s) will need to communicate with the server. Roam server configuration
requires coordination with the Administrator of the server receiving the forwarded requests, to ensure the
shared secret is the same.

Roam Servers

| (] |

;Nn Roam Servers Found ‘

Click “Add” to add a Roam Server. Field descriptions are provided below:
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Option
Server Name
IP Address
Secr et
Timeout
Retries

Authorization
Port

Description
The name of the server RADIUS will be forwarding requests to.

The actual |P Address of the server.

The shared RADIUS secret.

The Number of secondsto wait for areply.
The maximum number of retries.

The port RADIUS will forward the Authentication requeststo. Usually
thiswill be the default 1645 port number, though you should consult the

Administrator of the server receiving the request, as they may want them
sent to adifferent port.

The port RADIUS will forward the Accounting requeststo. Usually this
will be the default 1646 port number, though you should consult the
Administrator of the server receiving the request, as they may want them
sent to adifferent port.

The forwarding rate of accounting packets (number of requests per
second) this server can normally handle.

The maximum forwarding rate of accounting packets (number of requests
per second) the proxy server can handle. Notethat if store and forward
mode is enabled, the Max Rate isenforced. Otherwise, Max Rateis used
to forward requeststo the least overloaded (over Max Rate) proxy server.
Indicates that RadiusNT/X needs to remove the domain from the user id
before forwarding the request. Consult the Administrator of the server
receiving the forwarded requests as to whether they want the domain
intact or removed.

The Treat as Local flag informs RADIUS that this server will not be
receiving requests, and that RADIUS should process the request locally.
Thisisavery handy option to define your own domains (see the next
section on defining Roam Domains) so that users who log in with your
domain(s) will be authenticated locally rather than forwarded.

Accounting Port

Target Rate

Max Rate

Strip Domain

Treat asLocal

Roam Server Domains

Roam Server Domains are defined per Roam server. They define the domains of the requests that will be
forwarded to each particular server. A domain consists of the @ character followed by one or more words
separated by aperiod. RADIUS itself does not enforce any restrictions or limits (beyond size) of the
format of the domain except for starting with the @ character. To find out more detailed information about
roam domains and proxy options, please refer to the RadiusNT/X documentation.

To add or edit Roam Domains, select a particular Roam Server from the Roam Server list and click on the
selected row. The screen will provide thelist of all Roam Domains for that Server, or none.
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Roam Server Domains
Ardd

No Roam Server Domains Found

Click the“Add” button to add a Roam Domain. Field descriptions are provided below:

Option Description

Server Pre-filled with the Roam Server selected.

Domain The exact domain the user will have appended to his username. This
must be entered without the @ character.

Priority The Administrator can define more than one entry for adomain, each
having adifferent priority. Thisallows backup serversfor specific
domains.

Service Type If aService Typeis specified, then RadiusNT/X will ignore the attributes
returned in the proxy reply and return only the set of attributes associated
with this Service Type.
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Roam Server Proxy Attribute Groups

Authentication requests can be proxied based on the value of a group of attribute check items (for example,
auser logging in with a special character in his name, or from a specific DNIS number). Configure this by
creating a Proxy Attribute Group and associating it with an existing Roam Server and a particular set of

check attribute values.

Proxy Attribute Groups
Add]

No Proxy Attribute Groups Found

Click the“Add” button to add a Proxy Attribute Group. Field descriptions are provided below:

Foamer =

MName: |FoamerGroup
Dgscniption: | FoamerGroup

Option Description

Server Thisfield defines the server with which the Proxy Attribute Group is
associated. Selection from thelist of existing servers.

Priority Thisfield defines the priority order of the attribute checks RADIUS
performs.

Name Thisfield defines that name of the Proxy Attribute Group to associate with
the selected Roam Server.

Description Thisfield gives the description of the Proxy Attribute Group selection.

Once a Proxy Attribute Group has been created or selected for update, the Administrator will be presented
with the Proxy Group Attribute list for that Group.
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Proxy Attributes

s

No Proxy Attributes Found

Click the “Add” button to add the Proxy Attribute Group attributes. Field descriptions are provided below:

Usertlame b

Option Description

Server Pre-filled from Proxy Attribute Group selection.
Group Name Pre-filled from Proxy Attribute Group selection.
Search Type This field defines the type of value search to perform. Optionsinclude
String, Substring, Equal, Lessthan, Greater than.
String Thisfield defines the attribute value to search for.
Vendor Thisfield defines the attribute vendor, selection from the existing attribute
vendor list.
Attribute RADIUS attribute selection.
DNIS
DNIS Groups

DNIS Groups allow the definition of a set of phone numbersthat your users are allowed to call into. This
is not the same thing as Caller-I1D (the phone number the user called from). Thisfeatureisonly availableif
your terminal server has the capability and configuration to return the DNIS number in the authenticate
request to RADIUS.
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There are three steps to defining DNIS groups within the RadiusNT/X User Manager. Thefirst stepisto
create the DNIS group itself. Oncethe DNIS group is created, one or more DNIS Numbers can be assigned
to that DNIS group. Asalast step, aDNISgroup is selected for each Account Type that should be
restricted to calling in to only the DNIS numbers for that DNIS group.

When RADIUS receives an Authentication regquest (and RadiusNT/X has had DNIS access restriction
enabled and configured), it will verify that the NAS-Port-DNIS field matches one of the DNIS phone
numbers for the user’s DNIS group. If the DNIS number isnot in the DNIS group, RADIUS will reject the
authentication request. If theterminal server does not include aNAS-Port-DNIS attribute in the
authentication request, RADIUS will not enforce the DNIS restrictions.

DNIS Groups

Click the“Add” button in the DNIS Groups window to create a new DNIS Group. Field descriptions are

provided below:

Option

Name

Description

Description
Desired name of the DNIS group.

Description of the DNIS group.

RadiusNT/X User Manager Guide 37 IEA Software, Inc.




DNIS Numbers

After creating a DNIS group, the Administrator defines the list of allowed DNIS telephone numbers that
will be associated withit.

DNIS Numbers

Ald

No DNIS Numbers

Found

Click the“Add” button to add a new DNIS number to the selected DNIS Group. Field descriptions are
provided below. Pressthe“Save” button to add each entry to the DNIS group definition.

Description
DNIS Group Pre-filled from the DNIS Group selection.
DNIS Number The telephone number.
IP Pooling

Usually the NAS auto-assigns | P addresses to users as they log infrom an internal address pool. If
possible, we recommend this method be used to assign dynamic | P addresses. RadiusNT/X also provides
itsown IP address pooling facility. It works by relying on accounting data to determine which addresses
areinuse. Note: Missing accounting information can cause inconsistenciesin the IP reservation database.

Thefollowing RadiusNT/X configuration dataisinvolved with |P Pooling:
?? Server Groups— A group of servers (RadiusNT/X clients)
?? |IP Groups— Each group contains alist of reservable |P Addresses.
?? IP Service Types— Associates a Server Group with all or specific IP Groups and allows access to
all or specific Service Types.
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Server Groups

Server Groups are used to group sets of serversthat have similar characteristics or functions. To create a
new Server Group, select the Server Groupsoption under the RADIUS submenu. Any existing entries will
be displayed in the Server Groups window, as shown below. Click “Add” to add anew entry, “Delete” to
remove an entry, or click on arow to edit.

Server Groups

Add |
Server Group,

Click the“Add” button to create anew Server Group entry. Field descriptions are provided below:

Option Description
Server Group The name of the group that will contain multiple servers.
IP Groups

IP Groups are used to define sets of reservable |P addresses. To create anew |P Group, select the IP
Groups option under the RADIUS submenu. Any existing entries will be displayed in the IP Groups
window, as shown below:

IP Groups

]
N | S —
Gfww e
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Click the“Add” button to create anew |P Group entry. Field descriptions provided below:

Option Description
IP Group The name of the IP Group.
IP Addresses

After an IP Group has been created, IP Addresses can be assigned to it. Select an |P Group name from the
IP Group list to display all current IP Addresses for that group. Select “Add” in the Radius IP Addresses
section to add anew |P Address to the current | P Group. Please notethat each | P address must be

added individually. Wildcards and address ranges will not work.

IP Addresses
Add

Mo IP Addresss Found

Click the“Add” button to create anew IP Address entry. Field descriptions provided below:

Description
IP Address ThelP Address. It must beavalid IP addressin “dot” format.
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IP Service Types

I P Service Typescan be used to associate a Server Group with all or specific IP Groups and allow access
to all or specific Service Types. To create anew | P Service Type Configuration, select the IP Groups
option under the RADIUS submenu. Any existing entrieswill be displayed in the |P Service Types
window, as shown below:

IP Service Types

|
SewerGowp  PGow  [SerdeeTpe |
BGE T e T e

Click the“Add” button to create anew IP Service Type. Field descriptions provided below:

Description
Server Group Selection of an existing Server Group.
Service Type Selection of the Service Typesto allow access to on this server.
IP Group Selection of the |P group to allow accessto on this server.

RADIUS Rejects

The RADIUS Rejects option allows the definition of sets of attribute/value matches that RADIUS will
reject immediately, without processing the request. For instance, if you want to reject any user calling
from a specific phone number, you could add a RADIUS Reject entry with the Caller-1D attribute and the

specific phone number.
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You can select “All” to gain accessto all Vendor attributes, or narrow the list down to a specific vendor
and attribute. 1f aVendor is selected, the screen will be updated with an additional field to allow selection
from all attributes associated with that vendor (vendor attributes defined by the Administrator within the
‘Vendor Attributes’ Admin option). Once avendor attribute has been selected, the Administrator must
enter the value of the attribute to reject. If RADIUS seesthisvalue for this vendor and attribute, then the
user is denied access.

Rejects
WVendar: !FINIIIUE Slandand *
Atribute: || Al =]
A
Vendor  Auribule | Type Vahe
RADIE Sndsed Uoar-Mame g Test Dl

Click the” Add” button to create anew RADIUS Reject entry. Field descriptions provided below:

RADIE Standard =

Description
Vendor The vendor of the attribute to reject.
Attribute The vendor attribute to reject.
String (or the The value of the selected attribute to reject.

appropriate value)
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Security

The Security Administration option allows you to add licenses for the RADIUS server and define all valid
RadiusNT/X Operators. During system installation, you added alicense and a RadiusNT/X Operator that
allowed you toinitialy login.

Licensing

Licensing isused to register your RadiusNT/X product. Without the proper licensing, RADIUS will not
work. There are two methods used to enter license information; initially, during system configuration,
when RadiusNT/X User Manager detects an invalid license and automatically directs to the License Key
Manager, and through manually pressing the “Licensing” menu option during normal system operation.
Both methods use the same license key configuration process. The application will never be accessible
until avalid license has been registered.

The following example will show how to delete akey and then add another key. In our example, the valid
key will not be shown for security reasons.

License Key Editor

INFORMATION

MESSAGE: Livense Key: has heen added.

'Installed License Keys
| Ligwnus Koy | Company Swryorn | Siatus | Acilon
|TEAS 100,01 3 |Good  |Dlolete ey
Tobal Mumber of Servers Licensed For; 3

Claar Keyn |

Enter New License Keys Here

Hew Licenss Key: |

Company Hame: |

Al Fony

Continue J
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Clickon thelink “Delete Key” under the “action” column to delete the specific key. A message box will
appear, indicating that the key has been deleted.

License Key Editor

Installed License Keys
Licepze Key Company Servers 5513[“5 |t
Total Mumber of Servers Licensed For: 0

Cloar Kgwa |

Enter New License Keys Here
Hews Licanae Key: 1234567895

Company Hame: |Test
| Add Kew

Cardru e |

To add anew key, Enter the key of “1234567899" in the space which islabeled “New License Key” and
add the company name of “Test” in the space labeled “ Company Name”. Click the button labeled “ Add
Key” to add the new license. NOTE: Thisisaninvalid key.

License Key Editor

\Installed License Keys

|License Koy | Compamy [Srrnm | S1atms [ Action
[123456TE59 [Test [ 0 |Invslid | Dalats lay
Total Mumber of Servers Licensed For; 0

Clear FKays |

Enter New License Keys Here

Naw License Bay: |

Company Hame: |

A K |
Cortinue |
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Notice the message box stating that the license key has been added to the database. Under the heading
“Installed License Keys’, there are columns labeled License Key, Company, Servers, Status and Action.
Thefirst two columns are the key and company you just entered. Thethird field, Servers, gives the total
number of serversthelicenseisvalid for. Inour case, the number isO sinceitisaninvalid key. The status
field will say Good, Invalid or Expired. Only astatus of ‘Good' will alow accessto RADIUS. Theaction
column contains alink to delete the specific key. Below the column, thereisaline that states the total
number of serversyou arelicensed for. Below the totalsisabutton labeled “Clear Keys’. Clicking this
button will erase ALL license keys.

Operators

RadiusNT/X Operators are individuals who are allowed access to the application. Y ou can add, edit and
delete operators. During configuration. the Administrator was required to add at |east one RadiusNT/X
Operator to initially access the application. After configuration, RadiusNT/X Operators are maintained
through the Operator s option under the Security option. All existing RadiusNT/X Operators will be
displayed in the Operator window.

Add |
Select a RadiusNT/X Operator from the list to modify the entry, or press the button labeled “ Add” to add a

new Operator. Field descriptions are provided below. Click the button labeled “ Save” to commit all
Operator changes or additions.

Last Name: |Amstrong
Emailneila@nasa.gov ,
]

Option Description

Login Thisfield isthe name the Operator usesto log in.
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Password Thisfield isthe password the Operator usesto login.

Verify Thisfield isto verify the password field.

First Name Thisfield isthe Operator’ sreal first name. Not used for loggingin.
Last Name Thisfield isthe Operator’sreal last name. Not used for logging in.
Email Thisfield isthe Operator’ sreal e-mail address.

Web Configuration

Colorsthroughout the RadiusNT/X User Manager application can be changed viathe Web Configuration
option. There are three piecesto the Web Config option: color palette, options panel and results panel. The
color paletteislocated on the top left; below thisisthe option panel and on the right is the results panel.

& Background © Text © Link
" Yisited Link © Active Link

" Background © Header © Foni
© Line © Cell © Active © Inactivg

" Info

- and view the results . . . . .

text color  repular Bink  wmsted link

Body MMMM

Form Calors

MMessage Colors Actian 1

€ Nitam © Ermor

4] L

The steps to customize the web colors are:

1
2.
3.

4,
5

Pick an option to change by selecting the radial button for the option.

Select anew color from the color palette.

The result panel will now show the color change for that option. If you do not like the color,
return to step 2, otherwise continue.

If you want to make more changes, repeat steps 1 through 3, otherwise continue.

Click the“ Set” button anytime to save your change(s).

NOTE: If you make changes and do not click the button labeled “ Set”, the changes will not be saved.
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