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Software License Agreement

By purchasing or installing all or part of the Emerald Management Suite, you indicate your acceptance of the following
License Agreement.

Ownership of Software Y ou acknowledge and agree that the computer program(s) and associated
documentation contained with the Emerald Management Suite (collectively, the “ Software”) are owned exclusively by
IEA Software, Inc. and/or itslicensors. The Software contained in the package is protected under copyright laws and all
copyright and other intellectual property rights relating to the Software are and remain the exclusive property of IEA
Software, Inc. and/or itslicensors. Y ou may not rent or lease the Software, but you may transfer the Software and
accompanying materials on a permanent basis provided you retain no copies and the recipient agrees to the terms of this
Agreement.

License IEA Software, Inc. grantsto you, and you accept, alimited, non-exclusive
and revocable license to use the Software. Y ou agree to use the Software in machine-readable object code form only as
authorized in this License Agreement. This License Agreement does not convey any title or interest in the Software to
you. You may only use the licensed number of Master Billing Records (MBRs) with the Software as stated in your
purchase agreement.

Scope of License Y ou may not make any changes or modifications to the Software, and you
may not deconpile, disassemble, or otherwise reverse engineer the Software. Y ou may not load, rent, lease or sublicense
the Software or any copy to othersfor any purpose. Y ou agree to use reasonabl e efforts to protect the Software from
unauthorized use, modifications, reproduction, distribution and publication. Y ou are not permitted to make any uses or
copies of the Software that are not specifically authorized by the terms of this License Agreement. Y our adherence to this
License Agreement will allow IEA Software, Inc. to continue devel oping innovative and useful products and providing a
high level of customer service and support. If you do not comply with the terms of this License Agreement, your license
will be revoked.

Updates and Support All software updates are available viathe |IEA Software, Inc. web site. A
mai ntenance contract is available for major version upgrades, which is not included or covered as part of the basic
purchase agreement. Technical support isavailable via E-Mail, support mailing lists, or a purchased telephone support
contract.

Trademarks IEA Software, Inc., Emerald, RadiusNT, and the associated logo(s) are
registered trademarks. Unless otherwise noted by Trademark, |EA Software, Inc. owns all images, photographs,
animations, audio, video and text incorporated into the Software.

Restricted Rights The Software is provided with U.S. Governmental Restricted Rights. Use,
duplication, or disclosure by the Government is subject to restrictions set forth in subparagraph ©(1)(ii) of The Rightsin
Technical Dataand Computer Software clause at DFARS 252.227-7013 or subparagraphs ©(1) and (2) of the Commercial
Computer Software - Restricted Rights at 48 CFR 52.227-19 as applicable. The Softwareis also protected by International
Treaty Provisions. Manufacturer is|EA Software, Inc. Suite 326, West 422 Riverside Spokane, Washington 99201.

Miscellaneous This License Agreement shall be construed, interpreted and governed by
the laws of the State of Washington. Should any term of this License Agreement be declared void or unenforceable by
any court of competent jurisdiction, enforcement of the remaining terms shall not be affected. Failure of either party to
enforce any rights or to take action against the other party in the event of any breach of this Licensing Agreement shall
not be deemed awaiver of any subsequent enforcement of rights.

Limitations of Liability and Remedies In no event shall IEA Software, Inc. or itslicensors be liable for any loss of
profit or any other commercia damage, including but not limited to special, incidental, consequential or other damage,
even if |IEA Software, Inc. or itslicensors are advised, in advance, or the possibility of such damages. IEA Software, Inc.
and itslicenser’ s entireliability and your exclusive remedy shall be, at IEA Software’ s option, either (a) return of the price
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paid, or (b) repair or replacement of the Software. To the maximum extent permitted by applicable law, IEA Software, Inc.
and itslicensors disclaim all other warranties, either express or implied, including but not limited to, implied warranties
with regard to the Software and the accompanying material. This Limited Warranty isvoid if failure of the Software has
resulted from accident, abuse or misapplication. You may have other specific legal rights that vary from state/jurisdiction.

Should you have any questions concerning this license agreement, please contact |EA Software, Inc, West 516 Riverside
Suite 201, Spokane, Washington 99201 U.S.A. (509) 444-2455.

© 1996-2002 | EA Software, Inc.
All Rights Reserved, World Wide
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Preface

The Emerald User’s Guide is designed to provide conceptual and technical information describing the use of the Emerald
Management Suite. The User’s Guide gives an overview of key terms and concepts that will help you to understand what
Emerald is, how it works, and how to best utilize it for your needs. Each chapter includesfundamental information aswell
as providing step-by-step guide on using the application. The step-by-step instructionsinclude screen shots of the
application that display the information needed to complete the presented tasks. The information shown in the screen
shotsis generic; your screen may look abit different depending on the version of Emerald you are using, the amount of
information in your user database, and other factors. Regardless, the basic principals you learn will apply to your
environment.

The Frequently Asked Questions (FAQs) and Troubleshooting chapters anticipate questions, mistakes or problems that
you may encounter during the installation and use of the Emerald Management Suite. Additionally, the Quick Tips
scattered throughout the manual are designed to resolve common procedural errors or questions that may arise while
using the system.

Document Conventions

The Emerald User Guide has standardized document conventions to help you locate, interpret and identify information.
They are provided to show consistent visual clues and a standard key combination format to assist you while you learn
and use Emerald.

For mat Representation

Bold M enu option to be selected, icon or button to be clicked. Also used to identify key terms.

Italic Directory or filename. Also used to emphasize aword, term or concept.

“quoted text” Thisistext that you need to type. Do not include the quotation marks in your entry, but
rather just the text within the quotation marks.

Introduction

Welcome to the Emerald Management Suite, a highly integrated suite of tools providing billing, customer care,
authentication, and much more to businesses and organizations around the world. The Emerald Management Suiteis an
easy to use package designed to meet the needs of those providing network or Internet services, or anyone requiring a
robust customer management system. The suite is designed to be powerful, yet efficient, even where management of a
large number of users may be required.

In the highly competitive telecommunications market, the key to success is organization and low overhead. Emerald
reduces system redundancy and increases efficiency by consolidating user administration, technical support and
accounting into one application suite. The centralized system keeps the information in sync and up to date across all
areas of your business. Additionally, Emerald’s web-based interface has been designed to meet today’ s complex system
needs, supporting both multi-platform environments and secure remote user access. Using this approach, Emerald
promotes a positive company image by providing accurate and timely information in a uniform, professional format for
your staff and customers alike.

The Emerald Management Suite, also known simply as Emerald, offers many useful featuresto help automate customer
accounting and administration. These features include the complete management and configuration of user accounts,
auto-scheduled and manual billing options, customer care and incident tracking, historical and on-line usage monitoring,
system event logging, and awide variety of customizable reporting options. Emerald provides the flexibility to be
individually customized and tailored to meet your distinct organizational needs.

Emerad — User’s Guide 7 |EA Software, Inc.




Emerald also allows extensive integration with many third-party products, allowing you to centrally maintain many
differing systems from within asingle interface. A significant feature of the Emerald Management Suiteisit’ sdirect full-
feature integration with RadiusNT/X. This core system component allows any equipment that is RADIUS compatible to
access the Emerald user database to validate user accounts, as well as manage and monitor user access of your system.

Emerald Management Suite Overview

The Emerald Management Suiteis a highly flexible and powerful suite of tools revolving around the efficient management,
tracking and billing of network usage and access accounts. The Suiteis composed of an Account Management and
Billing component, an Administrative component for system configuration, and afully integrated RadiusNT/X component
providing system authentication and authorization. These components work tightly together, providing a secure
environment for the reliable and accurate tracking and billing of service accounts.

Emerald Accounts Management

Account management in Emerald is based upon atwo-tier design. Thefirst tier isthe Master Billing Recordor MBR. The
MBR describes the contact and billing configuration information for each user account including name and address,
billing cycle, payment method, and other related user information. A user, or subscriber, can be defined as an individual
or organization that has contracted with you for your services. The collection of MBRs makes up your user database An
individual MBR can have multiple services (described later) attached to it.

The second tier of Emerald account management is Ser vices. Services, aso known as sub-accounts, are used to define
the types and levels of network access a particular user has, as well as manage the recurring charges associated with
those provided services. Services are managed and configured within the system by their Service Type. Examples of
Service Types are Point-to-Point Protocol (PPP) dial-up accounts, accounts for Web site hosting, or simple e-mail only
accounts. Service Types are configured within the Emerald Administrative options, described in detail within the Emerald
Administrator’s Guide.

Oncean MBR is created, an unlimited number of Services can be applied to that MBR. MBRs represent the billable
account, and the Services associated with each MBR reflect the account’ s level of Internet access. Each Service record
tracksindividual user information such as username and password for that provided service. Because of this, an
organization may set up one MBR with a Service entry for each of its employees to reflect information regarding their
individual e-mail accounts and access privileges. Emerald performs the billing of MBRsfor their contracted services
based on a combination of both systemwide and individually configured billing options, as described below.

Emerald Billing Features

One of the core benefits of the Emerald Management Suite liesin the power and flexibility of its billing features. Emerald
eases both the time and effort required for the billing process in many ways. Most significantly, by providing for the
automation of all billing activities, Emerald can do all of the tasks behind the scenes without requiring staff participation
or intervention.

The billing model issimplified in part by Emerald’ s ability to apply specific billing configurations over many groups of
accounts. A Billing Group defines a set of MBRsthat have billing characteristicsin common. Billing Groups are
important to Emerald’ s configuration because they allow different billing features and options to be designated to only a
specific group of MBRs, or they can remain global and apply to all MBRs.

Emerald a so offersflexibility by supporting two primary billing methods: Balance Forward and Renewal. The Balance

Forward method involves post-billing for services; the user is billed after services have been delivered. The Renewal
notice system, by contrast, can work essentially like a magazine subscription. The user is billed viarenewal notice before
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services have been delivered. If paid before the expiration date, the account will remain active; otherwise accessto the
system will be terminated. Emerald supports both billing methods, generally recommending Renewal-based hilling.

The Emerald Management Suite’ s billing features provide:

?? Flexible and robust billing configuration options giving the user full control over such things as billing groups,
regional settings, billing cycle frequency, service plan terms, and tax type definitions.

?? A scheduler component that allows users to schedule billing runs, as well as other system activities, to
automatically occur at specified times or time interval s throughout the day

?? Security featuresthat allow the restriction of operators to appropriate account access, billing and reporting
activities.

?? Anintegrated web component providing on-line customer accessto individual account status and history
information.

?? A full set of Emerald logs providing information on historical changesto MBR and Service accounts, as well as
system performance and activities.

?? A powerful report engine coupled with a comprehensive set of customizable standard reports that provide a
wide variety of analytical and summary views of your accounts and system usage data.

RadiusNT/X Integration

Fully integrated within the Emerald Management Suiteisthe IEA Software RadiusNT/X application. Thisapplicationisa
robust RADIUS based security server for system authentication, authorization and accounting (AAA). Because Emerald
and RadiusNT/X are so tightly integrated, RadiusNT/X is able to authenticate from, and store accounting information
directly within, the Emerald MBR database. Thisinteraction provides Emerald with direct access to on-line usage
information for each account, allowing real-time usage analysis and connection trouble-shooting, as well as enabling the
support of billing options based upon the RADIUS accounting data.

The Emerald Management Suite conveniently provides that all aspects of the system including account management,
billing, system configuration, billing configuration and RadiusNT/X configuration, all be managed directly within asingle
Emerald web interface. Thisinterfaceis described below.

Web Interface Overview

Emerald has a standard web interface with page layout conventions that are consistently used throughout the
application. Y ou can refer to the screen images below as you learn about these elements.

Each Emerad page contains a set of menu buttons across the top of the page that correlate to the main features and
attributes that Emerald offers. This main menu bar will always be available, but its appearance may dynamically change
depending on the option that iscurrently selected. As mentioned previously, Emerald has two main modes, the Client
and Administrator (Admin). Each mode provides a different subset of functionality and a different set of option buttons.
Emerald security settings may also have an affect the screen displays and menu options displayed. Only the options
available to the logged in Operator, according to their Operator Group and access privileges, will be displayed on each

page.

By default, the Client options are provided on the Emerald Home page. The frame directly beneath the main menu buttons
will display the content related to the currently selected option. After amain menu option button has been selected, a
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submenu will typically be provided underneath the menu bar. The presented options represent the features and
functions available under the chosen menu selection.

SURAAMNANR =o- | ccouns [ inveices frimtemencr] muicn [ mepor EALTE BTN BT

page, you will find
links to the Emerald
Release Notes and
On-line help. This
section may also Flease salact ope of the sechons from the toclbar abewe or a lmk from below,
contain other web : :

links individually Quick Links
configurEd by yOUr » Helsase Motes
System Administrator.

Welcome to Emerald

Emerald is Copprighe T9RE=2000 by [EA Bafpvgre, fne, AN Righes Reserved, Warld Wide,

Emerald Client and Emerald Administrator

The Emerald Management Suite has two main operational modes— its Client and Administrator. While the Emerald Client
options provide a secure and accommodating environment for main application activities such as user management and
billing, the Administrative options are used to configure the suite specifically for your organization. The Emerald
Administrative options are only available to auser with Administrative privileges, who is generally referred to as the
Emerald Administrator.

Below isalist of the Emerald Client main menu options and a brief description of what they are used for.

Button Description

Home Used to return the user to the home page links and default Client main menu.

Accounts Used to search for an existing Master Billing Record, its associated services, or
incidents. Also used to add, edit, or delete a Master Billing Record.

Invoices Used to search for an existing invoice. Also used to void, pay, print or email an
invoice.

Statements Used to search for an existing Statement. Also used pay, print and email statements.

Incidents Used to track customer support incidents on user accounts.

Batch Used to create batches of renewal invoices and statements. Also used to manually

run the charge consolidation process, batch credit card/EFT imports and exports,
and payment transaction imports.

Reports Used to select and view standard Emerald reports, or (on Windows systems only)
run custom reports that have been created using Crystal Reports.

Admin Used to present the Emerald Administrator menu options.

Options Used to set the individual Operator preferences such as language, print format and
password.

L ogoff Used to logout of the Emerald application.
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Below isthelist of the Emerald Administrative main menu options and a brief description of what they are used for. All
Emerald Administrative options are presented and described in detail within the Emerald Administrator’s Guide. These
options are not covered further within the Emerald User’s Guide.

Button Description

General Used to set general Emerald configuration information, including the definition of
Domains, Regions, Billing Groups, Sales Persons, Network and System categories.

Accounting Used to set the Emerald billing configuration, including the definition of Billing
Cycles, Charge Types, Rates, Service Types, Discounts, Pay Periods, Types and
Methods, and Taxes.

System Used to configure external systems, reports, and log filters.

Global Used to set global settings for the system including system password and search
return options.

RADIUS Used to configure the RADIUS server settingsincluding vendors, attributes, server
and DNIS information.

Scheduler Used to configure scheduled system tasks.

Security Used to set the Emerald security settings including defining Operators, Operator
Groups, access privileges and I P restrictions.

Web Config Used to set the configuration of the web interface, including color, appearance and
other display options.

Client Used to present the Emerald Client menu options.

Getting Help

Although the Emerald User’ s and Administrator’s Guides offer detailed information regarding the configuration and use
of the Emerald Management Suite, additional assistance and information can be obtained from avariety of other sources.
Browse through the following sectionsto learn about the resources available to you.

On-line Help

Emerald provides on-line help within the application that will provide context sensitive technical help. To accessthe
context -sensitive online help, click on the green question mark on the screen in which you have question. It lookslike

this:
Q

User documentation may also be accessed through the Online Documentation Quick Link on the Emerald Management
Suite Home page.

IEA Software Web Site
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IEA Software diligently maintains a standard web site, providing all available Emerald Management Suite product
information and documentation, release notes, a Frequently Asked Questions area, and an FTP site where current product
upgrades are available for access and download by customers at any time. Additionally, the IEA Software web site offers
many customer support options that are accessible 24 hoursaday. The IEA Software web site can be accessed by
selecting the IEA-Softwar e Support Quick Link on the Emerald Management Suite Home page, or by accessing from
your browser at the following URL address: http:/Mmww.iea-softwar e.com

It isadvisable to occasionally check the IEA Software Web Siteto learn of new devel opments about the Emerald suite
and RadiusNT/X products. The Web Site offers easy access to the Emerald FTP site where this User Guide and updates
can be downloaded, a Frequently Asked Questions area, and an archive of messages from Emerald related mailing lists.

Quick Tip:

The readmeutxt filein the Emerald subdirectory notes all recent changes, known problems, platform-specific issues, and
bug fixes that were made to the Emerald Management Suite that may not be included within the released documentation.
For the latest release and information on Emerald, access http://www.iea-softwar e.com within your web browser.

Emerald Mailing Lists

A popular method for exchanging information informally among a group of peopleismailing lists. Mailing lists are made
up of agroup of Internet users who share acommon interest. In this case, Emerald! To become part of amailing list, you
need to subscribe to the list. Generally you subscribeto amailing list by sending a subscription message to the
managing list server address. For the IEA Software Emerald mailing list, that addressis emerald-request @iea-
software.com. Once you have subscribed to the list, you will begin receiving e-mail messages from other subscribers who
correspond to the list address.

The Emerald mailing list covers afull range of topics from general Emerald usage to other technically related subjects.
Onceyou are subscribed and ready to participate, you can respond to and send messages by corresponding to the list
address emeral d@iea-software.com. Each message is then redistributed, or broadcast, to all other subscribers on the
mailing list. In most cases, you will promptly receive one or more responses to your message from other Emerald users.

Quick Tip:

Using the SEARCH function from the IEA Software web site will allow you to search within the entire mailing list archive
to seeif your question has already been asked and answered in the past.

There aretwo |EA Software mailing lists that you may be interested in subscribing to: the Emerald and RadiusNT/X
mailing lists. RadiusNT/X isan integrated component of the Emerald Management Suite that provides authentication and
authorization to customers who access your system services. To subscribe to either of these mailing lists, use the
following procedure. For moreinformation about the IEA Software mailing lists, please see the mailing list link at
www.iea-software.com.

1. Send an e-mail message to emer ald-r equest @iea-softwar e.com.

2. Thesubject of the message should be blank.

3. The bady of the message should only have oneline: “subscribe’.

4. Repeat 1 - 3for the RadiusNT/X mailing list to the subscription addressradiusnt-r equest @iea-softwar e.com.

The first message you receive will be a subscription message from the list server. It will list details on how to unsubscribe
from the mailing list and how to receive help on available mailing list commands.

To post amessage to one of thelists, send your e-mail message to one of the following addresses. emer ald @iea-

softwar e.com for Emerald related topics or radiusnt @iea-software.com for RadiusNT related topics. An archive of mailing
list messagesis kept at the following URL: http://mww.iea-softwar e.com/lists
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Quick Tip:

Another interesting mailing list isntisp@iea-software.com. It isan ongoing discussion among Internet Service Providers
who are using the Windows NT platform. To subscribe, send an e-mail to ntisp-request @iea-softwar e.com. Leave the
subject blank and place the words “ subscribe” in the body of the message.

Getting Started

Emerald Installation and System Configuration

The Emerald Administrator’ s Guide detail s the Emerald Management Suite installation and configuration instructions.
Generally, these are tasks performed earlier by the Emerald or System Administrator. Please note that Emerald must be
fully installed and the Emerald database must be created and configured before Emerald application can be run.

Additionally, during the Emerald installation, the Emerald Web Server (Emerweb) was automatically installed and
configured on your system. The Web Serviceisrequired to be running in order to access to the Emerald Management
Suite application. By default the Emerald Web Server, onceinstalled, will continue to run without interruption. If thereis
adisruption and the Web Server must be restarted, contact your System Administrator (refer to the Emerald
Administrator’s Guide for more information on the Emerald Web Server).

Launching and Logging on to Emerald

To start exploring Emerald’ s features you need to launch it within a supported web browser. The Emerald Server
specifically supports both the Microsoft Internet Explorer and Netscape Navigator web browsers. To launch Emerald, do
the following:

1. Start the chosen web browser. E M E RA L D
2. Enter the Emerald server sitelocation '
within the browser entry window, such Internet Management Suite
as “ http://demo.iea-software.com”. |
YOUr %/Stem Adml nistrator Configured Flease enter your usernaose and prssanrd below to log info Emserald.
the site location during the Emerald rexname: !
server installation. Pumnd [
3. Enter your Username and Password and Loan |
click onthe L ogin button, or just press
the Enter key.

Emerald is Copprighs 19984-2000 by [EA Bafowane, foc, All Rights Reserved, Wardd Wide.
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Account Management

One of the main functions of the Emerald Client is account management. Thisisthe option for searching, accessing and
modifying all existing MBR and Service account information, as well as the option where new MBR and Service accounts
are created and configured.

Under the Accounts option, the main Account screen is presented, allowing for the addition of new user accounts, aswell
as search for existing accountsby Master Billing Record or Serviceinformation.

Searching for Existing MBR and Service Accounts

Emera ftesttvee [T e e s R e e e

ways to search for “Add Mow BIBR | Simple Seatch | o MBN Search | Servece Srdech |
existing MBR and
Service accounts:

Simple Search,

MBR Sear ch and Last Name: [ Logn [ ] ¥ Henad
Service Sear ch. o - ¥ Expred
Each Search type Sl M | P Inactive
provid%asliéﬁtly Cugtomer I | Eefeeral | [+ Ciperdue
d|fferent set Of .-_'—.’-;,-|F. Al - Ec_fg(,:‘. Al - T
search criteriaand i

Search | Clear |
account search Q —
results.

Emeraid is Copyright 1994-2000 by TEA Software, fnc. All Rights Reserved, World Wide.

The different
Account Search options are described below.

Button Description

Simple Search The default Search option. Used to search for user accounts by generic account
information such as MBR name, company, ID, billing group, region and status, or
Servicelogin, email and/or statusinformation. This search will return one entry per
MBR Service, presenting brief MBR and Service information for each account.
Note: This search will only return MBRs with at | east one associated Service.

MBR Search Used to search for user accounts by Master Account information such as name,
company, ID, billing group, region and status, address, telephone and/or credit card
information. This search will return one entry per MBR, presenting only brief MBR
information only for each account.

Service Search Used to search for user accounts primarily by Service account information including
associated MBR company, ID, billing group, and region, and Service name, type,
login, email and/or statusinformation. This screen also allows searching for
existing customer careincidents. The search resultswill include one entry per MBR
Service, presenting brief MBR and Service information for each account.

Advanced Search | Used to search based on advanced criteria such as Open Incidents, Free Services,
Non-Bill Accounts, Custom Services, Free MBRs, Credit Accounts, Diff Cost
Services, Serviceless MBR and Overdue MBRs.

Custom Search Allows search on Customer MBR and Service Datatypes.

On each Account Search screen, the Sear ch button will initiate the search process. The Clear button will clear current
search criteria, but not the previous Search Results. Emerald search parameters are not case sensitive. Therefore, you can
enter your search criteriain all lower-case letters, all upper-case |etters, or mixed case. Pressing the Sear ch button without
entering any search criteriawill return all MBR/Service entries.
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Quick Tip:

If you are not sure how to spell acustomer’slast name or company name, enter as many of the letters as you know,
Emerald will return alisting of MBRs and Services with names that match the subset. Thiswill help narrow your search.

Details regarding a specific user account can be viewed and/or edited by clicking on a selected MBR or Service account
while displayed within the Search Results window.

Creating a Master Billing Record

To create anew user account, or MBR, choose the Add New M BR option under the Account menu. As explained
previously, aMaster Billing Record (MBR) contains the primary billing information of each user account. Any number of
Services can be added to an MBR once it has been created. A typical personal user account would have an MBR and
one Service, such as adial-up PPP account associated with it, while atypical business user account may have asingle
MBR and several Services associated withit. A new subscriber cannot log on to your system unlessyou create and
activate both an MBR and at least one Service. The following information will assist you in creating an MBR and then an

associated Service.
| Beme | Aeovnnte | tavetovs Jrintsments] “meten | Baperts | | Ramtn | Gptions | eperr |

In the next few sections,
you will create an MBR for
thefICtItIOUSABC First Mame: ,7 Last Hame: Ii
Company. Oncethe MBR Compsny. |
|screated,yo_uwnl_beab_le Biling Aderess. |
to add a Serviceto it, edit |
it, printit, and eventually T swe [zl
deleteit. In alater chapter, S
i Jome Phone:
you will learn how to Wotc Phone: [ Fx[
enerate invoices against
g ag Ealling Groug: | ISP '; Active: | Acive 'E
the account. Under the — X o
. H FCIE. Mversas - BT o s
Accounts menu option, o vl o 2
h the Add Nev MBR Drefault Pay Penod |Monly = Fay Method: |Imaoice >
¢ qose Send Method | Postal Mail = Taw |Mor-Taxable =
optlon Sales Person: [Sales bl Referred By: |Frignd 'i
Starts On (040201
Comments: =
=
Create MER

The Emerald New M aster
Billing Recor d screen is shown above. Using the above example, enter the basic personal information relating to the
billing contact, using the Tab key on your keyboard to move between fields. To edit default data, simply click in the text
box of the field you wish to modify and type over the previousinformation. All pick lists offered, such asRegion, Billing
Group, Referred By, Taxes, and Sales Per son offer selections as defined by your Emerald Administrator during system
configuration.

Quick Tip:

The only required fieldsin the MBR are the First and Last Name and full billing address (depending on Administrative
settings), although you should fill in as much information as possible to maintain accurate user information.

The Master Billing Record information fields are described below.

Field Description
First Name Personal contact information for the account. First Name and Last Name are associated with the
Last Name MBR; Service entries also include a First and Last Name field that can be used to personalize the
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Company information on Services.

Billing Address

City

State

Zip

Home Phone

Work Phone

Fax

Billing Group Used to define the Billing Group the MBR is associated with. The MBR will default to the general
configuration of the Billing Group selected (such as the pre-configured group default domain,
invoice/email format, global options). The Emerald Administrator defines Billing Group options
during system configuration.

Billing Cycle Used to define the Billing Cycle of the MBR. The Billing Cycle determines the date billing will
occur, typically relating the MBR to Monthly, Anniversary or Calendar dates. The Emerald
Administrator may define extra Billing Cycle options during system configuration.

Default Pay Period | Used to define the Default Pay Period for the Services associated to the MBR. Pay Periodswill be
established individually for each service. Pay Periods determine how often Services are billed
(such as Monthly, Quarterly or Yearly). The Emerald Administrator defines Pay Period options
during system configuration. Note: Quarterly and Y early billing will be based on a standard
calendar with afirst month of January.

Send Method Used to define the method this bill is sent to the MBR contact. Typically Send Method indicates
whether bills are mailed or emailed. Notethat in order for invoice and statementsto be sent via e-
mail, the Electronic Mail option must be selected for this option and the Send Bill option must have
been selected on at |east one of the Services for the Master Billing Record.

Sales Person Used to indicate the Sales Person associated with the MBR creation. Thisfield isused strictly for
tracking and reporting convenience; Emerald does not use it for any billing functions. The Emerald
Administrator defines Sales Person options during system configuration.

Active Used to select the appropriate option to either activate or deactivate an account.

Region Used to define the geographical region the MBR is associated with. The Emerald Administrator
defines Region options during system configuration.

Pay Method Used to define the selected method of payment for the MBR, typically Invoice, Electronic Funds
Transfer or Credit Card. If either the EFT or Credit Card payment method is chosen, the bank/card
information is entered on the MBR Edit screen after the MBR has been created. The Emerald
Administrator defines Pay Method options during system configuration.

Tax Used to define the MBR’ s general tax status (taxable or non-taxable).

Referred By Used to indicate who referred the MBR contact to your company. Thisfield isused strictly for
tracking and reporting convenience; Emerald doesnot useit for any billing functions. The Emerald
Administrator defines Referred By options during system configuration.

StartsOn Used to define the date the MBR becomes active. An account must be Active and have a Starts
On date later than the current date in order for the account Servicesto be available.

Comment Used to enter comments or general notes relating to the account as awhole.

Quick Tip:

Use the Referred By field to track the effectiveness of advertising dollars or reward existing customers who bring in XX
number of new accounts.

The Active option acts like atoggle switch; you select the appropriate option to either activate or deactivate an account.
In order for anew user to be ableto authenticate and log in to your network, both the MBR and at least one Service must
beactivated. MBRs are set to “ Active” asthe default when they are created.

Quick Tip:

Billing Group can also be used as a security factor when using Emerald remotely. Emerald provides the ability to assign
Operators to specific Billing Groups, effectively granting them access to only specific groups of MBRs. As an example,
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this can be used for resellers to grant them access to only the MBRs within their specific geographical region by
assigning those accounts to a particular Billing Group. Seethe Emerald Administrator’s Guide for more information.

Renewal vs Balance Forward Billing
Emerald allows you to pick from two billing modelsfor each Master Billing Record: Balance Forward and Renewal.

The Balance Forwar d method involves post-billing for services; the user is billed after services have been delivered, and
then payment islegally due from the user. Balance Forward accounts work on the basis that you are extending account
credit, allowing customer access to system services as long as their balance continues to remain below their set credit
limit. Balance forward accounts are generally only used in usage-based billing scenarios where account charges are
primarily determined by service usage throughout each billing period. Service expiration dates are not applicable on
balance forward accounts. Setting an appropriate credit limit isthe only way to assure that account access to servicesis
terminated when timely payment is not received on the customer account.

The Renewal method, by contrast, can work essentially like a magazine subscription. As the expiration date of auser’s
paid service approaches, the system sends a timely renewal notice. The user is billed befor e services have been delivered.
If the user sends his or her payment before the expiration date arrives, the service Expire Date is automatically extended
the length of the next service Pay Period; if not, the account automatically stopsauthenticating after the existing expire
date and the user can no longer login to your system. The pay period is designated individually for each Service when it
is established within an MBR. Emerald provides the capability to easily extend expiration dates, if ever necessary.
Services can be pre-configured to allow arecurring payment grace period, or expirations can be extended manually on a
one-time basisif auser encounters a problem you choose to accommodate. The Emerald Administrator can configure the
number of days in advance that renewal notices are sent out through the Emerald Administrative options (refer to the
Emerald Administrator’ s Guide for more information).

Emerald recommends using the Renewal method over the Balance Forward method for several reasons. The primary
reasons are that the Renewal method is asimpler billing model and it does not require you to extend credit to your
customers. The use of Balance Forward accounts can place you in a position in which payment collection can become a
problem. There may be IRS and state tax issues with either billing method regarding the reporting on the accrual and
realization of customer payments; these tax lawsin your area should be investigated before selecting your primary billing
method.

Quick Tip:

The MBR Billing Cycle determines if an account is Balance Forward or Renewal based. Refer to the next section for more
information on MBR billing configuration.
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Configuring MBR Billing Options (Billing Cycle, Pay Period and Pay Method)

The combination of the values set for the MBR Billing Cycle and Pay Method, plus each individual Service Pay Period,
determine how the MBR account will be billed. These options determine the billing period, or the duration in which the
usage of each Serviceis accumulated, and when the recurring charges associated with the Service Type will be charged.
These options, and how they work collectively, are explained below.

The MBR Billing Cycle determines what day of the month the billing cycle for each service begins. The Monthly option
will set the start of the billing cycleto thefirst (1%) of the month. Anniversary will set the start of the billing cycle to
match the Start Date, or anniversary, of the Service. Meaning, if aservice Start Date is the 18" of the month, the service
will be billed on the 18" of the month for each subsequent billing period. The Calendar Billing Cycle, like the“Monthly”
option, will also set the start of the billing period to the 1% of the month; however, this option will additionally align the
service to atrue calendar-based billing cycle. Thisisdescribed further in the section below regarding service Pay
Periods.

Note:

When a Billing Cycleischosen for an MBR, the selection deter mines many of the primary billing char acteristics of
the account. Billing Cycles define the date alignment of the account billing period (monthly, anniversary, calendar),
whether the MBR account is Balance Forward or Renewal, the number of days in advance the account is billed (renewal
notice sent) and possibly charged, if set up for automatic payment (configured for credit card or EFT). The Emerald
Administrator defines the Billing Cycle configurations during system setup.

Each MBR Service account has an associated Pay Period that defines the frequency at which the billing for that particul ar
Service occurs. Although thereisadefault Pay Period set for the MBR, each Service can override the MBR default and
defineit’sown individual billing Pay Period. Thisflexibility provides usersthe ability to create an MBR that may have
one service billed at aflat rate quarterly, but have an additional service perhaps based on network usage that is billed
monthly. The service Pay Period options are fairly self-explanatory. The Monthly option dictates that billing occurs once
each month, Quarterlyisonce every 3 months, 6 Months is once every 6 months, and the Yearly option is once per year.
The Emerald Administrator defines the Pay Period configurations during system set up and can create user-configured
billing periods spanning of any number of months.

It isimportant to understand that the service Pay Period options in themselves do not imply calendar alignment; meaning
the Quarterly option only dictates a 3 month hilling cycle, but not necessarily one that falls on standard calendar quarters
such as Jan - Mar, Apr - June, July - Sept and Oct - Dec. In order for aserviceto have apay period that is aligned with a
standard calendar-based period (such as Quarterly falling on Jan/Apr/July/Oct, 6 months falling on Jan/June, or Y early
falling on Jan) the MBR Billing Cycle must be set to the “ Calendar” option. When a service account is created and
configured with a“Monthly” or “Calendar” MBR Billing Cycle, the account will automatically be prorated and charged
through the next upcoming pay period, to initially align the service with the appropriate pay period billing cycle. Service
prorating is explained further in the Service Billing Configuration and Prorating section later in this document.

Service Pay Period, in conjunction with the MBR Billing Cycle, determines the start date and duration of the billing period

for each service. The combination of these values dictates when the recurring charge for each service is charged, as well
as defining the duration that usage for each service will be accumulated for each billing period.
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Four account billing configuration examples are provided below. The example billing periods and prorating is based on a
service with a Start Date of February 18, 2001.

Example | MBR Service Service Service Service Billing Period Prorated
Billing Pay Billing Period | Billing Start and End Dates
Cycle Period Starts Period
Duration
1 Monthly Monthly 1% of each One(1) March 1 to March 31 Feb 18to
Month month April 1to April 30 March 1
May 1to May 31
June 1 to June 30
2 Anniversary | Monthly Match service | One (1) March 18 to April 17 None
Start Date (18" | month April 18to May 17
of each month) May 18 to June 17
June 18 to July 18
3 Monthly Quarterly 1% of each Three (3) Mar 1to May 30 Feb 18to
three (3) months Jun 1to Aug 31 Feb 28
month period Sep 1toNov 30
Dec 1to Feb 28
4 Calendar Quarterly 1% of each Three (3) April 1to June 30 Feb 18to
calendar months July 1 to September 30 March 31
Quarter October 1 to December 31
January 1to March 31

Example 1 shows a service that would be billed once a month on the 1% of each month. And, Example 2 shows that the
billing period for an Anniversary Billing Cycle with aMonthly Pay Period would start monthly on the anniversary of the
service Start Date. Therefore, on aservice with aJan 18" Start Date, the billing periods would start on Jan 18", Feb 18",
March 18", April 18" and so on. Example 3 shows that a service with aMonthly Billing Cycle and a Quarterly Pay Period
would have a billing period that would start on the 1% of each subsequent three month billing period (Mar 1%, June 1%, Sep
1% and Dec 1%). Example 4 presents the same billing configuration as Example 3, except it is aligned to standard calendar
quarters (Apr 1%, July 1%, Oct 1%, Jan 1%).

Service usage will be accumulated through the entire billing period based upon the billing period start date for the
duration defined by the service Pay Period. Asshownin Example 4, theinitial billing period for a Calendar Billing Cycle
with a Quarterly Pay Period would span for three months from April 1% to June 30". Note that the services presented in
Example 1 and Example 3 could both exist under the same MBR.

Billing is also affected by the billing method you are using, Renewal or Balance Forward. On arenewal account, the
renewal invoice will be distributed the number of days before the billing period start date, as configured for the Billing
Cycle. Inthiscase, the service in Example 4 might be billed for the first quarter of service on March 15", Inthis case,
when billed, the Service account would initially have an April 1 ExpireDate. If the payment were posted to the account
before April 1¥ (there may be an optional grace period configured), Emerald would update the service Expire Date to show
the account paid through the start of the next Pay Period, in thiscaseto July 1. Service usage would continueto be
accumulated for the billing period from April 1 to June 30. Upon the next hilling cycle, if there were any additional usage
charges associated with the previous billing period for the service, these charges would be added to the next quarter’'s
billing. If payment was not received from the user by the expiration date, the service would no longer authenticate and
the user would no longer have access to the service account.

If the same Example 4 service account were set up as a balance forward account, billing would occur after the service's
billing period was complete. Service usage would be accumulated throughout the billing period from April 1 to June 30
and added to the recurring charges for the billing period at period end, on June 30th. All charges would be summarized
for the entire billing period and the invoice distributed after June 30th. The service would continue to allow the user
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access and continue to bill for subsequent billing periods, regardless of payments received, until the account reachesits
imposed credit limit. Only when the credit limit has been reached, will user access to the service cease.

The MBR Pay Method isloosely related to the above hilling cycle options, in that it determinesif an automatic payment
transaction will be included during the billing of the Service. The Pay Method value determines what type of invoice will
be generated and distributed to the account. If the Renewal Pay Method option is chosen, arenewal invoice will be
distributed presenting the charges and the amount due, but no automatic payment transaction will occur. The Custom
option can be chosen to indicate that Emerald not create invoices or statements for this customer. This option will
disable Emerald’ s hilling of the account. If the EFT or Credit Card options are chosen, Emerald can be configured to
automatically initiate the external system for the processing of the credit card and electronic bank transfer transactions to
post the automatic payments on the account for the billing period invoice total. These accountswill receive an invoice
that details the billing period charges, plus the automatic payment transaction information to show the balance paid.
Please refer to the External Systems section of this document and the Emerald Administrator’ s Guide for more information
on credit card and EFT processing.

Quick Tip:

There are many applications that integrate with Emerald for the processing automatic credit card payments. Look under
the Third Party section of the document for some general third party product information.

For demonstration purposes on the example MBR you are creating, choose a“Monthly” Billing Cycle, “Monthly” Pay
Period, “Postal Mail” Send Method and “Renewal” Pay Method.

When al of the Master Billing Information completed, click the Create MBR button to create the new account.

Adding a Service to a Master Billing Record

Once the MBR i successfully created, the Service
Details screen will automatically be presented in order FistName: Blex | Last Mame: [Jomes |
to create a Service for the new MBR. Recall that MaidenName: [ | Home Phone: 94442455
Services are used to define the types and levels of Work Phone: [
Internet access a particular user or organization has, Actve [acve 3 Dissount [Normel 2]
as well as define the recurring charges associated Service Type: [FFF =] Send Bilt [Vo5 =] Remote Access [Vos =]
with those services. Remember that a new subscriber Static Cost[No =B Demsi: [BP 2]
cannot log on to your system unlessyou createand Logn[ el
activate both an MBR and at least one associated P B
service. Preferred: |No = System Type: [Windows 95 'I
Met Software: IWindowa DM 'l Wodem Speed: |56k 'l
The Emerald Administrator defines Service Types Pay Period: [Guaraty 2] LoginLimt[ |
during system configuration, providing each Service Stact Date: /e Tine Lef: [ | M.
Type with specific settings such as a name, cost and Expire Date: I00T0T  +[8 Days Diectory Size:[
tax status. Below are examples of the types of Biled Tarw fromier Status: [Nomal =]
services that may be available on your system: Setup Charge: [Ves =]
. . Cornments: =]
?? Email: Ane-mail only account that does not
include a PPP or SLIP dia-up account =
?? PPP: A Point-to-Point Protocol account that =
allows graphical accessto Internet services  Cies] |

?? Shell: A Unix shell account, does not
include a PPP or SLIP dia-up account

?? 1SDN: Integrated Services Digital Network connection that allows modems to communicate with digital signals
rather than analog.

?? Web: Anaccount to bill for web hosting services, where the customer’ sweb site is housed on your server.
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The Service Details screen allows you to individually enter the user and service billing information, including defining the
appropriate Service Type, for each Service entry under the current MBR.

Theinformation fields for anew Service entry are described below.

Field Description

First Name Personal contact information for the Service. Thesefields are stored separate from the MBR

Last Name contact information and serve to personalize the Service account, if necessary. These valueswill

Home Phone default from the MBR information, but can be over-ridden by typing over the provided values.

Work Phone

Maiden Name Used to define a personalized “ secret” value for contact identification purposes.

Active Used to select the appropriate option to either activate or deactivate the Service. MBR Services
can be activated or deactivated individually.

Service Used to define the Service Type for the Service. The Emerald Administrator defines Service Type
options during system configuration.

Static Cost Used to provide a set price for the Service. If “Yes’ is selected, the cost provided will be the flat
ratefor the Service. If “No” is selected, the cost of the Service will be automatically determined by
the default rate provided in the Service Type configuration less any Service Discounts.

Login Used to define thelogin for the Service. Typically, Logins are 6 — 8 characters long and may
include both letters and numbers. Note: Login names are case sensitive, meaning a capital Z
means something different to the computer than alowercase z.

Password Used to define the password for the Service. Typically, Passwords are 6 — 8 characters long and
should include both letters and numbers. Note: Passwords are also case sensitive. The Password
entry length and display may be affected by Global options set by the Emerald Administrator
during system configuration.

Preferred Used to provide a Service status flag for informational purposesonly.

Discount Used to define the Discount rate to be applied to this Service during billing. The Emerald
Administrator defines Discount options during system configuration.

Send Bill Used to indicate if the email account should receive a copy of the MBR bill. Note: At least one
service must have the Send Bill option chosen in order to select “email” asthe MBR Send Method,
usually the email of the responsible party.

Remote Access Used to indicate whether the Serviceis eligible for Remote Access to the Emerald Customer
Management Site for personal account queries.

Domain Used to define the domain of the Service.

Email Used to enter a specific email account for the Service. If avalueisentered, it must be the full email
address, including the “ @domain” portion. If no valueisentered, the Service email addresswill be
assumed to be Login + @Domain.

Directory Used to define the user’ s allocated system directory. |f adirectory isnot provided, the username
will be appended to the default directory provided by the Emerald Administrator during system
configuration.

Net Software Used to indicate information regarding the user’s system, primarily used for customer support

System Type purposes. The Emerald Administrator defines the field options during system configuration.

Modem Speed

Pay Period Used to define the Pay Period for billing of this Service. Pay Periods determine how often the
Servicewill be billed (typically Monthly, Quarterly or Yearly). The MBR Pay Period default can be
over-ridden on a per Servicebasis. The Emerald Administrator defines Pay Period options during
system configuration.

Start Date Used to indicate the Start Date of the Service. The Service Start Date cannot precede the MBR
Start Date.

Expire Date Used to indicate the Expire Date of the Service. Once set initially, this value will be updated
automatically after each billing cycle to reflect the paid account.

+ N Days Used in conjunction with the Expire Date field above to provide a permanent grace period for the
account. The system will allow access up to the number of days after the Expire Date.

Billed Thru Used to indicate the date this Service account has been billed through. Typically the provided
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default should be accepted when the Serviceis created. Afterward, the system will automatically
update thisfield each billing period and should generally not be modified by the user.

Setup Charge Used to indicate whether the default Setup Charge associated with the selected Service Type
should be applied to the account.
Login Limit Typically left blank or set to 1, thisfield is used to indicate the number of concurrent logins a

Service may establish at one time. Concurrency control must be enabled within RadiusNT/X in
order for thisfeature to work (See your RadiusNT/X user documentation), and if enabled this value
must be set to 1 or higher for access.

Time Left Used to indicate the amount of system access time (in minutes) this Service has left within the
current Pay Period. Thisvalue will generally be automatically tracked and updated by the RADIUS
component only when the RadiusNT/X Time Banking featureis enabled and if your NAS supports
the option (See your RadiusNT/X user documentation for moreinformation). Although generally
left blank, this value can be updated manually at any time. In support of Time Banking features,
Emerald will automatically reset each service onit’s pay period bill date back to the initial time left
value given in the Service Type specification (update done through script run nightly within the

Emerald Scheduler).
Directory Size Used to indicate the directory size limit of the home directory provided for the Service.
Status Used inrelation to external systems. The value determines when the Service account needsto be

re-initialized for the external system. Choose New or Changed to indicate that an update is needed
for the Service.

Comments Used to enter comments or general notes relating to the Service.

Press the Create button in order to save the new Service entry.
Quick Tip:

Y ou may want to use the Preferred field to note that an account belongs to a preferred or VIP customer. Thiswould
indicate to othersin your organization that this user should be given special consideration.

Note:

Note that the Service account Discount value isin addition to any discount associated with the Pay Period of the
account. Thedirectly assigned Service account Discount will be calculated in addition and after any Pay Period discount.
Thereforeif the associated Pay Period discount is 20% and an additional Discount option of 10% is selected, the discount
result is not 30% off the Service cost. The combined discount will be 20% off the Service price, and then 10% off that
result (or a 28% total discount in this example).

On anew Service account, Start and Billed Thru dateswill al default to today’ s date; you can generally accept these
defaults. The Expire Date on anewly created account will default to a specific number of days after the current date and
is definable in the Emerald Administrator. Thisisto allow the new user plenty of time to successfully get connected and
receive their first renewal notice in the mail so they can send you acheck. As soon asthe first payment is posted in
Emerald, the Expire date will be automatically updated, based on the user’ s Pay Period. Note: that when reactivating an
account that was previously deactivated, the Billed Thru date will be set to today’ s date.

Quick Tip:

If you are providing email servicesfor acustomer’s Domain, you could include their e-mail address with their own Domain
inthe E-Mail field.

Quick Tip:

External systems"synchronize" or integrate another system with the Emerald User database. If you are using the External
Systems feature of Emerald, there isamenu option that will export pertinent account information that was input on the
Services screen. Emerald will create the user’ s access account on your External System using thisinformation, such as
login name and password. In order to use the External Systems feature of Emerald, you must be using aUNIX User
database (generic kit available), Post.Office, Netscape MTA, NTMail, MailSite, or other supported system. To learn more
about the External systems feature of Emerald, consult the External Support chapter.
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Note that in order for invoices and statements to be sent via e-mail, the Electronic Mail option must have been selected as
the Send Method in the Billing screen and the Send Bill option must have been selected on at least one of the Services for
aMaster Billing Record.

Service Billing Configuration and Prorating

Asexplained earlier within the MBR Billing Configuration section, the Pay Period value determines the billing period of
the Service account. When a Service account is created and configured with a‘Monthly’ or ‘Calendar’ MBR Billing
Cycle, the account will automatically be prorated and charged through the next upcoming pay period, to initially align the
Service with the appropriate pay period billing cycle. Thisisdone autongtically and immediately upon the creation of the
MBR Service account within the system. Therefore, once a Service has been created, it is never advisable to change the
Start Date, Expire Date or Bill Thru Date of the account, as the system has automatically set and continually updates these
fields with the appropriate values in support of the chosen Pay Period. If the Pay Period, or any of the above-mentioned
Date values are changed after account creation, the system will not automatically re-align the account to the appropriate
Pay Period billing and the account billing may no longer behave as expected.

Note:

In the case that a Service account needs a modification to its Pay Period, or the related billing fields of Start Date, Expire
Date or BillThru Date after it has been created within the system, it is best handled by Closing the service (Delete Service
option) and creating a new Service account with the correct billing configuration. Thisinsuresthat billing for the account
remains accurate and the correct charges will be billed to the MBR account.

MBR Account Maintenance Options

Oncetheinitial Service has been created for the MBR, the MBR Account Summary screen will appear that shows all
information regarding the new user MBR account and any associated Services that have been created. Thisisalso the
screen presented when an

account is selected from the ©oanewmih | © ganmsn | Cwewsenibe | Snew medew | © e |5 raymest | tageesein |
Search Results screen. From this | “Hummiis | & adsss | o | E ol | & ot | & el | ECon M€ | 1 Alex Jowes
- Dbt WEN
screen, you can perform Emerald —
M BR aCC(-)Unt m_a‘l nte_nance . Momme: Alew Totes Statement Halamee: 000 Fogien: MisTawm
functionsincluding view, edit, Company: [EA Scftwars Crrrent Balance: (106 Billing
delete, aswell asmanua]ly Address: W 516 Biverside Last Reecepved 1301 Croup
; ; Speleane, WA $9203 Poy Iathad: Eenevwal Szarus: Hew
process account invoices, sl Dhotioli By Perind ; e
payments and adj ustment§. N_o Wk 5054443455 Bilting Crele: Moty Croateq NS00 1612 by
matter what Accounts optionis Fax Tazable: Ho admm
currently selected or in use Referved Br Friend Bales Pernou: Sales Maditie | LIRS
. . . ’ a
using the static MBR link Start Dato: (AAZ01
(containing the MBR ID and
name) at the top-right of the Logn [Emai [Name |Seviee|Cos |Pay Fvin | Exicuion [Billed T
screen will return you to this giopes  wenesiglicn-golfwarecom  AksJenes FEP 2455 Meodl (90001 08508]
main MBR Account Summary

screen at any time.
Two additional fields may show on this screen depending upon the status of the account. If the account has been

closed, the Cancel Date and the Cancel Reason will be displayed in the two rows to the bottom right of the MBR display.

The MBR Account Maintenance Options are described below.
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Button

Description

Show Customer

Used to provide an Overall Account Summary displaying all MBR information and line item detail
of MBR Services, Custom Data, Invoices, Statements and History.

Edit Customer

Used to Edit MBR data. This option offers edit of the general MBR information, including access
to the account Credit Card and Bank Transfer information.

New Service

Used to create anew Service for the current MBR. Once selected, a service may be entered within
the standard Service Details screen.

New Incident

Used to enter a new support incident for the current MBR. Incidents are associated with an
individual MBR Service and are tracked by the Servicelogin. Refer to the Incident Tracking
section of this document for more information.

Print

Used to create an MBR summary report. The Print output will be to PDF within your browser.

Payment

Used to apply apayment to an MBR account. Paymentswill be automatically applied against
account outstanding charges (invoices) chronologically from oldest to newest. Payments can be
entered as cash, check, or one-time credit card transactions.

Adjustment

Used to apply credit or debit adjustments to an MBR account balance. The Emerald Administrator
defines the avail able Adjustment Type options during system configuration.

Custom Data

Used to enter and display extrainformation for each MBR account. The use of custom datafields
allows your organization to extend the standard Emerald MBR data to specifically include
information to meet your individual needs. The Emerald Administrator defines optional Custom
Data fields during system configuration that can be applied across all MBR Billing Groups, or just
specific Billing Groups. Custom Data entries are informational only and Emerald will not use the
additional datafor any billing functions. Refer to the Emerald Administrator’s Guide for more
detailed information on customizing the MBR data.

Addresses

If the Emerald Administrator has created additional MBR Address Types within the Emerald
Administrative options, this option is used to enter alternate contact/address information for each
MBR. If no alternate Address Types have been defined, no entries can be made.

Invoices

Used to display alist of all past and present invoices associated with this MBR, presenting the
invoice ID, date, type, amount, and notes for each. Further detail on aparticular invoice can be
obtained by clicking on the entry in the Invoiceslist.

Statements

Used to display alist of all past and present statements associated with this MBR, presenting the
statement ID, date, previous and ending balance for each. Further detail on a particular Statement
can be obtained by clicking on the entry in the Statements list.

History

Used to provide the system transaction history for the account. Account history will include
entriesfor al system transactions including, but not limited to, invoices, statements, payments,
credit card and EFT transactions, adjustmentsand incidents.

Aging Report

Used to present a current Aging Report for the selected account. The Aging Report will present all
outstanding invoices with aged balance information for each.

Close Account

Used to close an MBR account. This can be done onatemporary or permanent basis. When
closing an account, afinal credits summary will be presented to show all outstanding account
credits/debits. The user isallowed to select a Cancel Reason to indicate the reason for the account
closure. Oncethe Create Creditsand Close M BR button has been pressed, a closing invoice will
be created for the account, zeroing the account balance.

Delete All

Used to delete all record of an MBR account and its activities. This option will delete the MBR and
all associated system detail including, but not limited to, services, invoices, statements, incidents,
and usage tracking. The Delete All option is permanent and irreversible. Note: Use of thisfeature
is not recommended as a standard account procedure, asremoval of MBR records eliminates the
ability to achieve areliable audit of your system data.

Editing Master Billing Record Information

A Master Billing Record is edited by choosing the Edit Customer option, once the MBR has been selected and is being
displayed within the MBR Account Summary screen. Modify existing MBR information by highlighting the field and
typing in the new value, or making a new selection from the available pick list options. The Edit Master Billing Record
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screen provides access to some additional account detail, including information regarding the account’ s last payment
receipt, last notice sent, account activation date and account cancellation date. Thisinformation istracked and updated
automatically during normal system operation. Therefore, these values should be considered informational and should
not be manually edited.

The Edit Master Billing Record screen also provides access to the MBR Credit Card and Electronic Funds Transfer
information. These links are used to configure the bank or credit card information when these automatic billing methods
have been selected for the account.

Credit Card Information provides the information needed to automatically bill agiven credit card for the current MBR
account balance during each billing cycle. The credit card billing information includes the following fields:

?? Card Number: Credit card number
?? Expiration: Credit card expiration date Credit Card Information: 5 - Alex Jones - IEA Software
?? Auth Name: Cardholder’sfull name L
Clard Murmber: Espiration: [01 =] [2000 =]
(authorized user) ard Muraber | PR
?? Bill Addr: credit card billing street Auth Name: |
address Bill Addr. |
?? City: Billing address city . . _
?? State: Billing address state Ciy: | St | L
?? Zip hilling Zip Code Update | Close |

Electronic Funds Transfer will be used to automatically transfer funds equal to the current MBR account balance during
each hilling cycle. Electronic fundstransfer information includes the following fields:
?? Auth Name: Account holder’ s full name (authorized user)
?? Bank Name: Name of bank
?? Account Type: Type of
account (generally checking or

Electronic Funds Transfer: 2 - Alex Jones - IEA-Software

savi ngs) Auth arme: |
?? Routing Number: Bank Bank Name: | Routing Mumber. |
rOUting number Service Type ISavmgs 'l Account Mumber: l—

?? Account Number: Bank
Update | Close |

account number

Emerald integrates with many third party credit card and EFT automatic billing programs. The Emerald Administrator must
configure these external systems before these automatic-billing options can be used. Pleaserefer to the External Systems
section of this document, as well asthe Emerald Administrator’ s Guide, for more detailed information on using these type
of automatic payment options.

Once al modifications of the Master Billing Record are complete, the information can be saved and the MBR updated by
pressing the Save M BR button. Pending changes can be cancelled by pressing the Cancdl button.

Closing a Master Billing Record Account

Master Billing Records can be closed on atemporary or Close Account 2: Alex Jones - IEA-Sofiware
permanent basis at any time. When an account is closed, its

status becomes “ Inactive”, a Cancel Date will be recorded, and | Fial Credits

RADIUSwill no longer allow the account access to your L et i e
system. To closethe currently selected MBR account, choose || #saee FEE Disky DafE01 E10L 1 I
the Close Account button from the MBR Account Summary Bibesk) oS iR St Pedil st
screen. M Deys  DENA01 DEADDL 1 1414 0
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The system will calculate and present the Final Credits summary that details the credits and/or debits necessary to zero
the account balance. A Cance Reason pick list is presented to optionally provide areason for the cancellation and
indicateif the cancellation is of atemporary or permanent nature. The Emerald Administrator defines all available Cancel
Reasons during system configuration (refer to the Emerald Administrator’s Guide).

To confirm the account closure, press the Create Creditsand Close MB R button. The account will become de-activated,
and adebit or credit invoice will be automatically generated to zero the MBR account balance. |f necessary, cancel the
account closure action by choosing the MBR link at the top right of the page to return to the currently selected MBR
Account Summary screen. To cancel the account closure, press the Cancel button

Closing an account in thisway is sufficient to terminate account activity and prevent user accessto your system.
Accounts can subsequently be deleted and removed permanently from the Emerald user database by using the MBR
account Delete All option. This action, however, isnot recommended as a standard account procedure, as removal of
MBR records eliminates the ability to achieve areliable audit of your system data.

Re-activating a Master Billing Record Account

Once an MBR account has been de-activated, it can bere-activated in just afew easy steps. Once the MBR has been
selected and is being presented in the MBR Account Summary screen, press the Edit Customer button. Toggle the
Active fieldto “Active’. Clear the value within the Cancel Date field by highlighting the current value and pressing the
‘Delete’ key on your keyboard. Pressthe Save MBR button. After the MBR reactivation, all individual MBR Services
must be manually reset to “Active” in order to restore user access to the system. The MBR Billed Thru date should be
modified to equal today’ s date to restore the account to good standing.

Note:

The MBR Cancd Date field indicates the date that the MBR account was closed. If the MBR Cancel Date valueis prior
to the current date, RADIUS will consider the account closed, regardless of the account Status value, and will not
authenticate the user’ slogin attempts. Account re-activation requires updating both the Status and Cancel Date fields.

Applying Payments to MBR Accounts

Emerald provides several different methods to post paymentsto MBR accounts. Automatic payment processing, using
external credit card and EFT systems, occurs automatically as part of the standard Emerald invoicing process. Emerald
also provides manual and scheduled batch options for the posting of payments from athird party payment-clearing
house dataimport. These two methods are covered in detail within the Emerald Manual Batch Options section of this
document.

Note:

Credit Card/EFT payment entrieswill only be recorded and applied as account payments after approval is recorded.

Manual account payment entries can record cash, check or one-time credit card payments. Payments can be manually
posted to individual MBR accountsin three different areas within Emerald: The MBR Account Summary screen, the
Invoice Summary screen, and the Statement Summary screen. The processisto Search and Select the appropriate record,
either from the Accounts main menu M BR Sear ch options, the I nvoices main menu I nvoice Sear ch option, or the
Statements main menu Statement Sear ch option. Once the appropriate MBR account record has been selected and
retrieved, each of these summary screenswill present a Payment button on its submenu of options, as shown on top row
of the MBR Account Summary screen below.
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The Payment options on each of these screens behave similarly, in that the payment is posted directly against the current
MBR account (payments are not posted against specific invoices or statements). Once the payment information is
entered, Emerald will automatically post the payment against the MBR’ s outstanding invoices in chronological order from
oldest to newest. As payment posting occurs, Emerald will handle extending the expiration dates of the paid Services
through their next Service hilling period.

To enter a payment, do the following:
Payment Add

1. Search and select the appropriate MBR account Type: [Chock 3] Aot [T ]
through the MBR Accounts, Invoices, or Cash
Statements Search options. Comment:
Credit Card _
2. Choose the Payment option. Check #: |Other I™ Send Receipt
Credit Card Information 15 only used f'type 1z set to Credit Card
3. ;I;]he Payme:t. A}dd s;een will be presented to enter Card Wumber. | Expirafion |—
e payment information.
Auth Name: | Bil Zip: [
4. Choose the payment Type. Select one of the Bill Addr |
payment types from ‘ Cash’, ‘ Check’, ‘ Credit Card’,
or ‘Other’. | Make Payrment I

Note:

Credit Card payments entered using Payment option will be one-time credit card transactions that will use the credit card
information entered on the Payment Add screen, and will not use the pre-configured MBR credit card information, if it
exists. A Credit Card payment entry will create a pending credit card transaction for the account which will need to be
batched out to the external credit card processing system before the payment transaction will be complete. Refer to the
Manually Batching out Credit Card and EFT Transactions section of this document for more information on credit card
transaction processing.

5. Enter the payment Amount in dollars and cents (with no currency symbols, suchas‘$').
6. Usethe Check #and Comment fields to note any extrainformation regarding the account payment.

7. If ‘Credit Card’ was chosen as the Payment Type, enter the one-time credit card information for the account. Bill
Addr isthe only optional field in this case.

8. The Send Receipt checkboxis used to indicate whether a payment receipt should be automatically emailed to the
account.

9. Pressthe Make Payment button to record the payment transaction and post the payment to the account.

Once the payment entry is complete, Emerald will present a status screen indicating that the payment has been recorded.

Emerad — User’s Guide 27 |EA Software, Inc.




& showMBR | & EditMAR | & Payment | WAdjustmelt. |
Ecustom Bie. | Aging REpbre | WStasemert | ¥ Gose PR | EDetctcMER | 2 - Alex Jones
Payment Add Successful
Name: Alex Jones Balance: 0.00 Region: MyTown
Company: [E&-Softwate Last Received: 06/13/01 Billing Group: ISP
Address: W. 516 Riverside Pay Info: Status: Mew
Spokane, WA 99201 Pay Method: Eenewal Active: Yes
Home: 5058-444-2455 Pay Period: Ifonthly Created: 06/06/2001 16:56 by admin
Work: 509-444-2455 Billing Cycle: IMonthly Modified: 06/13/2001 14:51 by emerweb
Fax: Taxahle: Mo Start Date: 06/06/01
Referred By: Friend Sales Person: Jales
b g ajones  ajonesi@iea-software.com Aex Jonez  FEP 24.95  Monthly 0753101 07531401

Creating Account Adjustments (Miscellaneous Charges and Credits)

Customer sales may encompass many different types of products and services outside of network/Internet services. This
may include hardware or software sales, or even consulting. There may also be casesinvolving such things as disputed
charges where a credit needs to be applied to an account. Emerald provides the ability to enter such miscellaneous
charges or credits against an account, outside of accounting for the recurring charges and credits that are part of
Emerald’sregular service billing.

Miscellaneous charges and credits against an account are entered as Account Adjustments. The Emerald Administrator
can configure the appropriate Adjustment Types to specifically fit your organization within the Emerald Administrative
options (see the Emerald Administrator’s Guide under Charge Types). Adjustment entrieswill initially be posted as
pending charges and credits against the account. Upon the next invoice run, the adjustment will become an invoice line
item on the account.

To enter amiscellaneous charge or credit for an account, do the following:
1. Select the Emerald Accounts main menu option.

2. Searchforthe desired MBR. Select and click on the appropriate MBR listed in the search results window to
present it in the MBR Account Summary screen.

3. Choose the Adjustments option.

4. Choose an Adjustment Type by selecting from the choices available within the user-configured pick list.
‘Custom’ is a selection available for special cases where no other adjustment typeis applicable. Once atype has
been selected, the pre-configured default values will be displayed for the adjustment entry if they exist. The
default values can be over-ridden, if desired, by highlighting the existing entry and typing over. The Emerald
Administrator can configure the Adjustment Types available.

5. Enter the adjustment Amount in dollars and cents, with no

currency symbols (such as‘$'). Indicate the affect on the
account with the Credit or Char ge radio button selection. Type: [Custom =]

Credits will be subtracted from the account balance; Ch_arges will Amowt [ ® Credi

be added to the account balance. Enter the account adjustment S — -

amount as a positive amount (for example, -30.00 will be a1 Charge
interpreted as 30.00). If taxes apply and it is an adjustment Comment |

Charge, do not include them in the adjustment amount. Create Adjustment |

Adjustment Credit amounts should, however, account for taxes.
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6. Choosethe Tax typeto be applied to the adjustment entry. If no taxes apply, choose ‘None’. This option only
applies to adjustment charges. On credit entries, do not enter a Tax type.

Quick Tip:

Credit Adjustments typically require an explicit tax credit amount (for example, a product return that includes a sales tax
total). For creditsthat involve tax amounts, it is recommended that two individual credit adjustments be posted to the
account. One entry should describe the base credit, and the second should separately describe the tax credit amount.
The Tax Type selection should not be used for credit adjustment entries.

7.  Usethe Comment field to enter any additional information regarding the Adjustment entry.

8. Pressthe Create Adjustment button when all fields have been completed to apply the account adjustment.

Note:

Creating Charges and/or Credits will not immediately affect the MBR account balance. During invoicing, any Adjustment
Charges and/or Credits that you have applied will be added asindividual line itemsto the next invoice created for the
account. The chargeswill continue to be presented as pending credits and debits on the MBR account balance until after
the next statement run when the customer balance information is updated.

Reviewing Account History, Balance and Aging Information

Emerald offers many different methods to track account history covering all transactions involving account invoicing,
payments, adjustments and incidents. There are several different options that Emerald offersto view customer billing and
payment history on-line. In addition to the areas listed here, remember that Emerald’ s advanced reporting features let you
also create customized reports with as much detail as you would like on a per customer to total customer base basis.

The primary method to get account status and billing information is shown by default on the MBR Account Summary
screen. Thisscreen will display the current MBR Balance, pending credits and debits, last payment date, start date, billed
through date and the current status of the account. Ascovered previously, this page displays the primary MBR account
information after it has been searched for and selected under the Accounts main menu MBR Search option:

1. Select the Emerald Accounts main menu option.

2. Searchfor thedesired MBR. Select and click on the appropriate MBR listed in the search results window to
present it in the MBR Account Summary screen.
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Name: Alex Jones Ralance: 0.00 Region: MMyTown
Company: ABC Company Last Received: 04/27/01 Group: ISP
Address: W. 526 Eaverside Suite 201 Pay Info: Status: Mew
Spokane, WA 99208 Pay Method: Eenewal Active: Tes
Home: 508-444-2455 Pay Period: Monthiy Created: 0471242007 1348 by adsin
Work: S00-444-2456 Billing Cyele: hMonthiy Mo dified: OETI2001 12226 by HT
Fax: Taxable: Ves AUTHORITASYSTEM
Referred By: Other Sales Person: Sales DS::“ 04112001
-H

i ajones ajones@ARC com Alex JTones FPP 24.55  Monthly 04720001 0373101

Quick Tip:

One of the most common technical support calls concerns customers not being able to log on to their Internet account
because their account has expired, dueto lack of payment. The MBR Account Summary page is aquick and easy way to
seeif auser’saccount iscurrent and in good standing.

The Aging Report option on the MBR Account Summary screen provides a detailed listing of all outstanding customer
invoices and aging information regarding the account.

60 Days (# times)

90 Days (# times)

120+ Days (# times)

05/26/01 43,50 0.00 (O 0.00 (0} 0.00 (O} 0.00 (O}
2 08/25/01 Current 7980

The Aging Report details the account’ s outstanding invoices showing Invoice ID, bill date, the invoice amount, and the
current age bracket (displaying “ Current” if age isunder 30 days, and providing the specific number of daysif over 30) of
each invoice. In addition, at the top of the screen, you can find the total MBR account aging totals showing the current
past due balances for the Current, 30, 60, 90 and 120+ day aging categories. The top display also indicates the number of
times throughout the account lifetime that the MBR has been in each aging category.

Emerald currently does not support the auto-generation of finance charges on overdue accounts. If you would like to
manually add a finance change on alate account, refer to the Creating Account Adjustments for more information on for
creating an adjusting entry/charge.

The History option on the MBR Account Summary page gives transaction level detail of all account history including
invoices, payments and incidents.
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D T — D

Q4272007 1226 Irwoace -2T 45 26
Q427007 12:04 [rwesce 2745 Renewal 25
Q4f27r2001 1140 Payment 3892 Check# 4763 2

04122001 14:38 Irwonce 39m2 Fenewal 13

The History display shows the Date the transaction, the type of transaction (such as Invoice, Payment, Incident,
Statement), a brief Description of the transaction and an associated 1D. When you click on the ID value, the particular
record will be presented. The transactionswill be listed in chronological order from newest to oldest.

Quick Tip:

The History tab isagreat place to see alog of customer activity. It shows incidents and payments, as well asinvoices,
which can give afast chronological overview of a customer’s account.

Printing Account Information

There may be times when you wish to have a summary printout of an account. Emerald makesit easy to print a copy of an
MBR and its associated servicesinformation. Thisisahandy feature in the case that you want a hard copy of the
information to placein the customer’ s permanent file, or if atechnician is going on-site to the customer’ s business and
needs general account details such as address, tel ephone number, and login information. Print the information for a
selected MBR by pressing the Print button on the MBR Account Summary
screen.

Operator Preferences

The Print format used will depend on the current Operator preferences set Language: | Mone :I'
within the Options menu, currently PDF. The selected Print Format will Default Print Format: =

determine the format and the environment in which the MBR Customer
Information Report is output. Oncethe MBR Customer Information report
has been generated, the report can be printed or exported within the browser
environment.

Update Options I

Quick Tip:

If you have trouble printing out the MBR Customer Information report, please contact your System Administrator. On
Windows systems, if utilizing the Crystal Reports engine, be sure to verify that the report server is pointing to the
appropriate printer and Data Source Name (DSN).
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B &S| E | Ty e

E E l D [kate Prinied: 10022001
i Ll Edia By: NT AUTHORITY

Customer Information Last Dates 1120

Page: |

Comipany!  |EA Softecare Reeterred By Friemd
Comeei: Alex Jomes Hales Person:  Hales

Addremar  Alex Jomes Hoses Fhone:  509.444- 2455
W 316 Riverside Work Fhone:
Spokane, Wa 59201 Fan:

Paymsenl Perind:  Quarierly
Creare Dste:  OL00L Pavesent Method:  Keoewal
Stant Dater VL2001
Lasi Reewived:  1VLZO0L FPavmsent [nfie

Cainiieilsg

Mame:  fAlex Jomes Maiden: Mo Plsse: 5000442455 Sdart Date: 10 12040

The MBR Customer Information report shows the account details associated with the MBR and its associated service.
Thisincludes general billing, login and system configuration information. In the top right corner is a statement showing
when the summary was generated, who last edited the record, the date of the last edit, and the page number of the report.
Each available MBR Customer Information format offers navigation and print options similar to the following:

At the top of the window, Page Navigation buttons located in the

P.
toolbar help navigate forward and backward through the on-screen N“?::ﬁon
printout if it consists of more than one page. ¢ Save As + ¥
The Print button will send the MBR Customer Information report I B & ‘ | Ee ”@EH QAN A
to adesignated printer. A dialog box will appear asking for print A A
options, including printer destination and number of copies. Pn-m' s

The Save button is used to export the Customer Information report to file.

Accessing Service Details for an MBR Account

Service Details can be accessed or modified at any time within the MBR Account Summary screen by clicking on the
particular service entry you are interested in from within the MBR Services list. Once selected, the Service will be
presented individually within the Service Account Summary screen. Service Account Maintenance Options are available
within this screen in order to create, modify or delete MBR Serviceinformation.
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Service Account Maintenance Options

Once a Service has been selected, Service detailswill be presented within the Service Account Summary screen. From
this screen, you can perform Emerald Service account maintenance functions including view, edit, delete, aswell as get
the Service usage summary (call history) and incident record. No matter what Service optionis currently selected or in
use, using the static Service link (containing the Service username) at the top-right of the screen will return you to this
main Service Account Summary screen at any time.

ey ey ey e T e

I showMBR || ShowService | MewService || EditService |/ Delete Service | Call History | Service: ajones

CustomData | Incidents | Newincident | . RADIUS. | EmaiiSettings | - Close Service |

Name: Alex Jones Service Type: PPP MModem Speed: 56k
Login: ajones Discount: MNormal NMet Software: Windows DT
Password: ajones Static Cost: Mo System Type: Windows 95
Email: ajones@iea-software.com Cost: 13,55 Home Dir:
Maiden Name: Pay Period: Monthly Time Left:
Home: 508-444-2455 Start Date: 11/15/2001 Login Limit:
Work: 503-444-2455 Billed Thru: 11/30/01 Remote Access: Tes
Send Bill: Tes Expire Date: Created: 11/19/2001 13:33
Preferred: Mo Last Used: Modified: 11/19/2001 13:33 by admmin

No Custom Data Defined

No Incidents

No Attributes Add Service Type Defaults To Thiz Service

Farmvands

Neo Aliases or Forwards

Custom Daia

Incidents

The Service Account Options are described on the following page.

Button Description

Show Customer | Used to return you to the currently selected MBR Account Summary screen.

Show Service Used to return you to the currently selected Service Account Summary screen.
New Service Used to create a new Service for the current MBR account. This option will present

the Service Details screen for the entry of anew Service account. Thesefieldsare
described in detail in the previous Adding a Serviceto an MBR Account section of
this document.

Edit Service Used to edit the currently selected Service account information. Modify Service
existing information by highlighting the field and typing the new valuein, or selecting
adifferent option from the provided pick list. Field descriptionsfor the Service
Details screen are provided in the previous Adding a Serviceto an MBR Account
section of this document. Use the Update button to save the information, the Cancel
button to cancel your changes.

Delete Service Used to delete the currently selected Service account from the MBR. This action will
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not affect any other Services associated with the MBR. Deleting the Service will
permanently remove al record of the Service, its associated incidents and system
usage record. The user will be prompted to confirm this selection before the record is
deleted.

Call History

Used to generate a Call History report for the current MBR Service, providing call
history (system usage) information over a selected range of time. The usage
information provided includes call date, minutes connected, input/output data octets,
location, username, and call termination cause. The time range of the Call History
report will default to present the current month’s activity for the selected Service
account.

Email Settings

Used to configure the Alias and Forward email addresses for the selected Service
account. Thesefields are used only with external email systemsthat utilize the
Emerald user database and support the Alias/Forward functionality. Please refer to
your email external system documentation for more information on the use of these
entries.

Close Service

Used to close a Service. Thiscan be done on atemporary or permanent basis. When
closing an service, afinal credits summary will be presented to show all outstanding
account credits/debits. The user isallowed to select a Cancel Reason to indicate the
reason for the account closure. Once the Create Creditsand Close Service button
has been pressed, a closing invoice will be created for the account, zeroing the
account balance.

Custom Data

Used to display and enter extrainformation for each Service account. The use of
custom data fields allows your organization to extend the standard Emerald Service
datato specifically include information to meet your individual needs. The Emerald
Administrator defines optional Custom Data fields during system configuration that
can be applied across all MBR Billing Groups, or just specific Billing Groups. Custom
Data entries areinformational only and Emerald will not use the additional datafor any
billing functions. Refer to the Emerald Administrator’s Guide for more detailed
information on customizing the Service data.

Incidents

Listsall support incidents for the current Service. Incidents are associated with an
individual Service account and are tracked by the Servicelogin. New incidents are
recorded by using the Add link under the Incidents section title. Refer to the Incident
Tracking section of this document for more information on thistopic.

RADIUS
Attributes

Used to display and enter the RADIUS attributes associated with thisMBR Service
account. Thisoption provides the ability to establish adistinct RADIUS profile for
each individual Service account. Refer to the RadiusNT/X user documentation and the
Emerald Administrator’ s Guide for more information on using RADIUS attributes.
Refer to the Configuring RADIUS Attributesfor a Service Account section below for
more detailed information on using this option.

Aliases and
Forwards

Used to display and enter the Alias and Forward email addresses for the selected
Service account. Thesefields are used only with external email systemsthat utilize the
Emerald user database and support the Alias/Forward functionality. Please refer to
your email external system documentation for more information on the possibl e use of
these entries.

Editing Service Information

A Serviceisedited by choosing the Edit Service option, once the Service has been selected and is being displayed within
the Service Account Summary screen. Modify existing Service information by highlighting the field and typing in the
new value, or making anew selection from the available pick list options. The Service Detail screen fields were described

previously within the Adding a Serviceto a Master Billing Recor d section of this document.
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First Name: [Alex Last Name: [Jones
Maiden Name: [Amands] Home Phone: [509-444-2455
Work Phone: [503-444-2456

Actve: EAv:live 'I Discount:INDIrnaF 'I
Smrice:[F’F‘F’ "l ScndBlll:lND 'i Eemote Access |Yes 'I

Static Cost: [No =] [0 Doman: |ISP vl
Login: |ajones Email |
Password: |35pass] Directory: [sjones

Preferred. m System Type: Im
Net Software: | \WindowsMNT RAS »| Modem Speed: |ISDN 'l
Fay Period: [m Logmn Lirmut: Il—
Start Date: [0403/01 Time Left [
Expire Date: [040301  +[5  Days Dir Limit: [
Billed Thru: [0470301 Status: [New =]
Setup Charge: m

Comments: |

Press the Update button when the Service changes are complete to save your updates.

Obtaining Usage Information for a Service Account

Emerald continually collects detailed call and network usage data Callllstiry/Search

from your system through the use of the integrated RadiusNT/X start: J05/11/01

component, and optionally from the Emerald NetFlow Collection 7 | S

component aswell. Thisusageinformation is continually tracked by Lo |

the system and summarized by account and service type. Emerald Calls: 7 Minutes: 51

provides the ability 'Fo obtain asummary of .thi sinformation through _-----_
the Call History option for the current Service. 0610972001 0734 120 Springfield. ajones

06/0%2001 10:30 3 21 134 Springfield ajones
06/10/2001 08:33 4 25 127 Springfield ajones

The Call History option prompts for the time period of the usage data T - —— I8 SFep R e

that you are interested in. Enter the desired Start and Stop date, and | pouymor i & 15 1ot ot s

press the Display button. The default timerangeisthe current Lol 00 R 28 St v

month’s activity. Below isasample of the Call History display that 7E 177

presents all usage detail including the Call Date, Minutes online,
Input and Output octets, location, username and call termination cause. Note: Only Call Usage that has been previously

consolidated will be presented within the Call History report.
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Configuring RADIUS Attributes for a Service Account

Emerald provides the ability to assign RADIUS attributes individually to each Service account. This allows Servicesto
have distinct RADIUS profiles that are applied each time the user logs in and accesses your system. Emerald additionally
provides the ahility to assign adefault RADIUS profile to agroup of users by their Service Type. The Emerald
Administrator performs the configuration of the available RADIUS attributes and the Service Type defaults during the
installation and setup of the system (refer to the Emerald Administrator’ s Guide for more information).

Quick Tip:

Emerald comes with a standard set of RADIUS attributes that should work for most Network Access Servers (NAS)
vendors. If your NAS requires achange or additional attributes, the Emerald Administrator can add or delete the list of
available RADIUS attributes within the Emerald Administrative options. Please consult from NAS documentation and the
Emerald Administrator’ s Guide for information on supported RADIUS attributes and their configuration.

The default RADIUS profile configured for the Service Type of the account will always be applied to the user sessions by
default. If there are alternate or additional RADIUS attributes that need to be applied to the Service account sessions,
these can be specifically added asindividual RADIUS Attributes for the Service. Note that any attributes specifically
applied to the Service will over-ride the default Service Type RADIUS profile. The default profile will not be applied to
the Service account sessionsif there are any individual RADIUS attributes defined for the Service.

To add one or more RADIUS attributes to a Service account, press the Add link under the RADIUS Attributes section
label.

Mo Atmbutes Add Serice Type Defaults To Thiz Sermvice

The RADIUS Attribute screen presents three pick lists used to
provide the RADIUS attribute definition. Vendor indicatesthe NAS
Vendor supplying avendor specific attribute. Attribute is used to Attribute: |User-Service |
provide the attribute identifier (attribute description). Valueis used R
toindicate the value of the selected vendor attribute. Pressthe Save
button to apply the RADIUS attribute entry to the Service. Cancel SaE |
your entry by returning to the Service Account Summary screen
using the Servicelink at the top right of the page.

Wendor: I FDIUS Standard - |

Framed-lIser

If the RADIUS attributes for the Service are to be usedin addition to the default Service Type RADIUS profile, the Add
Service Type Defaults To This Service option (shown under the Attribute column heading in the Radius Attributes
section of the Service summary screen) can be used, prior to adding the RADIUS attributes to the Service. The Add
Service Type Defaults To This Service option will automatically add each of theindividual Service Type default RADIUS
attributes to the Service so they are specifically defined within the Service record. The additional RADIUS attributes can
then be added to the Service.

X-Stop Internet Filtering

If you use the 8e6 Technologies' X-Stop Internet filtering service, Emerald
. . . . Vendor: IRADIUS Standard 'I
provides an easy interface to apply X-Stop filtersto any Service account. An
X-Stop configuration link will appear on the screen whenever the RADIUS Atribute: | Class [ |
Standard ‘Class' Attribute is selected from the Radius Attribute selection Value: |

screen. To add an X-Stop Filter, click on the X-Stop Filter link. _
2 -Stop Filter
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Once the X-Stop Filter Configuration window is open, you can specify what categories you would like to block, allow,
monitor, etc., for this Service (please consult your X-Stop documentation for information on the filter settings). Asfilters
are entered, the X-Stop configuration value will be updated and presented

within thetext field at the top of the page. Pressthe Update button to save the —

entry and return to the Service Radius Attributes screen. Once returned to the gl ATy G
Radius Attribute screen, click the Save button to save the Class attribute with iy

the auto-configured X-Stop value. ¥ el G
For more information on 8e6 Technologies X-Stop Internet filtering service, r_h:m e A
access their web page at http://www.8e6technologies.com/ . o Adow  Bick A kgt

™ Abrasis

Asazthy
I Ao

Extending an Account

The expire date on a Service account is automatically extended the length of the pay period when apayment isreceived. If
no payment isreceived, for MBR’s set to Renewal Billing, the account automatically stops authenticating after the
existing expire date and the user can no longer login to your system. Occasionally you may have a customer who cannot
get their payment in on time. These customerstypically will ask if they can still accesstheir services until you receive
their payment. Other times there may be a misunderstanding on the billing or other extenuating circumstances. Until these
areresolved, the customer may ask if they can still accesstheir account, or you may decideit isin the best interest of
your company to extend their account until resolution.

Y ou can readily extend an account so that a user can access it after the Expire date. On each Service entry is an entry for a
permanent extent from the Expire Date, given in days. On each Service that
you would like to extend, change this value to the number of days extra :
grace that you would like to grant the user. Thisisdone manually, per Expire Date: [04/30/01 +10 Days
Service, within the Edit Service option on the Invoice Summary screen.

Accounting and Billing

Overview

The Emerald User’s Guide has already presented the ease of the Emerald Management Suite’ s account management
features. This Chapter will present a detailed overview of the suite’s robust Accounting and Billing features,
demonstrating how Emerald meets the challenge of registering and tracking all user access to your system and billing for
that usage reliably and efficiently.

The Emerald accounting and billing process is composed of the following steps:

?? Usage Consolidation and Charge Summary
Emerald continually collects detailed call and network usage data from your system through the use of the
integrated RadiusNT/X component, and optionally from the Emerald NetFlow Collection component aswell.
Usage Consolidation isthe daily process of summarizing this call and network usage data per account and
servicetype. Charge Summary isthe process of using the Usage Consolidation datato calculate the
applicable charges per service account for each complete billing period that is then used for invoicing.
Emerald performs these tasks in the background, without requiring any action by the Emerald user under
normal circumstances.

Usage consolidation is performed daily by default, but can be set up to run on a user-configured schedule by
the Emerald Administrator using the Emerald Scheduler component (refer to the Emerald Administrator’s Guide
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for more information on task scheduling). Charge summary is done automatically at the end of each billing
period set up individually per MBR Service during invoicing.

?? Creation and distribution of Invoices
The creation of account invoices can be manually initiated on an individual or batch basis, or on an automatic
schedule set up by the Emerald Administrator within the Emerald Scheduler component (refer to the Emerald
Administrator’s Guide for more information on task scheduling). If invoicing is performed manually, a Preview
option isavailable that will et you review and verify your invoices before the billing run is recorded and the
actual invoices are created within the system. Once Invoice Creation is complete, the invoices can be
distributed, individually or in batch, as configured per account (email, or printed out for postal mail
distribution).

?? Creation and distribution of account Statements
The creation of monthly account Statementsisrequired in order to maintain accurate MBR account balance
and aging information within the system. MBR account balances are not affected by invoice runs, and are
only updated through the Statement process. Although Emerald requiresthe creation of statements, the
distribution of account statementsis optional.

MBR Statements can be run on an individual or batch basis, or on an automatic schedule set up by the
Emerald Administrator within the Emerald Scheduler component (refer to the Emerald Administrator’s Guide for
more information on task scheduling). Aswith invoice creation, a Preview option is available during manual
runsin order to review and verify the statements before they are recorded and the actual statements are
created within the system. Once Statement Creation is complete, the statements can be distributed,
individually or in batch, as configured per account (email, or printed out for postal mail distribution).

?? Posting of Paymentsto the accounts
Payments can be posted to accounts at any time. Recurring or one-time cash, check or credit card payments
may be entered manually for individual accounts through the Emerald MBR Account options. Emerald also
offers batch payment options that allow you to import payment information from an external payment-
processing source, or process payment transactions using pre-configured credit card or electronic fund
transfer information set up within Master Billing Records.

o Paying aspecific Invoice — Because there can be outstanding bal ances on multiple invoice Emerald
allows you to pay aspecific invoice. To do this search for the invoice you want to pay. Once you select
the invoice select Payment. Enter the information and select Make Payment. The payment amount will
be applied invoice. If you pay more than the invoice amount the additional amount will be added to the
oldest invoice.

It is understood that the accurate and timely tracking and collection of accounts receivables are paramount to your
organization’s success and profitability. The Emerald Management Suite assists you by providing the appropriate tools
necessary to keep the billing process reliable and active, keeping you in full control of your business cash flow. Emerald
accomplishesthis by providing acompletely automated billing process, allowing the user-configured scheduling of all
billing tasks from the consolidation of usage data to the automatic creation and distribution of both invoices and
statements.

Using the Emerald Scheduler

At the core of the Emerald Management Suite is the Scheduler component which provides for billing tasks, aswell as
other system activities, to be scheduled to automatically occur at specified times or timeintervals throughout the day.
The billing process can be set up to run within the Scheduler at user-configured intervals so that the entire processis
handled automatically by the system without the need for any Emerald operator intervention or maintenance. Dueto its
reliability and efficiency, using the Emerald Scheduler is the recommended procedure for performing most billing
activities.
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The Emerald Administrator configures the tasks to be run by the Emerald Scheduler through the Emerald Administrative
options. The Scheduler interface is shown below. Detailed information regarding scheduling tasks within the Emerald
Scheduler can be found in the Emerald Administrator’s Guide.

ornert Joeeoentna] e | ciovr | s ] socanies | semsty [oonconon SRRt

[ Search task kistosy | [ Cureent statue | [ Configure schedles | [ Tasks |

[Add]

Scheduled WD | Task Name [Description | Active | Aligned|nterval [Stan [Server |Options|

BN 5 akchages Create Uswge Chages  Yes Yes  Mowhly OLO1/20000500 Auto Assisn Delete
4 mdveke  Crear Evvices No Yes Daly  OUOL20000500 Ao Assign Delete
5 tasktatement Create Staseents No Yes  umOnce OLOI20000700 Awo Assgn Delete
| toskeummary ColsToble Nighty Processig Yes Yes  Daly  QL1I20000130 Auto Assign Delete
2 tsksummary NefiowMNghiyProcessag No  Yes  Daly  QUOI20000300 Auo Assign Delate

Once the billing process has been configured to run within the Scheduler, account billing will continueto run
automatically in batches, as scheduled. The Scheduler provides atask log that will provide a history of all scheduled
transactions, including task completion status.

Emerald also offers manual billing options for the cases that special or extrabilling runs must occur outside of what has
been previously scheduled. These billing tasks can be run individually per MBR or Service account, or run manually asa
batch process:

Invoice creation and distribution

Statement creation and distribution

Usage Consolidation

Payment Processing

T J

The following sections provide information regarding the use of both the manual individual and batch options for these
billing activities.

Emerald Manual Batch Options

Emerald provides the ability for usersto run billing tasks manually in batch, asneeded, through the Batch main menu
option. This option allows manual runs of Invoices, Statements, Usage consolidation and the posting of account
payments. Only one action from any of the Billing, Summary Records, or External windows can be performed at onetime.
The Emerald Scheduler will generally perform all of these tasks automatically and these options should only be used for
situations that need to be addressed outside of your normal billing activities.
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Please select an option below to manually process billing.

Type: Im Eate Table: Im o CC (ot
Action: Im Freview:
Prewiew: Frocess |
Frocess |

Billing Option

The Billing window provides the options for batch runs of Invoices and Statements. These options can be used at any
time, as Emerald will not create duplicate invoices or statements on MBR accounts. The field descriptions for the Billing
options are provided below.

Type: Select ‘Invoices’ to process an invoice action. Select ‘ Statements’ to process a M

statement action.
Type: |Invoices vI

Action: Used to specify the action for the billing Type selected above. Select ‘Create’ to Action; |Create =
generate anew batch of invoices or statements. Select the ‘Print’ option to print
outstanding invoices or statements for those MBRs configured for postal mail
distribution. Select the ‘Email’ option to email the outstanding invoices or statements for Frocess E
those MBRs configured for MBR email distribution.

FPrewmewr: b

Previewcheckbox: The Preview checkbox gives the user the option to review and verify the batch run before the billing
run is recorded and the actual invoices or statements are created within the system. When the Preview checkbox is
checked, asummary of the current billing run will be presented for review. The data presented is non-editable and for
display purposesonly. Therefore, if changes need to be made to correct the batch run, they must be done directly within
the MBR and Service account records (see the Accounts section of thisdocument). If the Preview button is unchecked,
therun will beinitiated and the invoices or statementswill be processed and created within the system.

Summary Records Option

The Summary Records window provides the options for manual runs of the
Emerald Usage Consolidation process. This option will summarize the selected Eate Table: [EVARMEESAE
type of service usage recordsin preparation for the invoice generation process. _

This option will very rarely need to be run, as usage consolidation will primarily be Preview: W

done on aregular basis, as configured through the Emerald Scheduler component.

Rate Table: Emerald is capable of tracking and storing two types of usage

accounting data. RADIUS dataiis stored within Emerald by default. Network Packet Flows (NetFlow) datais only stored
when the system is specifically configured and set up to do so (and is only available in the Enterprise Edition). Thereare
three possible Rate Table types available for Summary record processing. Choose ‘ Network Packet Flows' in order to
summarize any unprocessed Netflow data. Choose ‘RADIUS Calls' in order to summarize any unprocessed RADIUS call
data. Choose ‘ Charges' in order to cal culate account charges based on usage summarized by MBR and Service Type.
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Previewcheckbox: The Preview checkbox gives the user the option to review and verify the produced summary records
before the Summary run isrecorded and the records are actually processed within the system. When the Preview
checkbox is checked, areport of the current summary run will be presented for review. The data presented is non-editable
and for display purposesonly. Therefore, if changes need to be made to correct the run, they must be done directly
within the MBR and Service account records (see the Accounts section of this document). If the Preview button is
unchecked, the run will be initiated and the usage consolidation will be processed and recorded within the system.

External Option

The External window provides the options for the manual runs of Credit Card, EFT payment transactions, posting of
payments from a customdefined payment clearing house, posting payments from atext file aswell as afunction to allow
mass emailing.

CC Import, CC Export, ACH Import, ACH Export

If using an external credit card processing system, the billing information will be batched :
out to the system, and then batched back into Emerald once the credit card transactions Process
have taken place. The CC and EFT input/output configurations are set up within the
Emerald Administrative options.

Mass Email

Thisoptionisused if you want to send an email to everyone or a specific billing group. This can be used for letting your
customers know of anew service you offer or letting them know you will be down for maintenance. The M ass Email
options are describer below.

Egtels Bl
Growp: [Glokal 7] From: |
Group The billing group to send *'*”;:‘-:; ;:"_“ _ ::ll-mm r:;:-*.l‘h'l : |
the email too. Sdlect Global [iman tiniatwd. press - Froceas' to swnd. =
to send to all billing groups. [ R
From Who the email will saysit’s
from.
Service Type The service type to send the
email too.
Subject What you want the subject
lineto read in your email.
Message The message to be sent to
the customers. 2

Pioceas | pregens @

Payment Import
Thisoption isused to read in payment information from atext file. The Batch Payment options are describer below.

Batch Payments Import

Filename Thefull path of the text file. You can

use the Browse button to search for
the file you want. Filename: | Brawse.. |

Preview: W

beforeit isbatched in.

Preview If checked you will preview thefile
Send |
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Theformat for thetext fileisasfollows:
It isafixed width format.
All fields are left justified with check Number being optional.

Fidd Name Size Offset

Customer|D 12 1-12

Amount Paid 12 13-24

Trans Date 10 25-34 (MM/DD/YYYY)
Check Number 10 35-44 (Not arequired field)
Note:

Mass Email and Payment Import are version 4.1 or higher.

Emerald Invoicing Overview

Emerad Invoicing isthe process of gathering Service Type rate information and usage information for each MBR service
account over its billing period, and then summarizing the information into charges, calculating the applicabl e taxes, and
then generating and distributing an invoice detailing those charges for the customer.

Service Types are set up by the Emerald Administrator that dictate the rate plans and recurring charges for the services
that your organization provides. Each MBR account is associated with one or more of these defined Services. Each
Service hasit’s own defined billing period in which these charges are based. Emerald additionally tracks network usage
activity for each account through the integrated RadiusNT/X component, or optionally through the Emerald Netflow
Collection component. This usage activity is summarized each billing period for each Service account to determine if
there are additional applicable charges according to the Service Type rate plan, such astime or data usage fees remaining
that have not been previously charged. The Emerald Invoicing process uses the Service Type and service usage
information to generate an invoice summarizing all of the current charges for each MBR account.

There are several types of invoicesthat Emerald creates, depending on the MBR Payment Method:

?? A Renewal invoice (notice) is used to create invoices for existing renewal accounts for the next billing period. It
gives the user the opportunity to renew their account before their Service expiration. While the Renewal invoice
is actually anotice that does not have to be paid, although your customers generally treat it as a payable
invoice. A renewal invoice is not an accrued accounts receivable item. If the user does not send timely payment,
their account will be automatically disabled and they will not be allowed access to the system.

?? An Invoice creates invoices for services rendered, such as on balance forward accounts, or other charges due
for administrative fees, such as setup charges. Users are responsible for paying the invoice, independent of a
renewal invoice.

?? A Credit Cardor EFT invoiceis used for those who have opted to have their credit card billed, or funds
electronically transferred, automatically for services. If using an external credit card processing system, the
billing information will be batched out to the system, and then batched back into Emerald once the credit card
transactions have taken place.

The Emerald Invoicing process will create all invoice types, aswell as batch out any eligible credit card or EFT
transactions. Invoicing can be done individually for one account, or done in abatch process that will generate invoices
for any number of MBRs. Within Emerald, most billing tasks are run in batches primarily configured to run within the
Emerald Scheduler. A batch isagroup of transactions for a particular period of time. For example, al invoices being
created for the month of December would go into abatch. While Emerald imposes no limits on the number of transactions
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in abatch, it isrecommended that invoices be batched at least weekly. Manual batch invoicing is done through the
Batch main menu option.

Manually Batching Invoices

During the month a number of individual invoices may need to be created as new accounts are added or accounts are
adjusted. The batch invoicing process occurs simply as follows: Emerald searches for and finds all MBRs which will be
expiring in aspecified time frame and then creates the invoices according to billing information you have specified in the
MBR and Service information fields.

To generate a batch of invoices, do the following:

EBilling
1. Select the Batch Emerald main menu option. Type: Im
2. Under the Billing Window select Type: Invoices. Action | Creats 'I
Preview: Create

3. Select Action: Create. Frint
4. Check the Previewcheckbox to initiate a preview of theinvoices
generated by the system

5. Click the Process button. Emerald will generate the Preview invoices report as an example below is shown.

Name: Jo Jones Type: Eenewal
Company: ABC MNotes:
S
1renes FPPF Duatup 050101 053101 2495 .on
1enes 5 Days 04/2501 04/20/01 1 416 o0
Total 29311

Processed 1 kalls in 1 Seconds (1.000000/5ec)

6. After you havereviewed theinvoice information and verified that the information is correct, uncheck the
Preview button. Thiswill indicate that you are ready for the actual generation of the invoices you have
previewed.

7. Click the Process button. Emerald will generate and record the invoices for all accounts due for billing, and will

display asummary at the bottom of the screen and indicating the batch status showing that there has been a
successful invoice run.
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Renewal: 1 Created, 0 Errors

Frocessed 1 odlz in 1 Seconds (1. 000000/ Sec)
No Credit Cards were found to process
No Bank Transfers were found to process

No Invoices were found to process

Once the invoices have been created, they can be distributed by either electronic mail or by printing them and then
sending viapostal mail.

Printing Batches of Invoices

After invoicing, the next step in the billing processis to distribute the invoices. Invoices can be sent to customers via two
methods: postal mail or electronic mail, as configured by the MBR Send Method. Y ou can print invoices from various
different areasin Emerald, but printing batches of invoicesis done within the Batch option. Emerald is aware of which
invoices have been printed and/or sent and will only process the invoices due to be distributed.

To distribute a batch of invoices, do the following:

1. Select the Batch Emerald main menu option. Uilling

3 il 'i
2. Under the Billing Window select Type: Invoices Type: | Invoices

bcton; 1F’rin1 71

3. Select Action: Print

4. Click the Process button. From the presented Print window, select the
following options. Check Print Local to preview to browser prior to
printing. Check Mark Sent to automatically mark the Invoice as Sent once
printed. PressProcess and Emerald will send all unsent invoicesto the system printer. Once printed, these
invoices can be distributed to the customer via postal mail.

Biling Grow ___[ltems to Print___[Growp Total__[Print Local?__[Mirk Sent?
ISP 5 128.67 l v Process |

5. When complete, Emerald will present adisplay of the print process status.

Sending Invoices via Electronic Mail

Some of your customers may have reguested that they receive their invoices through electronic mail instead of postal
mail. The electronic mailing of invoices can save both time and money by not incurring paper and ink costs as well as
envel ope and postage costs, not to mention the labor involved. Remember that in order for an invoiceto be sent via e-
mail, the Electronic Mail option must have been selected asthe Send Method in the Billing screen and the Send Bill
option must have been selected on at least one of the Servicesfor a Master Billing Record. With both of these
conditionsin place, Emerald will send the invoicesto the user’s e-mail address as specified within the MBR Service
information.
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To send a batch of invoices viaelectronic mail, do the following:

Billing
1. Select the Batch Emerald main menu option. Type: Im
2. Under the Billing Window select Type: Invoices Action: |Print 'I
_|Create
3. Select Action: Email i

= [ hail

4. Click the Process button. Emerald will send all unsent invoicesviathe
email system configured within the Emerald Administrative options
(refer to the Emerald Administrator’ s Guide).

5. When complete, Emerald will present adisplay of the email process status.

Quick Tip:

On Windows systems, the format of the electronic mail invoice that is sent out is defined in the einvoice.rpt Crystal
Reportsfile and is fully customizable within the Crystal Reports Writer. On non-Windows systems, the fileisan Emerald
Server scripting file (extension .ews). If customization of either of the invoice.ews format files becomes necessary, please
contact the customer support department at support@iea-software.com.

Emerald Statements Overview

Emerald Statements are used to detail all billing-related activitiesinto MBR Statement of Accounts that summarize all
invoice totals and payments that have been posted to each account throughout the statement period. It isrecommended
that Statements be run on monthly cycles, asit is only through the Statement process that account aging information is
updated and maintained. Invoices and paymentswill not affect MBR account balances and will remain as Pending
Charges and Pending Credits on the accounts until the next Statement run has been processed.

Emerald does not require that statements be distributed to your customers. It is up to each organization to decide
whether they will distribute both account invoices and statements, or distribute billing in only one of the available forms.
Invoices provide chargeitem detail per MBR service. Statements only provide chargesin summarized form, providing a
beginning and ending account balance and only detailing processed invoice totals and payments that have been posted
to the account since the last statement run.

Emerald Statements are the same over all customer types and MBR billing configurations. Unlike Invoicing, statements
can only be run as a batch process over all MBRs. Statements are also run primarily within the Emerald Scheduler to
provide aregular scheduling of thetask. However, manual Statement runs can also be performed through the Batch main
menu option.

Note:

Once a statement has been created a new statement cannot be created for 25 days.

Performing Manual Statement Runs

On aregular basis, such as on monthly cycles, account Statements need to be run to appropriately update MBR account
and aging balances. The statement process occurs simply as follows. Emerald summarizes all MBR activity by detailing
al invoicetotalsand all payments that have been posted to the account since the last statement run. Each MBR hasa
beginning and ending balance calculated, as well as having their aging information updated on the account. Generally
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thisis done automatically within the Emerald Scheduler, but manual Statement runs can be initiated by doing the
following.

TO genel’ate aStaIemel’]t run’ do the fOIIOWI ng- ................................................ =

1. Select the Batch Emerald main menu option.

Type: IStntementE 'I

2. Under the Billing Window select Type: Statements e Im
3. Select Action: Create Preview. &

. - . Process |
4. Check the Previewcheckbox to initiate a preview of the statements that

will be generated by the system

5. Click the Process button. Emerald will generate the Preview statements report as an example below is shown.

Mame: JoJones

Company: ABRC Notes:
Prew. Balance: 0,00
24 (25001 Fenewal 2911

Tatal: 2811

6. After you have reviewed the statement information and verified that the information is correct, uncheck the
Preview button. Thiswill indicate that you are ready for the actual generation of the statements you have
previewed.

7. Click the Process button. Emerald will generate and record the statements for all MBR accounts, and will display

asummary at the bottom of the screen and indicating the batch status showing how many statements were
generated.

Created 1 Statements...

Once the statements have been created, they can be distributed, if desired, by either electronic mail or by printing them
and then sending via postal mail.

Distributing Statements

Once generated, statements can be sent to customers viatwo methods: postal mail or electronic mail. The MBR Send
Method, as with invoices, determines the method of statement distribution for the MBR.

To distribute a batch of statements, do the following:

Billing
1. Select the Batch Emerald main menu option.
Twpe: | Statements "i
2. Under the Billing Window select Type: Statements Ao WEI

Prewnew:
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3.  Select Action: Print
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4. Click the Process button. From the presented Print window, select the following options. Check Print Local to
preview to browser prior to printing. Check Mark Sent to automatically mark the Statement as Sent once
printed. PressProcessand Emerald will send all unsent statementsto the system printer. Once printed, these
statements can be distributed to the customer via postal mail.

Mark Sent?
IsP 5 128.67 r I~ Frocess |

5. When complete, Emerald will present adisplay of the print process status.

6. Distribution is complete when the remaining statements are distributed for the MBRs that are configured for
email distribution. Statements are emailed by following the same steps as listed above, except choosing the
‘Email’ action, instead of the ‘Print’ Action. The system will email the statements using the email application
configured within the Emerald Administrative options upon system set up.

Quick Tip:

On Windows systems, the format of the electronic mail invoice that is sent out is defined in the estatement.rpt Crystal
Reportsfileand isfully customizable within the Crystal Reports Writer. On non-Windows systems, the file is an Emerald
Server scripting file (extension .ews). If customization of either of the statement.ews format files becomes necessary,
please contact the customer support department at support@iea-software.com.

Manually Batching Credit Card and EFT Payment Transactions

Emerald makes credit card and EFT billing a convenient way for you to bill your customers, especially if you are using a
credit card batch processing system. A credit card batch processing system is software you can run on your personal
computer to process and authorize credit card transactions on-line using amodem. The external credit card batch
processing system is selected and configured in the Emerald Administrator. Emerald makes it easy to integrate with many
third party credit card and EFT applications and users are strongly encouraged to use an external credit card batch
processing system as part of the regular billing process. If you are not sure whether your organization uses batch credit
card processing or not, check with your System Administrator.

Quick Tip:

Check out the Emerald Web site at http://www.iea-software.com for a current list of external credit card batch processing
systems that Emerald supports.

Processing credit card and EFT transactions are done automatically as part of the normal Emerald Invoicing process.
However, Emerald provides the ability to run these transactions separately, outside of the invoicing process.

Batch credit card processing is generally atwo-step procedure.

?? Thefirst step, batch Export, will create abatch file for an external credit card or EFT processing system to
process.

?? The second step, batch Import, reads the results of the external credit card or EFT processing system and
updates the associated Master Billing Records and Invoice.

Once Emerald Invoicing has been completed, the user can manually batch the associated credit card and EFT payment
transactions by choosing the batch Export button to begin processing the external credit card or EFT transactions. These
transactions are batched separately within Emerald. The Emerald batch Export option will create afile detailing the
account payments due and the associated credit card or EFT information for each account in the format configured for
your external processing system (External Systems are configured by the Emerald Administrator upon system set up.
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Refer to the Emerald Administrator’s Guide for more information). The user will then launch the external credit card or
EFT processing system, outside of the Emerald application, and processes the transactions as directed by the third party
application. Once the transactions have been processed, the credit card or EFT system will return aformatted file
containing transaction status and authorization information for each submitted MBR account. Choose the batch Import
option within Emerald to process this transaction results file and post record of the successful payment transactions to
the individual user accounts.

The following steps outline the basics of how credit card invoicing works through Emerald and an external credit card or
EFT processing system:

1. Select the Batch Emerald main menu option.

2. Under the External Window select Type CC Exportor EFT Export

3. Click the Process button. Emerald will batch the export to the scheduler for
processing and a Batch Status screen will be presented showing the current status
of the scheduled process. Emerald will create the credit card or EFT transaction file

as configured by the Emerald Administrator for your external system.

/2 Batch Status - Microsoft Internet Explorer — Ol x|

Processing request - Task: ccimport [11] - Scheduled: 08/16/2001 15:13

A MNiA

TWaiting for scheduler
[ Close ]
4. Processthe exported file externally within your credit card or EFT transaction
system.
5. When complete, Under the External Window select Type: CC Importor EFT
Import.

6. Click the Process button. Emerald will again batch the process out to the scheduler and present a dialog box
displaying the current status. Emerald will read in and process the transaction authorization and resultsfile
returned from your credit card or EFT transaction file and post the payment information to the appropriate MBR
accounts. Thelocation and format of thisfile were configured by the Emerald Administrator for your external
system upon system set up.

If there were any bad or unauthorized transactions, Emerald will list those transactions with the status code of why the
transaction failed. The status and Response fields will vary based on the type of software you are using with Emerald.
Sometimesit may be aword or words such as Declined, Expired Card, or Call Center. Please see your credit card
processing software for afull description of the Response codes.

When abad credit card transaction has occurred, Emerald displays several pieces of information. Thisincludesthe user’s
Name, Company, the Invoice number and Date, and finally the transaction Status and Response. The transaction Status
indicates the condition of the transaction. If you accidentally entered the wrong credit card information for the user, the
Master Billing Record will need to be modified with the needed adjustments to the account information before you can re-
submit the payment transaction request. Resubmit credit card and EFT transactions by repeating the previous steps as
detailed for the original batch credit card and EFT transaction processing.
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Searching for a Credit Card Transaction

When using an external credit card or EFT transaction system with Emerald, you can quickly search for specific
transaction information. Thisis useful for verifying transaction dates and amounts for your customers. Emerald’ s built-in
search engine helps you

quickly locate the transaction

information you are looking i .
for. To search for acredit card Custorser 1D | Compary. | ¥ Unpaid W Last
transaction, use the Emerald Twoice 1D, | Last Mame: | ¥ Manmal F Vaid
Invoice main menu option and Trans ITx: ﬁ W Credtt Card B Other
follow theinstructionslisted in

the following section under Sy

Sear ching for an Invoice. You J

can search by Company or Last Name, and you can also search by Transaction number. Once you enter the transaction
number, recorded within the batch report created by the external credit card processing system, click the Sear ch button.
Emerald displays the Invoice that matches the criteriain the search resultslisting.

Using a Payment Clearing House

Aswell as supporting external credit card and EFT systems to automatically process account payment transactions,
Emerald also supports the use of payment transaction Clearing Houses. Clearing House organizations can be hired to
perform all your account receivable tasks including manage your payment receipt and account collection activities. In
these situations, the Clearing House will handle all payment transactions with your bank and supply your organization
with some type of periodic account payment summary that can then be imported into Emerald for the posting of the
payment transactionsto your MBR accounts. Thisoption isonly supported as a batch process.

The Emerald Administrator will configure the Clearing House information within the Emerald Administrative options
during system setup. Once configured, the Clearing House data can be imported and posted at any time by doing the
following:

1. Select the Batch Emerald main menu option.

2. Under the External Window select Type: Payments

Paryments Y
3. Click the Process button. Emerald will read in and process the payment
transaction file provided by the Clearing House and post the payment Process |
information to the appropriate MBR accounts.

Individually Invoicing an Account

Occasionally you may need to create asingle invoice for auser and not go through the entire batch process. An example
of when you may need thisfeatureisif a customer comesinto your office to setup an account and wantsto pay their
invoiceimmediately. Emerald allows you to create an individual invoice for a Service directly within the MBR Account
Maintenance Options.

With the customer’s MBR selected, you can instantly generate arenewal invoice for the user’s next billing period. Once
theinvoiceiscreated, you can then print or email it using the methods detailed later in this chapter.
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|Bhvow Customer | Edit Customer | - New Servite j Mew Incideme | - S rayment | & Adjusimene |

Scunom Diita | & wnveeed | 0 stanements |5 mistony® | m@sj WL-‘-“"’;""‘J 4 Detere Al | 4 - Alex Jones

H&mlh-lj nimuuﬂ&: j

m

04712101 39.92

The following steps show an example of how to create asingle invoice for the next upcoming billing period. Note that
Emerald will not create another invoice until the user’sexpire dateisequal to or later than the end date of thelast
invoice. The Expire Date will only be extended when a payment is received and posted to the account.

Note:

The Invoice Next option generates an invoice for the next billing term only. Therefore, if the option is selected before
billing for the next term is due (configured by the Emerald Administrator within the Global/Accounting Administrative
option), no renewal invoice will be generated. If you are attempting to create an immediate interim invoice on the account,
prior to the next term invoice due date, the pro-rated charges will be applied to the account as an account debit and
displayed as a Pending Charge against the account balance, but if an invoiceisdesired, it will need to be manually
generated for the account within the Batch/Invoice menu option.

1. Select the Emerald Accounts
main menu option.

2. Search for the desired MBR. Ll Type:
Select and click on the | Company:  ABC Company THntes:
appropriate MBR listed in the

search results window to Loz [Descripton _[Start Dato _JEind Date | Quantity [ Amount _[Tax |

Eenswal

present it inthe MBR Account | asnes  FFF Dialup OS0101 0531401 1 2495 000
Summary screen. ajanes 3 Days (47271 0430001 1 250 000
| Total 2745

3. Choosethe Invoices option.

4. Topreview the renewal invoice result, choose the Preview Next button above the MBR Invoicelisting. Emerald
will present apreview of the renewal invoice, as shown to theright. After you have verified the renewal invoice
information, close the preview display window.

5. Pressthe Invoice Next button to create the renewal invoice for the MBR. Emerald creates the invoice for you
and displays a message showing that the function has been performed. The display will be updated to show all
invoices recorded for the current MBR.

Freview Nixt | Cinuoice Nixt |
Renewal: 1 Created, 0 Ervors

27001 Eenewal 2745
Q 4r12f01 Eenewal 33592

Note:

Previous versions of the Emerald Management Suite offered an invoicing option for miscellaneous charges against an
account, such as for hardware or network setup purchases. Miscellaneous charges are now entered and recorded within
Emerald as MBR account Adjustments instead of miscellaneousinvoices. Refer to the Creating Account Adjustments
section of this document for more information.
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Searching for an Invoice

Aswith MBRs and Services, Emerald also offers away to search for individual invoice information. Emerald has a
powerful built-in search engine to help you locate the invoice information you are looking for.

When the Invoices option is selected from the Emerald main menu options, anInvoice Sear ch form is displayed as shown

below. _
i

The search criteriaform

allowsfor searching on a Customer ID: Company. | | B npsid - P Last
variety of parameters: Inveice 1D | Last Marne: | | Ftlomal Fveid |

Company, Invoice number

and Transaction number.

Y ou can search for an - ﬂj

invoice by typing in all or part of the user’ sinformation in the Customer 1D, Company, and Last Name fields. Aswell, |f
you know a specific invoice or credit card transaction number you are looking for, you can enter it in the appropriate field.
Y our search is not case sensitive. Y ou can enter your search criteriain al lower-case letters, all upper-case |etters, or
mixed case. You can aso turn on the Show Unpaid Only option to only display unpaid invoices, or the Show Last Only
option to only display the latest invoice for a particular customer.

|
:

Customer ID, Last Name, TrmsD: [ | ¥ Credt Card ¥ Other |
i .
|

Press the Search button to initiate the search against the criteriayou have entered. |f no search parameters are given, all
invoiceswill be presented within the Search Results window. Once displayed, you can select the appropriate invoice
from the resultslist to present the record in the Invoice Summary screen.

An alternate way to retrieve a specific invoiceisto retrieve it through the MBR account History option. MBR account
History details all transactions for the account including invoices, statements, payments and incidents. If you know the
customer of the invoice for which you are searching, use the Accounts option to search and select the MBR record. Use
the History option to display a detailed history of the MBR’ s transactions.

Ehaw Citame:| Edit Curtamer | New Service Jmmhh- Print * | & papment | © Adjustment |

oo | e me@ Jx jméii-anj Clse g | & peesn 8| 4 Alex Jones

i _mm

Q/ZH2007 12:26 Invosce -21.45 26
Q47272001 12:04 [weace 27435 Renewal 2
Q4722007 11:40 Payment 35.92 Checlatt 4763 2
04/1272007 1435 Irwoace 35.92 Renewal 13

Within the History display, all invoices will be detailed. Click theID field to the left of theinvoice you areinterested in to
present it within the Invoice Summary screen.

Once you have successfully located and selected the invoice, you can Void, Print or Email, or apply Payment toit.
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Invoice Options

Once an invoice has been created, Emerald offers the option to Print, Email, apply Payment, or Void theinvoice. These
options are described below.

“Preview Wifxr | Cinvolco Nk | Prnt T |0 EMailT | Payment | Vo invaice |
Inwoice: 25 Amount: 2745 Last User: Bdling Engine
Type: Fenewsl Tax: .00 Last Date: O4/27/2001 12:04
Dare: 047272001 12:04 Unpaid: 27.43 Comments:
Sent:
N e T T ) YT
ajone 3 Days 2.50 0.00 2.50 0.00 0472701 04730001
ajones PEF Drahug 24.95 1 0.00 24.95 .00 0501401 (5731401

Voiding an Invoice

In the event that an invoice was created with incorrect information or the account charges need to be reversed, Emerald
providesthe ability to void an invoice. You cannot edit invoice information or amountsonceit hasbeen created. To
modify invoice information, you would need to void theinvoice, correct theinformation on the MBR or Service account
and createanew invoice for theaccount. The Void process will not remove the invoice from the system. The Void
action will create acredit invoice for the amount of the original invoicein order to keep an accurate record of the actions
taken on the account. The credit invoice will be applied to the MBR account balance during the next Statement run.
Note: Aninvoice may not be voided after it has been paid. If apayment has already been applied to theinvoice, the
account must be modified with amanual MBR account Adjustment, and possibly other MBR and Service account
options aswell (to reset service account billing and expire dates, as necessary).

Tovoid an invoice, you do the following:
1. Sdect the Emerald Invoices main menu option.

2. Search for the desired MBR Invoice. Select and click on the desired invoice listed in the search results window
to present it in the Invoice Summary screen.

3. Choosethe Void Invoice option.

4. A Diaog Box will be presented confirming the Void action. PressOK to confirm and continue the void action.
Press Cancel to cancel theinvoice void.

5. Once Emerald has completed the VVoid action, a message window will present the status; confirming the voided
invoice and displaying the amount of the credit invoice created. The new credit invoice can be confirmed by
choosing the Invoices option under the current MBR Account Maintenance options.

“Preview Next | [ invoice Next |

12 070301 Interim -3.00
11 07/03/01 Tnterim 2.00
1 0&/13/01 VOID £4.87
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Printing and Emailing a Single Invoice

A convenient feature of Emerald isthe capability to print acopy of an invoice. Customers sometimes misplace an invoice,
or it getslost in the mail, or they simply deny ever receiving it. Emerald provides the ability to print and/or email a
duplicate of an invoice at any time.

To print acopy of aninvoice, you do the following: Print Eormat

1. Sdect the Emerald Invoices main menu option.

2. Searchfor the desired MBR Invoice. Select and click on the desired o I Java j
invoice listed in the search results window to present it in the Invoice Etint |

Summary screen.

3. Choosethe Print option.

4. If the operator does not have a pre-selected Print Format preference, a Dialog Box will be presented in order to
choose the desired print format. Choose the format and press the Print button. Refer to the Printing Account
Information section for more information regarding the print options and formats available for selection.

To email acopy of aninvoice, you do the following:
1. Sdect the Emerald Invoices main menu option. : :
Email qur-:*:@.—‘Bf com
2. Searchfor the desired MBR Invoice. Select and Format [Tadt =
click on the desired invoice listed in the search Send |
results window to present it in the Invoice
Summary screen. ABC Company Invoice: 26
; P Alex Jomes .
3. Choosethe Email option. T Type: Intenm
) ] ] Spokans, WA 99208 Date: (4ZH2001 12:26
4. A Dialog Box will be presented in order to ; Armount 0745
choose the desired destination and email format.
Confirm the send default sections,or enter new | e TR FRVSS (PP 7S [P CPRYOPo [PWTP
ones, and press the Send button. Twosce Vosd 25 -27.45 1 0.00 2745 042701 042701

The Invoice Payment Option
The Invoice Payment Option allows you to apply a payment directly to the MBR account balance. Payment entry is

described earlier within the MBR A ccount Maintenance option Applying Paymentsto MBR Accountssection of this
document.
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Searching for an Account Statement

Aswith MBR Invoices, Emerald also offersaway to search for individual account statement information. Emerald has a
powerful built-in search engine to help you locate the statement information you are looking for.

When the Statements option is selected from the

Emerld mein menu optons,a Statements Search |

form isdisplayed as shown below.
Customer I Company |

The search criteriaform allows for searching on a Statemert T Last Mare. |
variety of parameters: Customer ID, Last Name,
Company and Statement ID. Y ou can search for a BaarT TR

statement by typing in all or part of the user’s

information in the Customer 1D, Company, and Last

Namefields. Aswell, if you know the specific Statement ID you are looking for you can enter it in the appropriate field.
Y our search isnot case sensitive. Y ou can enter your search criteriain all lower-case letters, all upper-case |etters, or
mixed case.

Press the Search button to initiate the search against the criteriayou have entered. If no search parameters are given, all
statements will be presented within the Search Results window. Once displayed, you can select the appropriate
statement from the results list to present the record in the Statement Summary screen.

Once you have successfully located and selected the invoice, you can Print, Email, or apply Payment.

Statement Options

Once a statement has been created, Emerald offers the option to Print or Email the statement, or apply Payment tothe
account. These options are described below.

UCustom Dita | UAging Repore | I Statements | invoiced’ |1 Historyl || CloseMBR | 1 Detete MER | 2 - Alex Jones

0 Pont (6 Emails [ payment |

Statement: 2
Date: 06/14/01

Beginning Balance New Charges New Credits Ending Balance

0.00 64 .87 0.00 64 .87
06113701 24 Days 12,96
06113701 PET Dialup 24 95

Current 30 Days 60 Days 90 Days 120 Days
6487 0.00 0.00 0.00 0.00
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Printing and Emailing a Single Statement

Emerald provides the ability to print and/or email a duplicate of an statement at any time.

To print acopy of astatement, you do the following:

1. Sdect the Emerald Statements main menu option.

2. Searchfor the desired MBR Statement. Select and click on the desired
invoice listed in the search results window to present it in the

Statement Summary screen.

3. Choosethe Print option.

Print Format

Format: | Java

4. If the operator does not have a pre-selected Print Format preference, a Dialog Box will be presented in order to
choose the desired print format. Choose the format and press the Print button. Refer to the Printing Account
Information section for more information regarding the print options and formats available for selection.

To email acopy of astatement, you do the following:

1. Select the Emerald Statement main menu
option.

2. Search for the desired MBR Statement. Select
and click on the desired statement listed in the
search results window to present it in the
Statement Summary screen.

3. Choosethe Email option.

4. A Dialog Box will be presented in order to
choose the desired destination and email
format. Confirm the send default selections, or
enter new ones, and press the Send button.

The Statement Payment Option

| Statement: 4

:a._ﬂm.es 18 Dz
| apomes  FFP Dualup

:
| Email [sjones @00 com

:F.“:I11'|x Tel r;

Frev
Ealance:

End Balance: 3992

Agel 3992
Age 30: 0.0
Age 50: 000

14,97 T 000 14597 041201
2495 1 000 2495 0501101

Age 80: 0.00
Age 120: 0.00

nog
Dhate: (472001

0572101

The Statement Payment Option allows you to apply a payment directly to the MBR account balance. Payment entry is
described earlier within the MBR Account Maintenance option Applying Paymentsto MBR Accounts section of this

document.
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Incident Tracking

The Incident Tracking feature of Emerald helps you improve your customer assistance and support by tracking incoming
technical support calls from your users. Emerald’ s Incident Tracking features allow you to trace and follow-up on phone
support issues easily and efficiently. It providesacentral point of reference on user problems, aswell as providing the
ability to determine trendsin customer issues and the average response times of your representatives. The information
gathered through Incident Tracking can not only help you manage your current customer issues, but can also help
minimize and avoid similar problems occurring in the future.

When atechnical support call is received, the support representative opens an Incident for that phone call. An Incident is
used to record information about the user’ sissue, the actions that were taken on the issue, and how the issue was
eventually resolved. Emerald Incidents are tracked per the MBR Service in which the user is encountering problems.

After an Emerald Incident has been opened, initial information regarding the problem isrecorded. The eventsthat take
place toward the solution to the problem are recorded asincident Actions. When the problem has been resolved, the
solution is described and the incident is updated as closed. The information recorded within Emerald Incidents allows
your support representatives to determineif an existing problem has been previously solved and reference the previous
resolutions. The information may also be used to assist your organization in determining if any additional training and
materials may need to be offered to your users, or your customer support representatives, to clear up repetitive problems.

If auser has a problem that islogged as an incident, but no solution has been found yet, the incident status remains
‘Open’. Customer support representatives can add as many Actions to the record as needed while it is an open incident
to note the steps that have taken place while working towards the problem resolution. A listing of all open incidentsis
available at any time. With this option, the customer support team can easily view all theissuesthat are yet to be
resolved.

Searching for an Incident

Emerald provides three easy waysto obtain alisting of customer support incidents, either by customer, incident type or
incident status. Emerald has a powerful built-in search engineto help you locate the specific incident information you are
looking for.

The first incident search method returns an I ncident Report listing all

incidents according to Incident Type or State, asrequested. When the - .
Incidents option is selected from the Emerald main menu options, the | M Stz |4 Bl
Incident Report search form is displayed as shown to the right.

¥ > ’ _Search | Clar
The Incident Report form allows for searching on two parameters:
Incident Type and Incident State. Both selections are pick lists that default to the * All’ option to bring up all Incident
records. If desired, select an Incident Type to indicate what type of incident you are looking for (such as‘Login Error’,
‘Computer Hardware'). Choose anIncident State (such as‘Open’, ‘Resolved’, ‘Closed’, ‘ Assigned’) to indicate the state

of theincidents you arelooking for. The optionslisted under both Incident Types and Incident States are configurable
by the Emerald Administrator upon system set up (refer to the Emerald Administrator’ s Guide).

Press the Sear ch button to initiate the search against the criteriayou have entered. If no search parametersare given, all
incidents will be presented within the Search Results window regardless of Type or current State. Once displayed, you
can select the appropriate incident from the resultslist to present the record individually within the Incident Summary
screen.
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TEA Sobhware Jser cannot access mal account Logn Error ':'E en
IEA Software m Can't login Login Emror Cpen

A second way to retrieve a specific incident record isto retrieve it through the MBR account History option. MBR
account History details all transactions for each account including invoices, statements, payments and incidents. If you
know the customer of the incident for which you are searching, use the Accounts option to search and select the MBR
record.

1. Select the Emerald Accounts main menu option.

2. Search for the desired MBR. Select and click on the appropriate MBR listed in the search results window to
present it in the MBR Account Summary screen.

3. ChoosetheHistory option to display adetailed history of the MBR’ s transactions, including incidents.

T o N N
0502001 1211 0.00 Checleed the user's mad accoun 1
501/2001 16:42 Incident (.00 Can't logm to mail account 4
(472772001 12:26 Invoice -27.45 Intenm 26
0472772001 12:04 Invoice 2745 Eenewal 23
Q72772007 11:40 Payment 3552 Check#t 4763 2
0412720070 1438 Inwoice 5,82 Renewal 13

Within the History display, all transactions are detailed, including customer Incidents. Click the ID field to the left of the
incident you are interested in to present it individually within the Incident Summary screen.

A third way to access Incident information is within the MBR Service Summary screen under the MBR Account Service
for which the Incident was written. If you know the customer and the service username of the incident for which you are
searching, use the Accounts option to search and select the MBR record. Then once the MBR has been selected and
displayed, select the associated Service from within the Services listed in the Services section of the MBR Account
Summary screen. The selected service will be presented in the Service Account Summary screen.
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Password: pass|
Email: ajones@AREC com

0501071 Iﬁgﬂ_ﬁ Error

‘Show Customer|  Show Service | O New Servige | 0 Edit Servige | (Delets Serdice | Cal Mutoty | (Email Settshgs | Service: ajones
Name: Al=x Jones Account Type: FEF Modem
: 28800
Login: ajones Discount: Mormal Speed:

Static Cost: Ma

Maiden Name: Amanda Pay Period: Menthly Home Dir:
Home: 509-444-2455 Start Date: 02772001 Time Left:
Work: 509-444.-245¢ Eilled Thru: 05/21401 Login Limit:
Send Bill: Yes Expire Date: 04/30/01 Remntf Ve
Preferred: Mo Last Used: Arcess:
Created: 047272001 11:5%
04/27/2001 1204 by NT
B AUTHORITTNSTSTEM
He Custom Drata Drefined
frecidieris

adsmin

Net Software: Winds

Cost: 24 95 System Type: Windows 95

Can't boggn to mal account

The Incidents section listing underneath the Service account information displays aregister of incidents for the current
MBR Service. In the example above, one Incident islisted for the “gjones’ Service account. The Incidents listing shows
the Date the incident was created, the incident Type, the Operator that entered the incident, a brief Description of the
incident (excerpt from the first few words of the incident text), the number of Actionstaken on the incident, and the
incident Status. Click on any incident record within thelist to present it individually within the Incident Summary screen.

Quick Tip:

Some people prefer to have a custom printout of all open incidents. This can be accomplished using the Web Reports

feature of Emerald.

Viewing Incident Detail and
Actions

Once an Incident record has been selected and
presented within the Incident Summary screen,
the record can be updated, have its status
changed, or Actions may be added. The menu
options presented above the Incident
Summary screen correspond to the MBR
Service in which theincident iswritten against.
Thefields of the Incident and related Actions
are described below.

The Account field isapick list presenting all
Login namesfor the Services that are
associated with the current MBR. Once
assigned, this value identifies which Service
account the user is encountering problems
with on thisincident.

The Typefield allows you to categorize the

Emerad — User’s Guide

Create Date: 06/15/2001 12:04 by admin Modify Date: 06/15/2001 13:04 by admin
Account: |aj0nes (PPP)j Type: |L0gin Error j Status: IOpen 'l
Incident: [can' £ login to account ;I

il
Update Incident
Actions
Mo Action(s) Found
New Action: =]
=
Incident Status: IOpen 'l
Add New Action
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typeof theincident. Thisis especially useful for reporting to see what types of problems are encountered the most by
your users. Incident Typesare fully configurable by the Emerald Administrator upon system setup and can be used to
indicate what parties areto automatically receive email notification when the incident is created or updated (refer to the
Emerald Administrator’ s Guide for more information).

The Status field allows you to indicate the current status of theincident. When anincident isfirst created its status will
default to ‘Open’, meaning that it isyet to be resolved. Incident Status may change through the life of the report until itis
resolved and closed. Incident Status options are fully configurable by the Emerald Administrator upon system setup
(refer to the Emerald Administrator’s Guide for more information).

The Incident box is used to input text to record information about the incident. Thisiswhere you enter details about the
problem. The details should include information such as:

What the problem is

What the user hastried in order to solve the problem

What the customer support representative has gathered about the problem

Information regarding any changes made to the account, such as password or setting changes.

i S J

The Update button saves any changes you have made to the incident record, including status changes.

The Actions section of the Incident Summary screen lists all the Actions that have been recorded against the incident.
The Actionslisting will include the Action date, the operator involved with the action and the description of what
occurred. Actions are not editable and cannot be deleted after they have been recorded. A new action can be recorded
for an incident by entering the description in the New Action fidld and pressing the Add New Action button.

Quick Tip:

By maintaining good records within the Emerald Incident Tracking features, you can track the complete history of user
accounts, from creation to present. The result is alarge knowledge base of problemsand solutions for other employeesto
learn from.

Adding an Incident

When auser callsin for support, you can add an incident to their MBR to track and describe their problem, actions and
final solution. To create anew incident, do the following:

1. Select the Emerald Accounts main

menu option. é

2. Search for the desired M_BR. Select Account: |sjones (FRF) = Type |_ngl'| Emar _ﬂ
and click on the appropriate MBR i
listed in the search results window to Ecuai: [acmin@rmy.com Pt |[Open = .
present it in the MBR Account Can't login to mail account I |
Summary screen. [

3. Choose the New Incident option.

4. Alternatively, click on the particular =
MBR Serviceinvolved with the :

incident from within the MBR

Account Summary screen display.
Once the Serviceis presented within the Service Account Summary screen, press the Add link within the
Incidents listing section title.

5. Select the Account value by choosing the appropriate Service login name from the pick list options.
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0.

Select the Type of the incident that most closely describes the incident from the available pick list options.
Incident Types are configurable within the Emerald Administrative options.

If desired, enter the full email address indicating what party isto automatically receive email notification when
this particular incident is created and/or updated. This Email address can refer to an individual user or
distribution list. The Emerald Administrator can configure the email distribution defaults by Incident Type
within the Emerald Administrative options.

Select the current Status of theincident from the available pick list, or accept the ‘ Open’ default value. Incident
Status options are configurabl e within the Emerald Administrative options.

Enter the Incident detail within the description text box provided on the screen.

10. Pressthe Savelncident button in order to save theincident entry.

Adding an Incident Action

Actions are used to describe afollow up or additional action taken to resolve an incident. Actions can also be used to
document a service turn-up, like adigital circuit or web hosting service. In cases such as these, the incident would
contain theinitial turn-up information, and the actions would detail the steps during the turn-up. Actions are entered
within the Incident Summary screen.

1

Select the appropriate Incident record and retrieve it within the Incident Summary screen (refer to the Viewing
Incident Detail and Actions section above).

Enter the description of the Action in the New Action field.

If the Action changes the status of the Incident, selecting anew Incident Status under the Action section will
update the Incident record to the newly selected Status val ue.

Press the Add New Action button to save the entry.

The Actions section of the Incident Summary screen lists all the Actions that have been recorded against the incident.
The Actionslisting will include the Action date, the operator involved with the action and the description of what
occurred. Actions are not editable and cannot be del eted after they have been recorded.

Closing an Incident

The closing of an Incident is only amatter of retrieving the appropriate Incident record and Status: [Open  #)
changing the Statusfield to * Closed’. Pressing the Update I ncident button will record the
incident Status change.

If thereisaresolution to the Incident, the resolution of the problem can be noted within a
final action to the incident and the status of the incident can be updated with the I ncident
Status field within the Actions section of the screen. The Action, aswell as the Incident

Status, will be updated with the Add New Action record save.
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Reports

Emerald offersawide variety of reporting features. These reporting features allow you to obtain comprehensive billing,
account, and service usage summaries from the information stored within the Emerald database. In addition to offering a
complete set of standard reports that can be generated and printed to hard copy at any time, Emerald also offers avariety
of on-line system monitoring and reporting options aswell.

By e ey o e R K

| “UsersOnline |- TSGraph | ﬁm&epwu
-Erll!ruldulg_i . Auditiog |/ RADIUSLag | Mailleg | systemieg | FTPLog |

Thereisawide variety of reportsthat Emerald will generate: Custom Reports, Online Reports and System Logs. Custom
Reports lists both the set of standard Emerald reports, plus any additional custom reports the Emerald Administrator has
configured for your system. The UsersOnline, TS Graph, and Aging Report are the available on-line reports that are
present user data directly to your screen in a pre-defined format. The remaining Report options including the Emerald,
Audit, RADIUS, Mail, System and FTP Log report options present information regarding system activities tracked
automatically by the Emerald system, are also presented in a pre-defined format directly to your screen.

Standard/Custom Emerald Reports

Emerald provides a standard set of business reports to run against the Emerald data. On Windows installations, this
report set isacustomizable set of reports created within Crystal Reports 8+. On non-Windows installations, the report
set is composed of aset of non-customizable scripts that are run and displayed within the client browser. Independent of
platform, the report set is accessed through the Emerald Client Reports/Custom option.

On al Emerald platforms, an unlimited number of reports can be created and run agai nst

the Emerald data. Any ODBC-compliant report writing application, such as Crystal Bad CC Transactions

Reports, can be used to do so. However, only Windows installations of Emerald are able
to register, access and run customized reports using the Reports/Custom Emerald

Daily ew Users

Management Suite option. The Emerald Reports option will only run reports created Daily Payments
using the Crystal Reports suite. Any custom reports created outside of Crystal Reports, Deferred Eevenue

or for use on non-Windows Emerald platforms, can be run against the Emerald datafrom

L . . - . Ezxpired Accounts
within the external reporting environment itself at any time, but cannot be referenced or
run from within Emerald. Monthly Call Summary

Eeverme By Service Type

On Windows platforms only, using Crystal Reports provides the ability to create
professional reports, customized to your organization’ s presentation style, supporting even complex reports that require
specially formatted text and extensive calculations. The use of Crystal Reports offers exceptional flexibility and
functionality in support of al your Emerald reporting needs. Once a custom report is created using the Crystal Reports
report writer, the Emerald Administrator can make the report an option available within the Emerald Reports main menu
option (shown to the right) by registering it using the Emerald Administrative System/Reports option. In order to create
custom reports, or to modify existing Emerald reports (like adding your company logo to invoices), you will need to
separately purchase, install and configure the Crystal Reports 8+ Professional application. A run-time version of the
Crystal Reports engineisincluded as part of the standard Windows Emerald installation, which will allow you to
generate, view and print the standard and a customized Emerald report set.
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Quick Tip:

For moreinformation on Crystal Reports, the Windows-based report writer, see the Seagate Software Crystal Reports
Web site at http://www.seagatesoftware.com/products/crystalreports/.

The Custom Reports option lists all standard and custom reports that have been configured and are available to run
within Emerald. The standard set of Custom Reports is described below.

Custom Report Description

Bad CC Transactions Presentsalisting of all bad credit card transactions attempted with their associated
error/reason codes from the last external credit card transaction system batch run. This
report allows you to detect the transaction problems and correct them for a credit card
transaction re-batch, or arranging necessary customer contact.

Daily New Users Presents alisting of any new MBRs within the system (new sign-ups).
Daily Payments Presents alisting of all payment receipts for the day.

Expired Accounts Presents alisting of any existing MBRs that have expired accounts.
Monthly Call Summary Presents a summary of the call detail for the current month.

Revenue by Service Type Presents a revenue summary, summarized by Service Type.

To run areport, simply click on the selected report within one of the Reports option listings.

Once areport has been selected from the Custom Reports list, all the reportsare automatically presented within your
browser for preview. The report preview allows you to verify the report information and format before the report is saved
or printed. After the preview isverified, the report can then be saved to file, sent to adesignated printer, or cancelled
within the viewer environment. Please refer to the Printing Account Information section for general information
regarding report view/print options.

On-Line Monitoring

The Emerald UsersOnline, TS Graph, and Aging Report options give you instant access to critical system information.
With the click of abutton you can determine current account Incident status and Aging summaries, aswell as access the
on-line system monitoring tools that can show how many users are currently logged onto your servers, or provide bar
chart information that can be used to determine if you are having trouble with a particular modem. These handy reporting
tools make overseeing systems easier by providing useful information showing a snapshot of system status at any given
time.

The online reporting options are not user-configurable. The Emerald server generates these reportsinternally for direct

presentation to your screen. In order to usethe on-line system monitoring featuresunder the Web Reportsoption, you
must berunning RadiusNT/X and haveit configured to gather call information. In addition, the terminal servers must

also be configured so that they send call information to RadiusNT/X. If you are not sure whether RadiusNT/X and your
terminal serversare correctly configured, consult your System Administrator.

The Online Report options are described below.

Report Description

Aging Report | Presentsalisting of al existing MBRs with balances, including aged totals of those balances.

UsersOnline | Presents an activity log detailing information about everyone currently logged on to your system.

TS Graph Presents a bar graph presentation detailing either a server usage summary, or acall usage
summary over agiven period of time.
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Aging

The Aging Reports feature provides away to immediately report on all MBR accounts aged balances. This option will
automatically report against all existing MBRs that currently have an account balance.

. Custom | UsersOnline | . TSGraph | Aging Report |
~ EmeraldLlog Amﬁthﬁ | “RADIUSLog = Maillog | Systemlog |- FTPlog |

CustomerTD Name Currend 300 60l 90

I

1 Dale Reed - TEA Software 8382 0_ 0.00 0.00 w
2 Alex Jones 7980 0.00 Q.00 0.00 0.00
3 Karen Dicherty 42.89 0.00 0.00 0.00 0.00

Users On-line

There are two on-line monitoring tools available within Emerald. Thefirst of which isthe Users On-line feature. This
option lets you see how many users are accessing your dial-up Internet service at any given time. The user’s session
information is displayed in an easy-to-read format so that you can quickly determine how many users are currently logged
onto one, or all of your terminal servers.

Emerald presents the Users On-Line information by acting as a transaction log. An easy way to understand thisisto
think of abuilding that only has one door. Someone (RadiusNT/X) sits by the door and records when someone goesin to
the building by writing their name on alist. When someone leaves the building, his or her name is removed from the list.
Thisisbasically how the On-Line reporting feature works. Once the information is displayed, the on-line activity
information is gathered and then refreshed on your screen at a user-provided interval until you close the window.

2 Users On 1 Terminal Servers Tnterval: [E0 Riefresh |

Server _[Port_[UserName __|Call Date [Minutes __[TP Address ___[Comnect | __|

P1M3-1 0 johnd DE/13/2001 1727 2 192.168.0.1 Clear
PI3-1 1 Jmoss 06/13/2001 17:27 2 192.168.0.6 26400/MNE Clear

Theinformation presented within the User On-Line display are described below:

Column Description

Server Displays the terminal server name in which the user in on-line through.

Port Displays the terminal server port the user is accessing.

User Name Displaysthe Login name of the user who is on-line.

Cdll Date Displays the date and the time the access call originated.

Minutes Displays how many minutes the user has been accessing your system.

IP Address Displays the Internet Protocol address that has been assigned to the user’ s session.

Connect If your terminal server sends advanced RADIUS Attributes to RadiusNT/X, this column
may be filled in connection information regarding the on-line call such as the speed of the
connection and the phone number the user dialed from.
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Interval Therefresh interval in seconds. Thisindicates how often the datais reloaded and
displayed to reflect changesin system usage. Presthe Refresh button for a manual
display refresh.

In addition to viewing session information for users who are currently logged on to your system, the Users On-Line
screen can also be used to clear ahung session from aterminal server when you are using RadiusNT/X and arein
concurrency control mode. Occasionally auser may log off incorrectly or aterminal server may experience trouble
terminating a session. Thislocks out that user and prevents them from logging back inif you have concurrency control
enabled. In thisinstance, you would clear the session by selecting the session record and then clicking the Clear link
within the entry.

Quick Tip:

To quickly access auser’s Master Billing Record from the On-Line Activity screen, double-click on the user’ s session
record in the On-Line Activity Resultslisting. The Edit User window will open and the corresponding MBR will be
displayed.

TS Graph

The TS Graph feature is used to view a graphical image representing server and call usage over aperiod of timefor a
specific terminal server. The default report period isfor the current day. The bar graph that is displayed depictsthe
number of calls that a specific modem or channel has received compared to the number of hours that a particular port has
been used during the given time period. These statistics are especially helpful for troubleshooting bad modems or phone
lines, or determining specific port/channel loads. For example, if you have users who report a modem that is not
answering calls (ring no answer-RNA) you can quickly determine which modem it is by looking at the TS Graph report for
the specified terminal server.

Quick Tip:

Do you think you need to add more modems to your modem pool? TS Graph can show if your users are experiencing a
large amount of busy signals.

When you choose the TS Graph option you have the choice to report on Server Usage or Call Usage.

On both report criteria screens, the Server option [ .

indicates the terminal server you would like to Server Usage Graphing Call Usage Graphing

report on. The Server field isadrop down pick

list. The list contains the names or | P addresses Setrvetr |localhost vl Setrvet |localhost vI
of the terminal serversyour usersdia intoin

order to log on to your network. The terminal Day- |05/02/01 Days: |1 x| Sort: [Pot x|
servers must beidentified in the Emerald
Administrator before they show up asoptionsin Saarch I Clear i Search | Clear |

the Server pick list.

On Server Usage report criteria screen, the Day field is used to indicate the date of usage you would like analyzed. On the
Call Usage criteria screen, choose the number of daysto report from today’ s date. On the Call Usage criteria screen, you
also have ability to indicate the Sort option for the data. Choose to sort the results by ‘Port’, number of ‘Calls’, ‘Minutes
of each call session, or ‘AvelLen’ for the average length of the call sessions.

Toview aTS Graph, enter the desired report criteriaand then click the Sear ch button. The Sear ch button initiates a
process which queries the terminal server selected and then responds by returning gathered information in a bar chart
format. The chart lists the port number along the bottom x-axis and the number of hours along the left side y-axis.
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localhost (127.0.0.1) Last 7 Day(s) Usage

TS Graph

m Calls
m Mins

20405 20708 20444 20445 20423 20205 20222

Port Number

£ 1 £

20105

20108 4 1 4
20114 1N 1 1
20115 20 1 20
20123 5 1 5

When you have selected the TS Graph option, the title of graph presents a summary of the information being reported
including the name of the terminal server being polled, the time period for which you are requesting TS Graph information,
and the total number of phone calls during that period. The additional matrix at the bottom of the screen provides a
summary of the total number of minutes, the total number of calls and the average length of each call for each port.

Y ou may either on aroutine basis, or occasionally, wish to use the TS Graph option to assist with system monitoring.
Keeping aclose eye on terminal servers can help aleviate user frustration and ensure that your systems are functioning
smoothly. By running a TS Graph systematically, you are aware of system problems and can correct them with little
service disruption.
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System Logs Access

The Emerald System Logs options provide an interface to the system log information that Emerald automatically tracks
during normal operation. The system log options are described below:

Report Description

Emerald Logs Presents alisting of Emerald L og entries by Operator and/or Date.

Audit Logs Presents alisting of the Emerald Audit Log entries by Operator and/or Date. The Emerald
Audit Log tracks MBR and Service account additions, modifications and del etions by
Operator.

RADIUS Logs Presents alisting of the RADIUS Log by Service Login and/or Date. The RADIUSLogis

generated by the integrated RadiusNT/X component, storing transaction-level detail of the
RadiusNT/X operation (refer to the Radius user documentation regarding RADIUS

Logging).

Mail Logs Presents alisting of the system Email Log by operator and/or Date. The Emerald Mail Log
tracks emailing of invoices, statements, receipts and declinations.

System Logs Presents alisting of the Emerald System Log for a specified Date. The Emerald System Logs
track the Syslog Server messages.

FTPLogs Presents alisting of the FTP transaction Log by Service Login and/or Date. The Emerald

FTP Transaction Log tracks the FTP transactions processed through EmerAuth only.

Each of the above System Log options has a

report criteria screen presented that will Emerald Log Search

narrow the report detail to the specified

parameters. There are three fields that may Operator | Date: [05/03/01
be presented for each of the different report Search E Clemt I
options:

The Operator field isused to enter the Emerald Operator name you would like the data on the report limited to. The
Operator field isapick list of the current Emerald Operators.

TheLoginfield isused to enter the Service account Login name of the service you would like the report data limited to.
The Date field is used to enter the date that you would like the report data limited to.

Once the report criteria have been entered for the report selection, press the Sear ch button to initiate the generation of
System Logs report.

Emerald Logs

The Emerald L ogs option reports on general Emerald events being tracked by the system. This report option will report
on specific Emerald Operator and Date. The report resultswill provide the date of the log entry, the MBR and Service
identifiers, the log message text, the Emerald Operator involved and the Caller 1d of the user.

10/01/2001 14:12 1

Genenc MWessage Somethmg 12 not correct

z
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Audit Logs

The Audit Logs option reports on the MBR and Service account additions, modifications and del etions performed by
Emerald Operators that are being tracked by the system. This report option will report on specific Emerald Operator and
Date. Thereport resultswill provide the date of the log entry, the MBR and Service identifiers, the log description and
message text, and the Emerald Operator involved.

064122001 15:57 2 Jones, Alex - TEA-Software LIBE Edit Alex Jones

06/1272001 15:54 2 Jones, Alex - TEA-Software MEBE Edit Alex Jones admin
06062001 1715 2 Jones, Alex - TEA-Software Service Delete Delete admin
060672001 17:19 2 Jones, Alex - TEA-Software MEBE Edit Alex Jones admin
06/06/2001 17:18 2 Jones, Alex - TEA-Software 2 ajones Service Edit ajones: LAlex Jones admin
06062001 1717 2 Jones Alex - TEA-Software 2 ajones Service Edit ajones: 1 Alex Jones admmin
0662001 17.05 2 Jones, Alex - TEA-Software El Service Add lidlex Jones adimin

RADIUS Logs

The RADIUS Logs option allows you to view customers that have been unsuccessful in logging in, and also provides the
reason that these customers could not log in. Thisisahandy tool for your technical support department. Y ou can
search by date and/or login, and then click the Update button to display the unsuccessful logins. Y ou can also show this
user’ s Password and what Port they tried to log in on by turning on the Password and Show Ports options, respectively.
The report resultswill provide the date of the log entry, the Service identifier, the log description, the RADIUS data, the
password used, and the Caller 1d of the user.

0972672001 23:26 ajonesl Mo Attributes ppp passl 555-1212
09/26/2001 21:20 ajones] Mo Time Left 0 pasz] 555-1212
09/26/2001 17.06 ajones] Over Login Lirrut 1 pass] 555-1212
09/26/2001 17:05 ajones] User OwerDue 92501 pass]l 555-1212
09/26/2001 16:37 ajones] User Ezpired 92501 pass] 555-1212
09/26/2001 1519 ajonesl EBad Password test passl 555-1212
0972652001 1346 ajones Tser Mot Found test 555-1212

There are several different errors that can show up in the Rad Log view. Below is alist of these errors and what they
mean.
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RadLogMsgID  Log Message Description

0 Generic Log Message This is a generic log message, which does not have a pre-defined
RadLogMsgID. Itisinformational only, and isnot an error.

1 Generic Error Message This is a generic error message, which does not have a pre-defined
RadLogMsgID. Typically, thisisarecoverable error.

10 User Not Found The username entered was not found in the database.

11 Bad Password The username was found in the database, but the password was
wrong.

12 Expired Account The user’ s account has expired.

13 Overdue Account The user’s account is overdue, or in other words, the Balance is larger
than allowed.

14 Concurrency Limit The user is already logged in the maximum allowed number of login
times.

15 TimeLimit The user does not have any time left to use.

19 No Service Defaults The user’s service does not have any defined RADIUS attributes, and

the service type does not have any defined RADIUS attributes.

40 SNMP Check Failed The user listed in the Calls Online list does not match the user returned
in the SNMP check for that port.

50 Unauthorized Request A RADIUS request was received from a RADIUS client which is not
authorized to send requests.

51 No Username A RADIUS request did not have a username attribute.

52 No Password A RADIUS request did not have a password attribute.

53 Digest Mismatch A RADIUS reguest did not have a correct digest. Please note that this

is typically shown because the secret used by the NAS does not
match the secret RadiusNT/X has for the NAS.

60 Parse Error RadiusNT/X encountered an error parsing the data.
100 CHAP not allowed The user authentication attempt used Challenge Authentication

Protocol (CHAP), but the user’s Password is “UNIX” or “WINNT”.
Please note that for these two cases, the user must use PAP.
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System Logs

The System L ogs option reports on the log entries recorded by the Emerald SysLog Server. Thisreport option will report
on specific Service Login and Date. The report resultswill provide the date of the log entry, the severity of the message,
the message source, the | P Address of the source and the log data.

Mo Matches found.

Mail Logs

The Emerald Logs option reports on the emailing of invoices, statements, receipts and declinations automatically tracked
by the Emerald system. Thisreport option will report on specific Emerald Operator and Date. The report will provide the
date of the log entry, the MBR and Service identifiers, the log message text, the Emerald Operator involved and the Caller
Id of the user.

06/15/2001 13:04 2 Jones, Alex - TEA -Software lail Generic Emerald Incident #2 for ajones (PFP)
06/07/2001 11:52 1 Eeed, Dale - TEA SOftware Ilail Generic Emerald Incident #1 for daler (PPP)
FTP Logs

The FTP Logs option reports on the Emerald FTP Transaction Log which tracks the FTP transactions processed through
EmerAuth component. This report option will report on specific Service Login and Date. The report will provide the date
of thelog entry, the Service identifier, the FTP file and the number of bytes transferred.

o Matches found.
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Options -- Operator Preferences

The Emerald Options main menu option lets you configure Emerald environment settingsindividually per operator.
Setting these defaults tailors the client according to the Operator currently logged into Emerald, and will be loaded each
time the operator logs into the system.

The Operator Preferences sectionis Operator Preferences
used to set default environmental
settings for Language and Print Format. Operator Preferences
L anguage allows the operator to choose -
1L : IE lish 'l C P d: I
the preferred language that they would _ e urrent Sasswor
like Emerald to be presented in. Defal Prirt Format: [POF [ New Password: |
Language is selected from the options _ Confirm: |
availablein the pick list. Default Print Updete Options_ |
Format defines the print format that will Change Password |

be used each time the operator requests
aprint action within the system.
Currently ‘ PDF isthe only Print Format choice available.

The Password Change section allows an Operator to change their operator password at any time. To change the operator
password, the user must enter the Current Password value, enter the New Passwor d value, and then repeat the New
Password value to Confirm the new value. Once the Change Password button is pressed, if the old password is verified
as correct and the New Password value matches the Confirm value, the operator password will be updated and become
effective within the system.
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Emerald Management Suite — Remote Customer Access
. _____________________________________________________________________________________________________|]

The Emerald Management Suite provides the ability for your usersto access their account balance, billing and service
usage information directly through an on-line Emerald MBR account web interface. The following section outlinesthis
Remote Customer Access component. The sectionis presented in aform that can be freely distributed to your customers
upon account sign-up as documentation on the use of this convenient Emerald feature. The Remote Customer Access
component is automatically enabled with the initial installation of the Emerald Management Suite and requires no direct
configuration to make it functional.

Users of the Remote Customer Access component login to the system using their Service account login and password, as
configured within their MBR Service account(s). The system will automatically detect the login as a user account and not
an Emerald Operator account and present the Remote Customer Accessinterfacein lieu of the Emerald Management Suite
Client/Administration interface. Considering this, itisimportant that there are no duplicate login/password entries
between your configured Emerald Operators and your MBR Service account login usernames. The Emerald system will
verify and restrict login/password entries to assure that this type of identification conflict cannot occur.

Emerald provides the ability to disable Remote Customer Access per MBR Service account. The Remote Access field on
each Service account record specifiesif the account has remote access to the system or not. Remote Access values can
be set as a Service Type default value in order to configure groups of service accounts that do and do not, by default,
have remote system access.

Note: Any payment transactions entered through the Remote Customer Access web interface (‘Make Payment’ option)
are stored as pending credit card payment transactions; there is no automatic credit card transaction processing that
occurs automatically within this account interface. The credit card transaction will not be processed until the external
system credit card processing isinitiated within an Emerald batch or scheduled credit card processing run.

The web links available to your users upon login to the Account Center are separately configurable within the Emerald
Administrative Web Configuration menu option. All web links configured for the Remote Customer Access component
with the  Customer’ link type will be displayed and available on the Account Center Welcome Page. Thisisan excellent
way to provide user documentation, customer support information and web site home page access to your customers.
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Introduction

The Emerald Management Suite provides direct on-line web accessto information regarding your established Internet or
Network Service Account(s). By logging into your account, you are able to:

View up-to-date account balance and account aging information,

View account history, listing of all billing transactions that have occurred on the account,
View detailed account status, including the current record of service usage on-line activity,
Change your account passwords,

Change the way that your bhills are generated and distributed,

Make an immediate credit card payment against the account balance.

333 IIN

Y ou can access the Account Center from any standard web browser connected to the Internet. Y our Network/Internet
Service Provider will supply the URL web address to access the Account Center from your browser window. The
Account Center specifically supports the Microsoft Internet Explorer 4.0+ and Netscape Navigator 4.7+ web browsers.

Launching and Logging on to the Account Center
To launch the Account Center application, do the following:

1. Establish your network/Internet

o . EMERALD

Start the chosen web browser from the -
Windows Start Menu, or from the Internet Management Suite
operating system (UNIX, LINUX, or
Windows systems) command line.

Flease emter your usemame and passaord below to log info Emserald.

Usermame [
3. Enter the Network/Internet Provider P
Account Center site location address C L
within the browser entry window, such |
as* http://emerweb.iea-software.com”. Emernid is Copyripht 1904-2000 by [EA Safwane, fne. All Rights Reservad, Warld Wide.

4. Enter your Service Account Username and Passwor d and click on the L ogin button, or just press the Enter key.
Note: You may have several serviceswith different Usernames and Passwords set up on your account with your
Network/Internet Service Provider. The Service account Username and Password entered here determines which
Service Account information will be presented during the current Account Center session.

5. If you have any problemslogging into the system, please contact your Network/Internet Service Provider site for
more information, or trouble-shooting information.
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The Account Center

Once you have logged in, you will be presented with the Account Center Welcome Page. This screen verifies your
account identity and presents a brief overview of your current account status. The Quick Links section under the
account status display, presents you with web links that your Network/Internet Service Provider has provided in order to
provide you with further information regarding your account, or the Service Provider’s site and services. Clicking onthe
provided link will route you to the provided file or site specified.

The Account Center main menu options are displayed at the top of the page. Choose an option by clicking on the option
link. Each menu option is described in detail within the sections below. The Account Status option is shown by default
on the Account Center Welcome Page. Note: The Time Left field will only be displayed if your service has a usage time
limit for each billing period.

Account Center

[ Account Stapus | Online Teaze | View Billing Information | Modify Account | Malke Payment | Logeff ]

Welcome Alex Jones

Status: Active
Current balance: -59. 85
Expire Date: Oct 1 2001 + 0 day grace period
Time Left: 120 minutes

Quick Links
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Online Usage

The Online Usage option allows you to view the details of your service usage over the current billing period. Eachtime
you access the system, either through your dial-up account or other network connection (such asDSL, leased line, etc.),
the accessisrecorded by the system. Depending on your service set up, you may see two types of usage displayed: call
dataand possibly network traffic data.

The Time Online section displays the time online tracked for usage of dial-up accounts. This section will display what
date and time the call was initiated, how many minutes the session lasted, how many bytes of data were transferred to and
from your computer (Input and Output columns, respectively), the call location, the Username that accessed the system,
and why the call wasterminated (typically thiswill be blank, or display ‘ User Requested’). Note: A summary of the total
Time Left remaining on your account is displayed on the main Account Summary screen.

The Network Traffic Summary section displays session information regarding the time and network traffic flows recorded
for non dial-up accounts setup for network usage billing. This section will display the date the usage totals were
accumulated and total transferred data (in MB).

Depending on how your service account billing has been set up, this data may or may not be being used by your Service
Provider for billing purposes. Some accounts are set up with unlimited access that allows you to use your service with no
usage restrictions or extra charges. Some accounts, however, may be set up with usage limitations that assess an extra
charge for usage during certain time periods, or for usage over a specific time or dataalowance. The usage information
displayed isonly for the current billing period. If you have questions as to whether this datais relevant to your current
bill, please contact your Network/Service provider site.

Account Center

[ Account Statug | Online Usage | View Billing Information | Meodify Account | Make Payment | Logoff ]

Time Online for ajones since 06,/06/01:

D i el Ou st e Lot e

QE09/2001 07:29 122 Sprmgﬁeld ajones
QE09/2001 10:27 5 21 138 Springhield ajones
QE0/2001 05:29 4 25 130 Springheld ajones
DEA02001 18:46 356 110 Springheld ajones
0602001 1902 20 34 193 Epringheld ajones
D6/11/2001 10:59 519 124 Springheld ajones
D&/11/2001 1700 11 8 23 Springfield ajones

Network Traffic Summary for ajones:

2001
2001 & 15 20
2001 & 16 45
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View Billing Information

The View Billing I nformation option allows you to view the current billing transactions that have been applied to your
account. Thetransactions listed within the Billing History section include all invoiced charges, applied payments and
any credit or debit adjustments to the account. Each item includes a brief description, the type and date of the
transaction, and the amount. The Aging section at the bottom of the page provides aging detail on all recent invoices
that have been generated against the account. The aging information provided includes the Invoice ID, when it was
created, the date it began aging, the number of days passed since it was billed, the service login (identification), and the
invoice description.

Account Center

[ Account Status | Online Teage | View Billing Information | Modify Account | Make Payment | Logoff ]

Billed Thru: Oct 31 2001
Cwrrent Balance: 79.80

Eilling History

09/26/01 Tvroice 7 13965 Renewal
09/26/01 Statement 79.20
08/25/01 Inwoice 2 7980 Renewal

08/25/01 Current 72,80

Modify Account

The Modify Account option allows you to manage aspects of your account. Although most account changes must still
be performed by directly contacting your Service Provider, the Account Center allows you to change your account
password and update your billing preference (as allowed by your Service Provider) on your account.

Account Center

[ Account Status | Online Usage | View Billing Information | Modify Account | IMake Payment | Logeff ]

To customize your account choose from one of the options below.

+« Chanee password (ajones)

s Update Billing
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Change Password

Select the Change password option in order to change your service account password. The service for which you are
changing the password isidentified by the username identified within the option link (‘ gjones’ in the above example).
When you select this option, you are presented with the Passwor d Change screen in which you are prompted to verify
your existing password in the Current Passwor dfield, enter anew password value in the New Passwor d Field and
confirm the new password value in the Confirmfield. The New Password and Confirm field values must match in order
for the password to be accepted. Enter the reason for the password change in the Change Reason field. Pressthe Update
button to save your new password entry. This password will be effective the next time you login to either your service
account, or the Account Center.

Note: Your Service Provider may have certain restrictions regarding the minimum length required of password entries. If
you enter avalue under this password length, you will be prompted to enter a new password value of greater length.
Additionally, it is generally recommended that you create password values that are unique and contain both letters and
numbers (such as“cat12"), in order to be harder for those of maliciousintent to discover.

Password Change

Current Password: |

Hew Password: | Zonfirm: |

Change Feason:

Update |

Update Billing

Select the Update Billing option in order to change the way that you are billed for your services. The selection you make
here will become effective from the next billing period on. Make a selection from the provided option list for the Select a
Payment Method field. The options are:

?? Invoice Indicatesthe preference for your Service Provider to generate and distribute an invoice each billing
cycle, to be paid upon receipt, using cash, check or credit card.

Select a Payment Method: I Imvoice "I

Update |
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?? Credit Card: This option authorizes your Service Provider to do an automatic payment transaction from a
specified credit card account for each hilling cycle. Once thisoption is selected and the credit card information
has been entered and verified, acredit card invoice will be distributed each month detailing both your billing
cycle charges and the automatic payment transactions that have taken place on your account.

Select a Payment Method: ICredit Card 'I

Your current Credit Card number is not displayed.
If you want to change your numher please re-enter it in the fields helow.

Credit Card Information

CC Mumber: | Exp (mmiyy): I :I' I :Iv

Luth Mame: IAIex Jones
Eill Address: |W. B16 Riverside
Eill Zip: (99201

By changing your hilling choice to Credit Card, you authorize
the automatic billing of this account to this credit card.

LIpdate |

To tmake a one-time payment using vour credit card, chck here.

Press the Update button to save your billing method changes. A one-time credit card payment can be made from the
Credit Card option screen by clicking on the click herelink at the bottom of the screen. Choosing the one-time payment
option instead of the pressing the Update button will make no permanent change to the billing method on your account.
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Make Payment

The Make Payment option allows you to make a payment towards your account balance. Payments can only be made
through credit card payments. The credit card entry will not be processed immediately, but it will appear as a pending
credit against your account until your Service Provider runs the card for authorization and approval, which will typically
occur within one business day of the payment entry.

Please enter your Credit Card Information and payment amount helow.

Credit Card Information

LAmount; IIZI.IIIIZI

iz Number:l Exp (nunf;rj.r):l vI I 'I
Auth Mame: |Alex Jones

Eill Address: |W. E16 Riverside
Bill Zip: |99201

Create Fayment

To make acredit card entry, enter the amount of the payment in currency form (for example’30.00") in the Amount field.
Do not include the currency symbol (‘$'). Enter your credit card number in numerical form with no formatting, such as
dashes (‘-*) in the CC Number field. Enter the expiration date in numeric form (mm/yy) in the Exp field. Inthe Auth Name
field, enter the credit card holder’ s name exactly asit appears on the credit card. Enter the credit card billing addressin
the Bill Addressfield. Andenter the credit card billing address zip code in the Bill Zip field. Pressthe Create Payment
button to save the payment entry.
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Appendices

Appendix A: Frequently Asked Questions

?? If | have more than one Service associated with a Master Billing Record, can | invoice for each Service separately?

Although each Service can have an individual Pay Period you cannot hill for Servicesindividually within a Master Billing
Record . Emerald only bills at the MBR level and all services must be billed based on the same day.

?? Canl run Emerald remotely over a dial-up connection?

Y es, the Emerald Management Suite web environment allows access from anywhere you have aweb browser and network
connectivity.

?? What kind of security isimplemented in Emerald?

Emerald has a built-in security model based upon its own internally managed Operator accounts. Emerald does not rely
on SQL Server, Sybase, Windows NT or UNIX accountsfor security. Emerald Operator security is configured within the
Emerald Administrative Security option.

?? Can Emerald be configured to allow for multiple concurrent logins per user?

Y es, but specific configuration of each Emerald Service account and the local RadiusNT/X server is necessary to do so.
The Service account Login Limit field indicates the number of multiple concurrent logins auser is allowed to have. By
default, RadiusNT/X does not reference Login Limit setting of each Emerald Service account. Y ou need to enable the
RadiusNT/X Variable Login Limits feature within the RadiusNT/X Configuration Administrator to activate this
functionality. Once RadiusNT/X has been configured, it isrequired that the Login Limit field for all Servicesbe setto a
valid value of one (1) or more. Note: You can set the Login Limit for all usersto 1 by issuing the following SQL command
within your database server SQL environment: “Update SubAccounts Set LoginLimit=1".

?? Dol haveto do anything special to allow ISDN callsto be authenticated?

No, thereis no need for special configuration as Emerald’s RadiusNT/X component authenticates ISDN calls the same as
astandard dial-up. However, if your system is configured to allow multiple user logins (see above), ISDN users may not
be able to bond both channels for 128K connections.

?? Some of my user calls (possibly including ISDN calls) are not showing up on the Emerald Web Report User’s On-
Linescreen?

If calls are not showing in the User’sOn-Linereport, it islikely that the Servers and Server Ports have not been correctly
identified and configured within the system and Emerald does not recognize the ports the users are logged into. The
Server and Server Ports tables can be re-configured by updating the system Server entries. This can be done running the
“updtport” script against the Emerald Database. The UpdatePort Script can be downloaded from the following URL:
ftp://ftp.iea-software.com/Emerald/Updates/updtport.sql.
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?? Howdo | allow my usersto have dual ISDN Connections?

Configure your system to not use DHCPto assign IP's; instead, individually assign IP Addresses to users and put the
entriesinto the NAS. Within Emerald, the Emerald Administrator will need to configure a RADIUS attribute service
default for the specific Service Type of the ISDN accounts allowing dual connectivity. Under the Emerald Administrative
General button, choose the Service Types option and select the appropriate Service Type entry for edit. Choose the New
RADIUS Service Type Default link to create anew RADIUS attribute default. Select the RADIUS-Standard/Port-Limits
attribute and enter the number of login connections that you want to allow for the attribute value. Oncethisis updated,
edit theindividual MBR Service accounts Login Limit values to match the concurrent number of logins you are allowing.
Asafinal step, configure your server to accept multiple port logins.

?? Canl prevent certain classes/types of Services from being billed by Emerald?

Y ou can instruct Emerald not to bill an account by selecting ‘ Other’ as the Pay M ethod on the MBR Account Summary
screen. The ‘Other’ option is designed toindicate an external billing system is being used and Emerald will not generate
billing for any accounts of this Pay Method type. Note: Emerald will also not automatically extend these types of
accounts, that task would also need to be handled by the external system, or performed manually.

?? Howdo | give away Free Service?

There are several waysto handle promotional dealsin which afree service periodis provided. The recommended method
isfor the Emerald Administrator to set up (within the Emerald Administrative options) a pre-configured Adjustment Type
equal to the free period charge and tax amount. The Service account of the appropriate Service Typeis established
normally. Thefree service period is credited by applying the pre-configured Adjustment to the account. Applying the
service account Adjustment creates a credit on the MBR account that is credited against the monthly service fee charged
against the account.

?? Howdo | assign a specific P address to a customer?

To assign an | P addressto a specific service within an MBR you will need to add afew attributes to make this possible.

Y ou will need to open up the specific MBR that you want to assign this to and then choose a service to which you want
to apply thisto. You will need to select from the attribute drop down list on the Radius tab Framed-Address, Framed-
Protocol, Framed-Netmask, and User-Service with avalue of Framed-User from the values drop down list. For the Framed-
Address you will need to enter in the | P address that you want to assign to that user and for the Framed-Netmask you will
want to enter in your framed netmask (usually 255.255.255.255). Asfor the Framed-Protocol you will want to leave the
default value of PPP. Make sure that after you enter in each of these attributes and their values make sure that you click
on the Save button before leaving the Radius Tab. Even though you have set up the IP Address information for the
particular user you need to make sure to inform the user that they need to set up their computer so that they dial in to the
IP address that you have specified. Note: The IP Address val ue assigned can also be tracked within Emerald (for
informational purposes only), by creating a Service Account Custom Datafield to record the information within each
service account.

?? | amrunning Emerald on a Windows 98 and | am having trouble printing reports and invoices. What's going on?

Windows 98 has a limitation on number invoices that it can send to be printed. If you have alarge number of invoices
that you are trying to print, print the batch from a Windows NT computer.

?? Why isthe e-mailed invoice not lining up correctly?

The reason that the einvoice.rpt don’t line up correctly has to do with the resolution (or desktop size) of the sending
computer is set too small. To have the e-mailed invoice look right the resol ution needsto be increased (at least 800 x 600).
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?? Sometimesit appearsthat my Internet Explorer cursor showsthat it is“ working” , although no action is being
performed. Thisoccurs especially on ‘Cancel’ actions. How can this be stopped?

There isaknown issue with Internet Explorer 5.0 regarding cursor action. Upgrade Internet Explorer to version 5.5+ to
correct the problem.

?? How aretaxes calculated and reported on within Emerald?

Tax rates are configured by the Emerald Administrator and are then assigned to Emerald Service Types. Emerald Service
Types are then assigned to MBR Service accounts, therefore determining the tax rate per MBR Service. Taxesare
calculated and applied to MBR accounts by doing the following for each of theinvoiced MBR Services:

1. Determineif the MBR account istaxable. If not, no tax is calculated.
Determineif the Service account istaxable. If not, no tax is calculated.
Determineif the Service Typeistaxable. If not, no tax is calculated.
Calculate the Service Tax Amount 1 by using the pre-configured tax1 rate associated with the Service Type.
If exists, calculate the Tax Amount 2 by using the pre-configured tax2 rate associated with the Service Type.
Emerald summarizes tax totals over the MBR (all Services) by Tax Description and records each tax total asan
individual invoiceline item.

ok wN

?? My Emerald Searches do not alwaysreturn all therecordsthat | expect. What may be the problem?

Each Emerald Search option (MBR, Service and Simple) return adifferent set of records. Please review the results
descriptions for each option with the MBR Search section of this document. Search results may also be limited by the
Administrative Web/Search Results Maximum option which that limits the number of records returned in each search

query.

?? When | apply payment to account, it isimmediately reflected in the MBR Current Account Balance field, but it does
not appear to affect the aged account balances.

Account aging balances are adjusted and updated to reflect activity only during monthly statement run. During

statement generation, payments will be applied to the account’ s outstanding invoices in chronological order from ol dest
to newest.
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Appendix B: Supported Third Party External Systems

Emerald works with many different third-party products. The open nature of the Emerald database and the technical
specifications of the suite allow third party applicationsto easily interact with Emerald. Below is atable that shows
Internet URL addressesto Third party products which support Emerald or can work with Emerald. Please seethe IEA
Software web site for an up-to-date list.

Category Product Comments URL

Credit Card Authorize.net Batch Out / In www.authorize.net
Credit Card CardSoft PC Batch Out WwWw.cardsvc.com
Credit Card CCard (UK) Batch Out / In

Credit Card CyberCash Batch Out / In, AVS www.cybercash.com
Credit Card IC Verify Batch Out / In, AVS and non-AVS Www.icverify.com
Credit Card Domain POS Batch Out

Credit Card Globd Retail PC Batch Out/In AVS and non-AV'S

Credit Card MAPP-PC Batch Out WWw.mastercard.com
Credit Card PC-Charge Batch Out www.godoftinc.com
Credit Card PC Authorize Batch Out/In

Credit Card PC-Transact_IT v1.2 | Batch Out/In www.novainfo.com
Credit Card PC-Transact_IT Batch Out/In www.novainfo.com
Credit Card PTC Batch Out, AVS and non-AV'S www.firstdata.com
Credit Card TelePC Batch Out www.audiotel.com
Credit Card Visanet POS-Partner | Batch Out

Mail NTMail Authentication DLL WWW.microsoft.com
Mall MailSte Direct Database Support www.rockliffe.com
Mall Netscape MTA Add accounts via E-mail Www.netscape.com
Mail Post.Office Add accounts via E-mail www.software.com
Mall VOPMall Direct Database support WWW.Vircom.com
Mail Imail Authentication DLL WWw.ipswitch.com
FTP Serv-U Authentication DLL www.cat-soft.com
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Appendix C: Glossary of Terms

Authentication - The process of identifying a user’ slogin, password, and account statusto allow dial-up access to your
system. Within the Emerald Management Suite, thisisgenerally done within the integrated RadiusNT/X component.

Balance Forward— An Emerald billing method in which the MBR is configured to receive bills after services have been
rendered. Balance Forward customers are allowed to carry an account balance and generally have acredit limit imposed.

Batch - A method of processing transactions as agroup, usually grouping by time period.

Batch In — The process of importing the data (usually file format) returned from an external credit card or EFT transaction
processing system. During the Batch In process, Emerald will process the results file by posting the approved payment
transactions to the appropriate MBR records.

Batch Out — The process of exporting pending account charges and MBR credit card/EFT information (usually into file
format) for processing by an external credit card or EFT transaction system. The Batch Out file formats are selected and
pre-configured by the Emerald Administrator during system set up (refer to the Emerald Administrator’ s Guide).

Billing Cycle— Thelength of timein which an MBR services are billed. Within Emerald, the MBR Billing Cycle
determines the day of the month in which billed services become due, aswell as determining other general billing
characteristics such as whether the MBR is abalance forward or renewal type account. The Emerald MBR Billing Cycle
valueis used in conjunction with Service account Pay Periods to determine when and how often an MBR is billed.

Billing Group - A group of Master Billing Records having a set of billing characteristicsin common.

Usage Consolidation - The daily process of summarizing the call and network usage data that Emerald automatically
collects per MBR and Service account.

Call Log - A transaction log recording detailed information regarding a service account’ s dial-up activity (access phone
cals).

Call Table— An Emerald database table that stores details regarding each individual Service account call (accessto the
system). Call datais provided from the RadiusNT/X component and is used to determine applicable service usage
chargesfor the hilling period.

Credit Card Transaction Processing System - Software that runs on a personal computer, external to the Emerald
Management Suite, to process and authorize credit card transactions on-line using a modem.

Database— An information storage medium. The Emerald database includes account management and billing information
for each Master Billing Record and associated Service.

Domain - A name that is usually assigned to a network and correlates to a specific | P address or range of |P addresses. In
Emerald, domains are defined when setting up the user database to determine service account default e-mail addresses.

Electronic Funds Transfer (EFT) Processing System - Software that runs on a personal computer, external to the Emerald
Management Suite, to process and authorize electronic bank funds transfers on-line using a modem.

Emerald Administrator - The set of options within the Emerald Management Suite that is used to setup and configure the
Emerald application environment specifically for your organization. The Administrative options are only available to
operators set up with Administrative privileges.

Emerald Client - The set of options within the Emerald Management Suite that providing access to MBR/Service account
management, customer support, billing and reporting activities.
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External synchronization - The method of synchronizing Emerald datawith an external system to allow the automating of
account creation on a server, typically aUnix host.

Incident - An Incident is used within Emerald as ameansto record and track customer support issues and their
resolutions.

Mailing Lists - A list of Internet users who share acommon interest. Users subscribe to the list and then messages that
are sent to the list are reflected back to the e-mailboxes of all who are subscribers.

Master Billing Record (MBR) - A Master Billing Record is used to record the primary contact and billing information for
each billable customer account within Emerald. The MBR information can be established for a single user, or for agroup
of users billed together as one account.

ODBC - Open Database Connectivity is a Microsoft standard for connecting client software to back-end databases. This
enables an ODBC-compliant “front-end” program to operate any database “back-end” server that has an ODBC driver.

Pay Period — Defines the frequency at which a particular Serviceisbilled (for example, monthly, quarterly, or yearly).

PPP - Point to Point Protocol is acommunication standard that allows a computer to be directly connected to the Internet
using a Graphical User Interface such aWeb browser.

Prorate — The calculation of service charges over only aportion of the normal Service billing cycle. Services are usually
prorated when they are established to align them to a particular billing cycle.

Query - Tomakeininquiry, or seek information.

RadiusNT/X — An application that istightly integrated within the Emerald Management Suite that allows any RADIUS-
compliant equipment to directly authenticate and store service usage accounting information directly within the Emerald
user database.

Region — Emerald Regions are generally geographical areas that indicate the different areas where your organization
providesits services. Regions are informational only within Emerald and are used primarily for reporting and grouping
purposes only.

Renewal — An Emerald hilling method in which the MBR is configured to receive bills prior to receiving the service.
Renewal customers pre-pay for services that are billed a pre-configured number of days before their service expiration. If
payment is not received by the expiration date, access to the serviceis terminated.

Secret - A private password. Within RADIUS, a Secret is used to verify server identity during network exchange.
Service - Services, also known assub-accounts, are used to define the types and level s of network access a particular
user has, as well as manage the recurring charges associated with those provided services. Services are managed and

configured within the system by their Service Type. Any number of Services can be associated with an MBR account.

SLIP - Serial Line Internet Protocol is acommunication standard that allows a computer to be directly connected to the
Internet using a Graphical User Interface such aWeb browser.

SQL - Structured Query Language is alanguage widely used in client/server networks to enable databases to be quickly
and easily interrogated. SQL is pronounced “sequel”.

Terminal Server - A computer that allows dial-up access to a network.

User Account - Anindividual or organization that has contracted for your services.
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