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Software License Agreement

By purchasing or installing all or part of the Emerald Management Suite, you indicate your acceptance of the
following License Agreement.

Ownership of Software Y ou acknowledge and agree that the computer program(s) and
associated documentation contained with the Emerald Management Suite (collectively, the “ Software”) are owned
exclusively by |EA Software, Inc. and/or its licensors. The Software contained in the package is protected under
copyright laws and all copyright and other intellectual property rights relating to the Software are and remain the
exclusive property of IEA Software, Inc. and/or itslicensors. Y ou may not rent or |ease the Software, but you may
transfer the Software and accompanying materials on a permanent basis provided you retain no copies and the
recipient agrees to the terms of this Agreement.

License IEA Software, Inc. grunts to you, and you accept, alimited, non-
exclusive and revocable license to use the Software. Y ou agree to use the Software in machine-readabl e object code
form only as authorized in this License Agreement. This License Agreement does not convey any title or interest in
the Software to you. Y ou may only use the licensed number of Master Billing Records (MBRs) with the Software as
stated in your purchase agreement.

Scope of License Y ou may not make any changes or modifications to the Software, and
you may not decompile, disassemble, or otherwise reverse engineer the Software. Y ou may not load, rent, lease or
sublicense the Software or any copy to othersfor any purpose. Y ou agree to use reasonable efforts to protect the
Software from unauthorized use, modifications, reproduction, distribution and publication. Y ou are not permitted to
make any uses or copies of the Software that are not specifically authorized by the terms of this License Agreement.
Y our adherence to this License Agreement will allow IEA Software, Inc. to continue devel oping innovative and
useful products and providing ahigh level of customer service and support. If you do not comply with the terms of
this License Agreement, your license will be revoked.

Updates and Support All software updates are available viathe IEA Software, Inc. web site.
A maintenance contract is available for major version upgrades, which is not included or covered as part of the basic
purchase agreement. Technical support is available via E-Mail, support mailing lists, or a purchased telephone
support contract.

Trademarks IEA Software, Inc., Emerald, RadiusNT, and the associated logo(s) are
registered trademarks. All images, photographs, animations, audio, video and text incorporated into the Softwareis
owned by |EA Software, Inc., unless otherwise noted by Trademark.

Restricted Rights The Softwareis provided with U.S. Governmental Restricted Rights.
Use, duplication, or disclosure by the Government is subject to restrictions set forth in subparagraph ©(1)(ii) of The
Rightsin Technical Dataand Computer Software clause at DFARS 252.227-7013 or subparagraphs ©(1) and (2) of the
Commercial Computer Software - Restricted Rights at 48 CFR 52.227-19 as applicable. The Software is also protected
by International Treaty Provisions. Manufacturer is |EA Software, Inc. Suite 326, West 422 Riverside Spokane,
Washington 99201.
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Miscellaneous This License Agreement shall be construed, interpreted and governed
by the laws of the State of Washington. Should any term of this License Agreement be declared void or
unenforceable by any court of competent jurisdiction, enforcement of the remaining terms shall not be affected.
Failure of either party to enforce any rights or to take action against the other party in the event of any breach of this
Licensing Agreement shall not be deemed awaiver of any subsequent enforcement of rights.

Limitations of Liability and Remedies In no event shall IEA Software, Inc. or its licensors be liable for any
loss of profit or any other commercial damage, including but not limited to special, incidental, consequential or other
damage, even if IEA Software, Inc. or its licensors are advised, in advance, or the possihility of such damages. IEA
Software, Inc. and itslicenser’ s entire liability and your exclusive remedy shall be, at IEA Software’ s option, either (a)
return of the price paid, or (b) repair or replacement of the Software. To the maximum extent permitted by applicable
law, |EA Software, Inc. and itslicensors disclaim all other warranties, either express or implied, including but not
limited to, implied warranties with regard to the Software, the accompanying material. This Limited Warranty isvoid if
failure of the Software has resulted from accident, abuse or misapplication. Y ou may have other specific legal rights,
which vary from state/jurisdiction to state/jurisdiction.

Should you have any questions concerning this license agreement, please contact |EA Software, Inc. West 516
Riverside Suite 201, Spokane, Washington 99201 U.SA. (509) 444-2455,

Information in this document is subject to change without notice. No part of this document may be reproduced or
transmitted in any form or by any means, electronic or mechanical, without the express written consent of IEA
Software, Inc.

Trademarks

Emerald Management Suite, RadiusNT, and RadiusX are trademarks of |EA Software, Inc.
Alpha AXP isaregistered trademark of Digital Equipment Corporation.

Intel isaregistered trademark of Intel Corporation.

Transact-SQL isaregistered trademark and DB-Library isatrademark of Sybase, Inc.

© 1996-2002 | EA Software, Inc.
All Rights Reserved, World Wide
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Preface

The Emerald Administrator’ s Guide is designed to provide detailed technical information for those installing,
configuring, and administering the Emerald Management Suite. Thistechnical manual complements the Emerald
User'sguide. Itisrecommended that you read the material presented within the Emerald User’s guide prior to
attempting to administer the Emerald Management Suite in order to gain a thorough understanding of the
configuration options available to you.

The Emerald Management Suite is designed to utilize either a SQL Server or Sybase relational database package for
data storage. The database package must be installed and configured outside of the Emerald Management Suite
environment. The Emerald documentation offers no specific information regarding the installation, configuration,
operation, or maintenance of the back-end database application. It ishighly recommended that the database
application documentation be available during Emerald Management Suite installation and setup. A good working
knowledge of your database server will aid in understanding some portions of the Administrator’ s Guide.

Getting Started

The Emerald Administrator’s Guide will walk you through the process of installing the Emerald Management Suite
and using the Emerald Administrative options for system configuration. Each chapter includes fundamental
information as well as providing step-by-step guide on using the application. The step-by-step instructions include
screen shots of the application that display the information needed to complete the presented tasks. The information
shown in the screen shots is generic; your screen may look slightly different at points due to the amount of
information that may be currently stored within your user database.

The Frequently Asked Questions (FAQs) and Troubleshooting chapters anticipate questions, concerns or problems
that you may encounter during the installation and use of the Emerald Management Suite. Additionally, the Quick
Tips scattered throughout the manual are designed to resolve common procedural errors or questions that may arise
while using the application.

Document Conventions

The Emerald Administrator’ s Guide has standardized document conventions to help you locate, interpret and identify
information. They are provided to show consistent visual clues and a standard key combination format to assist you
whileyou learn and use Emerald.

Format Representation

Bold Menu option to be selected, icon or button to be clicked. Also used to identify key terms.

Italic Directory or filename. Also used to emphasize aword, term or concept.

“guoted text” Thisistext that you need to type. Do not include the quotation marksin your entry, but
rather just the text within the quotation marks.
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System Requirements

The Emerald Management Suite operates within aweb environment that is based upon its own integrated web server.
Emerald is accessed via a standard web browser, minimally supporting Microsoft Internet Explorer 5.0+ and Netscape
Navigator 4.7+. Emerald requires database server access, requiring either SQL Server 7.0+ or Sybase 11.9+ to be
installed and configured before the Emerald installation takes place. The Emerald installation is designed for
computerswith full network access, typically those that are hooked into alocal area network (LAN), or viaa PPP
(networked) connection.

The Emerald Management Suite has the following minimum system requirements that should be verified by your
System Administrator before installation. Please note that the independent database server/client and web browser
installations need only be accessible to the Emerald server, not reside on the same machine.

?? WINDOWS systems

Pentiumbased PC

Windows NT/Windows 2000 operating system

128 MB of free hard disk space for the software

64MB of memory, more recommended

SQL Server 7.0, SQL Server 2000, or Sybase 11.9.2 database server and client

ODBC connectivity to MSSQL or Sybase

Standard web browser (clients only, specific support of MS Internet Explorer 5.0+ and Netscape
Navigator 4.7+)

o0 A PDF Viewer or plug-in (clients only, see www.adobe.comfor more information)

O O0OO0Oo0OOo0OOo0o

?? LINUX systems
0 Pentiumbased PC
Linux RedHat 6.2,7.0 (7.1+ req 6.2 compat-libc packages), SUSE 6.4 or Caldera OpenLinux2.3
60 MB of free hard disk space for the software
128 MB of memory, more recommended
SQL Server 7.0, SQL Server 2000, or Sybase 11.9.2 database server
TCP/IP connectivity to MSSQL or Sybase
Standard web browser (clients only, specific support of Netscape Navigator 4.7+)
A PDF Viewer or plug-in (clients only, see www.adobe.comfor more information)

O O0OO0Oo0OOo0OOo0o

?? SOLARIS systems
0 SPARC workstation
Solaris operating system
60 MB of free hard disk space for the software
128 MB of memory, more recommended
SQL Server 7.0, SQL Server 2000, or Sybase 11.9.2 database server
TCP/IP connectivity to MSSQL or Sybase
Standard web browser (clients only, specific support of Netscape Navigator 4.7+)
A PDF Viewer or plug-in (clients only, see www.adobe.comfor more information)

O O0OO0Oo0OOo0OOo0o

?? COBALT systems
0 COBALT RAQ3or RAQ4
Cobalt Linux operating system
60 MB of free hard disk space for the software
128 MB of memory, more recommended
SQL Server 7.0, SQL Server 2000, or Sybase 11.9.2 database server
TCP/IP connectivity to MSSQL or Sybase
Standard web browser (clients only, specific support of Netscape Navigator 4.7+)
A PDF Viewer or plug-in (clients only, see www.adobe.comfor more information)

O O0OO0Oo0OOo0OOo0o
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Installation Overview

There are four steps that must be compl ete before installation of the Emerald Management Suite should take place.
The scope of these activitiesis beyond this document and you should consult your System Administrator and your
user documentation regarding the separate installation and configuration of the following:

?? Database server (SQL Server 7.0+ or Sybase 11.9+)

?? Database client

?? ODBC connectivity (usually included as part of the database client installation)

?? Standard web browser

Note:

The System Administrator must complete theinitial database pre-installation and configuration steps before the
Emerald Server will be able to be installed and configured correctly.

Important:

Thereadmeitxt filein the Emerald subdirectory notes all recent changes, known problems, platform-specific issues,
and bug fixes that were made to the Emerald Management Suite that may not be included within the released
documentation. For the latest release and information on Emerald, access http://www.iea-softwar e.com within your
web browser. **READING THISFILE ISESPECIALLY IMPORTANT WHEN PERFORMING AN EMERALD
UPGRADE INSTALLATION AND SHOULD BE CAREFULLY REVIEWED BEFORE PROCEEDING.

I mportant:

If you have purchased Crystal Reports and it isinstalled on the same machine as Emerald when Emerald is uninstalled
the Crystal Reports Installation will become corrupt and you will need to re-install Crystal.

Installation of the Emerald Management Suite itself involves performing the following three steps:
?? Installation of the Emerald Server
?? Creation of the Emerald database
?? Configuration of the Emerald Server through the Emerald Admin options.

Theseinstallation instructions describe the install ation of the Emerald server from aCD-ROM, or by first
downloading it from the Internet and then installing. As part of the normal installation process, your System or
Network Administrator will create and popul ate the default data and configuration information for the Emerald
database. Thesetasks are outlined within this document. Please note that the Emerald database must be created
and configured before the Emerald software can be used.

In the case that you experience problems during the installation process, please refer to the troubleshooting/FAQ
section within this document, the Emerald Administrator’ s Guide, or contact the IEA Software Customer Support
Department for further information.

Downloading Emerald from the IEA Software FTP Site

The Emerald Management Suite can be installed from the distributed CD, or by downloading the product from the
IEA Software FTP site. IEA Software diligently maintainsthis site, providing all available product information and
documentation, release notes, and product upgrades for access and/or download by their customers at any time. The
IEA Software main web site (www.iea-software.corm) also providesimportant product information and customer
support options for those who encounter problems or questions through the installation or use of Emerald. Thissite
should be checked periodically to obtain information regarding available product upgrades and upcoming new

rel eases.

Emerad — Administrator’ s Guide 10 |EA Software, Inc.




This section briefly describes the process of downloading the Emerald Management Suite product from the IEA
Software FTP site.

1. From within aweb browser, navigate to the ftp.iea-softwar e.com FTP site. Thisisan anonymous FTP site that
allows guest logins. Enter anonymous as your login name and use your e-mail address as your password.

2. Thecurrent supported version of Emerald islocated in the Emerald directory of the FTP site. Within this
directory, choose the Emerald subdirectory indicating the host OS platform (Windows, Linux, or Solaris). The
Emerald Version 4.0 distribution file name is Emera d40.xxx, with only the extension differing between the different
platform distributions. As product upgrades occur, the product file name will be renamed accordingly (such as
Emerald50.exe for Emerald 5.0 for Windows). Download the file into atemporary subdirectory on your hard drive
(such asc:\temp on Windows systems).

Quick Tip:

To download Emerald with abrowser such as Netscape, access the Emerald FTP site at ftp://ftp.iea

softwar e.com/emeraldv4. Click on the platform you wish to download (ie, Cobalt, Linux, Solarisor WinNT). Click on
the Emerald file name using your right mouse button, then select Open thisLink. Y ou will be prompted for alocation
to save thefile. Select the desired subdirectory and click OK to download the compressed file into atemporary
subdirectory on your hard drive.

3. When the download is complete, the downloaded file can be executed on the chosen platform to start the
Emerald installation/setup program.

Quick Tip:

Thereadmeitxt filein the Emerald subdirectory notes all recent changes, known problems, platform-specific issues,
and bug fixes that were made to the Emerald Management Suite that may not be included within the rel eased
documentation. For the latest release and information on Emerald, access http://www.iea-softwar e.com within your
web browser. **READING THISFILE ISESPECIALLY IMPORTANT WHEN PERFORMING AN EMERALD
UPGRADE INSTALLATION AND SHOULD BE CAREFULLY REVIEWED BEFORE PROCEEDING.

Installation of the Emerald Server

The Emerald Management Suite is capable of running on multiple operating system platforms. The following
sections detail the installation instructions for each supported platform.

Windows Installations

The following installation instructions will work for both Windows NT and Windows 2000. Before installing the
program, make sure that the logged in user has sufficient access rights to the drive on which you will install Emerald,
including having Windows Registry read/write access.

On each installation wizard screen there will be anumber of options offered on the bottom of the screen. These
button options are described below:

Next button will advance you to the next installation step

Back button will take you back to the last installation step

Cancd button will cancel theinstallation process

Reset button will clear any settings on the current page and refresh the display

TN N BN
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The physical installation of Emerald will not occur until the installation wizard receives the final user confirmation.
Until that point, the installation configuration choices may be changed and/or cancelled without affecting your

system or the machine you are installing on.

Use the following stepsto install the Emerald Management Suite in a Windows environment:

1. Runthe Emerad4.exefile from CD or from the
temporary download directory in which it was
saved. The Emerald Management Suite
Installation Wizard welcome screen will be
presented. Pressthe Next button to continue the
installation procedure.

2. Whenthe Emerald Software License Agreement
screen appears, read the agreement by using the
vertical scrollbarsto the right on the screen. To
accept the Emerald Software License Agreement,
click the ‘I accept’ radio button and choose the
Next button. If you do not accept the Emerald
Software License Agreement, you will not be
allowed to continue the Emerald Management
Suite installation and you will need to cancel the
installation by choosing the Cancel button.

3. Choose the Emerald Management Suite
destination directory by either accepting the
default directory location provided, or selecting an
aternative by using the Browsebutton. When
entered, choose the Next Button.

Emerad — Administrator’ s Guide

]’E.]Emerald Management Suite 4.0 Setup

7

=101x]

Welcome to the Emerald
Management Suite 4.0
Installation Wizard

It iz strongly recommended that you exit all Windows programs
before munning this zetup program.

Click Cancel to quit the setup pragram, then close any programs
you have running.  Click Mext to continue the installation.

WARMIMG: This program iz protected by copyright law and
international treaties.

Unautharized reproduction or distibution of this program, or any
portion af it, may result in zevere civil and criminal penalties, and
will be prazecuted to the mavinum extent possible under law,

< Back:

Cancel |

]’E,JEmerald Management Suite 4.0 Setup

License Agreement

“Y'ou muzt agree with the license agreement below to proceed.

Emerald Software License Agreement

By purchasing or installing the Emerald Internet Management Suite, RadiusNT,
or any sub-component, you indicate your acceptance of the following IEA
Software, Inc. License Agreement.

Ownership of Software

‘fou acknowledge and agree that the computer program(s) and associated
documentation contained with the Emerald Internet Management Suite j

I TR POy TR T SR PO N 1 ol = Y- W

[T - SR

i | accept the license agreement
i+ || do not accept the license agreement

“wise Installation Wwizard

Reset < Back THeEst > | Cancel |

ﬂ?—]lEmerald Management Suite 4.0 Setup

Destination Folder

Select a folder where the application will be installed.

The Wise Inztallation “wizard will install the files for Emerald Management Suite 4.0 in the
following folder.

Ta inztall into a different folder, click the Browse button, and select another folder.
You can chooze not ta inztall Emerald Management Suite 4.0 by clicking Cancel to exit
the Wise Installation Wizard.

C:%Program FileshE merald'

Browse |

" Destination Folder

Wise Installation Wwizard

< Back Cancel
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Choosethe Installation Type. Choose Typical to
install the most common application features.
Choose Complete to install all application features
and documentation. Choose Custom to have
complete control over the Emerald features and
components that get installed on your system. The
Custom option is only recommended for advanced
users. Itissufficient for most usersto choose a
Typical installation. Once you have made your
selection, choose the Next button to proceed.

Confirm your previous installation choices and
proceed with the physical installation by pressing
the Next button. To change one of your previous
choices, choose the Back button. To cancel the
installation process, choose the Cancel button.

If the installation is confirmed with the Next button,
the application will begin thefile installation and will
prompt the user when the process is compl ete.

When confirmation of a successful install is
presented, press the Finish button to exit the
Emerald Management Suite installation wizard.

Once the system files have been installed, you are
ready for theinitial configuration of the Emerald
Management Suite system. Refer tothelnitializing
and Verifying the Emerald Web Service section of
the document to compl ete the required
installation/configuration tasks.

Emerad — Administrator’ s Guide
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Select Installation Type

Select the desired inztallation bype.

The most common application features will be installed. Thig option
is recommended for most users.

i~ Complete
B~ Al application features will be installed. This option iz recommended
gg for the best performance.
= M
i~ Custom

Usge thiz option to choose which application features pou want
inztalled and where they will be installed. Recommended far
advanced uzers,

Wise [nstallation Wizard®

< Back | Next » I

Cancel
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Ready to Install the Application

Click MNext to begin installation.

Click the Back button ko reenter the installation information or click Cancel to exit
the wizand.

‘wize [nstallation ‘wizard

Cancel I

=0l

Emerald Management Suite 4.0
has been successfully installed.

ﬁEmerald Management Suite 4.0 Setup

Click the Finish button to exit this installation.
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Note:

Typically, in the case of possible installation problems on the Windows platform, the installation process will end
with an error display of “Install Ended Prematurely”. Inthis case, the installation can be re-run in debug mode to
obtain more details regarding the problem. To runtheinstall in debug mode, run the installation script from the
command line by entering: emerald4.exe—I emerald4.msi —I* emerald4.log. Thiswill create an installation log file
called emerald4.log. Please contact the customer support department at support@iea-software.comfor more
information regarding possible logging of the non-windows installation process.

If you previously had EmeraldV 4 installed and have removed it, the services may still exist (with adisabled state).
They will be removed when you reboot your system. 'Y ou must reboot your system before installing Emerald under
these circumstances, or the install will fail.

Linux Installations

Thefollowing installation instructions will work for Linux installations, supporting both Red Hat and SUSE. Before
installing the program, make sure that the logged in user has sufficient access rights to the file system on which you
will install Emerald.

e LS LU UL LR N | oo to EA Softuare, Inc. UNIX Installer wd.0
download) into atemp directory. '

2. Starttheinstaller by typing “ /install.pl”. opt 1 ; ks H‘ install I""i“ the list
H H H elect Ing B NUADET O 1=l I O2lod.
3 .TheflrSt screen will list aset of components you can [ to continue with the llation ar " to abart.
install. Toinstall acomponent, select the number of _ N
that component. Selecting the number again will 1. H“EHH} el S (4.0.18)
desel ect that component. . [Installl SR -

4. Select C to continue when the desired componentsare (IR T 111 Enerald LOA
selected. 2. [Do ot 111 Ererald §

5. Thefilesinstalled will scroll on the screen, with afinal
summary of installation status.

Oncethe system files have been installed,
you are ready for theinitial configuration of
the Emerald Management Suite system.
Refer to the Initializing and Verifying the Emerald Web Service section of the document to complete the
required installation/configuration tasks.

Solaris Installations

Thefollowing installation instructions will work for Solarisinstallations, supporting SPARC Solarisonly. Before
installing the program, make sure that the logged in user has sufficient access rights to the file system on which you
will install Emerald.

1. Extracttheemeraldd_solaristar.gzfile(fromthe CD or  [HS P e i P N1 (TN (e 0 | PRl
download) into atemp directory. '

2. Starttheinstaller by typing “./install.pl”. Select opt ional conponents to install ITTH the list
. . . E L 2 =] 0 n Delod.
3. _Theﬂrst screen will list aset of components you can r : Lation or '0° to abort.
install. Toinstall acomponent, select the number of _ N
that component. Selecting the number again will 1. rald Server (4.0.18)

desel ect that component.

[Oo not 111 Enerald LOA
[Oo ot 111 Ererald Sy
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4. Select C to continue when the desired components are sel ected.
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5. Thefilesinstalled will scroll on the screen, with afinal summary of installation status.

Oncethe system files have been installed,
you are ready for theinitial configuration of
the Emerald Management Suite system.
Refer to the Initializing and Verifying the Emerald Web Servi ce section of the document to complete the
required installation/configuration tasks.

Cobalt Installations

Thefollowing installation instructions will work for Caobalt installations, supporting Cobalt 3 and Cobalt 4 only.
Beforeinstalling the program, make sure that the logged in user has sufficient access rights to the file system on
which you will install Emerald.

1. Extracttheemerald4d_cobalt.tar.gzfile (fromthe CD or [H P SRESE i IS PRRRI NS (TR (PEUR | PRl
download) into atemp directory. '

2. Starttheinstaller by typing “./install.pl”. :tl IZIEIt 'Elhil} l:IZIHIIIEIr'l 1 i inztall I'ﬁin the list
. - ) zelecting the nudber o L= Fi DeloH.
3. _TheﬂrSt screen will list a set of components you can T C7 to continue with the llation or "° to abort.
install. Toinstall acomponent, select the number of _ N
that component. Selecting the number again will i HHEHH} ver 14.0.18)
desel ect that component. b [Installl
4. Select C to continue when the desired componentsare  FEEERTITET 111 Ererald LOA
selected. 3. [Do not 111 Enerald &

5. Thefilesinstalled will scroll on the screen, with afinal
summary of installation status.

Once the system files have been installed,
you are ready for theinitial configuration of
the Emerald Management Suite system.
Refer to the Initializing and Verifying the Emerald Web Service section of the document to complete the
required installation/configuration tasks.

Initializing and Verifying the Emerald Web Service

During the Emerald Management Suite installation, the Emerald Web Server (Emerweb) was automatically installed
and configured on your system. The Emerald Web Server isalways required to be running in order to access the
Emerald Management Suite. The Emerweb Serviceis pre-configured to start automatically upon system startup and
will be available once the system has been restarted. Please note that Emerald must be fully installed and the
Emerald database must be created and configured before Emerald software can be used.

By default the Emerald Web Server, once installed and initialized, will continue to run without interruption. If thereis
adisruption and the Web Server must be restarted, contact your System Administrator to complete the following
steps to verify and restart the Emerweb service.

On Windows systems:

1. Tostart the Emerald Web Server, select Web Server Debug M ode from the Start Menu/Program
Files’'Emeral d/Server menu.
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On Linux and Solaris systems:
1. To start the Web Configuration Server, change to the /usr/local/emerald directory: “cd /usr/local/emerald”.
2. Executethe command"./emerwebsrv -debug".

Initial Database Configuration

Once the Emerald Server installation is complete and the Emerald Web Server has been initialized, the Emerald System
Administrator must configure the system. Configuration of the system includes the creation and population of the
Emerald database and performing the user configuration of the Emerald billing and system options. The database
configuration activities are detailed within this section and are performed by the Emerald Administrator. The Emerald
Administrator must perform these steps, aswell as verify the independently installed database server and client
configurations, before the Emerald Management Suite can be used.

Regardless of operating system platform, each installation requiresthe initial creation and configuration of the
Emerald database performed with the Emerald Web Configuration Server. The steps required to complete the initial
configuration of the system are described below.

1. Start the Emerad Web Configuration Server.
On Windows systems:
a. Tologintothe Web Configuration Server, select Web Config from the Start Menu/ Program
Files’Emerald menu.

On Linux and Solaris systems:
a.  Openaweb browser and goto the URL: http://127.0.0.1/settings.

2. If thisisthefirst time that the Configuration Server has been started, you will initially be prompted to enter a
Passwor d and confirm the password value by entering it again. The Web Configuration password entered
will only be valid for the Emerald Web Configuration Server (not for the Emerald application itself). Thereis
no default username or password when the Web Configuration Server isinitially started.

After you have created the Web Configuration Server password, you will be prompted again for aWeb

Configuration Server username and password to login. The usernameisinsignificant, and the password is
the password you initially set up for the Configuration server above.

Note:

The password configured for the Web Configuration Server is shared among all the Emerald Management Suite
Configuration Server Administrators (Emerald Web Configuration Server, RadiusNT Administrator, EmerAuth
Administrator, etc.), meaning that all Administrators running on the same machine will use the same password once it
has been established. Becauseit islocally configured, the password is machine-specific. If the password is
forgotten, it can be located by following the instructions below. If the WCPassword entry is cleared as described
below, you will be prompted to provide a new password upon the next Web Configuration Server start-up.

On Windows machines: Use the Registry Editor to look up the value under the Registry value for WCPassword
under HKEY_ _LOCAL_MACHINE Software\IEA\Common. Y ou can clear the value within the Registry Editor, but the
web server must be stopped and restarted in order for the changes to take affect.

On non-windows platforms the value can be found within the /usr/local/iea’lcommon.ini file. The existing passwordis
cleared by removing the “WCPassword =“ line.
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Once the Emerald Web Configuration Server has been launched, choose the Create DatabaseM enu option to the
right of the welcome screen. Note: Upgrade installations must also create anew Version 4.0 Emerald database (your
existing datawill be copied into and converted into the new database during upgrade).

Emerald Web 4017 Configuration server Save Changes Eeset Changes Change Password
I + Database settings
| Welcomn, select an item from the mesm options izt to get saned When your freshed mabng changes cick “Save Chimges' + ODEC control panel
gNodz:'.l'.h:dﬂpmﬂﬁrﬁh:oﬂﬁgﬁ“lm:mhrﬂgdﬂhﬂm?umdmm. : eate Diatabage

3. Within the Create Database screen, you are prompted to configure the Emerald data source information to
establish ODBC connectivity to your database server. To create the Emerald database, choose the ‘ New’
option from the Emerald datasource pick list and then press the Continue button.

Emerald Web 40017 Confignration server Save Changes Feset Changes Change Password
et
Pa— — + Database sethngs
Emnezald datasource ||rl.l-|__ J o ODEC ¢ Krl
+ Debug opticas
5A Upemname | » Create Databage
54 Password e
¥¥ Contirasa

4. Onthe ODBC control panel screen, enter “Emerald4” in the Create new datasourcefield. Alternatively, you
may select an existing datasource to edit from the Edit existing datasource pick list. Pressthe Continue
button when finished.

Emsrald Web 4017 Confignraton server Save Changes Feset Changes Change Fasswrord
ODBC control panel "
I
it n Database et
| Bda datas oo » Llatabase setiegs
| saskng ) E » COBC control panel
E Create new datasource |Ennrald-1 = Diebugz opgions
| » Create Database
wr Corfinug
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5. Choose the appropriate type from the Databasetype pick list. Thisindicates the type of database server
installed on your site that will run against the Emerald server. Typically your choice will be aMicrosoft SQL
or Sybase selection. PressContinuewhen done.

Emsrald Web 4017 Configuration sexver Sawve Changes Feset Changes Change Fasswrord
ODBEC controd panel
i » Datnbase sethngs
Listabase type |Micrasch SOL 7+ = + ODEC control pamel

- » Defbug epticas

6. Thenext step isto describe the new Emerald data source and provide server information. Enter the
following information on the fields provided:

Field

Description

Datasource description

Enter adescription for the datasource. Generally, thiswill be the datasource
name'‘'Emerald4 .

Server name

Enter the name of the server in which your database server resides. Note: For
UNIX versionsthe server nameisthe IP Address of your database server
followed by *,’ and it's TCP port number. Example: 10.0.0.35,1433

Trusted connection

Choose Y es or No from the pick list indicating whether your database server
will be accepting a Trusted connection, or using the SA username/password
information for Emerald access.

Emsrald Web 4.0.17 Configuration server Save Changes FEeset Changes Change Fassword

Blem 1
ODBC controd panel bl

Diasascarce description

# Damabase sethings
+ ODEC control pamel

Server nams

Treaed connection. | Moo 7

-

= Create Dlafabage

»¥ Continus

Once the information has been entered, press the Continue button.

7. If the datasource is not configured to use atrusted connection, the datasource will require the system
administrative (SA) usemame and password to set up access to the database server. Enter the following
field values and press the Continue button to compl ete the creation and configuration of the Emerald

datasource.

Field Description

Emerald datasource | Choose the Emerald datasource name, typically ‘ Emerald4’, from the data source
pick list.

SA Username Enter the system administrator username configured on your database server.
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| SA Password | Enter the system administrator password configured on your database server.

Emerald Web 4.0.17 Confignration server

8. Thenext step in the database configuration is to actually physically create the Emerald database that will
store the account and system information. On the Create Database screen, choose to Create a new database
by entering ‘Emerald4’ as the database name in thisfield and pressing the Continue button.

Em#rald Web 4017 Confignration server

9. Continuing on with the Create Database task, this screen is used to identify information for your existing
database server, and indicate if adata upgrade from aprevious Emerald version installation is required.

Emerald Web 40017 Configuration server
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Field Descriptions are provided below.

Field

Description

Device name

Choose a name for the data device for your Emerald 4.0 database. The default providedis
Emerald4 data.

Device filename

Enter the physical filename and directory path of where the database fileisto beinstalled
locally on your database server. Thisdirectory path must already exist.

Devicesize Enter theinitial database file size of the database to be installed on your database server.
Refer to your database server user documentation to determine the appropriate default
value. Asagenera rule of thumb you will need about 50MB per 1000 MBRs.

Log name Choose a name for the Emeral d4 database 1og.

Log filename Enter the physical filename and directory path of where the log fileis to beinstalled on
your database server.

Logsize Enter theinitial log file sizeto beinstalled on your database server. Refer to your

database server user documentation to determine the appropriate default value. Asa
general rule of thumb this should be about 1/5 of the size of your Device size.

Convert Emerald

Select from the existing databases listed within the provided pick list to indicate the

2.5 database Emerald 2.5 database to be converted into the Emerald 4 format. This option will
automatically perform the data conversion necessary to upgrade your existing Emerald 2.5
datainto aformat compatible with the new Emerald 4 application. Note: The database
conversion will leave the Emerald 2.5 database intact, performing the conversion by
creating anew Emerald 4.0 database (therefore a new database name is required, created
as‘'Emerald4’) and copying the datainto the converted format from the old database to
the new database.

Emerdd25CC | Select from the existing CC format options within the provided pick list to indicate the

Expireformat previous Emerald 2.5 format to be converted into aformat compatible with the new
Emerald 4 application.

Create Emerad | These fieldsindicate the user and password used for access to the new Emerald V4

SQL DB user database. Thesefields should be set to allow the Emerald server to connect to the

and Password database server specified previously. Note: If Emerald 4.0 isinstalled over an existing

Emerald installation, the password entered here must match the existing database
password. The password default in thisfield is arandomly generated password and will
not match the previous password.

After the field values have been entered, press the Continue button to initiate database creation and

population.
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Asthe database creation and conversion occurs, the following screen will be displayed showing the
progress of the database creation. Once the process has completed successfully, the message “Emerald
database installation complete” will be displayed at the bottom of the status screen.

+ Populating Tables: . {31%) ... ..o o ool [ | B s el P i e K R
. (3Me) .. : RES cose (3T - . H . P L
@) 5 (7).
2] et S i et et ol ) Bl o Me e T T o S LI (3. . ..
. Wi h G R L B G L RS
(5:3%a) (5504) (E724)
(L PHEHR A R R S e [k, PHERHT e S s e (73%%)
» Creating heta Objesrs: (7 5%5) (TN
REfE e ey R S R S g s L
» Populating Remaming Tables:  (754) B4 )

» Creating Triggers:

- plving database prmissisns: (BN (91%)
Tl | R R S R O i S AR e S o e TR s e R

Emnevald database installation complate.
Llenm Orptions

= Databae sefings
e CDEC contral panel

& Debaz options
= Cropts Drakabass

Quick Tip:

It isrecommended that if an Emerald 2.5 data conversion has occurred, that the data popul ated within the new
Emerald 4.0 database be verified for accuracy before continuing. 1nthe unlikely case that datainconsistencies are
discovered, do not try to manipulate the data directly using SQL. Please contact the IEA Software Customer Support
team for assistance.

The Emerald Web Configuration Server

The Emerald Web Configuration Server was used during the installation process to install and configure the Emerald
4.0 database for the Emerald Management Suite. Although installation isthe primary reason to use the Emerald Web
Configuration Server, there are timeswhere it may necessary to modify the Emerald configuration such as changing
the database information, ODBC configuration and/or change the administrative operator passwords. The Emerald
Web Configuration options are available any time by starting the Web Configuration Server by doing the following:

1. Start the Emerald Web Configuration Server.
On Windows systems:
a If theEmerald Web Server isnot started, select Web Server Debug Mode from the Start
Menu/Program Files’Emeral d/Server menu.
b. Tologintothe Web Configuration Server, select Web Config from the Start Menu/ Program
Files’Emerald menu.

On Linux and Solaris systems:

a If theWeb Configuration Server is not started, change to the /usr/local/emerald directory: “cd
Jusr/local/emerald” and execute the command "./emerwebsrv -config"”.

b. Openaweb browser and go to the URL: http://127.0.0.1/settings.

Emerad — Administrator’ s Guide 2 |EA Software, Inc.




2. When prompted, enter a Username and provide the general Configuration Password provided during
installation and initial start of the Web Configuration Server (or other Emerald Management Suite
Administrator). The creation and access of this password is described above in the Initial Database
Configuration section above.

Emerald Web 4017 Configuraton server Save Changes FEeset Changes Change Fassword
Bemn Cptions
| Wedeamns, select an ftem fam the mesia options et to gt stanted When youw Brohed malirg changes clck “Save Chasges' : 3:§f;dem_.-_
| Mote: The defadt passwoed for this configaration server cam be: changed vaa the ‘Change Password’ opteon abave. : %fﬁf;?iﬂ

Emerald Printing Configuration

On Windows Systems

On Windows systems only, the Batch Printing feature of Emerald requires use of the “ Default” system printer. In
order to utilize the default system printer, Emerald must berun asa“user” of the system, because the Local System
account cannot have a“Default” printer configured. Emerald is configured to run as a user by following the steps

below:

1

Using the Control Panel, access the Services option.
Locate the Emerald Web Server service and double-click to retrieve the service properties.
Click the Log On Tab and select the “ This Account” radio button.

Select the account that Emerald should run under. The recommended user account is your Administrative
account. The only requirement isthat this user has accessto a default printer.

Additionally, the configuration must include a System DSN named ‘Emerald4’. Configure the System DSN by
following the steps below:

1

2.

Using the Control Panel, access the Administrative Tools/Data Sour ces (ODBC) option.
Click the System DSN Tab and click the Add button.
Select the appropriate database server type and press the Finish button.

Name the data source “Emerald4”, provide a description and select the database server name. Pressthe
Finish button and optionally use the provided option to test your data source connection.

Note: The System DSN must be set up as a Trusted Connection and the database server must be configured to allow
SQL and Windows authentication. Please refer to your database server documentation for this configuration.
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On all operating system platforms

Emerald Printing and Preview features rely on the processing of PDF files. Therefore, aPDF Viewer or Plug-in must
beinstalled on all Emerald Client machines. Please go to www.adobe.comfor more information regarding the
download and installation of the Adobe PDF Viewer.

Secure Socket Layer (SSL) Configuration

The Emerald Server natively supports SSL (Secure Socket Layer) transactions. To enable SSL support, enter a port
for the SSL connection to listen on in the Security section. A sample certificate labeled IEA Software, Inc isincluded,
but you will most likely want to use your own certificate. See the documentation at www.openssl.org for more
information on generating your own certificate.

Launching and Logging on to Emerald

To start exploring Emerald’ s features you need to launch it within a supported web browser. The Emerald Server
specifically supports both the Microsoft Internet Explorer and Netscape Navigator web browsers. To launch
Emerald, do the following:

1. Tologintothe Emerald server using your E M E RAL
default web browser do the following. On / !

Windows systems, select Web L ogin from the Internet Management Suite
Start Menu/ Program Files’'Emerald menu.

Flease enter your username and password below to log into Emerald.

On non-Windows systems, start aweb browser Username: [
and gotothe URL: http://localhost Your Password [
System Administrator configured the Emerald  Login |

site location during the Emerald server

installation.

Emereld is Copyrighe 1994-2000 by TEA Saftwere, Tne, AL Righis Rescrved, World Wide.

2. Emerald Management Suite login screen, enter your Emerald operator Username and Passwor d and click on the
L ogin button, or just pressthe Enter key. The Emerald System Adninistrator configures valid username and
passwords, as well as assigning individual operator privileges, during system installation and configuration.

Note: Thefirst timeyou log into the Emerald Suite after installation, use the default Username and Password
values ‘Admin’ and ‘Passl’, respectively. These values are supplied as the administrative login by default

during installation. 1t is strongly recommended that the default Emerald Administrative
account password be changed immediately upon initial login to the system.

Note:

Itiscritical for the operation of the Emerald Management Suite that both cookies and java script be enabled within
the web browser accessing the Emerald Server. Within Microsoft Internet Explorer thisis done within the Browser
Tools/Internet Options/Security/Customoptions. Within Netscape Navigator thisis done within the
Edit/Preferences Advanced options.
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Licensing

Once you have successfully created your Emerald database, you need to register your initial Emerald software
license.

e e ey e e e e e

No valid Emerald licenses have heen found

Tpdate Emerald hicense keys

Note:

When you login to the system, prior to entering your license key, your system access will be extremely limited and
Emerald will consistently present an informational message regarding insufficient licensing of the product.

Emerald license keys are configured within the License K eys option under the Admin/Web Config main menu option.

If you later choose to update your license information (for example add more MBRs) you will select this option as
well.

Emerald Weh Server Setup
[Web Confiouration] [Web Links] [Print Types] [Eeset Query Cache] [Beload Security] [License Eeys]

[Add License]

e S

A example license key value 500 MERs Ezxpires 6/25/2001 Delete

Adding a License

To add anew license key, choose the Add Licenseoption.

When you purchase Emerald, Evaluate Emerald, or add Company. |
additional MBRs, you will receive an Email with your License License Key: |
information. Y ou need to enter the exact Company Name and Add Key |

License Key that you receivein the E-mail. The best way to
copy theinformation isto cut and paste it from your mail package. Thiswill insure that you do not enter the wrong
information into the license manager. Pressthe Add Key button once the information has been entered.
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Overview: Emerald Administrative Options

The Emerald Administrative options are used to configure the billing and account selections available throughout the
Emerald Management Suite, aswell as configure the general settings for the system environment and RadiusNT/X
component.

[Domams] [Groups] [Company Data] [Resions] [Cancel Eeasons] [Referred Bys] [Sales Persons] [Incident Types] [Incident States]

General

[Modem Speeds] [Met Softwares] [Svstem Types] [Iaster Account Data Types] [Sub Account Data Types)

The following gives adescription of the main Administrative options and what types of system settings they are
used to configure:

7?

General: Used to configure the available options for MBR and Service account general informational
fieldsincluding Billing Groups, Regions, Sales Persons, Incident Types and States, user system description
information such as modem, net software and system types, and MBR and Service Custom Datafield
definitions.

Accounting: Used to configure the available options for accounting related settings for MBR and Service
accountsincluding the definition of available Service Types, Billing Cycles, Charge Types, Rates,
Discounts, Payment options, Taxes and GL Codes.

System: Used to configure overall system options including defining custom reports, external systems
formats, system log and Netflow datafilters.

Global: Used to define options that are global to the Emerald Management Suite including your company
name and password restrictions, FTP and SMTP settings, invoice formats, RadiusNT/X general
configuration options, and system search display limits.

RADIUS Usedto configuretheintegrated RadiusNT/X environment. Thisisthe meansto configure the
RadiusNT/X application when it is used in conjunction with the Emerald Management Suite (Note: Local
RADIUS Server configuration is still required to be performed through the Radius Server Administrator).

Scheduler: Used to define the Emerald auto-schedul ed tasks and view the status of the completion of
those tasks. Scheduled tasks range from system actionsto billing processes.

Security: Used to configure Emerald system security including the definition of Emerald operators,
operator groups and their system privileges, aswell as|1P group restrictions.

Web Config: Used to set the web environment options including defining the look and feel, web cache
settings, print type defaults, and license keys for Emerald Management Suite application access.
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?? Database; Used to manage basic database functions, including backup, running aquery and seeing the
current activities.

?? Client: Returnsyou to the Emerald Management Suite Home page and Emerald Client options.

Typically, configuration of the Emerald Management Suite is best approached by sequentially navigating the
Administrative menu options from left to right. Some administrative options are dependant upon other administrative
options being populated prior, such as Billing Groups that are referenced throughout many of the administrative
options for both option grouping and security. The following sections describe al the Administrative optionsin
detail.

General Configuration

The General configuration option under the Emerald Administrative menu is where most of the Master Billing Record
and Service account informational field selections are defined. The General options work closely with the
administrative Accounting options that additionally define MBR and Service account selections. The General
configuration options are presented below.

General
[Domains ] [Billing Groups] [Eemons] [Cancel Beasons] [Referrals] [Sales Persons] [Incident Types] [Incident States] [Modem Speeds]
[Met Softwares] [System Types] [MEE Custom Data Fields] [Service Customn Data Fields] [Address Types]

Domains

Emerald Domains represent Internet Mew Domain

domains. The Internet domains that your
organization is affiliated with should be Domain|
defined as the minimal Emerald Domain 15

entries, but any number of Internet domains
may be defined. All defined Emerald
Domainswill be available as selection options within the Service account screen, and can be used to determine
default email addresses on Service entries.

T T e e

iea-software. com A MNew ISP Delete

Choosing the Domains General Administrative option will present the display of all existing Emerald Domain entries,
as shown above. Retrieve adomain entry for view and/or edit by clicking on the desired entry. To remove adomain,
click the Delete link next on the selected entry. To add anew domain, click the New Domain link. The Domain entry
fields are described below. Pressthe Update button to save the new or modified Domain entry.

Domain

Domain: I

Mail Dornain: |

Description: I

Biling Group: |Global 'l
Sort Order: |2

Upclate |
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Field Description

Domain Choose aname for Emerald to
reference the domain.

Mail Domain Enter the full Internet domain address,
such as “iea-software.com”.

Description Enter a short domain description, or
note of comment.

Billing Group | Select an existing Billing Group from
the provided pick list to associate this
domain with. If aBilling Group is
selected, only MBRs from this Billing
Group will have the option to assign
this domain to their Service accounts.

Note:

In general, throughout the Emerald Administrative options, once an option has been assigned, there is no longer the
option to Delete the entry. This guarantees the integrity of the Emerald data by not allowing valuesin use by other
parts of the system to be removed. For example, once a Domain has been assigned to an MBR Service account, that
Domain entry can only be removed if the MBR Service account Domain valueis re-assigned to a different value.

Billing Groups

A Billing Group defines a set of MBRs that have billing characteristicsin common. Billing Groups are important to
Emerald’ s configuration because they allow different billing features and options to be designated to only a specific
group of MBRs, or the billing options can remain global and apply to all MBRs. The Billing Group assigned to an
MBR isvery important because it can affect the choices available for many field selectionson MBR and Service
account entries. There are many Emerald configuration options that can be associated with a Billing Group that will
restrict and/or cause default behavior for members assigned to that group. These dependencies are described within
this section.

[New Billing Group] [Edit Billing Group Defaults]

Billing
Groups

Invoice Invoice Text Statement Statement Text o
Name | Domain Glohal
Report Report Report Report

5 IEP Default Default Default Default Tes Delete

Choosing the Billing Group General Administrative option will present the display of all existing Emerald Billing
Groups, as shown above. Retrieve abilling group entry for view and/or edit by clicking on the desired entry. To
remove abilling group, click the Delete link next on the selected entry. To add anew billing group, click the New
Grouplink. The Billing Group entry fields are described below

Emerad — Administrator’ s Guide 28 |EA Software, Inc.




Rilling Group

Default Doman: IISP 'l Billing Group Company Details
Name:l Billame: |[EA Softwars
Description: | Billhddress 1: [. 516 Riverside

Invoice Report: I
Invoice Text Report: |

Bill& ddress 2: |
EillCity: |Sp0kane

Statement Report: | Bill State: [ Zip: 39201
Statement Text Report: | BillCountry: I
Global Optiens: IYBS 'I Ne Specific Service Type assigned.
Etnail From: |bi||ing@iea—soft\-vare.com
Sort Order: |2
FTP Directory: I IR | S F Billing Accoun
Field Description

Default Domain

Choose adefault domain for this Billing Group. When the Billing Group is later assigned to an MBR,
the domain specified here will be supplied as the default domain value on the MBR Service account
screen (the default may be over-ridden) and can subseguently also be used to determine user default
email addresses.

Name

Choose aname for Emerald to reference the billing group.

Description

Enter a short billing group description, or note of comment.

Invoice Report

Select the report format to use for the generation of mailed/printed invoices for MBRs of this billing
group. Thisoption allows customization of invoice format per billing group. If no Invoice Report is
provided, the general Billing Group Default Invoice Report will be used for this Billing Group.

Invoice Text Select the report format to use for the generation of emailed invoices for MBRs of thisbilling group. If

Report no Invoice Text Report is provided, the general Billing Group Default Invoice Text Report will be used
for this Billing Group..

Statement Report | Select the report format to use for the generation of mailed/printed statements for MBRs of this billing
group. Thisoption allows customization of statement format per billing group. If no Statement Report
is provided, the general Billing Group Default Statement Report will be used for this Billing Group.

Statement Text Select the report format to use for the generation of emailed statements for MBRs of this billing group.

Report If no Statement Text Report is provided, the general Billing Group Default Statement Text Report will

be used for this Billing Group..

Gobal Options

Choose‘Yes' to allow MBR field selections for this billing group to include Global options, aswell as
the options specific to the billing group. Choose ‘N0’ to restrict the MBR field selections to only
those specifically set up for this billing group.

Sort Order Enter anumeric value to indicate the display order of thisBilling Group entry. The sort order is used
to sort the entries from lowest to highest numerical order when the Billing Group entries are presented
in selection pick lists throughout Emerald.

FTP Directory Enter the physical directory path to be assigned to the MBR Service accounts associated with this
Billing Group.

Billing Group Provide the Company name and address information to use for this Billing Group’s billing document

Company Details

generation and distribution. This option provides the ability to track company name and address
information associated with external entities that you have established as Emerald Billing Groups. .

Email From Enter the email address from which billing items are to be sent from (identifies the sender to the email
recipient) for members of this Billing Group.
Email Subject Enter the subject that should be included on all emailed billing correspondence for members of this
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| Billing Group.

Press the Update button to save the new or modified Billing Group entry.

Configuring General Billing Group Default Values

There are general Billing Group Defaults that may be automatically applied over al Billing Group entries. If one of the
Billing Group field valuesis not explicitly defined for an individual Billing Group, the defined “ Default” field value will
be accepted and applied for the entry.

Configure the Billing Group Defaults by pressing the Edit Billing Group Defaults link on the Billing Group main
screen. Thefield descriptions are provided below.

Invoice Report: | Default Billing Group Company Details
Tnwoice Text Report: | Name: ||EA Software
Statement Report: | Address 1: [w. 516 Riverside
Statement Text Report: | Address 2: |
FTP Directory: | City: |Sp0kane
Email From: |bi||ing@iea—sufhf-rare.cum State: IWA Zip: |EIEIEDE!
Email Subject; |ISP Billing Account COMW;IUSA
Update |
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Field

Description

Invoice Report

Select the default report format to use for the generation of mailed/printed MBR invoices. Thiscan be
over-ridden on anindividual Billing Group level. The provided Emerald default invoicereport is
invoice.rpt.

Invoice Text Select the default report format to use for the generation of emailed MBR invoices. This can be over-

Report ridden on an individual Billing Group level. The provided Emerald default invoice text report is
einvoice.rpt.

Statement Select the default report format to use for the generation of mailed/printed MBR statements. This can be

Report over-ridden on an individual Billing Group level. The provided Emerald default statement report is
statement.rpt.

Statement Text | Select the default report format to use for the generation of emailed MBR statements. This can be over-

Report ridden on an individual Billing Group level. The provided Emerald default statement report is
estatement.rpt.

FTP Directory | Enter the physical directory path to be generally assigned to MBR Service accounts.

Email From Enter the default email address from which billing items are to be sent from (identifies the sender to the
email recipient).

Email Subject Enter the subject that should be included on all emailed billing correspondence.

Default Billing | Provide the Company hame and address information to be used as the general default over al Billing

Group Groups. Company data can be over-ridden on an individual Billing Group level in order to provide

Company specific company identification per Billing Group.

Details

Press the Update button to save the Default Billing Group value entries.

Restricting Accounting options to a specific Billing Group

Emerald allows restricting certain Accounting and Global billing options to a specific Billing Group. Once associated
to a specific Billing Group, that option will only be available to MBRs of that Billing Group, or those under aBilling

Group with Global options.

Once one of the following type of Accounting or Global option entries has been
created, it can beindividually associated to a particular Billing Group: Service Type,
Region, Billing Cycle, Pay Period, Discount. A Billing Group can have any humber
of billing options associated with it. The Billing Group assignment is performed on
the particular option entry screen by selecting a Billing Group from the presented
Billing Group pick list, an example using the Region optionis shown to theright. If
the default * All Groups' option is selected on the option screen, the option entry will
remain availableto all MBRs, regardless of Billing Group.

On new and existing Billing Group entries, you may find a message displayed within

Region

Eegion: I—
Group: Im
Tazzable: IE,
Sort Order: IE—

Update |

the group entry indicating, for example: ‘No Service Type assigned to thisgroup’. Thisisastatus message
indicating that no specific options of thistype (for example: Service Type, Billing Cycle, Region) have been restricted
to thisBilling Group. Thisisjust an informational message and requires no action, asit is not mandatory to restrict
any optionsto aspecific Billing Group.
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Regions

Emerald Regions are generally geographical areas that indicate the
different areas where your organization providesits services.
Emerald Regions are informational only and are used primarily for
reporting, grouping, or external integration purposes only.

Hew Eegion

WyTown Global Me ]
Choosing the Regions General Administrative option will present UnEnewn Global No 1

the display of al existing Region entries. Retrieve an existing

Regions W itewion|Group|TuvatUsers]|

Region for view and/or edit by clicking on the desired entry. To

remove a Region, click the Delete link next on the selected entry. To add anew Emerald Region, click the New Region

link. The Region entry fields are described below.

Region

Eegion: |
BEilling Group: IGIDbaI vl
Tazable: IYes *'I

Sort Order: |3

Update |

Region Choose a descriptive name for Emerald to reference the Region.

Billing Group To restrict this option to only be available to MBRs of a particular Billing Group (and
Billing Groups with Global Options), select the desired Billing Group from the presented
pick list. If thedefault ‘ All Groups' option is accepted, the Region will remain availableto
all MBRs, regardless of Billing Group.

Taxable Choose ‘Yes' toindicate that taxes are generally applicable to this Region. Choose ‘No’
toindicate that the Region is generally non-taxable. This option will be used as the default
for the tax status of MBRs created for thisregion.

Sort Order Enter anumeric value to indicate the display order of this Region entry. The sort order is

used to sort the entries from lowest to highest numerical order when the Region entries
are presented in selection pick-lists throughout Emerald.

Press the Update button to save the new or modified Region entry.

Quick Tip:

| Regions may be used for many different grouping purposes, rather than just geographical.

Cancel Reasons
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Mew Cancel Reason

CancelDescription -
Terminated - Bad account standing Delete

Terminated - Late Payiments Delete

Cancel
Reasons

Terminated - Customer Eequest  Delete

Temporary - Customer Bequest  Delete

Temporary - ISP Eequest Delete

Emerald allows MBR accounts to be temporarily or permanently cancelled. During the cancellation process, the
Emerald operator can indicate the reason for the account cancellation. The Cancel Reason options are configurable
by the Emerald Administrator, allowing them to be tailored towards the particular informational needs of your
organization.

Choosing the Cancel Reasons General Administrative option will present the display of all existing Cancel Reason
entries. Retrieve an existing Cancel Reason for view and/or edit by clicking on the desired entry. To remove a Cancel
Reason, click the Delete link next on the selected entry. To add anew Emerald Cancel Reason, click the New Cancel
Reason link. The Cancel Reason entry fields are described below.

CancelDescription I
SortOrder I
Update |
Cancel Choose a descriptive cancellation reason. This description will be used within the
Description Emerald ‘ Cancel Reasons' selection pick lists.
Sort Order Enter anumeric value to indicate the display order of this Cancel Reason entry. The sort
order is used to sort the entries from lowest to highest numerical order when the Cancel
Reasons are presented in selection pick lists throughout Emerald.

Press the Update button to save the new or modified Cancel Reasons entry.

Referrals (MBR Referred By)

Emerald allows MBR accountsto track the source that may have referred the

user to your organization. Referral sources are configurable by the Emerald

Administrator, allowing them to be tailored towards the particular informational
' o . . . . Referral -

needs of your organization. Only the pre-configured selections will appear in CHEHTES -

the Referred By pick list when creating or editing aMBR. Emerad Referralsare Friend Delete

informational only and are used only for reporting.

MNew Eeferral

Family Delete

Choosing the Referrals General Administrative option will present the display Advertising Delete

of all existing Referral entries. Retrieve an existing Referral entry for view and/or Other Delete
edit by clicking on the desired entry. To remove aReferral entry, click the
Delete link next on the selected entry. To add anew Emerald Referral source, click the New Referral link.

The Referral entry fields are described below.

| Referral | Enter adescription of the Referral source. This |

Eeferral: |
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description will be used within the Emerald ‘ Referred By’
selection pick lists.

Sort Order Enter anumeric value to indicate the display order of this
Referral entry. The sort order is used to sort the entries
from lowest to highest numerical order when the Referrals
are presented in selection pick lists throughout Emerald.

Press the Update button to save the new or modified Referral entry.

Sales Persons

Emerald also has the capability to track the sales person that sold and/or setup each new MBR account. Thevalid
Sales Person list is configurable by the Emerald Administrator. Only the pre-configured selections will appear in the
Sales Person pick list when creating or editingaMBR. Emerald Sales Persons entries are informational only and are
used only for reporting.

Choosing the Sales Per sons General Administrative option will
present the display of all existing Sales Person entries. Retrieve
an existing Sales Person entry for view and/or edit by clicking on Sales ”

) . sale Sales Per
the desired entry. To remove a Sales Person entry, click the m-

Persons

New Sales Person

Delete link next on the selected entry. To add anew Emerald Sales % Delete
Person, click the New Sales Person link. Stgmip Server Delets
Cither Delete
Sales Person: I
Cofrtrission: I
Sort Order: I
Update |
The Sales Person entry fields are described below.
Sales Person Enter a description of the Referral source. This description will be used within the Emerald
‘ Sales Person’ selection pick lists.
Commission Currently unused. Please see Sales Person Commissioning section below.
Sort Order Enter anumeric value to indicate the display order of this Sales Person entry. The sort order is
used to sort the entries from lowest to highest numerical order when the Sales Persons are
presented in selection pick lists throughout Emerald.

Press the Update button to save the new or modified Sales Person entry.

Quick Tip:

The Emerald Sort Order fields can be used to group, aswell assort option entries. If aset of option entries has the
same Sort Order value, they will be grouped together within the selection display. For example, if Sales has different
locations, each location can haveit’s own Sort Order number that can be assigned to the Sales Person entries to
insure that Sales Persons are grouped by their location.
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Sales Person Commissioning

Emerald has the capability to use the combination of the MBR Sales Person information and the Service Type
information associated with MBR Service accounts, to support reporting on Sales Person commissions. Commissions
themselves, however, are only determined through the creation and use of custom Sale Person Commission reports
and are not automatically generated and managed by the system. For example, the Sales Person Commission field
and the Service Type Commission field can be used to indicate and track commission percentages, or develop a
commission point system, in which a custom report may be developed to calculate and track resulting commission

data based on MBR Service creation dates.

Incident Types

Incident Types allow you to categorize the customer
support incidents tracked within Emerald. Thisis
especially useful for summarizing to help evaluate
incident data.

Choosing the Incident Types General Administrative
option will present the display of al existing Incident
Types. Retrieve an existing Incident Type entry for
view and/or edit by clicking on the desired entry. To
remove an Incident Type, click the Delete link next on
the selected entry. To add anew Emerald Incident
Type, click the New Incident Type link.

New Incident Type

Incident

fhpes Login Error Login Information error Mone Drelete
Dhalup Software Dhalup Software problem Mone Drelete
Ilodem Modem Confipuration Problem MNone Delete
Computer Hardware Computer Hardware MNone Delete
Password Change  Password Change None Delete

Incident Type

Incident Type: I

Description: |

Emad: I

Sott Order: I

Update |

The Incident Type entry fields are described below.

Incident Type | Enter ashort descriptive name for the Incident Type.

Description Enter alonger comment or description to clarify the Incident Type.

Email If aparticular person should receive notice of activity regarding thistype of Incident, enter the full

email address of the person to be notified when thistype of incident is created. If left blank,
notification will be sent to the Administrator, as configured in the Emerald SM TP configuration.

Sort Order Enter a numeric value to indicate the display order of thisIncident Type entry. The sort order is used
to sort the entries from lowest to highest numerical order when the Incident Types are presented in
selection pick lists throughout Emerald.

Press the Update button to save the new or modified Incident Type entry.
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Incident States

The Incident States option allows you to customize the status
categories available for the tracking of Emerald Incident entries.
Thisallowsthe ability to tailor the available states to meet the Incident
particular informational needs of your organization. Incident States
Status types are informational only and are used only for
reporting and incident grouping.

Choosing the Incident States General Administrative option will
present the display of all existing Incident States. Retrieve an
existing Incident State entry for view and/or edit by clicking on

Mew Inoident State

Open Open

Agsioned Azsicned Delete
Escalated Escalated  Delete
Closed Closed

Other Other Delete

thedesired entry. To remove an Incident State, click the Delete

link next on the selected entry. To add anew Emerald Incident State, click the New Incident State link. The Incident

State entry fields are described below.

Incident State
Incident State: I

Descnption: |

Sort Order: |1 0

Update |

Incident State | Enter a short descriptive name for the
Incident State.

Description Enter alonger comment or description to
clarify the Incident State.

Sort Order Enter anumeric value to indicate the display
order of thisIncident State entry. The sort
order is used to sort the entries from |owest
to highest numerical order when the Incident
States are presented in selection pick lists
throughout Emerald.

Press the Update button to save the new or modified Incident States entry.

Modem Speeds

The Modem Speeds option is used to indicate the modem speed of your users’
modems, primarily for informational purposes while acting on customer support
incidents. The pre-configured entries will be presented as options within the
‘Modem Speed’ pick list while creating or editing Service accounts. The Emerald
installation provides a default list of entries that may be fully customized for your
organization.

Choosing the Modem Speeds General Administrative option will present the

display of dl existing Modem Speed options. Retrieve an existing Modem Speed
entry for view and/or edit by clicking on the desired entry. To remove aModem
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28800  Delete
14400  Delete
8600 Delete
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Speed, click the Delete link next on the selected entry. To add a new Emerald Modem Speed entry, click the New
Modem Speed link.

Net Software

Aswith the Modem Speeds option above, the Net Softwareoptionisused  |LNew Network Software

to indicate the network software of your users’ systems, primarily for

informational purposes while acting on customer support incidents. The I::;:‘“;l‘e [NetSoftware  [Map| |

pre-configured entries will be presented as options within the ‘ Network I WindS 6 Delete

Software’ pick list while creating or editing Service accounts. The Emerald WindowsNT RAS §  Delete

installation provides adefault list of entries that may be fully customized Winsock 1 Delete

for your organization. W 9 ek
MacTCEP 7 Delete

Choosing the Net Softwar e General Administrative option will present the ER R PR

display of all existing Network Software options. Retrieve an existing Net

Software entry for view and/or edit by clicking on the desired entry. To remove aNetwork Software option, click the
Delete link next on the selected entry. To add anew Emerald Network Software option, click the New Network
Softwarelink. The Network Software fields are described below.

NetSoftware | Description of the Network Software option.

Map Optional field used as atoken during the creation of external systems. Thefield useis user-definable
and can identify a mapping between the NetSoftware type and some other item external to the
system, such as documentation identifiers.

System Types

The System Types option is used to indicate the OS system type of your

users systems, and also is primarily for informational purposes while New System Type

acting on customer support incidents. The pre-configured entrieswill be 5

presented as options within the * System Type’ pick list while creating or 3}"“"‘“ -

editing Service accounts. The Emerald installation provides adefault list ypes Windows 95 11

of entries that may be fully customized for your organization. The display Windows NT 0 Delete

indicates the number of usersthat have been assigned each selection (the

Users column). Mac 0 Delete
BN 0 Delete

Choosing the System Types General Administrative option will present the Other g Delete

display of all existing System Type options. Retrieve an existing System

Type entry for view and/or edit by clicking on the desired entry. To remove a System Type option, click the Delete
link next on the selected entry. To add anew Emerald System Type option, click the New System Type link.

MBR Custom Data Fields

The Magter Custom Data Fields option allows you to define extrafields of information that your organization would
liketo track for each MBR, or each MBR of a specific Billing Group, within Emerald. The extraMBR account data
types defined here will be presented within the Custom Data section of the MBR account entry screen, allowing the
Emerald operator to optionally enter avalue for each of the additional MBR datafields. MBR Custom datafieldsare
informational only and are used for reporting and tracking purposes only.
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Choosing the MBR Custom Data Fields General Administrative option will present the display of all existing MBR
Custom Data Field entries. Retrieve an existing Data Field entry for view and/or edit by clicking on the desired entry.
Toremove aDataField, click the Delete link next on the selected entry. To add anew DataField, click the New Field
link. The MBR Custom DataField entry is described below.

MER Data Type

Description: |

Group: |All 'l

Update |

Description Enter adescription for the MBR custom datafield. Thisentry will be displayed as the |abel
for the Custom Datafield on the MBR account entry screen.

Billing Group | If the MBR custom field isonly to be tracked for MBRs of a specific Billing Group, select the
appropriate group from the Billing Group selection pick list. If the‘All’ Billing Group default
is accepted, the MBR custom field will apply to all Emerald MBRs.

Sort Order Enter a numeric value to indicate the display order of this Incident State entry. The sort order
isused to sort the entries from lowest to highest numerical order when the datatypes are
displayed.

Press the Update button to save the new or modified MBR Custom Data Field entry.

Service Custom Data Field

The Service Custom Data Field option allows you to define extrafields of information that your organization would
liketo track for each Service account, or each Service of a specific Service Type, within Emerald. The extra Service
account datafields defined here will be presented within the Custom Data section of the Service account entry
screen, allowing the Emerald operator to optionally enter avalue for each of the additional Service datafields.
Service Custom datafields areinformational only and are used for reporting and tracking purposes only.

Choosing the Service Custom Data Field General Administrative option will present the display of all existing Service
Custom DataFields. Retrieve an existing Data Field entry for view and/or edit by clicking on the desired entry. To
remove aDataField, click the Delete link next on the selected entry. To add anew Data Field, click the New Fieldlink.
The Service Custom Data Field entry is described below.

Service Data Type

Description: |

Service Type: |Al 'I

Update

Description Enter adescription for the Service custom datafield. Thisentry will be displayed asthe label
for the Custom Datafield on the Service account entry screen.

Service Type | If the Service account custom field isonly to be tracked for those services of a specific
Service Type, select the appropriate type from the Service Type selection pick list. If the‘All
Service Type default is accepted, the Service custom field will apply to all Emerald MBR
Services.
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Sort Order Enter anumeric value to indicate the display order of this Incident State entry. The sort order
is used to sort the entries from lowest to highest numerical order when the data types are
displayed.

Press the Update button to save the new or modified Service Custom Data Field entry.

Address Types

The Address Types option allows you to define additional contact
and/or address information that your organization would like to Address Type: |

optionally track for each MBR account. The extra Address Types

defined here will be presented within the Addr esses section of the MBR Sort Order: [0

account entry screen options, allowing the Emerald operator to Update |

optionally enter avalue for each of the additional Address Types

specified.

Choosing the Address Types General Administrative option will present the display of all existing Address Type
entries. Retrieve an existing Address Type entry for view and/or edit by clicking on the desired entry. To remove an
Address Type, click the Delete link next on the selected entry. To add anew Address Type, click the New Address
Typelink. The Service Custom Data Field entry is described below.

Address Type | Enter adescription of the Address Type. Thisentry will be displayed as the label for the Address
option on the MBR account Addresses entry screen.

Sort Order Enter anumeric value to indicate the display order of this Address Type entry. The sort order is
used to sort the entries from lowest to highest numerical order when the Address Types are
presented in selection pick lists throughout Emerald.

Press the Update button to save the new or modified Address Type entry.
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Accounting Configuration

The Accounting configuration option under the Emerald Administrative menu is where the most of the Master Billing
Record and Service accounting related field selections are defined. The Accounting options work closely with the
previously described General options by defining additional MBR and Service account selections. The Accounting
optionsinclude the configuration of Charge Types, Rates, Taxes, Service Types, Billing Cycles, Discounts, Payment

options and GL Codes, all of which are presented below.

Accounting
[Charee Types] [Eates] [Taxes] [Service Types] [Dizcounts] [Billing Cyeles] [Pay Periods] [Fayment Types] [Fay Methods] [Send Methods]

Charge Types

Emerald Charge Types are used to define the types of non-
recurring charges that can be manually applied to an MBR (as
account adjustments), or configured as a setup charge on an
Emerald Service Type. These charges are typically one-time
feesfor aservice (such as system setup or support calls),
hardware purchases, or other miscellaneous account
charges/credits. Charge Types defined here will be available
to the Emerald Operator to describe and provide charge
amount defaults when performing account adjustments.

Hew Charge Type

Descrpon—[amoone] 12— ceo] |

PEP Setup 2000 None Global Delete
DNE Eegistration 35.00  None Global Delete
Eeactivation Fee  10.00  None Global Delete
LA Setup 14.50 A State Global Delete

Choosing the Char ge Types Accounting Administrative option will present the display of all existing Charge Types.
Retrieve an existing Charge Type entry for view and/or edit by clicking on the desired entry. To remove aCharge
Type, click the Delete link next on the selected entry. To add anew Charge Type, click the New Charge Type link.

The Charge Type entry fields are described below.

Charge Type

Description: |

Amount: l—
Taz: Im
Billing Group: lm
Sort Order: W
Update |

Description Enter an identifying description for the Charge Type. Thisentry will be presented within the * Charge

Type' selection lists throughout Emerald.

Amount Enter the default charge amount for this charge type. The Amount can be a credit or adebit entry.

This default can be over-ridden within the Adjustment entry screen.

Tax Choose the default Tax Type for this Charge Type. The Tax valueindicates the Tax that should

adjustment screen.

normally be applied to this type of account charge. The Tax default can be over-ridden on the account

Billing Group | If the Charge Typeisonly to be available to MBRs of a specific Billing Group, select the appropriate

group from the Billing Group selection pick list. If the‘Global’ Billing Group default is accepted, the
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Charge Type will be available to all Emerald MBRs.

Sort Order Enter anumeric value to indicate the display order of this Charge Type entry. The sort order is used
to sort the entries from lowest to highest numerical order when the Charge Types are presented in
selection pick lists throughout Emerald.

Press the Update button to save the new or modified Charge Type entry.
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Rates

Service account billing within Emerald is based upon a combination of many factors, but is primarily based upon the
configuration and MBR assignment of three different elements:

?? Service Typesthat define the rates for period-based recurring Service account charges,

?? Charge Types that define miscellaneous non-recurring account charges, and

?? Ratesthat define the rates for account charges based on Service time or data usage.

Rates define the rules at which user’ s network/service data and time usage will be billed. Once defined, Rates can be
applied to Emerald Service Types creating rate structures that include usage-based charges for those services. Rate
definitions include specifying the charge amount per data or time interval, the minimum and maximum charges
allowablefor apay period, aswell as providing the ability to define differing charge rates between peak and off-peak
system time periods.

Choosing the Rates Accounting Administrative option will present the display of all existing Rate definitions.
Retrieve an existing Rate entry for view and/or edit by clicking on the desired entry. To remove a Rate, click the
Deletelink next on the selected entry. To add anew Rate entry, click the New Rate link.

Hew Eate

Rates Max Alt.
ﬁ
Dnhrmited 1 Hows 0.00 Mone

_ |

Per Minute  Time Minutes 0.03 None Delete
25 Hours Time 1Houwrs 0.00 MNone Delete
HNone Time 1Houws 0.00 Mone Delete
Flbr $2/hr  Time 1Howrs 1.00 200 1800 2.00 MNone Delete

Emerald allows you to define, per service Rate, two time periods for the service usage — a Default and Alter natetime
period. Thesetime ranges generally coincide with peak and off-peak periods of system activity. The Default and
Alternate time periods allow different service rates to be charged at different times throughout each day. Thisoption
allowsyour organization to set up rate penalties that discourage service usage during your busiest periods of the
day, aswell as create rate incentives to encourage service usage during the slower periods.

Each Emerald Rate entry provides general rate information including a rate description, the Alternate time period
definition, and rate information for a service for both the Default and Alternate usage time periods.

Description: |$1,’hr$2;’hr
Type: ITime "l Interval: |1
Tazx INone 'I Interval Tt |Hours 'I

Default Charge: I1.UU Alternate Charge: |2.UIJ
Default Min Charge: I Alternate Start Time: |8:DD
Default Max Charge: I Alternate Stop Time: |1 00

Crwrer Charge Start Point: IED {# of Intervals)
Default Owver Charge: IU.EU Alternate Ower Charge: |U.5IJ

e I
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The Rate entry fields are described below.

Description

Enter an identifying description for the Rate. Thisvalue will be presented within the ‘ Rate’ pick lists
throughout Emerald.

Type

Select the type of rate interval that defines how the service will be charged. Choose ‘' Time’ if the
chargeinterval will be associated with time period usage (time measurements such as seconds,
minutes, or hours). Choose ‘Data’ if the charge interval will be associated with datatransfer usage
(data measurements such as bytes, KB, or MB). Theinterval Type will apply to both the Default and
Alternate time periods.

Tax

Choosethe Tax from the pick list that identifies the tax rate that is to be applied to this service rate.
Note: Thisvalueisnot adefault value and cannot be over-ridden at any point withinthe MBR
Service configuration. This isthetax for this service Rate only; it does not define the Tax for the
Service Typeit may be applied to.

Interval
and
Interval
Unit

Enter thetime or datainterval that will serve astherate“charge unit”. If theinterval Typeis‘Time',
then the Interval Units available will be time-based units (Seconds, Minutes, Hours, Days). If the
interval Typeis‘Data, then the Interval Units available will be data-based units (Bytes, Kbytes and
MB). The Interval value must account for the number of interval unitsthat will be considered one
full charge unit. Note: Dueto the method of value storage, the Interval Unit displayed may not be
the same on the main Rate display, or the same shown during edit. For example, a“60 Minutes’
entry may be displayed on the Rate screen as the equivalent “1 Hour”.

Default Charge

Enter the amount that the account will be charged per charge unit (defined by the combination of
Interval and Interval Unit above) during the Default time period. The charge amount should be
entered in decimal format, without currency symbols. For example ‘.30’ for 30 cents, or ‘5.00" for
$5.00. Thisvalue will work in conjunction with the Interval/Interval Unit to determine the charges
associated with the service usage over each billing period.

Default Min
Charge

Enter the minimum amount that the account will be charged for service usage during the Default time
period, per billing period, regardless of the actual account usage totals. If the usage chargesfor the

service do not meet the minimum charge amount, the minimum charge amount will become the usage
charge for the billing period. The Minimum Charge value should be entered in decimal form, without
currency symbols. For example *.30" for 30 cents, or ‘5.00' for $5.00.

Default Max
Charge

Enter the maximum amount that the account will be charged for service usage during the Default
time period, per billing period, regardless of actual account usagetotals. If the usage charges for
the service exceed the maximum charge amount, the maxi mum charge amount will become the usage
cost for the billing period. The Maximum Charge value should be entered in decimal form, without
currency symbols. For example ‘.30" for 30 cents, or ‘5.00' for $5.00.

Alternate
Charge

Enter the amount that the account will be charged per charge unit (defined by the combination of
Interval and Interval Unit above) during the Alternate time period. The charge amount should be
entered in decimal format, without currency symbols. For example ‘.30’ for 30 cents, or ‘5.00° for
$5.00. Thisvauewill work in conjunction with the Interval/Interval Unit to determine the charges

associated with the service usage over each billing period.
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Alternate Start | These optional fields define the Alternate time period. They define the time at which the Alternate

Time and charge period begins and ends (the time period when the Default Rate interval and charge amounts

Alternate Stop | do not apply, but the Alternate rate schedules do). Enter both the Start and Stop timesin 24 hour

Time clock format (hh:mm) values 00:00 to 23:59.

Over Charge The Over Charge Start Point defines the number of intervals that must be reached before the Over

Start Point Charge ratestake affect. For example, if the Over Charge Start Point is 50, when account usage

(#of intervals) | reachesinterval 51, the overage rates will be in affect for the remainder of service usage over the
billing period.

Default Over Enter the charge rate for the Default time period to apply once the service usage for this time period

Charge has reached the Over Charge Start point. This value should be entered in decimal form, without

currency symbols. For example ‘.30 for 30 cents, or *5.00" for $5.00. Note: Usageisnot totaled over
both time periods, the Default Over Charge will only be charged when the Default service usageis
beyond the Over Charge Start Point.

Alternate Over | Enter the charge rate for the Alternate time period to apply once the service usage for thistime
Charge period has reached the Over Charge Start point. Thisvalue should be entered in decimal form,
without currency symbols. For example *.30" for 30 cents, or ‘5.00’ for $5.00. Note: Usageis not
totaled over both time periods, the Alternate Over Charge will only be charged when the total
Alternate time period service usage is beyond the Over Charge Start Point.

Press the Update button to save the new or modified Rate entry.

Taxes

Emerald Taxes are used to define the rate and structure of the taxes that can be applied to Emerald MBR and Service
accounts during the billing process. Once a Tax rate has been defined, it can be assigned to any number of Emerald
Service Types. Taxes are applied to MBR Service accounts during invoice generation, according to the Tax assigned
to the Service Type, aswell asthe Tax Status of the Service account.

MNew Tax

YA State 8.1 Smple 8.1000% None Ho Delete

Emerald supports many types of tax structures, including those with single, double and piggybacked tax calculations,
tax floors, tax ceilings and tax limits. Emerald fully supports the complex Internet tax laws that are currently being
implemented throughout the United States, such as what has been established recently in the state of Texas.

Tax Type: |Single hd Curmulative: INO 'l

Amount: ID Description: |
Amount 2 ID Description 2: |
Limnit Type: INune 'l Lirnit: ID

pdate |E|
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Choosing the Taxes Accounting Administrative option will present the display of all existing Tax Type definitions.
Retrieve an existing Tax Type entry for view and/or edit by clicking on the desired entry. Toremove a Tax Type, click
the Delete link next on the selected entry. To add anew Tax Type, click the New Tax Type link. The Tax Type entry
fields are described below.

Tax Type

Emerald supports three types of tax structures:

?? Single: Used when thereisasingletax ratethat is acalculated as a direct percent of the item cost.

?? Double: Used when there are two tax rates that apply to the sasme item cost, both are calculated
independently as a direct percent of the item cost. The two taxes are reported and tracked
separately.

?? Piggyback: Used when there are two tax rates that apply to the same item cost. However, the
second tax rate is calculated on the sum of the item cost plusthefirst tax total (Thisstructureis
illegal in the United States, but existsin global scenarios). The two taxes are reported and tracked
separately.

Cumulative

This option indicates whether the tax is to be applied individually to each charge item, or applied to the
cumulative total charges for the MBR over the hilling period. Choose‘Yes' if thetax isto be applied
over the accumulated MBR hilling period charges. Choose ‘N0’ if thetax isto be applied individually
per taxableitem. Note: This selection will affect the application of Tax Limits, as an accumulative tax
will apply the tax limitsto the cumulative MBR charge totals and not individually per account charge.
For example, if an Accumulative tax with atax Floor of $15.00 is applied to an MBR with 2 services
charged at $10/each, Emerald will apply no tax to the first $10.00 service and only apply tax to the last
$5.00 of the second tax ($20.00 MBR total, less the $15.00 floor). A non-accumulative tax with a $15.00
floor would not apply any tax to the above services, asthe $10.00 charge falls below the $15.00 Floor in
both cases.

Amount

Enter thefirst tax rate in its direct numeric form. For example, an 8.5% tax rateisentered ‘8.5'.

Description

Enter an identifying description for the Tax entry. Thisvalue will be presented within the* Tax’ pick
lists throughout Emerald.

Amount 2

If aDouble or Piggyback Tax Type has been selected, enter the second tax ratein its direct numeric
form. Asabove, for an 8.5% tax rate, enter ‘8.5'. Otherwise, leave thisfield blank, or 0.

Description 2

Enter an identifying description for the second Tax (Amount2). Thisvaluewill be presented as the tax
description for thistax’ stotals on the Emeraldtax reports.

Limit Type

Emerald supports the following tax Limit Types:

?? None Notax limitswill beimposed.

?? Floor: A Tax Floor defines what amount the item cost must reach before it istaxed. With aFloor
Limit, tax will only beimposed if theitem total reaches the Floor value. Tax will only be imposed on
the item cost, less the Floor Limit amount.

Limit

If aLimit Type was selected, enter the amount of the limit in currency (for example, 40.00).

Press the Update button to save the new or modified Tax entry.

For a short example of the use of different tax structures and Tax Limits, the following exampleswill be based on a
$40.00 Service account being billed. The following table shows five different (non-accumulative) tax scenarios:

Tax Type Limit Type | Limit Total Taxable Tax Tax2 Tax Charges

Amount | Amount | Amount Rate Rate
Single None 0.00 $40.00 $40.00 85 0.0 340+0 =$340
Double None 0.00 $40.00 $40.00 85 15 340+ .60 =$4.00
Piggyback | None 0.00 $40.00 $40.00 85 15 340+ .65 =$4.05
Single Floor 10.00 $40.00 $30.00 85 0.0 255+0 =3$2.55
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| Single [ Maximum [200 [ #0000 [$000 [85 |00 [ Min(340,200) =$200 |

Note:

Tax Types may have atax floor or atax maximum, but Emerald does not support having both within the same Tax
definition.

Service Types

Emerald Service Types are used to define the rate plans your organization uses to charge for its services. Service
Types allow you to define the billing characteristics of each service including the base recurring cost, usage charges,
tax category, setup charge and associated billing group. Additionally, they also allow the pre-configuration of other
service account characteristics, such as providing adefault RADIUS and external systems configuration for users of
the service type.

Service Type definition relies on the pre-configuration of several other Emerald configuration options including:
Taxes, Rates, Charge Types, Billing Groups, and possibly External Systems, DNIS Groups and RADIUS vendor
attributes. Therefore, it isrecommended that the Emerald Administrator verify that all the necessary pre-configured
options are established prior to beginning the Emerald Service Type configuration.

Choosing the Service Types Accounting Administrative option will present the display of all existing Service Types.
Retrieve an existing Service Type entry for view and/or edit by clicking on the desired entry. To remove a Service
Type, click the Delete link next on the selected entry. To add anew Emerald Service Type, click the New Service
Typelink.

MNew Service Type

ST Description |Cost |Tax S‘el‘up P Group | RADIUS | Services
Tvp e Charge System

PEP Dialup  24.95 None Mone Mone Mone 2 2
M shell Account 1495 None Mone Mone Mone & 0 Dielete
IS0 I5DN 24.95 Mone Mone Hone None 3 0 Delete
Eldail Email Only ~ 5.00 IMene IMone Hone None 3 0 Delete

Service Type

Service Type: l— Cost: I—
Description: |
Apply Dizcount: IE, Tamx Im
Setup Charge: INune—L, Rate: IWM,
Commnission: l— Group: lm
External System: lm DIIZ Group: lm
Sort Order: I?—
Update |
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The Service Type entry fields are described below.

Service Type

Enter the identifying name for the Service Type. This description will be used within the ‘ Service
Type' selection pick lists throughout Emerald.

Description

Enter alonger comment or description to clarify the Service Type. This description will appear on
invoice line items of customers who subscribe to this service.

Cost

Enter the recurring base cost that will be charged for this service. Thisisthe recurring charge that
is applied to the account each service account pay period, regardless of the user’ stime/data

usage.

Apply
Discount

Choose‘Yes' to honor any discount associated with the Service account’s Pay Period
assignment (refer to the Emerald Pay Period configuration options). Choose ‘No’ to indicate that
members of this Service Type are not eligible for Pay Period discounts.

Setup Charge

Enter the applicable one-time set up charge for this Service Type. Setup Charge options are
configured by the Emerald Administrator within the Charge Types administrative option. If a
setup chargeis selected, the charge can be manually waived during M BR Service account
creation. Setup Charges are only applied on the first service billing period. Leave blank or enter
‘0’ if no Setup Charge applies.

Commission

Currently unused. Please see Administrative option General/Sales Person for additional note.

Externa
System

Select the applicable External System to apply to users of this service type. Thisindicatesthe
external system option that will be used to process charges for thistype of account.

Tax

Select the applicable Tax Rate from the presented selection pick list. The selected Tax determines

the tax rate applied each service pay period against the recurring cost of the Service (Service Type
Cost field). Note: Service usage charges have an independent Tax rate selection assigned during

Emerald Rate configuration.

Rate

If this Service typeisto include a Rate structure that additionally charges the user based on time
or data usage, select the appropriate Emerald Rate to assign to the Service Type. Any Rate
selection will be billedin addition to the recurring service cost specified by the Service Type
Cost field. The Emerald Administrator configures Emerald Rates within the Rates administrative
option.

Billing Group

If the Service Typeisonly to be available to MBRs of aspecific Billing Group, select the
appropriate group from the Billing Group selection pick list. If the‘Global’ Billing Group default is
accepted, the Service Type will be available to all Emerald MBRs.

DNIS Group

If the Service Typeisonly ableto call into aspecific DNIS configuration, enable the DNIS (Dialed
Number Identification Service) restrictions by selecting the DNIS Group from the selection pick
list. The Emerald Administrator configuresthe DNIS Group options within the RADIUS
administrative option.

Sort Order

Enter anumeric value to indicate the display order of this Service Type entry. The sort order is
used to sort the entries from lowest to highest numerical order when the Service Type are
presented in selection pick lists throughout Emerald.

Press the Update button to save the new or modified Service Type entry.

Setting up Default Settings for Service Types
gup g yp Default Settings
While creating Emerald Service Types, defaults can be set up for other additional Eiepplizdidurinlienncelorestion
Service account entry fields. When the Service Typeis selected during Service Login Limit
account entry, these default values will be automatically filled in on the account in Time Left
order to provide acomplete default configuration for the Service. The Service i
Type Default Setting entry fields are described below. All Default Setting entries Fay Feniod: [Monthy L
are optional and can be over-ridden on the Service account entry screen. Home D
Send Bill |ves »
haves V21
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Login Limit Thisfield indicates the default number of concurrent logins a Service may establish at onetime.
Note: Concurrency control must be enabled within RadiusNT/X in order for this feature to
work.

Time Left Used to indicate the default amount of system access time (in minutes) the Service will initially
have available each Pay Period. Thisfeature relies on the configuration of the RadiusNT/X
Time Banking feature.

Pay Period Select from the Pay Period selection pick list provided. Thisvalueisused to indicate the
default Pay Period for billing of this Service. Pay Periods determine how often the Service will
be billed (typically Monthly, Quarterly or Y early).

HomeDir Sze | Used to indicate the default directory size limit of the home directory provided for the user of

the service.
Send Bill Used to indicate the default selection regarding whether the service account should receive a
copy of the MBR hill.
Remote Used to indicate the default selection regarding whether the service will be eligible for Remote
Access Access to the Emerald Customer Management Site for personal account queries.

Setting up Default RADIUS Configurations for Service Types

The Emerald Management Suite allowsthe
Emerald Administrator to associate a specific
RADIUS attribute default configuration per
Emerald Service Types. Thisallows RADIUS -
to apply attributes to specific groups of Type EADITE Standard Teer-Serwice Framed-Tzer Eeply Delete
users, according to service account Service Defaults RADIUS Standard Framed-Protocol PPP Reply Delete
Type. The provided RADIUS configuration
will automatically default on every Service

HNew BEADIUS Service Type Default

RADIUS
Service

created under this Service Type, athough the default configuration can be modified and/or added to on an individual
Service account basis.

Note:

All Vendor Specific RADIUS Attributes should be configured within the RADIUS Emerald Administrative option
prior to attempting to define the Service Type RADIUS default configurations.

Vendor IRAD\US Standard 'I

Attribute | User-Service |
Value IFramed—User 'l
Save
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Once a Service Type has been created, retrieveit for view or edit by clicking on the entry within the Service Type
display window. Any pre-configured RADIUS Service Type Defaults will be displayed at the bottom of the Service
Typeentry page. To enter anew RADIUS Service Type default, click on the New RADIUS Service Type Default link.

The RADIUS Service Type default entry fields are described below.

Vendor Select the appropriate Vendor from the pre-configured Vendor selection list for the desired RADIUS
attribute.

Attribute | Select the appropriate Attribute ID from the attribute selection list. Only the attributes for the above
selected Vendor will be availablein the pick list.

Vdue Select the desired attribute Value for the from the Value pick list. Only the valuesfor the above
selected Vendor/Attribute combination will be availablein the pick list. 1f no Valuespick-list is
available (no Vaues currently configured within Emerald for the Attribute), enter the desired value
directly in the text box.

Type Most attributes are reply attributes, meaning they are sent from the RADIUS server back to the
RADIUSclient in an Access Accept response. However, some attributes can be configured as a
check attribute, which tellsthe RADIUS server to check the attribute received from the RADIUS
client against avalue. Common check attributes are Caller-1D and NAS-Port-Type to limit a user to
calling from a specific phone number or only user a certain type of service.

Press the Save button to save the new or modified RADIUS Service Type Default entry.

X-Stop Internet Filtering

Vendor, lm
If you use the 8e6 Technologies' X-Stop Internet filtering service, Emerald also Atribute: |Class El
allowsthe easy configuration of X-Stop filter settings on certain default Value: |
attributes associated with a Service Type. An X-Stop configuration link will X-Stop Filter
appear on the screen whenever the RADIUS Standard ‘ Class’ Attribute [sewe |
combination is selected from the Radius Attribute selection screen. To add an

X-Stop Filter, click on the X-Stop Filter link.

Once the X-Stop Filter Configuration window is open, you can specify I
what categories you would like to block, allow, monitor, etc., for this Forts
Service Type RADIUS Attribute default (please consult your X-Stop  Filter Al Ports © Bl Seleeed Boris. 7 AT
documentation for information on thefilter settings). Asfiltersare I~ ¥ONTE
entered, the X-Stop configuration value will be updated and presented i
within the text field at the top of the page. Press the Updatebutton to l‘f;kmg — N
save the entry and return to the RADIUS Attribute Value entry screen. .
Click the Save button on the RADIUS Attribute Value screento save | ™ - e
the Class attribute value with the auto-configured X-Stop I Alcohol
configuration. e

[~ Aute
For moreinformation on 8e6 Technologies' X-Stop Internet filtering i
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service, access their web page at http://www.8e6technol ogies.com/ .

Discounts

Emerald provides for the configuration of Discountsthat can be Mew Discount

applied directly to individual services upon creation, over all
members of a particular Service Type, or those MBRs opting for a Discounts
particular payment method (for example, pre-paying yearly). A
typical exampleis providing an educational discount, in which there
may be a 10% discount to educators and students.

Discount | Percentage | Group -

Normal  0.00% Global Delete
Business  10.00% Global Delete
School  20.00% Global Delete

Choosing e

Tradeout 100.00% Global Delete

Discounts
Discount: | Accounting Administrative option will present the display of all
. existing Discount entries. Retrieve an exi sting Discount entry for view
Amount: |0 Stat = K .. : .
out: | [Statc -l and/or edit by clicking on the desired entry. To remove a Discount
Billng Group: [Global =] option, click the Delete link next on the selected entry. To add anew
S ort Order- |75 Emerald Discount, click the Discount link.

Update |

The Discount entry fields are described below.

Name Enter the identifying name for the Discount. This description will be used within the ‘ Discount’
selection pick lists throughout Emerald.

Discount Enter the amount of the discount. Enter the valuein decimal form without currency or percentage
symbols. For example, ‘5.00' for either a $5.00 or 5% discount.

Static Thisfield indicates the type of Discount. Choose ‘ Static’ if the valueisaflat discount amount,
such as $5.00. Choose ‘Percentage’ if the discount will be entered as a percentage of the cost to
whichiitis applied, such as a 5% discount.

Billing Group | If the Discount optionisonly to be available to MBRs of a specific Billing Group, select the
appropriate group from the Billing Group selection pick list. If the*Global’ Billing Group default is
accepted, the Discount will be availableto all Emerald MBRs

Sort Order Enter a numeric value to indicate the display order of this Discount entry. The sort order is used

to sort the entries from lowest to highest numerical order when the Discounts are presented in
selection pick lists throughout Emerald.

Press the Update button to save the new or modified Discount entry.

Billing Cycles
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Billing Cycles are akey component in the configuration of your account billing method. Billing Cycles are assigned
to Master Billing Records primarily to specify the date in which billing will occur, typically relating the MBR to
Monthly, Anniversary or Calendar related billing dates. MBR Billing Cycles are used in conjunction with Service Pay
Periods to define both the date and length of an accounts billing period.

When aBilling Cycleischosen  |1ew Billing Cycle
for an MBR, the selection

determines many of the primary Bt
Cycles

Ralance Forward | Invoice Bill Days |EFT Eill Days -

Anmversary A.muversg Mo Global Delete
Ilonthly Tlenthly YEZ Global Delete
Calendar Calendar  YE3 Hone Delete

billing characteristics of the
account. Billing Cyclesdefine
not only the date alignment of
the billing period (monthly,

= 15 |
ERNTERe

anniversary, calendar), but also whether the MBR account is Balance Forward or Renewal, the number of daysin
advance the account is billed (renewal notice sent) and possibly charged, if set up for automatic payment (configured
for credit card or EFT). It ispossible to define multiple custom billing cycles, however in general, the Emerald
provided defaults of Monthly, Anniversary are sufficient.

Choosing the Billing Cycles Accounting Administrative option will
present the display of all existing Billing Cycles. Retrieve an existing

Pnabin Parteney Billing Cycle entry for view and/or edit by clicking on the desired
Type: [foriveney ] entry. ToremoveaBilling Cycle, click the Delete link next on the
BxkcesEinned rivgl selected entry. To add anew Emerald Billing Cycle, click the New
Bl Ga Billing Cyclelink. TheBilling Cycle entry fields are described
[rrveice Bdl Daye ﬁ below.
EFLCEdDaye
Sort Cedex I
Bilbing <Grang m

Lpdeta |

Description | Enter theidentifying name for the Billing Cycle. Thisdescription will be used within the ‘Billing
Cycle' selection pick lists throughout Emerad.

Type Select the type of Billing Cycle being created. The Billing Cycle type determines when the Emerald

will perform the billing on the account. The options are described below:

?? Monthly: Setsthe start of the billing cycle to the first (1%) of the month.

?? Anniversary: Setsthe start of the billing cycle to match the MBR Start Date, or anniversary, of
the service. For example, if aservice Start Date is the 18" of the month, the service will be billed
on the 18" of the month for each subsequent billing period.

?? Calendar: Likethe“Monthly” option, also sets the start of the billing period to the 1% of the
month; however, this option will additionally align the Pay Period of the serviceto atrue
calendar-based cycle. For example, Quarterly pay period billing will be aligned with standard
calendar-based Quarters, instead of just billing at quarterly three month intervals beginning
from the service account Start Date. See the Emerald User’s guide for more detailed information
on MBR Billing Cycle and service Pay Period options and behavior.

Balance Indicatesif this Billing Cyclewill configure the assigned MBRs to be Renewal-based or Balance
Forward Forward customer accounts. Choose‘Yes' to set the Billing Cycle to a Balance Forward customer
type option. Choose ‘No’ to set the Billing Cycle to a Renewal customer type option. Renewal vs
Balance Forward billing methods are described in detail within the Emerald User’s Guide. However,
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the primary difference between the two methods is that Renewal customerswork, in effect, like a pre-
paid account, and Balance Forward customers are billed after the services have already been
provided.

Invoice Bill | Enter the number of days prior to the billing period due date (service account Expire Date) that an

Days invoice should be distributed to the MBR.

EFT/CCBIll | Enter the number of days prior to the billing period due date (service account Expire Date) that the

Days automatic payment transaction (credit card or EFT) for the MBR account should be processed, if
configured to do so.

Sort Order | Enter anumeric valueto indicate the display order of thisBilling Cycle entry. The sort order isused
to sort the entries from lowest to highest numerical order when the Billing Cycles are presented in
selection pick lists throughout Emerald.

Billing If the Billing Cycleisonly to be available to MBRs of a specific Billing Group, select the appropriate

Group group from the Billing Group selection pick list. If the‘Global’ Billing Group default is accepted, the
Billing Cyclewill be available to al Emerald MBRs.

Billing Day | The day of the month that an account should be billed. When an account is created it will pro-rate
to this day.

Press the Update button to save the new or modified Billing Cycle entry.

Pay Periods

Each MBR Service account is associated :

with aPay Period that defines the New Pay Period

frequency at which the billing for that

paer?icmary Service occurs. Used in Payment -
) Periods

conjunction with the MBR Billing Cycle, Monthly 1 000%  Tes Global

the Pay Period determines the billing period uarterl @ 3 2000% Yes Global

of each MBR Service. Because Pay Periods Six Months  All 6 30.00% Yes Global

are defined per Service and not MBR, Voarl Al 12 4000% TYes Global

Emerald provides the ability to create an

MBR that may have one service billed at a
flat rate quarterly, but have an additional service perhaps based on network usage that is billed monthly. Emerald

Pay Periods define the number of months that the pay period spans, any

Payment Periods

Pay Period: | setup costs applicable to the pay period.
Service Type: IAII 'l
Period: I Yonths

automatic discounts that are applied to services with the Pay Period (for
example, offering a 10% discount if the user pre-pays yearly), as well as any

Choosing the Pay Periods Accounting Administrative option will present
the display of all existing Pay Period options. Retrieve an existing Pay Period

Discount Amount: |

|Percentage =] entry for view and/or edit by clicking on the desired entry. To remove a Pay

Setup Charge: [Ves 7] Period option, click the Delete link next on the selected entry. To add anew
Billing Group: [Global =] Emerald Pay Period, click the Pay Period link. The Pay Period entry fields are
Sort Order: [ | described below.
Update |
| Pay Period | Enter the identifying name for the Pay Period. Thisdescription will be used within the * Pay Period’
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selection pick lists throughout Emerald.

Service Type

If the Pay Period option isonly to be available to Service accounts of a specific Service Type, select the
appropriate type from the Service Type selection pick list. If the‘All’ Service Type default is accepted,
the Pay Period option will be availableto all Emerald Services.

Period

Enter the number of monthsin the Pay Period.

Setup Charge

Option to indicateif the Setup Charge associated to the Service Type appliesto MBR Service accounts
using this Pay Period. Choose‘Yes' to apply the setup charge, ‘No’ if not. For example, Service Setup
Charges do not apply to those billed Quarterly.

Discount

Enter the amount of the discount applicable to services using this Pay Period option. Enter thevaluein
decimal form without currency or percentage symbols. For example, ‘5.00" for either a $5.00 or 5%
discount. Select from the drop down the type of Discount entry. Choose ‘ Static’ if thevalueisaflat
discount amount, such as $5.00. Choose ‘ Per centage’ if the discount will be entered as a percentage of
the cost to which it isapplied, such asa5% discount. Leave blank or enter ‘O’ if no Discount applies.
The discount can be over-ridden individually per Service account.

Billing Group

If the Pay Period option isonly to be available to MBRs of a specific Billing Group, select the appropriate
group from the Billing Group selection pick list. If the‘Globa’ Billing Group default is accepted, the Pay
Period will be availableto al Emerald MBRs

Sort Order

Enter anumeric value to indicate the display order of this Pay Period entry. The sort order is used to sort
the entries from lowest to highest numerical order when the Pay Periods are presented in selection pick
lists throughout Emerald.

Press the Update button to save the new or modified Pay Period entry.

Payment Types
Emerald offers several Payment Types used to categorize the Payment m—

: . ayment B Payment Type | Amount|GL Code
payments received from your customers during payment entry. Types
Emerald’ s default Payment Type options are standard: Cash, Check, £l U o
Credit Card, Bank Transfer and Other. The Emerald Administrator is Check 0.00  None

not able to add to or delete from the provided Payment Types, but the
options can be modified and configured to apply to only specific

Billing Groups.

Credit Card 0.00 Mone
Bank Tranfer 0
Cither 0

=
=

Mone

=
=

Mone

Choosing the Payment Types Accounting Administrative option will

present the display of all existing Payment Types. Retrieve an

e e |Cash— exi§ti ng Payment Type entry for view and/or edit by clicking on the
desired entry.
Sort Order: |1
Charge: |D.DD |Static =]

The Payment Type entry fields are described below.

Payment Type | Theidentifying description of the Payment Type. This description will be used within the ‘ Payment
Type' selection pick lists throughout Emerald.
Billing Group | If the Payment Typeisonly to be available to MBRs of a specific Billing Group, select the

appropriate group from the Billing Group selection pick list. If the*Global’ Billing Group default is
accepted, the Payment Type will be availableto all Emerald MBRs
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Sort Order Enter anumeric value to indicate the display order of this Payment Type entry. The sort order is
used to sort the entries from lowest to highest numerical order when the Payment Types are
presented in selection pick lists throughout Emerald.

Charge This option allows you to charge an addition amount for different payment types.

The second charge option determines the kind of change to apply. The charge can be a static or a
percentage.

Press the Update button to save the new or modified Payment Type entry.

Pay Methods

Each MBR is associated with a Payment Method that defines the method in

which the account will be billed and paid. The Emerald Payment Method
default optionsinclude Renewal (Invoice), Credit Card, Bank Transfer, Custom, i;:;rhn:::
and Other. The Emerald Administrator is only able to customize the information Eenewal
within the Emerald-provided Pay M ethods; Payment Methods cannot be Credit Clard
created nor deleted. -
Banlk Transfer
Choosing the Pay Methods Custorn
Accounting Administrative option will Other
present the display of all existing -
Pay Method: |Renewal Payment Method options. Retrieve an
existing Payment Method entry for view and/or edit by clicking on the
=mort Order: |2 desired entry.
Update |
The Pay Methods entry fields are described below.
Pay Method Enter an identifying description of the Payment Method. This description will be used within
the ‘ Payment Method’ selection pick lists throughout Emerald.
Sort Order Enter anumeric value to indicate the display order of this Payment Method entry. The sort
order is used to sort the entries from lowest to highest numerical order when the Payment
Methods are presented in selection pick lists throughout Emerald.

Press the Update button to save the new or modified Payment Method entry.

Quick Tip:

If the ‘ Custom’ and ‘ Other’ Payment M ethods options are assigned to an MBR, Emerald will not auto-generate any
type of invoice for the MBR, as the formats and methods for bill generation are undefined. This option should only
be assigned to MBRs in which your organization has another billing generation option in place.
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Description: |PDstaI hAail
Charge: |1 oo IStatic =l
e —
Send Methods SomenE 1 =
Update | i

Emerald Send Methods are configured to define the methods ail
that account billings, such asinvoices and statements, can be distributed. Email Text
The Emerald Send Method default optionsinclude Postal Mail and two email —_
format options (text and HTML). The Emerald Administrator is only able to Email HTML
customize the information within the Emerald-provided Send Methods; Send Mone

M ethods cannot be created nor del eted.

Choosing the Send Methods Accounting Administrative option will present the display of all existing Send Method
options. Retrieve an existing Send Method entry for view and/or edit by clicking on the desired entry. The Send
Methods entry fields are described below.

Description Enter an identifying description of the Send Method. This description will be used within the
‘Send Method’ selection pick lists throughout Emerald.

Charge Thefirst field isthe amount to charge for thistype of Send Method. Note: Thisoptionisonly
version 4.1 or higher.

The second field determines the type of charge to be static or a percentage. Note: Thisoptionis
only version 4.1 or higher.

Sort Order Enter anumeric value to indicate the display order of this Send Method entry. The sort order is
used to sort the entries from lowest to highest numerical order when the Send Methods are
presented in selection pick lists throughout Emerald.

Press the Update button to save the new or modified Send Method entry.
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System Configuration

Most of the configuration options that apply system-wide throughout Emerald are defined using the System option
under the Emerald Administrative menu. The System optionsinclude configuration for the Emerald report set,
external systems, system logs and the Emerald Netflow Collection component. Each of the System configuration
optionsis presented below.

System

[Reports] [External Systems] [Svs Log Filters] [Flow Filter Groups]

Reports

At any time, custom reports can be created against
the Emerald user database to expand upon the set of | IMew Eeport
standard reports that the Emerald Management Suite
provides. Custom reports are created and managed Reporis
independently by your organization and can

Roport [ Name [ |

. . Espired Accounts expacctsrpt Dielete
therefore be tailored towards your specific _ -
informational needs. On Windows systems, and if L JE 7 a3 L5790 | 1T T (LG i
using Crystal Reports, after a custom report has Monthly Call Summary  call sumrpt Delete
been created, it can be configured as one of the Bred CF Trnencisng cchadmpt Delete
regular selections availableto th_e Emerald Qperators Datv Pavments payments. ot Delete
under the Emerald * Reports’ main menu option. —V_'L

Daily New Users newusers.rpt Delete

Adding customizable reports, however, isonly
available on Windows platform installations. On
non-Windows installations, any customized reports must be run outside of the Emerald Suite, from within the report
environment in which it was created.

Choosing the Reports System Administrative option will present the display of the existing report set (including both
the standard Emerald reports, plus any custom reports that may have been added). Retrieve an existing Report entry
for view and/or edit by clicking on the desired entry. To remove a Report option, click the Delete link next on the
selected entry. To add anew Emerald Report, click the New Report link.

The Report entry fields are described below.

Report Enter an identifying description of the Report. This description will be used within the ‘ Report’
selection pick lists throughout Emeral d.

File Name Enter the actual filename of the report. Note: Thisfile should be located in the global Reports
path.

Parameters If areport has parameters, set this option to yes. Emerald will present an interim screen with the list

of defined parametersin the report, allowing the operator to specify the parameters.

Billing Group Allows restricting of which Operators (viatheir allowed Billing Groups) can view the report.

Operator Group | Allowsrestricting of which Operator Groups can view the report.

Press the Update button to save the new or modified Report entry.
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Quick Tip:

Available only on Windows installations: In order to create custom reports, or to modify existing Emerald reports
(like adding your company logo to invoices), you will need to separately purchase, install and configure the Seagate
Crystal Reports 8.0 Professional application. Run-time versions of the Crystal Reports engine (including the Web
Component and Page servers) and Crystal Report Viewer are included as part of the standard Emerald Management
Suite for Windows installation package, which will allow you to generate, view and print the standard Emerald report
set. For moreinformation on Crystal Reports, see the Seagate Software Crystal Reports Web site at
http://www.seagatesoftware.com/products/crystalreports.

External Systems

Emerald alowsfor the configuration of external

systems that will synchronize Emerald user information
with other types of systems, such as email servers or
authentication sources such as UNIX or NT user
accounts, or LDAP synchronization sources. The
open nature of the Emerald Suite allows many third

Mew External System

Mlailsite 4 Malate 4 0O

External

Delete

Systems

party applicationsto easily interact with the Emerald account data. In order to accomplish thisinteraction, each

External System

Hatme: |

Description: I

Esport Twpe: [{SSE0EN it/ DAFE merduth. etc)id
Export Format lm
Export Mode: lm
Iail Host: |
Login: I—
Password: I—

Log File/URL.: |

external system and itstype must be defined within the
Emerald system. Typical installations of Emerald will not
use any external systems, or will just use the Message
Transport Agent (MTA) to establish interaction with amail
server.

Choosing the External Systems System Administrative
option will present the display of the currently configured
external systems. Retrieve an existing External System entry
for view and/or edit by clicking on the desired entry. To
remove an external system configuration, click the Delete
link next on the selected entry. To add anew Emerald
external system configuration, click the New External
System link. The Service Typesfield indicates the number
of Service Typesthat currently have the External System
assigned.

The External System configuration fields are described below.

Name Enter an identifying description of the External System being configured. This description will be
used within the external system/CC/EFT processing selection pick lists throughout Emerald.
Description Enter alonger description or comment regarding the external system configuration.
Export Type Select the appropriate External System Type from the available options presented:
?? External: Usedfor Mailsite, LDAP, or EmerAuth
?? File: Deimited file export
?? HTTP: HTTP post to remote web server
?? XML: XML file export
Export Format | Select the appropriate export format from the available options presented.
Export Mode Choose the type of export from the following available options:
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?? Append The exported file will remain and be appended to
?? Overwrite: The exported file will be rewritten each processing cycle.

Mail Host Enter the name of the mail server that is accepting delivery of mail to these accounts.

Login Enter the login and password values, respectively, for Emerald to login remotely for external

Password system processing, if necessary. Note: Currently these values are only used within Emerald in
HTTP post mode to login to the web server.

Log FilelURL Enter the file name of where Emerald should send the export data.

Press the Update button to save the new or modified External System entry.

Note:

Some external system configurations should be entered within the Emerald Scheduler. In these cases, within the
External System display will show a“Schedule” link on the system entry that when selected will present the
Scheduler Configuration screen.

System Log Filters (Sys Log Filters)

Emerald provides the ability to filter the system messages that get saved within the Emerald System logs. A System
Log Filter can be defined to “filter out”, or ignore, certain

system messages that do not need to be recorded in the log
SysLog Filter

detail file.

Choosing the Sys L og Filters System Administrative option IP Address: |

will present the display of the currently configured system Severity: IEmergency -]
log filters. Retrieve an existing system log filter entry for view RGeS |

and/or edit by clicking on the desired entry. To removea '

system log filter, click the Delete link next on the selected Uitz |

entry. To add anew system log filter, click the New SysL og

Filter link.

The System Log Filter entry fields are described below.

IP Address Enter the | P address of the server to which thisfilter applies. Wildcards are allowed within the IP
string in order to filter upon IP Ranges (for example, *207.53.*". If itisaglobal filter and appliesto
all system servers, then enter just the wildcard symbol ‘*’.

Severity Select the appropriate system message error type from the available options presented. The
severity options are pre-configured and match the types of Emerald system messages that occur
during system operation.

Match String Enter the text string indicative of the messages that you would like filtered from the system log

when they are received. The Match String entry is not case sensitive (for example, ‘h’ will match
both ‘h’ and ‘H’) and will match partial fragments (for example, ‘login’ will match and filter all
system messages that contain the word ‘login’.)

Press the Update button to save the new or modified System Log Filter entry.
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Flow Filter Gr  oups

New Flow Filter Group

Filter

Groups Testing Testing joe Delete

Once Flow Filters are set up Emerald will provide logging and billing on network
flow statistics. A network flow is defined as aunidirectional sequence of

packets between given source and destination endpoint. Flow Filter Groups are

aset of filters that are associates to a specific service. Thisallows Emerald to
associate the usage data and bill the respective service.

Mame: |
Description: |
Sort Order. [2 Choosing the Flow Filter Group System Administrative option will present the
Service T | Bick display of the currently configured system log filters. Retrieve aFlow Filter

Uodate Group entry for view and/or edit by clicking on the desired entry. To remove a
Ut | Flow Filter Group filter, click the Delete link next on the selected entry. To add a

new Flow Filter Group, click the New Flow Filter Grouplink.

The Flow Filter Group entry fields are described below.

Name Name of the Flow Filter Group
Description Description of the Flow Filter Group
Sort Order Enter anumeric value to indicate the display order of this Flow Filter Group entry. The sort

order is used to sort the entries from lowest to highest numerical order when the Flow Filter
Groups are presented in selection pick lists throughout Emerald.

Service ID The Service ID to associate the Flow Filter Group to. Y ou can click on the pick option to search
for the service and have it automatically filled in for you.

Flow Filters

Flow Filters are used to determine whether a packet should be logged or discarded. A large number of filters can have
aperformanceimpact. The order of the filters are very important, asthefirst filter to match will be used, and no other
filterswill be search for. A packet may only be associated to onefilter.

DeaFlow Filber Group

Retrieve an existing Flow Filter entry for view
Hame ITeslng

and/or edit by clicking on the Flow Filter Group
and then selecting the entry of the Flow Filter. To || F=mwton [T==ina

remove aFlow Filter entry, click the Delete link gurt e ]I
next to the selected entry. To add anew Flow semeel) Bick
Upciaia
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Filter entry, click the New Flow Filter link. he Flow Filter Group entry fields are described below.

NetFlow Filter

Filter Type: IIncIude 'l
Source [P I Source Mask: I Source Port: I
Dest IE: I Diest hlask: I Dest Port: I

Protocel |Mone = Sort Order: |2

Update |

Filter Type If set to exclude, matching records will be ignored (no further Flow Filters will be searched
for). Otherwise matching record will be kept.

Protocol Protocol to match on. Set to none to match any protocol.

Sort Order Search Order for the flow filter. Flow Filters are searched in order of their Flow Filter Group
Sort Order, then the Flow Filter Sort Order. The first matching filter is used (no other Flow
Filter will be searched for). All Flow Filtersin the Flow Filter Group are searched, before
checking the Filter Group with the next highest sort order. The Sort Order is searched form
the lowest to the highest val ue.

Source IP Source |P Address to match on. Leave blank for all 1P Addresses.

Source Mask Mask to apply to Source |P Address. Set to 255.255.255.255 for a single | P address to match.

Source Port Source Port to match on. Leave blank for all ports.

Dest IP Destination | P Address to match on. Leave blank for all IP Addresses

Dest Mask Mask to apply to Destination |P Address. Set to 255.255.255.255 for asingle | P address to
match.

Dest Port Destination Port to match on. Leave blank for all ports.

Note:

Thisoption isonly supported in version 4.1 and higher.
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Global Configuration

The Global configuration option under the Emerald Administrative menu is used to define options that are global to
the Emerald Management Suite. The system optionsinclude your company name and password restrictions, FTP
and SM TP settings, invoice formats, RadiusNT/X general configuration options, and system search display limits.
The Global configuration options are presented bel ow.

e e e e R ey e e
Glohal

[Clent] [FTP] [2IITF] [Eeports] [Accounting] [CC Batch] [ACH Batch] [Web] [Logs]

Client

The Client Global configuration options allow your

organization to set some data entry restrictions on CGlobal
Emerald Operators when they are establishing passwords el titariet ity ——— '
on user accounts. The Global Client options are (Client) Hide Pasgwrords Show Passwords

Ivlin Password Lensth 3
MEER Requires Address  Tes

described below. When the Description valueis clicked
within the Client options display window, an entry box
prompting for the new Value entry for the option will be
presented for each of the following Client configuration
fields.

Tnique Loging Per Domamn Mo

Hide Passwords If activated, this option will hide passwords displayed on the Service account entry
screens. |If the optionis not activated, the full text of all password values will remain
visible.

Min Password Length | Enter the desired minimum password length. Thisisanumeric value, usually between 3
to 8. Thisoption will enforcethat all passwords entered for Emerald Service accounts be
at least thislength in order to be considered valid and saved.

MBR Requires This option controls the enforcement of the entry of an MBR address when they are

Address created. If ‘“No’ is selected then no address information will be required during a new
MBR entry.

Unique Logins Per This option controls the enforcement of the unique logins per domain. If “No” is selected

Domain then the login must be unique from all other services. If “Yes’ is selected then there can

be the same login for two different servicesif they arein different domains. Note: Thisis
only version 4.2 and higher.

Note:

The Hide Passwords options will only apply to Emerald Operators that do not have * Administrative’ privileges.
Emerald Administrators will always be able to see the password values, regardless of whether the ‘Hide Passwords’
option is activated.

Press the Update button to save any new or modified Client option value changes.

FTP

The FTP Global option provides for the set up of default configurations applied toward FTP user accounts
established for your users. Thisisfor use when you are using a directly supported FTP server (like Serv-U). The
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Emerald A dministrator isonly able to customize the information within the Emerald-provided Globa FTP
configuration options; the options cannot be deleted, nor added to.

Choosing the FTP Global Administrative option will present the display of the current FTP user attribute
configuration. Retrieve an existing attribute value for view and/or edit by clicking on the desired entry. The Global

FTP options are described below. When the
Description valueis clicked within the FTP
Configuration display window, an entry box
prompting for the new Va ue entry for the option will
be presented for each of the following configuration
fields. The FTP Configuration options are described

Global
Configuration
(FIF)

FTFP Allow Directories Mo Sub-Dhirectories
FTP Max Dir Size 4096
FTP Default DIE. THNC clprogram files\emerald\fp

below.

FTP Allow If selected to do so, this option will restrict the users ability to create subdirectories under their

Directories FTP user directory. If you select the ‘No Sub-Directories’ option, users will not be allowed to
create their own directories.

FTPMax To restrict users to amaximum FTP directory size, enter the maximum size value.

Directory Size

FTP Default DIR | Specify the base FTP directory for your FTP users by providing the directory path. If specified,

UNC Emerald will create this directory for your users upon account creation. Typically thisisa

directory in UNC format \server\users. Emerald will append a\username by default to this
directory when it is created.

Press the Update button to save any new or modified FTP option value changes.

SMTP

The Emerald Management Suite hasabuiltin SMTP
client that is used to automatically send invoices and

statements, aswell as mail other information, to your (SMTP) Ll il |l i
customers. In order for the mail client to work Email Demam ntwerld.com
correctly, it needsto be fully configured before billing. Ermnal A dmin daler@ntworld. com
The SMTP Global option providesfor the Email Accounts daler@ntwotld. com

configuration of the SMTP client. The Emerald
Administrator is only able to customize the information
within the Emerald-provided Global SMTP options; the
options cannot be deleted, nor added to.

Global
Configuration

Email Fe-"Wnte Style IMone
Email &utoSyne Mo

Choosing the SMTP Global Administrative option will present the display of the current SMTP configuration.
Retrieve an existing configuration value for view and/or edit by clicking on the desired entry. The Global SMTP
options are described below. When the Description value is clicked within the SMTP Configuration display window,
an entry box prompting for the new Value entry for the option will be presented for each of the following
configuration fields. The SMTP Configuration options are described bel ow.

Email Smart Host

Enter the email server name.

Email Domain

Enter the full email domain name.

Email Admin

Enter the full email address, whereas the value will show in the From: line of all non-accounting
related (such asincidents) mailings sent to users.

Email Accounts

Enter the full email address, whereas the value will show in the From: line of all accounting
related (invoices and statements) mailings sent to users.
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Email Re-Write Thisoption indicatesif the from/to email addresses will be |abel ed with something other than the
Style direct email address. Note: Thisoption is currently not used with any integrations.

Email AutoSync | Thisoptionisno longer used. Y ou can configure AutoSync settings using the scheduler.

Press the Update button to save any new or modified SM TP option val ue changes.

Reports

The Reports Global option provides for the configuration of the Emerald report and web servers. Choosing the
Reports Global Administrative option will present the display of the current Report configuration. Retrieve an
existing configuration value for view and/or edit by clicking on the desired entry. The Global Report options are
described below. When the Description valueis clicked within the Reports Configuration display window, an entry
box prompting for the new Value entry for the option will be presented for each of the following option fields. The
Emerald Administrator is only able to customize the information within the Emerald-provided Global Report options;
the options cannot be deleted, nor added to. The Global Reports Configuration options are described below.

Default Print Format When exporting Crystal Reportsto aweb browser, Emerald can convert to several formats
including PDF, RTF, and HTML. This setsthe default format if the operator has not
selected adefault format.

HTML Export Format The HTML Format to export in. There are several formats based on HTML 3.0 only,
HTML 3.2 and |E additionsto HTML 3.2.

Reports Directory The directory where al reportsreside. Thisnormally should be left blank, and will default
to your Web\Reports directory.

Press the Update button to save any new or modified Report option value changes.

Note:

The Emerald Management Suite provides a customizable set of standard reports that define the formats for Emerald
MBR summaries, invoices and statements. These reports, by default, are located on the report server defined above.
The default report formats can be over-ridden on aper Billing Group basis. Seethe Billing Group configuration earlier
for moreinformation on default and pre Billing Group reports.

Accounting

The Accounting Global options allow you to set the default system wide accounting behavior. This configuration
includes setting up the default credit card and ACH batching options and the default behavior for setting and
managing Emerald credit limits and account expirations.

Choosing the Accounting Global Administrative option will present the display of the current Accounting
configuration. Retrieve an existing configuration value for view and/or edit by clicking on the desired entry. The
Global Accounting options are described below. When the Description value is clicked within the Accounting
Configuration display window, an entry box prompting for the new Value entry for the option will be presented for
each of the following option fields. The Emerald Administrator is only able to customize the information within the
Emerdd-provided Global Accounting options; the options cannot be deleted, nor added to. The Global Accounting
Configuration options are described below.

z
7
4
0

Global
Configuration
(Accounting)

Default Expire Grace Period (Days)
Setup Free Penod Before Billing (Days)
Setup Expire Grace Penod (Days)
Batch Time Iin
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Default Expire Enter the number of days that each Service account will be allowed to still work after the Service

Grace Period Expire Date. This allows service to continue when payment is not received on time. Thisisalso

(Days) considered to be a permanent default grace period for the service.

Setup Free Enter the number of days beforetheinitial billing of the services. The service'sbilled thru and

Period Before expiredate will initially be set to this value and the service will not be billed for these days.

Billing (Days)

Setup Expire Enter the number of days that each MBR account will be allowed to still work after their initial

Grace Period Expire Date. This allows service to continue when payment is not initially received on time. This

(Days) is also considered to be atemporary default grace period for the MBR and once payment is
received, thisvalueis cleared on the MBR.

Batch Time Indicates the number of daysthat an account’s bill date must be beyond during billing in order

Minimum for an interim invoice to be created.

Inactivate MBR | When you closean MBR, it is not changed to be inactive, unless the Balance is brought to zero.

w/non-zero If you set thisto yes, the MBR will beinactivated, regardless of the balance, when you close it.

balance

Prorate Days on
Cancel

If you do not want days to be prorated on service/mbr close/cancel, then set this value to no. If
set to no, only full months are credited back. If set to yes, unused days and months are credited
back.

Invoice Next Thisisthe maximum number of days between today and a services Billed Thru date for the

Term Max Days | invoice next term option to include that service.

Print 0 Balance | When creating statements, if the ending balance of the statement is 0 or a credit and this option
or Credit is set to yes, the Sent Date of the Statement will be set to today, preventing the statement from
Statements being printed/emailed.

Send Receipts This option indicates the default as to whether the system should automatically email areceipt to

the associated account whenever a payment transaction has been completed within the system.

Press the Update button to save any new or modified Accounting option value changes.

CC Batch

The CC Batch Global option provides for the configuration of the primary
external credit card system transaction processing systems. The Emerald
Administrator is only able to customize the information within the Emerald-
provided Global CC Batch options; they cannot be created nor deleted.

Choosing the CC Batch Global Administrative option will present the
display of the current Credit Card Batch configuration. Retrieve an existing
configuration value for view and/or edit by clicking on the desired entry.
The Global CC Batch options are described below. When the Description
valueis clicked within the display window, an entry box prompting for the
new Value entry for the option will be presented for each of the following

Global
Configuration

CC Batch Qut Batchln dat

CC Batch In BatchOut dat
CC Batch Limit 500

CC Batch Type IC Venfy w/AVS
CC Batch Merchant-TD

CC Batch Store

CC Batch Terminal

Leave import file after Import
Append to current export file

CC Import Type
CC Ezport Type
Eebatch Tries 0

Eebatch Interval (days) O

configuration fields. The CC Batch options are described below.
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CC Batch Out Enter the physical filename of the CC Batch Out file that Emerald will create during the
credit card transaction batch out process.

CCBatchlIn Enter the physical filename of the CC Batch In file that will be created by the credit card
transaction system that Emerald will read in and process during the credit card
transaction batch in process.

CC Batch Limit If the credit card processing system that you are using has alimit to the number of
records that can be processed in one batch, specify that limit.

CC Batch Type Select the name of the CC processing software installed on the system.

CC Batch Merchant ID | Enter the CC Batch Merchant ID assigned and provided by your CC processing
company.

CC Batch Store Enter the CC Batch Store I1D assigned and provided by your CC processing company.

CC Batch Terminal Enter the CC Batch Terminal ID assigned and provided by your CC processing
company.

CC Processor Address | For real time formats, enter the Address of the CC processing service.

CC Import Type Indicates what the system should do with the import batch file after it has been
processed.

CC Export Type Indicates what the system should do with the export batch file after it has been
processed.

Rebatch Tries Enter the number of timesthat a credit card batch will be re-processed.

Rebatch Interval (days) | Enter the number of dayswaited in between re-batch attempts

CCLogin If you CC processing system requires alogin identity, enter the appropriate login.

CC Password If you CC processing system requires alogin identity, enter the appropriate password.

Press the Update button to save any new or modified CC Batch configuration option value changes.

ACH Batch

The ACH Batch Global option providesfor the
configuration of the primary external credit card system
transaction processing systems. The Emerald
Administrator isonly able to customize the information
within the Emerald-provided Global ACH Batch options;
they cannot be created nor deleted.

(2 ACHBatch Out ACHBatchTn dat
Batch) ACH Batch In ACHBatchOut. dat
ACH Batch Limit 0

ACH Merchant-TD

ACH Batch Type  None
ACH Tmport Type  Leave import file after Tmport

ACH Ezxport Type  Append to current export file

Choosing the ACH Batch Global Administrative option will
present the display of the current ACH Processing Batch
configuration. Retrieve an existing configuration value for
view and/or edit by clicking on the desired entry. The Global ACH Batch options are described below. When the
Description valueis clicked within the display window, an entry box prompting for the new Value entry for the option
will be presented for each of the following configuration fields. The ACH Batch options are described below.

ACH Batch Out Enter the physical filename of the ACH Batch Out file that Emerald will create during the
transaction batch out process.

ACH Batch In Enter the physical filename of the CC Batch Infilethat will be created by the credit card
transaction system that Emerald will read in and process during the credit card transaction
batch in process.

ACH Batch Limit If the credit card processing system that you are using has alimit to the number of records
that can be processed in one batch, specify that limit.
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ACH Merchant ID | Enter the ACH Merchant ID assigned and provided by your ACH processing company.

ACH Batch Type | Select the name of the ACH processing software installed on the system.

ACH Import Type | Indicates what the system should do with the import batch file after it has been processed.

ACH Export Type | Indicates what the system should do with the export batch file after it has been processed.

ACH Processor For real timeformats, enter the Address of the ACH processing service.

Address

ACH Login If you ACH processing system requires alogin identity, enter the appropriate login.
ACH Password If you ACH processing system requires alogin identity, enter the appropriate password.

Press the Update button to save any new or modified ACH Batch configuration option value changes.

Web

The Web Global option provides for the set up of the default web behavior of the system, including limiting the
number of entries returned on user database searches and limiting the number of account invoices and statements
returned on Emerald Previews. Choosing the Web Global Administrative option will present the display of the
current web configuration. Retrieve an existing attribute value for view and/or edit by clicking on the desired entry.
The Global Web options are described below. When the Description value is clicked within the Web Configuration
display window, an entry box prompting for the new Vaue entry for the option will be presented for each of the
following configuration fields. The Web Configuration options are described below.

Idle timeout (Seconds) 3600
Search Besults Waxr 100
Preview Fesults Wfax 100

Glohbal
Configuration
(Web)

Idle timeout I ndicates the maximum amount of time an Emerald session can sit open with no activity

(Seconds) before timing out and forcing the user to logback in. Enter the value in number of seconds.
Thisvalue must be greater than 300.

Search Results To limit the number of items returned on Emerald searches, enter the maximum number

Max desired. Note: Thisisaphysical record limit; there will be no “page” option to see items

over the number of records specified here. ‘0" specifies no maximum. Note: Thisvalue must
be 25 or more in order to be enforced by the system.

Preview Results To limit the number of items returned on Emerald Previews, enter the maximum number

Max desired.

Customer Website | The URL file displayed for customers when they login, logoff or enter abad password. The
Login URL default iscust_index.ews.

Customer Website | Whether to allow customers to make Credit Card payments on-line or not.

Allow Payment

Press the Update button to save any new or modified Web option val ue changes.
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Logs

The Logs Global option provides the configuration for the maximum number of daysin which to store the Emerald log
and other table entries within the system. Choosing the L ogs Global Administrative option will present the display of
the current logging configuration. Retrieve an existing attribute value for view and/or edit by clicking on the desired
entry. When the Description valueis clicked within the Log Configuration display window, an entry box prompting
for the new Value entry for the option will be presented. The Description indicates the log file name, and the Value
field isalwaysin number of daysthe log entries will be stored within the system. Warning: The trimmed records are
permanently deleted from the system.

Global
1

The Logs Configuration options are described below. &";:;‘f‘““ﬁ"“ Trim days for RadLogs

o =
el

Trim days for Scheduler Logs

Description | Indicates the name of theindividual logfile.

—
oo
[¥%)

Trimn days for Audit Logs

Vaue Enter the number of days for which to keep
the log entries stored within the system.

—
[ea)
L

Trim days for Syslogs
Trim days for Logs

—
[ea)
[¥%)

i)
L)
=

Tritn days for Calls
Tritn days for Calls (Step onb

Press the Update button to save any new or modified Logs option
value changes.

% |
L

Signup Server

The Signup Server Global option provides the set up of the Global

. . . . Configuration
default configuration for the signup server, some of the options | [fzrss Home URL
include the default Service Type and Billing Group the user will Group Global
be assigned to. Choosing the Signup Server Globa PPP prefix
Administrative option will present the display of the current web e PPP
configuration. Retrieve an existing attribute value for view POPE server S
and/or edit by clicking on the desired entry. When the T S
Description valueis clicked within the Signup Server e o

Configuration display window, an entry box prompting for the
new Vaue entry for the option will be presented for each of the
following configuration fields. The Signup Server Configuration

Primary DNS server 10.0.0.1
Secondary DME server 10.0.0.2

. . Eilling Crels Ivlonthl
options are described below. = T
CallerTD hiting Tes

CallerTD sigmup lirnit 4

Log sighups Tes

Sefup charge Yes
Home URL The full URL of where you want the user to be returned to after signup is compl ete.
Group The Emerald Billing Group where new Master Accounts will be created.
PPP Prefix If for example you had a convention that all dialup accounts begin with 'P' this

option allows you to pre-append that character to every userslogin name.

Service Type All new accounts are created using this servicetype.
POP3 Server Server information used to automatically configure the users client software.
SMTP Server Server information used to automatically configure the users client software.
NNTP Server Server information used to automatically configure the users client software.
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Primary DNS Server

The |P Address of the Primary DNS Server.

Secondary DNS Server The IP Address of the Secondary DNS Server.

Billing Cycle Billing Cycle configuration set for new Master Accounts created through the
signup server.

CadlerID Limiting Enableslimiting use of the signup server based upon the callers phone number.

CadlerlD Signup Limit

When Caller-ID limiting is enabled this sets the maximum amount of successful
signups per phone number. The L og signups option must also be enabled to
support the signup limiting feature.

Log Signups

If thisoption is set to yes all the usersthat sign up will be writtento alog file.

Setup Charge

If this option is set to yes a setup charge will be applied to the account.

Press the Update button to save any new or modified Signup Server option value changes.

Note:

The Signup Server is only available for Win32 Platforms.
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RadiusNT/X Configuration (RADIUS option)

Much of the RadiusNT/X component configuration is set locally on a per machine basis, performed separately within
the RadiusNT/X Configuration Administrator. However, RadiusNT/X also has arun-time configuration set up within
the Emerald Administrator that is shared between all system RADIUS servers, |oaded directly from the Emerald
database upon RADIUS server connection. This section describes the RadiusNT/X run-time configuration options
that are configured within the Emerald Administrator.

conert [pevomins] e | et | anomssevein | seoty [ contol] cnems

[WVendors] [[F Groups] [IF Service Types] [Server Types] [Server Groups] [Boeam Servers] [Foam Domains] [Log Msgs] [Fejects]
[DHIZ Groups)

Note:

In order for many of the Emerald Administrative RadiusNT/X optionsto function correctly after configuration,
features may have to be enabled on each RADIUS server using the RadiusNT/X Configuration Administrator.
RadiusNT/X option availability and feature performance may also be affected by the type and capabilities of your
NAS (Network Access Server). Therefore, it is strongly recommended that you be familiar with both your RADIUS
server configuration and NAS setup when going through this section.

Vendors (Vendor Attributes)

Vendor Attributes are the set of RADIUS attributes and val ues commonly New RADIUS Vendor
known asaRADIUS dictionary. The purpose of the dictionary isto translate
and define the RADIUS numerical information into human understandable R;“DIUS E-
descriptions. Each RADIUS attribute is associated with aparticular NAS Vendors 0  RADIUS Standard Delete
Vendor, an attribute identifier and associated attribute values. s ac0 Delete
RadiusNT/X is pre-configured with a standard set of RADIUS attributes that g  Cisco Delete
should work for most Network Access Server (NAS) vendors. |f your NAS 15 Iylogics Delete
requires a change or additional attributes, the user can add or delete the list of 12 Welflest Delete
attributes as needed. Please consult your NAS documentation for information P — _ L
on supported attributes. 26 Digital-Eevipment  Delete
43 3Com Delete
Choosing the Vendors RADIUS €1 Merit Delete
Administrative option will N p— Delets
present the display of the —— =
o currently configured RADIUS S0 [Lininesion Dl
vendors. Retrieve an existing T hfinsnant Tinlat
WName: |RADIUS Standard RADIUS Vendor for view, edit or attribute definition by clicking on
the desired entry. To remove aRADIUS Vendor, click the Delete link
Update | next on the selected entry. To add anew RADIUS Vendor, click the

New RADIUS Vendor link.

The RADIUS Vendor entry fields are described below.

ID Enter the IANA enterprise number for this
Vendor. Note: The Vendor ID numbers are
standard and should be supplied within your
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NA'S documentation.

Name

Enter the identifying descriptive name of the
RADIUS Vendor.

Press the Update button to save the new or modified RADIUS Vendor entry.

Note:

Before adding a new RADIUS Vendor entry, consult your NAS documentation to find out whether it supports the
standard vendor specific attribute format. If it does not, RadiusNT/X may not be able to properly handle attributes
from that vendor unless they appear in the standard Emerald-provided VVendor list.

Defining Vendor Attributes T yE—
Attributes are associated with RADIUS Vendor entries. Attributes BiName | Attribute ID| Vendor Type| |
To add or display the RADIUS attributes specific to a Tser-Marme 1 0 Delete
particular Vendor, click the Namefield of the Vendor from Password 5 0 Delste
the Radius Attribute Vendors display window. Challenge Response 3 0 Delete
NAS-Tdentifier 4 0 Delete
RADIUS Attribute HASPor 2 g Delete
User-Service [} 1] Delete
Attribute ]:D:I? Framed-Protocol 7 1] Delete
Mame: |Framed—PrDtD col Framed-Address 8 0 Delete
Atribute Type: [ Integer [ Once a Vendor has been selected, all Attributes associated with
Reply Type:[Check ~] the Vendor will be presented. Retrieve an existing Attribute for
Alias Vendor:| None j view, edit or Attribute Value definition by clicking on the
Aias Attrib IN__I desired entry. To remove an Attribute, click the Delete link next
as Aftrioute:| MNone on the selected entry. To add anew Attribute entry, click the
Update | New Attribute link. The Vendor Attribute entry fields are
described below.
Attribute ID Enter the Attribute ID value. Please check with your NAS documentation for information on
entering the correct value.
Name Enter the appropriate Attribute name. Please check with your NAS documentation for information

on entering the correct value.

Attribute Type

Select the appropriate type from the selections offered in the pick list. Please check with your
NAS documentation for information on entering the correct value.

Reply Type

Select the appropriate Reply Type from the selections offered in the pick list. Please check with
your NAS documentation for information on entering the correct value. Note: A check attribute
isverified against the attributes in the RADIUS request received from the terminal server. If the
value you set does not match the value for the attribute in the request, the user’ s authentication
request will be rejected.

Alias Attribute
Alias Vendor

These fields are used by RADIUS when recording accounting data to the Calls table to
impersonate a selected attribute. Thisway you don’t need separate columns in the Calls table for
each Vendor attribute that share common functionality with another attribute. See the
RadiusNT/X documentation for more information on alias attribute functionality. Choose the
Vendor and Attribute values from the provided selection lists.

Press the Update button to save the new or modified Vendor Attribute entry.
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Quick Tip:

Y ou should consult your NAS documentation to find out what attributes and what valuesiit supports. Not all

RADIUS clients support all RADIUS attributes.

Defining Vendor Attribute Values

Attribute Values are pre-defined names representing numerical RADIUS
attribute identifiers. Thisallowsyou to select options based on easier to
understand names, rather than remember the numerical value.

RADIUS Attribute Value
Walue: I

Name:l
Update |

Once you have selected a specific
Vendor Attribute from thelist, you
will seealist of the current values
for that Attribute. Retrieve an
existing Attribute Value for view

New Valie

Voo ams

PPP
SLIP
ARA

Gandalf

Delete
Delete
Delete
Delete

|1 T N [V I [ I

Hylogics Delete

i Y. AENE]

ST Tielata

or edit by clicking on the desired entry. To remove an Attribute Value,
click the Delete link next on the selected entry. To add a new Attribute

Value entry, click the New Valuelink.

The Attribute Value entry fields are described below.

Value | Enterthe Attribute Value. Please check with your NAS
documentation for information on entering the correct value.

Name Enter the appropriate Value name. Please check with your NAS
documentation for information on entering the correct value.

Press the Update button to save the new or modified Attribute Value entry.

IP Groups

IP Groups are used to define sets of reservable | P addresses, or IP Pools.
Choosing the IP Groups RADIUS Administrative option will present the
display of the currently configured IP Groups. Retrieve an existing IP
Group entry for view and/or edit by clicking on the desired entry. To
remove an |P Group, click the Delete link next on the selected entry. To add
anew |P Group, click the New IP Grouplink.

The IP Group entry field is described below. Pressthe Update button to

save the new |P Group entry.

Mew IF Group

1P
Groups

wom |

test I[P Group Delete
test [F Group? Delete

IP Group

| Enter an identifying name for the IP Group.

Defining IP Addresses for an IP Group

After creating an IP Group, |P Addresses can be assigned to it. Select an
IP Group name from the IP Group list to display all current |P Addresses
for that group. To add anew IP Addressto the IP Group, click the New

IP Addresslink.
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1234 Delete
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Note:

Please note that each | P address must be added individually. Wildcards and address ranges will not work.

The|P Address entry field is described below. Press the Update button to save the new or modified |P Address
entry.

IP Group I

BADIUS IP Address
IP Address:

Update |

| IPAddress | Enter the IP Address to add to the group. |

IP Service Types

IP Service Types can be used to associate a Server Group with all or specific IP
Groups and allow server accessto al or only aspecific Service Type. Choosing
the I P Service Types RADIUS Administrative option will present the display of

IP Service Types

the currently configured | P Service Types. Retrieve an existing entry for view Server Group - Im
and/or edit by clicking on the desired entry. To remove an IP Service Type, click o

the Delete link next on the selected entry. To add anew one, click the New IP Priority: |1
Service Type link. IP Group - W

Account Type: IAII 'I
Update |

The IP Service Type entry fields are described below.

Server Group Select the Emerald Server Group for which this I P Service Type definition applies. The
Server Group selection is required and will restrict the Servers that users of the optionally
chosen Service Type can access.

Priority Enter the priority of this entry that will determine the order in which IP Service Types are
evaluated and applied by the system. Priorities are numerical values, generally between 1
and 1000.

IP Group Select the IP Group that will be allowed access to the selected Server Group.

Service Type Select the Service Type that will be allowed accessto the selected Server Group.

Press the Update button to save the new | P Service Type entry.

Note:

Please note that all Server Groups should be configured within the RADIUS Server Groups menu option prior to
defining any | P Service Types.

Server Types

Server Types are used within RadiusNT/X to track the types of
serversthat are supported. Configuring the Server Typesis Server Type: flO00
primarily used for SNMP Concurrency Checking. The Emerald Vendor: |
Management Suite provides a default Server Type list that will Mode: |
typically be sufficient for most system configurations. Emerald SHMP Type. [PortNumber =]
only knows how to process these pre-configured Server Types, SHMP User |
Update
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therefore, any new Server Types added to the system configuration will not be fully supported.

Choosing the Server Types RADIUS Administrative option will present the display of the currently configured
Server Types. Retrieve an existing Server Type entry for view and/or edit by clicking on the desired entry. To
remove a Server Type, click the Delete link next on the selected entry. To add anew Server Type, click the New

Server Type link.

The Server Type entry field is described below.

Server Type | Enter aunique numeric identifier for the Server Type.

V endor Enter the text information description of the Vendor.

Model Enter the text information description of the server model.

SNMP Type | Select ‘Port Number’ or * Session’ to designate the SNMP user type.

SNMP User | Enter the base OID used for SNMP Concurrency checking. It should beastring endingin™." in
order to be correctly formatted for the RadiusNT/X user name query. If the SNMP Typeis Port,
it will append the port number the user islogged onto to the string. If SNMP Typeis Session-
ID, it will append the user's session ID onto the string.

Press the Update button to save the new or modified Server Type entry.

Server Groups/Servers/Server Ports

Server Groups are used to group sets of serversthat have similar

characteristics or function. Choosing the Server Groups RADIUS | Liew Server Group

Administrative option will present the display of the currently

configured Server Groups. Edit an existing Server Group by Server -

clicking on the desired entry.
Delete link next on the selected entry. To add anew Server Group,
click the New Server Grouplink. Once created, Servers can be
assigned to the group on the Server entry screen.

To remove a Server Group, click the | RE TS Other 3 Delete

Test 0 Delete

The Server Group entry field is described below.

Name Enter an identifying name for the Server Group.

Servers Automatically tracked by the system to indicate how many Servers are currently
assigned under the particular Server Group.

Press the Update button to save the new or modified Server Group entry.

Defining Servers under a Server Group

After creating a Server Group, individual Servers can be created and assigned to the group. Each Network Access
Server (NAS) that will interact with Emerald must be defined within the system. Select a Server Group from the
Server Group list to display all Servers currently configured for that group. Retrieve an existing Server entry for view

and/or edit by clicking on
the desired entry. To
remove a Server, click the
Delete link next on the
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selected entry. To add anew Server entry, click the New Server link.

The Create link within the Ports column is
specific to the Server entry screen, allowing the
user to indicate to the system to automatically
create the Server Ports entries for the particular
Server entry. If the Createlink is selected, the
system will delete any existing Port entries for
the Server and auto-generate a compl ete set of
new Port entries according to the ‘ Server Type’
of the Server entry. The Port display presents
two port indicators formatted as the “number of

specified ports/number of port entries that
currently exist within the system” for each
Server entry. The Server entry fields are

Server:l N
one Numl er:l
Server Group IOihEr vl
Contact Mame: I
Server Type INDnE j
TP Address: Ii Contact Phone: I
Secret: I ml Contact Page: I
Comrnetts: Ii
Commwnty_l
D Sta.r‘t:l
Location: Ii AT
Ports: I Dynamic End: I
Modems I — Ead Boam Server: INone vl
Update |

described below.

Servert Enter an identifying name for the Server. This can be either the fully qualified domain name
(FQDN) of the NAS, or just the hostname of the NAS.

Server Group* Select the Server Group that appliesto this Server entry. The default isthe currently selected
Server Group.

Server Type* Sel ect the appropriate pre-configured Server Type from the Server Type pick list.

IP Address* Enter the machine |P Address.

Secret* Enter the shared RADIUS secret between the NAS and RadiusNT/X. This must be exactly the
same as configured on the NASitself. Refer to the RadiusNT/X documentation for more
information on RADIUS Secrets.

Community* Enter the SNMP community of the NAS, and is used for the SNM P functions of RadiusNT/X.

L ocation* Enter the |ocation of the server.

Ports* Enter the number of ports (Digital and/or Async) inthe NAS. This number can vary greatly
depending on the type of NAS.

Modems* Enter the number of server modems.

Phone Numb er+ Enter the server access phone number.

Contact Name Enter the name of person in charge of administering the server.

Contact Phone Enter the phone number of the Contact person for the server.

Contact Page Enter the pager number of the Contact person for the server.

Comments Enter any description or comment regarding the server or its configuration.

Dynamic Start Used for record purposes to define the primary |P Address pool the NAS will use (thisis not

Dynamic End sent to the NAS).

Rad Roam Server | By selecting aroam server, all requests from this server will be automatically forwarded to the
selected roam server and NOT processed locally

*Denotes required field

Press the Update button to save the new or modified Server entry.

Server Ports

In order for Emerald to track accounts on-line and control
login permissions, the system needs to be aware of each
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port on each server. By default, these entries can be auto-generated according to Server Type when the Server is
created using the Server entry screen Create Port option.

Once generated, Server Port information can be edited, but changes to the automated Server Port configuration,
outside of modificationsto the SNMP configuration of the port, is generally not recommended. Additionally note,
that when a Server entry is deleted, all associated Port entries

for tht Severwil o be et

Retrieve an existing Server Port entry for view and/or edit by Port: |
clicking onthe desired entry. To remove a Server Port, click the DAddress [
Delete link next onthe selected entry. To add a new Server Port
entry, click the New Server Port link. The Server Port entry Max Session Time: |
fields are described below. SNMP User: |
Update |

ort Enter the Port identification number. The value must match what the NASwill returninthe NAS
Port attribute for accounting requests. Note: Run RadiusNT in—x15 debug mode to see an
exampl e of these values.

IP Address Currently unused.

Max Session Time | Enter the maximum number of seconds a user can be on this port (Session-Timeout). If a Session-
Timeout RADIUS attribute isincluded in either the RADIUS Service Type default configuration or
within the Service account specific set of attributes, the lesser of the Session-Timeout and the
Server Port Max Session Time values will be applied.

SNMP User Used by RadiusNT/X when doing SNMP concurrency checking. Seethe RadiusNT/X
documentation for more information on SNMP functionality.

Press the Update button to save the new or modified Server Port entry.

Server SeCUI‘Ity/POI’t Access Mew Server Access

DEL 120

Delete

Emerald and RadiusNT/X allow access restrictions to
be placed at the Server Port level. Once a Server and

1

10 DsSL 120 Delete
its Ports have been defined, select the Server for edit &1 EMal 2:00 2:00 0 Delete
to define specific access levelsfor specific Server Al ISDH 240 Delete

Ports.

Server Access

Retrieve an existing Server Access entry for view and/or edit by clicking on the
Port: [AI7] desired entry. To remove a Server Access entry, click the Delete link next on the
Service Type: [DNSHosting =] | selected entry. To add anew Server Access entry, click the New Server Accesslink.
StartTime: [ Note: Entriesdefined for ‘ All’ Ports cannot be directly edited. Modify these entries
Stop Tame: [ by deleting and then re-entering the information. The Server Access entry fieldsare

Max Seasion Length: ID described below.
Add

Port | Select the Port identification number (specific port values must have been pre-configured for |
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the server). Choosethe‘All’ option if the configuration appliesto all Ports on the Server.
Note: If thereisalready an existing entry for aPort, it will not show up within the Port option
listing. Inthiscaseit will need to be specifically selected for edit.

Service Type Enter the Service Type that this Port Access definition appliesto.
Start Time Enter the Start/Stop time access restrictions for the Server Port entry. Enter the valuesin 24
Stop Time hour clock notation (HH:MM).

Max Session Length | Enter the number of minutes that sessions on this port are limited to.

Press the Update button to save the new or modified Server Access entry.

Roam Servers

Emerald Roam Servers are additional RadiusNT/X or other RADIUS
compatible servers, typically outside of your system domain, that
Emerald can forward requeststo. Defining a Roam Server isvery similar P Address: [
to adding any other Emerald Server, because Emerald will communicate S |
with it inasimilar manner. Coordination with the System Administrator _
of the Roam Server you are forwarding requests to is required in order to Secret |
insure the correct RADIUS shared secret is being used. Tireou, |

Eetries: I—
Choosing the Roam Servers RADIUS Administrative option will present | Tyeat a5 Locat: [Na =
the display of the currently configured Roam Servers. Edit an existing Strip Domsiz: [None [N
Roam Server by clicking on the desired entry. To remove a Roam Server Ao [
entry, click the Delete link next on the selected entry. To add anew
Roam Server, click the New Roam Server link. The Roam Server entry Acct Port: |
fields are described below.

IP Address Enter the |P Address of the Roam Server.

Server Enter the name of the Roam Server that Emerald will forward the requeststo.

Secret Enter the RADIUS shared secret of the RADIUS Roam Server. Refer to the RadiusNT/X
documentation for more information on RADIUS Secrets.

Timeout Enter the number of seconds in which forwarded requests will timeout if not acknowledged.

Retries Enter the number of times that failed forwarded requests should be retried.

Treat asLocal | Thisoption indicates whether this server will be receiving requests. Select ‘No' in order to
forward requeststo the server. Select ‘Yes' to indicate the server is not receiving requests and
Emerald should process the requests locally.

Note: Thisisahandy option when defining your own domains so that |ogin attempts from
specific domains will be authenticated locally rather than forwarded.

Strip Domain | This option indicates that RadiusNT/X should remove the domain before forwarding the request.
The option descriptions are as follows:

?? None: Do not strip the domain of the request.

?? Accounting: Only strip the domain from the accounting requests.

?? Authentication: Only strip the domain from the authentication requests.

?? Both: Strip the domain from both the authentication and accounting requests.

Note: Consult the System Administrator of the Roam Server regarding the format they are
expecting to receive.

Auth Port Enter the port number where RadiusNT/X will forward the Authentication requests to the server.
Typically this defaultsto 1645, although the System Administrator of the Roam Server may
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request adifferent port number.

Acct Port Enter the port number where RadiusNT/X will forward the Accounting requests to the server.
Typically this defaultsto 1646.

Press the Update button to save the new or modified Roam Server entry.

Proxy Attribute Group New Proxy Attribute Group
- , TP Addcess: [554250254 250 Proxy  WPriority [Description ||
Authentication requests can be proxied il 1o Proxy Anribute Groups
based on the value of agroup of attribute Server: [IEA Software Groups
check items (for example, auser logging in Secret. [localhost
with aspecial character in his name, or from Tineout
aspecific DNISnumber). Configure this by _
creating a Proxy Attribute Group and Retries: [
associating it with an existing Roam Server Treat s Local: Mo ¥
and a particular set of check attribute Strip Domain: [None =]
val ues. Once aRoam Server has been. Aot fEE
defined, select the Roam Server for edit to
define the Proxy Attribute Group. AcetPort [1813

Update |

Retrieve an existing Proxy Attribute Group entry for view and/or edit by

Roam Server: IEA Software clicking on the desired Roam Server and then selecting the entry of the Proxy

Attribute Group. To remove aProxy Attribute Group entry, click the Delete
Proxy Attribute Groups link next to the selected entry. To add anew Proxy Attribute Group entry,
Priority: l— click the NgN Proxy Attri'bute Group Iinl.<. Note: The delete option for a
o Proxy Attribute Group will not be show if the group has Proxy Attributes
Description: | assigned to it. The Proxy Attribute must be deleted before you can delete the
Upclate | Proxy Attribute Group. he Proxy Attribute Group entry fields are described
below.
Priority Thisfield defines the priority order of the attribute checks RADIUS performs.
Description Thisfield gives the description of the Proxy Attribute Group selection.

Press the Update button to save the new or modified Roam Domain entry.

Proxy Attributes

RadProxyAttributes
A Proxy Attributeisavalue that Radiuswill look for to determine _
; i ! Search Type: | |
where the packet will be proxied too. Once aProxy Attribute Group has |~ * Suing
been defined, select the Proxy Attribute Group for edit to define the String |
Proxy Attributes. Attribute: | User-Name |
Update |
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Retrieve an existing Proxy Attribute entry for view and/or edit by clicking on the desired Proxy Attribute Group and
then selecting the entry of the Proxy Attribute. To remove a Proxy Attribute entry, click the Delete link next to the
selected entry. To add anew Proxy Attribute entry, click the New Attributelink. e Proxy Attribute entry fieldsare
described below.

Search Type Thisfield defines the type of value search to perform. Optionsinclude String, Substring,
Equal, Lessthan, Greater than.

String Thisfield defines the attribute value to search for.

Attribute RADIUS attribute selection.

Roam Domains

The Roam Domains RADIUS Administrative option is used to define both the domains that will be forwarded, and
the Roam Servers to which each domain will be forwarded. Emerald enforces no restrictions or limits (beyond size) on
the format of the domains defined.

Note:

To find out more detailed information about RadiusNT/X Roaming functionality, please refer to the RadiusNT/X
documentation.

Choosing the Roam Domains RADIUS Administrative option will present the
display of the currently configured Roam Domains. Edit an existing Roam
Domain by clicking on the desired entry. To remove a Roam Domain entry, Roam Server. [Test 7]
click the Delete link next on the selected entry. To add anew Roam Domain, Domain: |
click the New Roam Domainlink. The Roam Domain entry fields are Prioity [
described below. Attributes: [PaseThn =]
Update |

Roam Server Select the appropriate Roam Server from the pick list. Only Roam Serversthat have pre-
configured within Emerald will be presented in the list.

Domain Enter the domain to be forwarded to the selected Roam Server. Enter the value without the * @’
symbol.
Priority Enter the priority of the server. Thisisused in the case that there are duplicate entriesfor a

particular Roam Server/Domain combination to allow for the definition of backup servers.
Priorities are required to be unique per individual Roam Server/Domain.

Attributes Indicates that RadiusNT/X needsto override the set of attributes the authenticating RADIUS
server replied with, and instead use the default set of RADIUS attributes associated to the
selected Service Type.

Press the Update button to save the new or modified Roam Domain entry.

Log Messages

Genenic Message

Genenc Error
Wzer Mot Found
Bad Password

Log
Messages

The Log Messages RADIUS Administrative option is used to define
thelist of RadiusNT/X messages that will be logged within the
RADIUS logs when encountered. The Emerald Administrator cannot

|
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add or delete fromthe list, but can change the message descriptions that are logged for specific message types.

Choosing the L og M essages RADIUS Administrative option will present the display of the existing RadiusNT/X
messages to be recorded in the RADIUS logs. Edit anexisting Log Message by clicking on the desired entry. e Log
Message entry fields are described below.

The RADIUS message ID. RADIUS message IDs
are statically defined within the RadiusNT/X
application. Unknown Message IDswill be
ignored by the system.

Description

Enter an informative description that will be
displayed when the message is encountered and
recorded in the RADIUS log.

Severity

Enter the severity level of the RADIUS message
from lowest (0) to highest (5).

RADIUS Log Message
ID: I
Description: |
Severity: I
Update |

Press the Update button to save the new or modified Log Message entry.

Rejects

The RADIUS Rejects Administrative option is

used to define the sets of RADIUS Wew BADITS Beject

attribute/value matches that RadiusNT/X will
reject immediately, without actually RADIUS Reiact
processing the request. For instance, if you Rejects -
want to reject any user calling from a specific
phone number, you could add an entry to the
RADIUS Rejectslist with the Caller-ID
attribute and the specific phone number.

EADITE Standard User-MName test Delete
EADIUE Standard Ascend-PPP-Address 1234567 Delete
EADITE Standard User-Mame blah Delete

RADIUS Reject
Vendor: IRADIUS Stancdard 'l

Attribute: |User—Name

[

Drata: |

Choosing the RADIUS Rejects Administrative option will present
the display of the existing RADIUS Reject entries. Edit an existing
RADIUS Reject by clicking on the desired entry. To remove a
RADIUS Reject entry, click the Delete link next on the selected
entry. To add anew RADIUS Reject entry, click the New RADIUS
Rejectlink. ThRADIUS Rejects entry fields are described below.

Update |
Vendor Select the appropriate Vendor from the selection pick list for the desired RADIUS attribute.
Attribute Select the appropriate Attribute from the selection pick list. Only the attributes for the above
selected Vendor will be availablein the pick list.
Data Enter the Value of the attribute that is to be rejected.

Press the Update button to save the new or modified RADIUS Reject entry.
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DNIS Groups

The DNIS Groups RADIUS Administrative option is used to define a set of phone numbers the user is allowed to call
into. Thisis not the same thing as Caller-ID (the phone number the user called from). Thisfeature isonly availableif
your terminal server returns the DNIS number in the authenticate request to RadiusNT/X.

There are three stepsto using DNIS groups. Thefirst
step isto create the DNIS group itself. Oncethe DNIS
group is created you can then assign one or more DNIS
Numbersto that DNIS group. Finally, you must selecta
DNIS Group for each Service Type that should be
restricted to only calling into the DNIS numbers for that
DNIS group.

When RadiusNT receives an Authentication request and
DNIS groups are enabled, it will seeif the NAS-Port-

New DMIS Group

DNIS Mo Group|Descpsin|mbers] —
Groups
ikl Test 3
9991 teste il Delete
299 Test 0 Drelete

DNIS field matches one of the DNIS telephone numbers for the user’s DNIS group. 1f the DNIS number isnot in the
DNIS group, it will reject the authentication request. If the terminal server does not include aNAS-Port-DNIS
attribute in the authentication request, RadiusNT/X will not enforce the DNIS restrictions.

Choosing the DNIS Groups RADIUS Administrative option will
present the display of the existing DNIS Groups. Edit an

DNIS Group: | existing DNIS Group by clicking on the desired entry. To

Description: | remove a DNIS Group, click the Delete link next on the sel ected
entry. To add anew DNIS Group entry, click the New DNIS
Update | Grouplink. The DNIS Group entry fields are described below.
DNISGroup | Enter an identifying name for the DNIS Group.
Description | Enter alonger DNIS Group description or comment.

Press the Update button to save the new or modified DNIS Group entry.

Defining DNIS numbers for a DNIS Group

After creating aDNIS Group, DNIS numbers can be assigned to it. OnceaDNIS
Group isassigned to a Service Type all users of the service must access the system
through one of the defined DNIS numbers associated with the DNIS Group. e DNIS

number entry fields are described below.

DNIS Number

DHMIS Group: ITest 'l
DIIS Number: I

Update |

DNIS Group Select the pre-configured DNIS Group that this DNIS number
appliesto.
DNISNumber | Enter the DNIS number.

Press the Update button to save the new or modified DNIS Number entry.
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Scheduler

At the core of the Emerald Management Suite is the Scheduler component which provides for billing tasks, aswell as
other system activities, to be scheduled to automatically occur at specified times or timeintervals throughout the
day. The billing process can be set up to run within the Scheduler at user-configured intervals so that the entire
processis handled automatically by the system without the need for any Emerald operator intervention or
maintenance. Dueto itsreliability and efficiency, using the Emerald Scheduler is the recommended procedure for
performing most billing activities.

Scheduler

[ Search task history ][ Current status | [ Confipure schedules ][ Taskes ]

Any number of Emerald Schedule Servers can be configured and running at one time, allowing the schedul ed task
workload to be distributed over anumber of servers. Tasksthat are available for Emerald scheduling must be pre-
defined and registered locally on each Schedule Server in which they will be scheduled to run on. Schedule Servers
arelocally configured within a separate Scheduler Configuration Administrator interface, usually performed during
system installation. Please refer to the Emerald Configuration Administrators documentation under Scheduler
Configuration for more information on task and Scheduler configuration.

All pre-configured automated Emerald tasks are scheduled and monitored within the Scheduler Emerad
Administrative options, described below.

Search Task History

The Sear ch Task H istory S_chedul er Task History Search

Administrative option provides the

ability to search and verify the statusof | Starting: [May 312001 Task Type: [l =

current and past scheduled tasks. Status: [AT 7]  Description: |

When selected, the user is prompted for ﬂl

thefollowing search criteria:

Starting Enter the date (in any valid date/time format) to search from. All tasks scheduled on or after the
given date will be presented and displayed. The default istoday’s date.

Status Enter the Status of the tasks to be displayed. Choose ‘All’ to get alist of all tasks, regardless of
status.

Task Type Enter the Type of the tasksto be displayed. Choose‘All’ to get alist of all tasks, regardless of
type.

Description Enter the Description of the task to be searched for. The Description search is non-case sensitive
and will perform apartial text search (for example, entering ‘ Clear’ will return all task entrieswith a
description that contains the word ‘ Clear’).

Press the Sear ch button to initiate the task

the tasks that meet the search criteriawill be Task Log I
. . . o Matches found
presented in the display window. The tasks
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will be presented with their task 1D, description, current or final status, the date the task was started and compl eted.

Current Status

The Current Status Scheduler Administrative option
provides the ability to view the status of all currently Running Server| Task | Status | Start Dat
running Scheduler tasks. When selected, the user will -

be presented with alist of all currently running tasks
describing the Server the task is running on, the task
description, current status and when the task was
started.

Tasks

Mo tasks currently running

Configure Schedules

The Configure Schedules Administrative option provides the ability to configure and manage the Scheduler task list.
When selected, thelist of all scheduled taskswill be presented. Edit an existing scheduled task by clicking on the
desired entry. To remove a scheduled task, click the Delete link next on the selected entry. To schedule anew task,
click the Add link.

Scheduler

[ Eearch task history ] [ Current status ] [ Confisure schedules ]

[Add]
] |y e ) e S T
Tasks [ mport Eun Cnee Aute Assien Delete

3 taskcharges Create Usage Charges E E Wlonthly  01/012000 0500 Auto Assien Delete

4 taskanvoice  Create Tnwoices Mo Yes Daily 01/01/2000 06:00 Auto Assien Delete

5 taskstatement Create Statements Ho Yes Run Onece 01/01/2000 0700 Auto Assien Delete

1 tasksummary Calls Table Mishtly Processing ¥es  Tes Daily 01012000 01:20 Aute Assien Delete

2 tasksummary MNetflow Mightly Processing Mo Yes Daily 01/01/2000 0300 Aute Assien Delete

Tasks must be predefined before they can be scheduled to run. A default set of schedulable billing Tasks are
provided as part of the Emerald installation package. The Emerald Enterprise version offers a Scheduler Tasks option
that will allow you to define and configure new tasks that can be run within the scheduler. Contact the IEA Software
Customer Support department for more information on creating custom schedul er tasks.

Note:

One-time tasks will be automatically removed from the Task list once the task has been completed and/or expired.
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Scheduled Tasks { New Task)
Task Type: |Shell - Fun External Programs j Schedule Server: |[Auto Assign] =
Parameter: |
[
Descnption:
=
Eun Interval: IRun Once 'I Interval based on: ILast Fun Date 'I
Start Date: I Ifax Concurrent: |1—
Target Bun-Time: Ii Mazamum Fun-Time: Ii
Artive: m

The Schedule Task entry fields are described below. Pressthe Save button to save the Scheduled Task entry.

Task Type

Select the task type from the task list. Only the tasks predefined by the Emerald Administrator
within the Scheduler Tasks option will be presented in the pick list.

Schedule Server

Select the Schedule Server on which the selected task isto run. Choosing the ‘ Auto Assign’
option will allow the Scheduler to make the appropriate decision based on current Schedule
Server workload.

Parameter

If the task is configured to accept parameters qualifying the task action, enter the value for the
parameter here. Common parameter descriptions are provided below:

?? System/Shell commands— the parameter is the command or script to run

?? Database query — the parameter is the SQL command

??  Summary — the parameter specifieswhich datato consolidate (1 = RADIUS)

?? User Export — the parameter specifiesthe External System ID

Description

Optionally enter a description of the schedul ed task.

Run Interval

Choose the appropriate interval in which to run the task. The task can be set to run once, or at a
set reoccurring interval, based either upon the set Start Date of the task, or the time of the last
scheduled run.

Interval based on

Select ‘Last Run Date’ to align the reoccurring interval each time with the timethe task was last
run. Or, select ‘ Start Date’ to align the reoccurring interval with the time the task was initially
scheduled to run. The‘Last Run Date’ allows staggered task run times that force the task to
finish before it is rescheduled to run again.

Start Date

Enter the Start date and time of the task. The start date should be entered in “mm/dd/yy hh:ss
format. If timeisleft off the date/time field value, 12:00 AM (midnight) is assumed.

Target Run-Time

Enter the length of time the task should run. This value can be used to extend the run time of a
task to lessen the load on the server

Max Concurrent

Enter the maximum number of instances of this task that can be running at any onetime.

Maximum Run-
Time

Enter the maximum length of time (in minutes) that this task should run in one session.

Quick Tip:

Other applications, OS system commands, and/or batch processes can be configured to run on an automated
schedule by creating a*“shell” task type and providing the specific command string (including the file directory path)
as the parameter value.
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Tasks

TheTasksAdministrative Il a— Rl Rl Bl Coa e SR Sl
: .
option will alow you to e o o——— T —
define and configure new P
tasks that can be run within -~ _
the scheduler. When T S 7
. actewpedt  Erxports ACH expeet Dielete
se_lected, thelist of al! tasks e B PR D
will be presented. Edit an it W s v i D it Diclere
existing task by clicking on comesrt  Gapors Cradi Cord myport Lleiriz
the desired entry. To g EElE R el
. el Srbechuler Fan Exterrea] Prograimes Ligleiz
remove.ataSk’ click the tudecharpee  Tlaage Tharges Craats Meogs Chorges Dalate
Dd Ete ||nk neXt on the tskovoees Imeciccs Crepe Innoixcs Ddric
selected entry. Tocreate a slstnierent Stalemeas Create Fraben e Dielete
new task. click the Add link. teborrmary Unage Sumoary Create (ioge Sanmary e ords Dielete
’ upsiexpat  Expory Avcount export (Enter ESTD ol paranaetery Delete
The Task entry fields are described below. Pressthe | L —"
Update button to save the Task entry. Tasts: [ecravpon Type: Bopors
ATH expoct =]
Drescription
|
Upde=
Task The name of the task to be added.
Type Thetype of tasks being added (Ex: Import, Export, etc.).
Description The description of the added Task.
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Security Configuration

The Emerald Management Suite relies on several layers of system security, enforcing security restrictions at the
application level aswell asrelying on the security model of the back-end database server. The basic security layout
is based on the definition of Emerald Operators that are assigned to specific Operator Groups having specific
access/privilege levels that are enforced throughout the application. Emerald allows Operator Group access and
privilegesto be defined down to the Emerald object (invoices, statements, incidents, etc.) and MBR Billing Group
levels, allowing strict control over what type, aswell aswhat MBR groups, of information each Emerald Operator has
access to.

Emerald Security Setup
[ Operators | [ Operator Groups ][ IP Secunty |

Thefirst step in implementing the Emerald security model isto define the Emerald Operator Groups and provide their
access and privilege levels.

Operator Groups

i New Operator Group
Operator Groups are used to define a [ New Operater Group ]

collection of Operatorsthat al have the
same access privileges. The Emerald
Management Suite provides adefault set of

Operator Groups

S TS T

Accounting Accounting Operators i}

Operator Groups that can be modified Admin Mo Security Checki 1 @
and/or expanded upon (shown within the Customerficcess Customer Access 0 Add
screen shot to the right). Tech Tech Support Operators 0 Add

Quick Tip:

Operator Groups can be used to define Reseller groups that only have access and reporting rights to specific MBR
Billing Groups. Create a new Operator Group for each supported Reseller.

Choosing the Operator Groups Security Administrative option will present the display of the existing Emerald
Operator Groups. Edit an existing Operator Group and view it's current access privileges by clicking on the desired
entry. To remove an Operator Group, click the Delete link next on the selected entry (default Emerald Operator
Groups cannot be removed). To add anew Operator Group entry, click the New Operator Group link.

The Emerald Operator Group entry fields are described below.

Operator Group | Enter an identifying descriptive name for the Operator Group. Thisvalue will be presented
within the Operator Group selection pick lists throughout Emerald.

Description Enter alonger description or comment regarding the Operator Group entry.

Press the Update button to save the new or modified Operator Group entry.

Quick Tip:

A summary of the Operator Group’s IP Security configuration, used to restrict Emerald group access to a specific set
of IP Addresses, is presented in the Operator Group display. Click on the Add link under the Security column to
directly accessthe group’ s IP Security configuration window
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Defining Operator Group Access/Privileges

Once an Operator Group has been created, system and Uperator Group Access
Emerald object-level access privileges can be defined for [ Mew Operator Group Access Entry |
the group. Select and click on an Operator Group from Object Group Billing Group  Access  Access Update
the Operator Group list to display the current privileges e ATL AL =] Updis |
configured for that group.
aystem Config Global ATL lh Update |

Each Operator Group Access entry can be individually _
changed and updated. Once the Access field has been (et (leizel fiznd [Fiead ] _Update |
modified to the appropriate access privilege value (the
access options are described below), and press the e - Bead bddiChase [Reca/ada/Chonge =] _Ueclte |
Update button on the entry row to save the change. Services Global Read Add/Change [Peadiadd/Change =] _Updats |

Operator Group Access Add Additional e Colotnal Tndl b AAIOh 1

Operator oo =

Group:

Object Group:  |ZSlem el

Billing Group: IISP 'l

Access: I MNaone

Add Operator Group Access

Operator Group Access entries can be added at any time, perhapsto
further refine the Operator Group access permissions, or specify Billing
Group restrictions on some sections of

Emerald data. To add anew Group Access entry, click the New Operator
Group Access Entry link. The Operator Group Access entry fields are
described below.

Operator
Group

There will be two selections available to specify the Operator Group:

?? Global: Choose this option to specify the Object Group Access entry to be globally applied over all
Operator Groups.

?? Current Operator Group: Choose this option to only the apply the Object Group Access entry to
the currently selected Operator Group.

Object
Group

NI IIS

NI IIIIIIIS

The Object Group identifies what information within the system is being restricted (or non-restricted) with
the chosen option. The Object Group definitions are associated with Emerald “objects’ that define a
certain set of related Emerald information, options and data.

The Object Groups and a description of the information that each pertainsto follows:
Accounting: The Emerald Administrative ‘ Accounting’ options

Admin: All Emerald Administrative options

All: All Emerald options and informational fields

Batch: All Emerald Client ‘Batch’ options

Client: All Emerad Client options

Customer Access. The online Emerald Remote ‘ Customer Access component allowing remote
access to an MBR account

General: The Emerald Administrative ' General’ configuration options

Incidents: All MBR/Service incident information

Invoices: All MBR/Serviceinvoice information

MBR: All MBR account information

MBR Acct: All MBR accounting related (billing configuration) information
MBR Basic: All basic non-accounting related MBR information

Other: No Emerad information

RADIUS: The Emerald Administrative‘RADIUS' options

Reports: The Emerald Client ‘ Reports' and printing options

Security: The Emerald Administrative ‘ Security’ options
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ServiceMail: Service Email settings (forwards/aliases)

Service RADIUS: Individual MBR Service RADIUS configuration
Service: All online MBR Service account information

System: The Emerald Administrative Systems configuration
System Config: The Emerald Administrative ‘ Global’ options
System Log: The Emerald Client Reports ‘ System Log’ options
Web: The Emerald Administrative ‘Web Config' options

INTEN TN TN PN PN N

Billing Selection of a specific Billing Group withinthe provided selection pick list indicates restricting or
Group providing access (according to the given Access level) to the chosen Object Group datafor MBRs only
of the specified Billing Group.

Access Select the appropriate pre-configured access privilege to apply to the Object Group/Billing Group
information for members of this Operator Group. Access specifications range from:

All: No accessrestrictions

Read: Read accessonly

Add: Allowsrecord additions

Changes: Allows record modification

Delete: Allowsrecord deletion

A Pre-configured combination

TN N N N SN

Press the Add Operator Group Access button to save the new or modified Operator Group entry.

Note:

Modificationsto Operator Group privileges or Operator/Operator Group assignments will only take effect after the
information has been reloaded into system memory. This can be achieved by using the Emerald Admin/Web
Config/Reload Security option. Reloading of the security cache also occurs with amanual Start/Stop of the Emerald
Web Server.

When Group Accessisinitialy being configured for a
new Operator Group, or for an Operator Group that has Operator Group Access

no established Group Access entries, the Administrator || Wew Operator Group Access Entry ]
will be provided the option to copy the Group Access
configuration of another existing Group. To establish | ObjectGrowp  BilingGroup  Access  AccessUpdate
the sameinitial group permissions as another Operator
Group, select the group from the selection pick list and
press the Copy button. To establish the Group Access [Accounting -] Copy |
permissions from scratch, press the New Operator
Group AccessEntry link to navigate to the access entry screen to enter them individually.

Copy Pertmssions From Group:

Operators

Before an Emerald user can login to the Emerald Management Suite,
they must have an Emerald Operator account created within the

system. Operators

[ HMew Cperator ]

account  Accounting Delete
admin A dmin admin

Choosing the Operator s Security Administrative
option will present the display of the existing Operstor [

Emerald Operator entries. Editan existing pasaworts [ tech Tech Delete
Operator by clicking on the desired entry. To
remove an Operator, click the Delete link next on Ad Oparatar_| the
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selected entry. To add anew Operator Group entry, click the New Operator link.

The Emerald Operator entry fields are described below.

Operator | Enter anidentifying login name for the Operator. Thisvalue will be presented as identification within
the Operator selection pick-lists throughout Emerald and will also be the audit val ue recorded to
associate most system additions, deletions and modifications to the Operator who performed them.

Password | Enter the Operator’s password for Emerald system login.

Group Select the appropriate Operator Group appropriate for this Operator. The Operator will inherit all
access privileges from the selected Operator Group definition.

Emall Enter the full email address of the Emerald Operator. The email addressisfor informational purposes
only and is not currently used functionally within the system.

Press the Add Operator button to save the new entry, or the Update Operator button to save amodified Operator
entry.

IP Security

Emerald Management System can also be Allow everyene in every sroup Delete
restricted to a specific list of IP Addresses. 1P

Operator login and system access to the IP Address|Description | |
Security

address restrictions are defined per Operator Group. Once

one IP Address s specified for an Operator Group, all group e
access of the system will be restricted to the defined list of IP _
Addresses for the group. i Addrese II
escription:
Choosing the I P Security Administrative option will present Aad
the display of the existing Emerald IP Security entries for each New I Adde

Emerald Operator Group. Edit an existing, or add anew, IP
Security configuration by clicking on the Operator Group Admin
entry. The Emerald IP Security entry fields are described
below.

Aloved 2 Ao Descrpim ||

Allow everyone in every group Delete

IP Address | Enter the full valid IP Address (no wildcard symbolswill be accepted) of the machinein the selected
Operator Group. Once an IP Address has been defined, all Emerald access by this Operator Group
will berestricted to the defined |P Addresses. The default (‘*"), if accepted, will allow accessto
Emerald from any IP Address.

Description | Enter the description of the IP Address entry.

Press the Add button to save the new entry, or the Edit button to save amodified | P Security entry.
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Web Configuration (Web Config)

The Emerald Management Suiteis based on aweb interface that isfully configurable, allowing the Emerald
Administrator to customize the appearance, performance and default options of the system. The Web Configuration
options are used to perform these configuration tasks.

Web Configuration
[Web Confipuration] [Web Links] [Eeset Query Cache] [Eeload Config] [License Eeys]

Web Configuration

Choosing the Web Configuration Administrative option will present the  |[ Mew Web Config Entry |
di spl ay of the Emergl dM anagement Suite web appearance c_onfl gl_Jratlon =7
options. These settings configure the colors of each of the listed items. Configuration [
Edit an existing web configuration option by clicking on the desired Options ALk Red
entry. BGColor Tihite
Edit BG LightTellow
Field BG LightBlue
The Emerald Web Configuration entry fields are described below. il Bt £c3555
Field Highlight  fE00
Name Name of the web configuration option. Field Warn eedddd
Vaue The value of the configuration option. Generally these are Tif\eins bbbbbb
color standard HTML color values (identifier or hex value). Link Elue
These standard values can be found the following link: Tosel.arsa araldin
http://www.w3.ora/TR/html4/types.html - h-6.5

Press the Update Option button to save the modified Web Configuration entry.

Web Links

Choosing the Web Links Administrative option will display the web and file links accessible from the Emerald
Management Suite Home Page for Emerald Operators, or from the Emerald Remote Access component for external
customer access and query.

Edit an existing Web Link New Web Link
by clicking on the desired -
entry. Toremove aWeb
Link, click the Deletelink
next on the selected entry.
To add anew Web Link
entry, click the ‘New Web

S (T PP N

Release Notes {docsireleasenctes. hitmn Cperator Delete

TEA Software Support httpfwrarariea-software com/support Operator Delete

Link’ link.
Quick Tip:

The Emerald Management Suite provides two default Operator web links. Thefirst isto the Emerald Management
Suite Version 4.0 Release Notes (/docs/rel easenotes.html), providing information on the current Emerald installation.
The second link isto the IEA Software Support department web page (www.iea-software.com/support) to access
Customer Support links. These links are very useful to retain, but they may be deleted at any time with the Delete link
next to the entry.
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Weh Link
Link: Type:lOperatDr 'I
Sort Order:IE

Title:

URL:Ihttp:,-’,r’

Update |

The Emerald Web Link entry fields are described below.

Link Type | Choose‘Operator’ if theweb link isto show and be available on the Emerald Client home page for
Emerald Operators. Choose‘Customer’ if the web link isto show on the Emerald Remote Access
component for online customer queries.

Sort Order | Enter anumeric value to indicate the application order of this Flow Filter Definition. The sort order is
used to determine the order in which the individual NetFlow definitions are checked and applied
(smallest to largest) within this NetFlow Filter Group.

Title Title of theweb link for the home page display.

URL Enter the URL or full network file path of thelink file.

Press the Update button to save the new or modified Web Link entry.

Reset Query Cache

Choosing the Reset Query Cache Administrative

Option will Immedlately flush and reload the web cache. Starhng reset . Quer&r Cache reset cumplete_

This can be used to refresh all Emerald data displays.

[ Retun ]
Reload Config
Choosing the Reload Config Administrative Eeloadmg configuration... Configuration reloaded successfully.
option will immediately read in and reload the
Emerald Management Suite security settings. Eeloading secunty... Security database reloaded successfully.

This option can be used to refresh the security
datato reliably assure that any recent security [ Eeturn ]
modifications are made immediately effective.

License Keys

Emerald license keys are configured within the License K eys Administrative option. Thisoption is used to register
your initial license key during installation, as well as update your license information (for exampleto add alicense for
more MBRs) any time.
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[Add License]

example ||cense key 500 MBEs Expires 6/25(2001 Delete

Keys

Adding a License

To add anew license key, choose the Add Licenseoption.

When you purchase Emerald, Evaluate Emerald, or add Company. |
additional MBRs, you will receive an E-mail with your License License Key: |
information. Y ou need to enter the exact Company Name and Add Key |

License Key that you receivein the E-mail. The best way to
copy theinformation isto cut and paste it from your mail package. Thiswill insure that you do not enter the wrong
information into the license manager. Pressthe Add Key button once the information has been entered. Thelicense
key will only be effective once you have logged out of the Emerald system and log back in.
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Emerald Management Suite — Edition Descriptions

The following section outlines the Emerald Management Suite Editions and the Add-on features available with this
release. Professional, Enterprise and Add-on Features are available only when the appropriate Emerald licenseis
purchased and registered within the system. Details regarding the use and configuration of each of the features of
each edition are provided under the associated sections of the Emerald User’s and Administrator Guides, and the
Radius Administrative Guide.

Emerald — Standard Edition

RadiusNT/X Standard Version Features

?? 1P Pooling

?? Limited Smart Cache

?? Limited Accounting Spooling
?? Database Fail-over

Emerald — Professional Edition

RadiusNT/X Professional Version Features (includes Standard features)

Proxy

Advanced Smart Cache
Accounting Spooling
SNMP

Rate Limiting

Load Balancing

IIIIII

Emerald — Enterprise Edition

RadiusNT/X Enterprise Version Features (includes Professional features)

Store and Forward Proxy
Authentication API
LDAP Authentication
Token Support

Tacacs

Unlimited Smart Cache

3IIIIII

Emerald — Available Add-on Features

?? LDAP Synchronization
?? EmerAuth External Systems Authentication API
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Appendices

Appendix A: Trouble Shooting and Frequently Asked Questions
Installation Issues

?? What installation option and components should | choose during install?

The*Typical’ installation option will be sufficient for most Emerald sites. Typical installations include the
Emerald Web Server, the Emerald Scheduler, and RadiusNT/X components. The*Complete’ installation option
will ingtall all of the additional Emerald components and the ‘ Custom’ installation option will allow you to
specifically choose the additional components you would likeinstalled. All installation optionsinclude
installation of the full set of Emerald documentation. The additional components available outside of the
‘Typical’ installation are;
?? Crystal Reports: Optional component required on Windows installations for all Emerald report printing
activities.
?? EmerAuth: Required to beinstalled on the machines running your mail server (if it supports EmerAuth),
FTP server (serv-u) or News server (Dnews).
?? SysLog: An Emerald Enterprise feature used to log errors within systems external to Emerald.

?? Previous versions of Emerald required separ ate installations on each of the intended client machines. Isthis
reqguired with Emerald Version 4.0?

Emerald Version 4.0 is browser-based, requiring only one Emerald Server installation. Client accessto the
Emerald server is gained through the use of a standard web browser.

?? Canl install RadiusNT/X on multiple machines? Doesit have to be installed on a machine running Emerald?
Can | install RadiusNT/X fromthe Emerald installation disk?

RadiusNT/X can be installed on multiple machines within the restrictions of your Emerald and/or RadiusNT/X
license agreements. The RadiusNT/X server should be installed on amachine that is dedicated to network
services, and it does not need to run on the same machine as the Emerald server. It can beinstalled on either the
machine running your Emerald database server, or on another server. The RadiusNT/X component can be
individually selected within the Emerald ‘ Custom’ installation option.

?? Canlinstall Emerald 4.0 into a directory wherea prior version of Emerald isinstalled?

It isrecommended that the Emerald Version 4.0 files be installed into a separate directory. Thereisno need to
uninstall the previous version of the software, although it will cause no problemsif you do so. In addition, the
Emerald Version 4.0 database can be created on the same database server as any prior Emerald versions. Note:
The Version 4.0 upgrade procedure will require local database server access to the Emerald Version 2.5 database
and will create a copy of your existing data prior to performing any conversion activities on the data for
compatibility with the new version of the application.

?? Duringinstallation, | receivean error telling methat afileisin use. What should | do?

Typicaly when afileisin use, it means another program (like a service on Windows) is running and hasthefile
open. Usually you can just ignore the error without causing any problems. However, if Emerald failsto run after
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the installation, you will need to stop the program using the file and re-runinstallation. Generally, all conflicting
programs should be shut down before attempting installation.
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?? Doesthe Emerald Server support SSL transactions?

The Emerald Server does not natively support SSL (Secure Socket Layer) transactions. However, the Emerald
server can be configured to either run as an | SAPI module under an external web server that does support SSL
(Windows systems only), or it may be configured to use an SSL tunnel to accomplish secure communication
between it and remote web browsers. Please refer to the Emerald Secur e Socket Layer (SSL)
Support/Configuration section of this document for more information.

Setup Issues

?? Canlinstall thereportsto a directory other than the Emerald default reports directory?

Yes. Todo soyou need to copy the *.rpt files from the installation directory to the new directory and redefine
the Emerald global reports directory specified within the Emerald Administrator. Make sure that the Emerald
server has at least read access to the new reports directory aswell. The directory should be aglobal directory in
which all users have access.

?? | haveinstalled and configured my report server, but Emerald is displaying a report server not found message
when | try to print areport. What should | do?

There are two common causes of this problem. First, verify that the Report Server has been started and is
currently running. Secondly, verify that the correct Global Report Path has been defined with the Emerald
Administrative options. Contact the customer support department if both of these cases have been verified and
the problem still exists.

?? While attempting to run the Emerald Version 4.0 upgrade database conversion script, | encounter an error
regarding the format of my existing credit card expiration dates and the conversion halts. What can | do to
correct this?

Emerald Version 4.0 now enforces avalid date (mm/yy or mm/yyyy format) for credit card expiration dates. Prior
versions of the application allowed free form entry of expiration dates that may not conform to a standard date
format that will cause errors during the database conversion procedure. The credit card expiration dates can be
manually converted into an mm/yy format, or thereisa SQL credit card expiration date conversion script provided
within the Emerald installation directory that may be run directly against your existing Emerald Version 2.5
database that will perform the conversion for you (see the Release Notes for afurther description of this script
and its side-affects). Once the credit card expiration date formats have been corrected and all entries have been
verified asvalid, the Emerald Version 4.0 upgrade/data conversion can be re-attempted.

?? TheEmerald database creation failed and now | can’t re-create the database. How can | fix this?
Most likely the problem isthat the prior database device still exists. Use your database server management tool

to delete and verify that both the failed database device and the associated physical database and log files have
been deleted.

Emerad — Administrator’ s Guide %5 |EA Software, Inc.



Startup Issues

?? When | accessthe Emerald application for the first time, there is no information in the login prompt. What
should I initially login with?

Thefirst time you log into the Emerald Suite after installation, the default Username and Password values
provided for the Emerald Administrator are* Admin’ and ‘Passl’, respectively. It isstrongly recommended that
the default Emerald Administrative account password be changed immediately upon initial login to the
system

?? When | accessthe Emerald Web Configuration Server, it is not accepting my Emerald Administrative
password. What should | login with?

When prompted, enter any Username and provide the general Configuration Password provided during
installation and initial start of the Web Configuration Server (or other Emerald Management Suite Administrator).
The creation and access of this password is described above within the Installation section of this document
under Initial Database Configuration.

?? When | attempt to access the Emerald application from my web browser, | keep being returned to the login
screen. The browser window validation and drop-down selections do not appear to be correctly updating.

Itiscritical for the operation of the Emerald Management Suite that both cookies and java script be enabled
within the web browser accessing the Emerald Server. Within Microsoft this is done within the Browser
Tools/Internet Options/Security/Customoptions. Within Netscape this is done within the Edit/Preferences
Advanced options.

?? TheEmerald screen display and available menu options change depending upon which user has logged onto
the system. Isthis normal application behavior?

Emerald Version 4.0 security allows the Emerald Administrator to control Emerald Operator access on a page,
menu option, and field detail level. The menu options available and the format of the pages displayed directly
depend upon the privileges assigned to the Operator Group associated with the logged in Emerald Operator.

Configuration Issues

?? When | try to delete avalue under the Administrative options, | receive an error saying the delete failed. What
causes thisand how can | delete the item?

The database constraints will not let you delete items that are being referenced by other items. For example, to
delete abilling group, there can not be any itemsreferencing it (like region, services, etc) aswell asno MBR can
be using that billing group.

?? Some of the changes that | make within the Emerald Administrative options do not seemto be immediately
applied by the system. How can | make Emerald apply changes immediately?

Some database values are cached in memory to speed up server access and display. The Emerald Administrator

has the ability to reload and update both the memory cache and security cache with options available within the
Emerald Administrative Web Configuration option.
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?? The Emerald screen display and available menu options change depending upon which user haslogged onto
the system. Isthisnormal application behavior?

Emerald Version 4.0 security allowsthe Emerald Administrator to control Emerald Operator access on a page,
menu option, and field detail level. The menu options available and the format of the pages displayed directly
depend upon the privileges assigned to the Operator Group associated with the logged in Emerald Operator.

?? What isan external system and why would | need one of them?

External systems are only needed if Emerald will be used with an application or system that is not specificaly
integrated with Emerald. These are typically mail, FTP or news systems. Refer to the information within this
guide regarding the configuration of external systems, or the EmerAuth documentation for more information.

?? Howdol createreports and add themto Emerald?

Windows installations of the Emerald Suite include an integrated run-time report engine, currently based upon
Crystal Reports 8.0+. New custom reports can be created outside of Emerald within the Crystal Reports 8.0+
report writer (Professional version). Once you have created the report and copied the report file into the Emerald
global reports directory, add the report to the Custom Report list within the Emerald Administrative options and
the report will be available within the Emerald Report list.

?? What types of taxes does Emerald support?

Emerald supports single tax, dual tax (two taxes based on the original amount) and piggyback tax (two taxes
where thefirst tax is based on the original amount, and the second tax is based the original amount plus the first
tax). All taxes aretracked by type and amount for flexible and accurate reporting.

?? Howdo| create a setup charge for a service?

Applicable setup charges are configured when a Service Typeis created or updated. The Emerald Administrator
defines the avail able Setup Charge options within the Accounting/Charge Types Emerald Administrative menu
option. Once a Setup Charge has been selected for a Service Type, the charge will only be applied on the first
billing period of the Service and can be waived on an individual Service account basis.

?? Howdo | configure Emerald to bill service usage at two different rates based on the time of the call?

Define a Rate Schedule (within the Emerald Administrative Accounting/Rates option) with both Default time
period charges and Alternate time period charges. The Rate allows the definition of the range of the Alternate
time period and anything outside of thisrangeis considered the Default time period. Multiple rate schedules can
be defined for the billing of usage during both time periods.

?? Can| specify a separate invoice format for each Billing Group?

The Emerald Administrative General/Billing Groupsoption allows you to define individual company data, as
well asindividual invoice and statement formats for use with each Emerald Billing Group.

?? My external system batch file format is not supplied in the select list. Can | define a new onethat will be
supported by the system?

Emerald Version 4.0 provides a default set of supported external systems batch file formats. Currently, new
formats must be requested through our customer support department and may, or may not, require a software
development contract to create. It isplanned that afuture version of Emerald will provide a utility that will allow
usersto define and create their own batch file formats.
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?? How come some options do not have the Delete option available?

In general, throughout the Emerald Administrative options, once an option has been assigned, thereis no longer
the option to Delete the entry. This guarantees the integrity of the Emerald data by not allowing valuesin use
by other parts of the system to be removed. For example, once a Billing Group has been assigned to an MBR,
the Billing Group can only be removed if the MBR Billing Group value is re-assigned to a different value.

Security Issues

?? How are Emerald Operator privileges assigned? Can an Operator be in more than one Operator Group?

Each Emerald Operator must belong to one and only one Operator Group. The permissions of each Operator are
based on the privileges configured for the Operator Group of which they are assigned. Note: If the Emerald
Version 4.0 installation was an upgrade from the Emerald 2.5 version, all Operators wereinitially placed inthe
‘Administrator’ Operator Group. These initial Operator Group assignments should be evaluated and modified
prior to Emerald Operator access.
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Appendix B: Supported Third Party External Systems

The Emerald Management Suite works with many different third-party products. The open nature of the Emerald
database and the technical specifications of the suite allow third party applicationsto easily interact with Emerald.
Below is atable that shows Internet URL addressesto Third party products which support Emerald or can work with
Emerald. Please seethe |EA Software web site for an up-to-date list.

Category Product Comments URL

Credit Card Authorize.net Batch Out / In www.authorize.net
Credit Card CardSoft PC Batch Out WWW.cardsve.com
Credit Card CCard (UK) Batch Out / In

Credit Card CyberCash Batch Out/ In, AVS www.cybercash.com
Credit Card IC Verify Batch Out / In, AVS and non-AVS www.icverify.com
Credit Card Domain POS Batch Out

Credit Card Globa Retail PC Batch Out/In AVS and non-AV S

Credit Card MAPP-PC Batch Out Www.mastercard.com
Credit Card PC-Charge Batch Out www.godoftinc.com
Credit Card PC Authorize Batch Out/In

Credit Card PC-Transact IT v1.2 | Batch Out/In Www.novainfo.com
Credit Card PC-Transact IT Batch Out/In WWW.novainfo.com
Credit Card PTC Batch Out, AVS and non-AVS www.firstdata.com
Credit Card TelePC Batch Out www.audiotel.com
Credit Card Visanet POS-Partner | Batch Out

Mall NTMail Authentication DLL WWW.microsoft.com
Mall MailSite Direct Database Support www.rockliffe.com
Mall VOPMail Direct Database support WWW.Vircom.com
Mall Imail Authentication DLL WWW.ipswitch.com
FTP Serv-U Authentication DLL www.cat-soft.com

Mail Server Support

Emerald supports several different Mail Server vendors. Most mail servers support either directly connecting to the
Emerald database, or using the EmerAuth DLL to connect to the Emerald database. However, some mail servers only
support aone-way synchronization

Emerald also supports Serv-U FTP and DNews authentication. Both of these are also included in the EmerAuth DLL
and documented in the EmerAuth documentation.
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Rockliffe Mailsite Configuration

The Emerald Management System supports Rockliffe Mailsite. Mailsite comes out of the box ready to work with
Emerald. To useit, simply configure an ODBC DSN pointing to the Emerald database and configure the Mailsite
database plug-in to use the newly created Emerald ODBC DSN. Additionally during Mailsite configuration, it must
be identified as an External system (using the Mailsite external system D) within the Emerald Administrator options.

Emerald can be configured to create amail list of all Emerald users. Emerald includes a stored procedure called
“SendMailUsers.sgl” that will return the list of users stored within Emerald in the format that Mailsite is expecting. If
you want to restrict the list, you can modify the stored procedure as needed. Users do not have to be manually
added within the Mailsite configuration program. Mailsite will synchronize the systems by specified domain. When
you configure the database mailbox plug-in, you can tell it to automatically create accounts for certain domains. With
that enabled for the domains configured in Emerald, the user will automatically be created when they first receive a
message or first check their mail.

Internet Shopper NTMail Configuration

The Emerald Management System supports Internet Shopper NTMail, although the NTMail user APl isonly
supported through the EmerAuth DLL, included within the Emerald Management Suite package. Please seethe
Emerald EmerAuth component documentation for more details on using it.

Note: Although NTMail supports aliases and forwards, the NTMail API does not include features to support them

within Emerald. The NTMail admin can be used to configure aliases or forwards for accounts within NTMail, but
NTMail will not use the forward information configured within Emerald user accounts.
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Appendix C. Batch Credit Card Formats

For the majority of the Credit Card/EFT external system packages listed above, the Emerald system performs adata
exchange using processing files between the two systems. A batch fileisused to send transactions from Emerald to
the software, and another batch file is used to return the results of the transactions back to Emerald.

Note:  Thesefilesare typically described from the batch software’ s point of view, therefore the batch infileis
what Emerald creates and isread in by the batch software. The batch out fileiswritten by the batch
software and read in by Emerald.

Many software packages allow you to configure the fields in the batch file. The following sections detail each of the
specific batch formats expected per supported external system.

In almost all cases during Emerald credit card processing, Emerald will provide a unique transaction number (transid)
for each record it batches out to the credit card system for processing. It isimportant that the external credit card
processing system return this transaction identifier unchanged so that Emerald can correlate the transaction results
with the original transaction recorded within the Emerald account database.

MAPP-PC

The MAPP-PC batch out file consists of nine fields, each delimited by the“|” character. There are an additional five
blank fields on the end of each line after these ninefields. The only different between the 9.x version and the prior
versionisthetypefor 9.x is“103$" for capture, whereas the prior version was “09$” for auth only.

Batch In

# | Description Details

1 Type/Transaction 1D/ 09X XX XXX XX mm-dd-yyyyhh:mm:ss
Date/Time 09 = Auth/AVS, $ = Manual, XXX XXXXX=Trans|D

Date/Time: mm-dd-yyyyhh:mm:ss

2 N/A

3 N/A

4 Credit Card Number The credit card number13-16 numeric digits

5 Credit Card Expire four numeric digitsin the form mmyy

6 Credit Card Auth Name The name on the card

7 | AVS The billing Address Verification numbers

8 Zip Code Thehilling zip code

9 | Amount The amount of the transaction.

Batch Out

The Batch Out file must contain at least 17 fields, commadelimited. Field 1 hasthe sameformat asField 1 inthe
Batchinfile. Therest of field 17 contains the approval and response codes. If thefirst four characters of field 17 is
“APPR” then the transactions was approved
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Card Soft

The Card Soft batch out file consists of six fields, each delimited by acomma. All fields are quoted aswell.

Batch In

# | Description Details

1 Type C1 = Capture

2 Username The Emerald operator’ s name

3 Transaction 1D The Transaction ID

4 Credit Card Number The credit card number13-16 numeric digits
5 Credit Card Expire 4 numeric digitsin the form mmyy

6 Amount The amount of the transaction.

Batch Out

The Batch Out file contains two lines per transaction. Thefirst lineisthe exact same line Emerald wrote out in the
Batch Infile. The second like must contain six fields, commadelimited. Field 1and 2 isthe process date and time.
Field 3 isthe response code, and first 4 isthe approval code. If thefirst charactersof field 4is“A” then the
transactions was approved.

TelePC

The TelePC batch out file consists of five fields, each delimited by acomma.

Batch In

# Description Details

1 Credit Card Number The credit card number13-16 numeric digits

2 Credit Card Expire four numeric digitsin the form mmyy

3 Amount The amount of the transaction

4 Zip Code Thehilling zip code

5 AVS The billing Address Verification numbers
Batch Out

Batch out support for TelePC is not supported.
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PTC AVS

The PTC batch out file consists of 16 fields, each delimited by acomma. All fields except the CC Number, Zip Code,
Tip, and Amount are quoted.

Batch In

# | Description Details

1 Type S= Capture

2 Credit Card Number The credit card number13-16 numeric digits
3 Credit Card Expire four numeric digitsin the form mmyy

4 Credit Card Auth Name The name on the card

5 | AVS The billing Address Verification numbers

6 Zip Code The billing zip code

7 Transaction ID Thetransaction ID

8 OperatorID The Emerald Operator’sID. Currently thisis aways set to 0.
9 [T

10 | Blank

11 | Blank

2|2

13 | Blank

14 | Blank

15 | Tip Always 0.00

16 [ Amount The amount of the transaction

Batch Out

The Batch Out file must contain six fields, commadelimited. Field 1and 2 isthe process date and time.

Field 3isthe response code, and field 4 isthe approval code. The Transaction ID isfield 5. If the first character of
field3isnota“C” oran“S’, thetransaction isignored. If field 4 startswith “AUTH/TKT” the transaction was
approved, otherwise the transactions was denied.

PTC non-AVS

The PTC non-AV S batch out file consists of six fields, each delimited by acomma. All fields except the CC Number,
and Amount are quoted.

Batch In

# Description Details

1 Type S= Capture

2 Credit Card Number The credit card number13-16 numeric digits
3 | Credit Card Expire four numeric digitsin the form mmyy

4 Credit Card Auth Name The name on the card

5 Transaction ID Thetransaction |ID

6 Amount The amount of the transaction
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Batch Out
The Batch Out file must contain six fields, commadelimited. Field 1and 2 isthe process date and time.
Field 3isthe response code, and field 4 isthe approval code. The Transaction ID isfield 5. If the first character of

field3isnota“C” oran“S’, thetransactionisignored. If field 4 startswith“AUTH/TKT” the transaction was
approved, otherwise the transactions was denied.

PC-Charge

The PC-Charge batch out file consists of ninefields, each delimited by acomma. All fields are quoted.

Batch In

# | Description Details

1 Type 1 = Capture

2 Credit Card Number The credit card number13-16 numeric digits
3 Credit Card Expire four nunmeric digitsin the form mmyy

4 | Amount The amount of the transaction

5 Transaction 1D The transaction ID

6 Zip Code The billing zip code

7 Street Address The billing street address

Batch Out

PC-Charge writes two batch out files, one with a.app extension (the approved ones) and one with a .bad extension
(the declined ones). When you specify the batch out filein Emerald, do not include the extension, as Emerald will
add the extensions for you. The Batch Out file must contain at least 8 fields, comma delimited. Field 5isthe
transaction ID and field 8 is the approval code.

IC Verify non-AVS

ThelC Verify non-AV S batch out file consists of six fields, each delimited by acomma. All fields are quoted.

Note: This batch format may not work with the DOSversion of IC Verify.

Batch In

# Description Details

1 Type C1 = Capture

2 Transaction ID Thetransaction ID

3 Company Name The Company Name (if any)

4 Credit Card Number The credit card number13-16 numeric digits
5 Credit Card Expire four numeric digitsin the form mmyy

6 | Amount The amount of the transaction
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Batch Out
The Batch Out file contains two lines per transaction. Thefirst lineisthe exact same line Emerald wrote out in the
Batch Infile. The second line must contain at least six fields, comma delimited. Fields 1and 2 are the process date

and time. Field 3 isthe response code and field 4 is the response code. |If the first characters of field 4is“A” then the
transactions was approved.

IC Verify

The IC Verify AVSbatch out file consists of ninefields, each delimited by acomma. All fields are quoted.

Note: This batch format may not work with the DOSversion of IC Verify.

Batch In

# | Description Details

1 Type C1 = Capture

2 Transaction 1D The transaction 1D

3 Company Name The Company Name (if any)

4 Credit Card Number The credit card number13-16 numeric digits
5 Credit Card Expire four numeric digitsin the form mmyy

6 Amount The amount of the transaction

7 | Approval Blank for request, filled in for responsefile
8 Zip Code Thehilling zip code

9 | Street Address Thehilling street address

Batch Out

The Batch Out file contains two lines per transaction. Thefirst lineisthe exact same line Emerald wrote out in the
Batch Infile. Thesecond line must contain at least six fields, commadelimited. Fields land 2 are the process date
and time. Field 3 isthe response code and field 4 is the response code. |If the first characters of field 4is“A” then the
transactions was approved.

CyberCash

The CyberCash batch out file consists of ninefields, each delimited by acomma. All fields are quoted except for the
transid, zip code and amount.

Batch In

# | Description Details

1 Transaction ID Thetransaction ID

2 Credit Card Auth Name The name on the card

3 Credit Card Number The credit card number13-16 numeric digits
4 Credit Card Expire four numeric digitsin the form mmyy

5 | AVS Thebilling Address V erification numbers

6 Zip Code Thehilling zip code

7 Amount The amount of the transaction
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Batch Out

The Batch Out file must contain 4 fields, commadelimited. Field 1isthetransaction ID, and if field two is greater
than 0, the transaction was approved. Field 3 isthe approval code and field 4 is the process data.

Domain POS

The Domain POS batch out file consists of ninefields, each delimited by acomma.

Batch In

# | Description Details

1 Credit Card Number The credit card number13-16 numeric digits
2 Credit Card Expire four numeric digitsin the form mmyy

3 Amount The amount of the transaction

4 | AVS The billing Address V erification numbers

5 Zip Code Thehilling zip code

6 Credit Card Auth Name The name on the card

7 Transaction ID Thetransaction ID

8 Tax Always 0.00

PC-Transact_IT

The PC-Transact_IT uses a set length, non-configurable batch file for both batch in and batch out. Thisfileformatis

fairly extensive and covered in detail inthe PC-Transact_|T user manual.

PC Authorize

The PC Authorize batch out file consists of eleven fields, commadelimited

Batch In
# Description Details
1 Transaction |ID The Transaction ID
4 Credit Card Number The credit card number13-16 numeric digits
5 Credit Card Expire four numeric digitsin the form mmyy
6 Credit Card Auth Name The name on the card
7 | AVS The billing Address Verification numbers
8 Zip Code Thehilling zip code
9 | Amount The amount of the transaction.
10 | CustomerlD The MBR'sID in Emerald
11 | InvoicelD Thelnvoice'sID in Emerald
Batch Out

The Batch Out file must contain seven fields, commadelimited. Field 1isthetransaction ID, Field 3 isthe response
code, and field 4 isthe approval code. If the first character of field 4is“A” the transaction was approved.
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Generic

The Generic batch out file consists of six fields, each commadelimited. Thisis designed to be used by a system that
isn't compatible with one of the previously listed formats.

Batch In

# | Description Details

1 Transaction |ID The Transaction ID

2 Credit Card Number The credit card number13-16 numeric digits
3 Credit Card Expire four numeric digitsin the form mmyy

4 | Amount The amount of the transaction.

5 Zip Code Thehilling zip code

6 Address The billing address

Batch Out

The Batch Out file must contain at least six fields, comma delimited. Field 1and 2 isthe process date and time.
Field 3isthe response code, and field 4 isthe approval code. The Transaction ID isfield 5. If the first character of
field4is“A” or field 3 startswith “AUTH/TKT” the transaction was approved, otherwise the transactions was
denied.
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Appendix D. SNMP User Settings

One of the main problems with concurrency control iswhen RadiusNT does not correctly track the on-line users.
This can cause a user to be inadvertently denied access when they should not be. To prevent thisfrom happening,
RadiusNT can verify that the user is on-line at the time of authentication by using SNMP. Thisfeature only alows
RadiusNT to do areal time verification check to seeif the user is still on-line. 1t will not update the calls onlinelist or
correct any other problems pertaining to the calls online. It isdesigned to prevent incorrect concurrency denial
rather than to always prevent logins because of concurrency limits.

SNMP Concurrency Control

For RadiusNT to query the NASto verify the user, it must know the SNM P community and the specific OID for the
port the user islisted to be on. The SNMP Community is stored in the Servers table, Community field. Although this
istypically pubic, you may have changed it for security reasons. The OID for each port is stored in the ServerPorts
table, SNMPUser field. The contents of thisfield will change for each port. Currently, it must be a static entry for
each port and may differ from NAS models and vendors.

For aLivingston Portmaster 2, the OID is.1.3.6.1.4.1.307.3.2.1.1.1.4.x where x is the port number. Froman SQL
perspective, you can populate the ServerPorts table by using a derivative of the following SQL statement. For other
NAS vendors you should consult the NAS documentation to see how it supports SNM P and what the specific OID
is.

Updat e ServerPorts
Set SNMPUser = .1.3.6.1.4.1.307.3.2.1.1.1.4. + convert(varchar(5), Port+1)
VWere Serverl D = X

The Serverl D should match an entry from the Serverstable for the NAS you want to update.
Thefollowing table shows the Base OID for several popular vendors and terminal servers:

\Vendor [Model [Base OID [Comments
L ucent Portmaster2 1.1.3.6.1.4.1.307.3.2.1.1.1.4.x Ports are 1 to 30 or 1 to the number of portsin the PM.
Lucent  [Portmaster3 [136.1.4.1.307.321114x ;32&2%2’5)'_3 SO. The ports are 2-25/26-49 (T1) or 2-
Cisco |AS5248 1.36.14.19.292.1.18x Ports are 1-48 for a48 port dual T1.

ServerType MUST be set to 5-8 for thisto work. Do not
Ascend  [Max 4xxx .1.36.1.4.1.529.12.3.1.4. add a port number at the end and make sure each line

ends with a period.

Starts at 1513 for the first port and increment in same
formula as the ports are reported to RadiusNT.

USR HyperARC 11.3.6.1.4.1429.4.10.1.1.18X

Nortel 5399 1.36.1.4.1.152.16.1.2.1.3.1.x

Server Types

RadiusNT usesafield called ServerType in the Servers Table to track the type of server. Thisis primarily used for
SNMP Concurrency Checking, although in the future it will probably be used for more. Hereisalist of the current
Server Types and their meanings:
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Vendor Mode Server Type SNMP Method
Generic Startsat 0 0 Use SNMPUser as OID
Generic Startsat 0 1 Use SNMPUser as OID
L ucent Portmaster 2 2 Use SNMPUser as OID
L ucent Portmaster 3 3 Use SNMPUser as OID
L ucent Portmaster 4 4 Use SNMPUser as OID
IAscend MAX 40xx/60xx T1 5 IAdd ASID To SNMPUser
IAscend MAX 40xx/60xx E1 6 IAdd ASID To SNMPUser
IAscend IMAX 1800 7 IAdd ASID To SNMPUser
IAscend MAX TNT 8 IAdd ASID To SNMPUser
Cisco AS 5x00 9 Use SNMPUser as OID
3Com Total Control 10 Use SNMPUser as OID
Computone Power Rack 11 Use SNMPUser as OID
[Microcom 6000 12 Use SNMPUser as OID
3Com/USR HiPer ARC 13 Use SNMPUser as OID
Nortel 5399 14 Use SNMPUser as OID

Use SNMPUser as Ol D: The SNMPUser field should be afully qualified OID to the name of the user on that port.
The port number will usually be the last nubmer of the OID.

Add ASID To SNMPUser: The SNMPUser field should not be fully qualified, but rather should be the path to where
the Acct-Session-ID values are found. RadiusNT will append the Acct-Session-ID onto the OID before checking it.

Emerad — Administrator’ s Guide 109 |EA Software, Inc.



Appendix E. Livingston Support: RadUsers and Det2odbc

There are two programs that unable Emerald to receive and send datato Livingston. They are RadUsers and
det2odbc.

RadUsers

Overview:

RadUsersis a simple program that reads your RadusNT/X compatible database and stores information in afile format
that Livingston can read. Itsvery simple, and easy to use. RadUsers can be used in atime where you still want to run
RadiusNT/X to authenticate users, but need to take your Database down. RadiusNT/X also has atext fail over mode

whereif the Database dies, it can use ausersfile. RadUsers can create that file.

Usage:

To use RadUsers, you need to setup an ODBC datasource for the database, which you want to retrieve data from.
The database must confirm to the RadiusNT specifications. Seethe RadiusNT readmefile for detailed information on
creating the database.

The command line parameters are:
RadUsers[FILE] [DSN] [Username] [Password] [ Timeout]

FILE - Output File where Livingston datawill sent.

DSN - ODBC datasource

USERNAME - username used to connect with the ODBC datasource
PASSWORD - username used to connect with the ODBC datasource
TIMEOUT - ODBC Timeout in seconds, the default is one second.

So, to retrieve the data from the database and put it in afile called c\detail.log and using a datasource called Radius,
username sal and password sayou would use this syntax:

RadUsers c:\detail.log Radius sal sa
When processing the file, you will see the following.

Checking For License ( Valid license found)
Loading RadConfigs Users...Writing...1
Loading AccountTypes...4

L oading RadATConfigs Users...Writing...3

In this case, atotal of 4 records would have been written to the file c\detail .log.

Det20DBC

Overview:

Detail to ODBC isasimple program that reads in your detail log files, and places the datainto a RadiusNT cornrpatible
database. Itsvery simple, and easy to use. Det2odbc can be used to bring in accounting records from RadiusNT/X
aswell asaLivingston compatible accounting file. Likein the above example, if you do take your Database down for
awhile, you can use Det2odbc to get the accounting records received when the Database was down, back into the
Database.
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Usage:

To use Det2odbc, you need to setup an ODBC datasource for the database, which you want to convert. The
database must confirm to the RadiusNT specifications. Basically you used the attribute names out of the dictionary
EXCEPT that you must remove all dashes. Seethe RadiusNT readme file for detailed information on creating the
database. Det20DBC also assumes there is a Unique constraint on the three fields AcctSessionl D, ClientI D, and
AcctStatusType. If you do not have this constraint on the DATABA SE side, then you will get duplicates. With
Access you can make those three fields the key while you do your import. With SQL Server, just create aunique
constraint on the three fields using Enterprise Manager. (See your docs for other databases). Y ou will also need a
Radius dictionary file in the directory where you run the executable file.

The command line parameters are:
det2odbc [detail] [dsn] [username] [password] ((DEBUG] | [MSACCESS] | [STOP] )

Thefour required fields are:
DETAIL -fileto convert
DSN - ODBC datasource
USERNAME - username used to connect with the ODBC datasource
PASSWORD - username used to connect with the ODBC datasource

There are three additions command line parameters you can use. These are
not case sensitive and can be added AFTER the four required parameters.

DEBUG - Thiswill print alot of debug to afile called det2odbc.log, which will be found in the same
directory, where the application isrun from. Usethisif you are seeing alot of errors and would like to figure out what
isgoing on. If you report problems, pleaseinclude a PORTION of this.

STOP - Thiswill process ONLY the stop records, skipping all start records. Thisis VERY handy and can
save alot of time/disk spaceif all you want to do is query on-linetimein the database.

MSACCESS - Thisshould be used if the destination is an MSA CCESS database. It will change the date

quote from an ' to a#, and also change the date format slightly. The Y ear will always be the current year (not the year
in the record) when using this.

So, to convert your c:\radius\acct\tsl.blah.comdetail file to a datasource called Radius, username saand password
sa, you would use this syntax:
det2odbc c:\radius\acct\tsl.blah.comdetail Radius sa sa
Also, if you are using an M'S Access database, and only want stop records, the above example would be:
det2odbc c:\radius\acct\tsl.blah.comdetail Radius sasa STOP MSACCESS
When processing thefile, you will seefive counters.

Percent - The percentage of the detail file parsed.

Good - The number of GOOD transactions

Duplicates - The number of Duplicates (ODBC 3267 errors)

Skips - The number of Start records (if stop was used)
Errors - The number of ODBC errors
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