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Software License Agreement

By purchasing or installing all or part of the Emerald Management Suite, you indicate your acceptance of the
following License Agreement.

Ownership of Software Y ou acknowledge and agree that the computer program(s) and
associated documentation contained with the Emerald Management Suite (collectively, the “ Software”) are owned
exclusively by IEA Software, Inc. and/or its licensors. The Software contained in the packageis protected under
copyright laws and all copyright and other intellectual property rights relating to the Software are and remain the
exclusive property of IEA Software, Inc. and/or itslicensors. Y ou may not rent or lease the Software, but you may
transfer the Software and accompanying materials on a permanent basis provided you retain no copies and the
recipient agrees to the terms of this Agreement.

License IEA Software, Inc. grantsto you, and you accept, alimited, non-
exclusive and revocable license to use the Software. Y ou agree to use the Software in machine-readabl e object code
form only as authorized in this License Agreement. This License Agreement does not convey any title or interest in
the Software to you. Y ou may only use the licensed number of copies of the Software as stated in your purchase
agreement.

Scope of License Y ou may not make any changes or modifications to the Software, and
you may not decompile, disassemble, or otherwise reverse engineer the Software. Y ou may not load, rent, lease or
sublicense the Software or any copy to othersfor any purpose. Y ou agree to use reasonable efforts to protect the
Software from unauthorized use, modifications, reproduction, distribution and publication. Y ou are not permitted to
make any uses or copies of the Software that are not specifically authorized by the terms of this License Agreement.
Y our adherence to this License Agreement will allow |EA Software, Inc. to continue developing innovative and
useful products and providing a high level of customer service and support. If you do not comply with the terms of
this License Agreement, your license will be revoked.

Updates and Support All software updates are available viathe |EA Software, Inc. web site.
A maintenance contract is available for major version upgrades, which is not included or covered as part of the basic
purchase agreement. Technical support is available via E-Mail, support mailing lists, or a purchased telephone
support contract.

Trademarks IEA Software, Inc., Emerald, RadiusNT, and the associated logo(s) are
registered trademarks. All images, photographs, animations, audio, video and text incorporated into the Software is
owned by |EA Software, Inc., unless otherwise noted by Trademark.

Restricted Rights The Softwareis provided with U.S. Governmental Restricted Rights.
Use, duplication, or disclosure by the Government is subject to restrictions set forth in subparagraph ©(1)(ii) of The
Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 or subparagraphs ©(1) and (2) of the
Commercial Computer Software - Restricted Rights at 48 CFR 52.227-19 as applicable. The Software is also protected
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by International Treaty Provisions. Manufacturer is|EA Software, Inc. Suite 201, West 416 Riverside Spokane,
Washington 99201.

Miscellaneous This License Agreement shall be construed, interpreted and governed
by the laws of the State of Washington. Should any term of this License Agreement be declared void or
unenforceable by any court of competent jurisdiction, enforcement of the remaining terms shall not be affected.
Failure of either party to enforce any rights or to take action against the other party in the event of any breach of this
Licensing Agreement shall not be deemed awaiver of any subsequent enforcement of rights.

Limitations of Liability and Remedies In no event shall IEA Software, Inc. or its licensors be liable for any
loss of profit or any other commercial damage, including but not limited to special, incidental, consequential or other
damage, even if IEA Software, Inc. or its licensors are advised, in advance, or the possibility of such damages. IEA
Software, Inc. and its licenser’ s entire liability and your exclusive remedy shall be, at IEA Software’ s option, either (a)
return of the price paid, or (b) repair or replacement of the Software. To the maximum extent permitted by applicable
law, |EA Software, Inc. and itslicensors disclaim all other warranties, either express or implied, including but not
limited to, implied warranties with regard to the Software, the accompanying material. This Limited Warranty isvoid if
failure of the Software has resulted from accident, abuse or misapplication. Y ou may have other specific legal rights,
which vary from state/jurisdiction to state/jurisdiction.

Should you have any questions concerning this license agreement, please contact IEA Software, Inc. at Suite 326,
West 422 Riverside Spokane, Washington 99201 U.S.A. (509) 444-2455.

© 1996-2002 | EA Software, Inc.
All RightsReserved, World Wide
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1. Introduction

The Emerald Authentication DLL (EmerAuth) is an interface to the Emerald database which allows external systems
(ES) to interact with the Emerald database without having to know the database schema or access the database
directly. This decreasesthe challenge of vendors trying to keep up with the database structure or program an ODBC
interface into their products. Tight integration alleviates users from having to manage multiple user databases and
offers greater scaleability and control for all products.

When the ES starts up, it typically will initialize the DLL. At that point, the DLL will make a connection to the SQL
Server and verify licensing and database consistency. After the DLL is successfully opened, the ES can call the
available routines to verify and manipulate user data.

The DLL uses multiple connections to the SQL Server and can handle multiple requests simultaneously. It ismulti-
thread safe and designed for high performance. If the external system is broken into modules (for example a mail
server might have several modules), each module can safely have their own instance of the DLL without interference
to the other one. The DLL isintelligent enough to cache user information and re-connect broken or lost connections
tothe SQL Server.

EmerAuth is available either with afull Emerald license or aRadiusNT Enterpriselicense. It will not work with a
standard RadiusNT license, and requires the license to be stored in the database rather than the in the registry.

IEA Software works directly with vendorsto insure sufficient functionality is available. If you have additional
guestions about routines of the EmerAuth, please send mail to support@iea-software.com.

Supported Applications

EmerAuth includes five sets of APIs. The primary API isthe generic user API, which is much more flexible and
feature rich than the others. The other APIs are designed for specific software packages. Below isalist of vendors
and software packages supported.

Application | Type Vendor Website

NTMail Mail Server Internet Shopper www.ntmail.co.uk
IMail Mail Server Ipswitch WWW.ipswitch.com
Serv-U FTP Server Cat-Soft www.cat-soft.com
DNews News Server NetWin WWW.hetwinsite.com

External Authentication DLL 1 |EA Software, Inc.



2. Installation

You caninstall EmerAuth as part of the Emerald
distribution by selecting the EmerAuth component during
installation, as the EmerAuth component is not installed
with the typical selection. Toinstall EmerAuth Select the
Custom option as your Installation Type. EmerAuthis
located under the Client Option and is called Emerald
Authentication DLL. Select the X next to Emerald
Authentication DLL and select “will be installed on local
hard drive.” Then select Next and EmerAuth will be
installed with the distribution.

i'é“ Emerald Management Suite 4.0 Setup

Select Features

Pleaze zelect which features you would like to install

Web Server
Task Scheduler
RadiusMT Server
| X% -| LDAP Syncronizat
i X | Syslog Serer
il Clients
L % -] Emerald Authentic—

L E
»

) |

Feature Description:

Emerald Servers, including LDAR, BADIUS,
SYELOG, WEB and Task Scheduler.

Thiz feature will be installed o the |ocal hard
drive

This featurs requires 44KB on your hard drive.
It has 3 of & subfeatures selected. The
subfeatures require 1T1ME an pour hard drive.

Browse |

‘Wize Installation Wizard

Disk Cost Reset

< Back | Mest » I

Cancel |

Alternately, if you have Emerald already installed, you can copy the eaadmin.exe and EmerAuth.dll filesto your
Emerald directory. Once copied there, start EmerAuth in configuration mode (see the configuration section) and

select the install button (win32 only).
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3. Configuration

Configuring EmerAuth is accomplished viathe EmerAuth Configuration server.

Starting the EmerAuth Administrator

To start the EmerAuth Configuration server ininitial configuration mode follow these steps:

1. Fromyour Start Menu, Program Files, Emerald, Server, select EmerAuth Admin Debug Mode.
2. Fromyour Start Menu, Program Files, Emerald menu, select EmerAuth Web Config. When you are prompted
for apassword thisisthe admin password you set up in Emerald.

Alternately (if you are manually installing EmerAuth):
1. Open acommand prompt and change to the directory where you installed EmerAuth. Within that

directory, execute the command “ Eaadmn—debug”.
2. Open aweb browser and gotothe URL: http://127.0.0.1:8014

Configuring EmerAuth

1. Select the General options menu option. After changing the
settings, click Continue.

General options I

Configuration server IEnabIed 'l
?? Enablethe Configuration Server and select a Configuration server port [3014
port. The default port is 8014.
?? Enter the External System ID for the External Ezternal system ID [1

System. This should have been setup in the
Emerald Admin before you configure EmerAuth.
Please see the bel ow section on Mail
Configuration for more details on setting up an

E

Ignore case

Trim name

Externa System ID.

By default, RadiusNT/X is case sensitive when
authenticating a username and password. If this
option is enabled, RadiusNT/X will perform case
in-sensitive comparisons for authentication.
When enabled, the Trim Name option will cause

Service name

Setvice cotifrol

|EmerAuth Admin

Installl Remaove |

»>» Continue

RadiusNT/X to trim the domain prefix or suffix from ausername.
Set the service nameif you are going to install or remove the service. You can select the Install and

Remove optionsto install and remove the service.

2. Select the Database Configuration menu option. After
changing the settings, click continue. Please note, these
settings are commonly shared between all Emerald servers.
Therefore, if you already have Emerald or other Emerald

Dratabase coafigeration

Main [readiwrie) Eerald dataconnce

[Emerana G0l Servad =)

server installed and configured on thismachine, these o]
settings should already be set. Changing these settingswill ) Do
. . Backup (reeed coly) Eeverald datasoanca(y)
affect all other applicationsaswell. Dialeta
LocalS=ner = ﬂl
T semame emermab
Fazawird [—

External Authentication DLL 3
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?? TheMain Emerald datasource is the datasource that Emerald is using and the datasource that
EmerAuth will use. Thisisthe ODBC DSN that you will use to connect to the Emerald database. |If
you do not have aDSN defined, you can select (new) to create anew DSN.

?? The Backup Emerald datasource is any datasource to be used if the primary datasourcein
unavailable.

?? Theusername and password to connect to the database as.

3. The ODBC Control Panel can be used to create a new

datasource or edit and existing datasource.

Edit existing datasource | (none) j

Create new datasource |

?? Select adata sourceitem. Thisisthe ODBC
DSN that you will use to connect to the > Cortinve_|
Emerald database. If you do not haveaDSN
defined, you can type the name of the new datasource in the Create New datasource field and then
click continue. Y ou will then be guided through creating a new datasource.

4. Select the Licensing menu option and enter your license ‘

information. After changing the settings, click Continue. e
e key

Note: A special key isrequired to run EmerAuth. Pleaseemail  F o !

sales@iea-software.comif you have any questions regarding
your key.

»% Condnus

Debug & lo

5 |If you W.ant to define debuggl ng or Ioggl ng. sel eCt the DEbUg Log file IC:\Program Fileg\Emeraldiemera
and logging menu option. After changing the settings, click
Continue. n SQL
: Library calls
?? Typethefull path of where you want the log Db optioas Auth messages
7 Sect the Debug options tha tt E] e
7 ect the Debug options ou want to
see when runnin% iE debug angilwhat m

information you want written to the log file.

6. Onceyou have configured the server, it is very important that you choose the “ Save Changes” 224 Chianges
option from the top. Until you select thislink, the options and changes you made will not be permanently
stored. Also selecting the save changes links signals the server to reload the configuration options and start
running under the new options.

Configuring External Systems

For each installation of EmerAuth that will be attached to a mail server, you Domain
should configure an External System in the Emerald Admin. Inthe Genera
section, select the Domains option, and select New Domain. The mail domain
field must match the domain configuration of the mail server. Domainisthe
field used in the pick list, and Description isjust along description for the
domain. If you want the domain to be limited to a specific group, you can select
that group. Sort Order isthe order (from O as the first to 255 as the highest) to Sort Owder: |1 N
display the domain entriesin. ((Updare |

Dcamam | My
Il Dommadir [y, com
Descrigtion. | My
Biling, (o s
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In the System Section, select the External Systems option, and select New External System. The Name and
Description fields are used to describe the External System. For External Option, select either External for NTMail or
IMail for IMail. All other options should be |eft blank, asthey do not apply to EmerAuth. Click the update button to
save the External System. On the External Systemslist, the ESID for each External System that you createislistedin
thefirst column. Y ou will need that number when configuring the ESID the EmerAuth Administrator.

e e |
Noma
Hume: Bl Manc MNTH=l 1 nviail Dvind ]
Dheseripiion. Mol Dencipive: Tkl 2 NTail MMl a
Expoxt Type: | el . Expori Type | Exiwnal [LDAFEmueriats k) (= - a

Service Type

Lastly, you must associate Service Typesto the External System. If
you have multiple mail serversthisishow you tell Emerald which
Serviceswill be provisioned to each Mail server. In the Accounting

Service Type: |FPP Cosr 1355
Descripion: | Dislp Intemel Accasy

. . . .. . Apply Di = [ Yem & T: H v
Section, select the Service Types option. If you have existing Service e ;E = . g
Typesthat will have amail account associated to them, select that L_mm: v Rl
servicetype. Otherwise, create anew servicetype. e S T

. . . Sort Order: [prai)
For the Service Type, select the applicable External System and click TR

the update button.
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4. NTMail

Once you have the emerauth.dll file, you need to modify your NTMail registry settingsto tell NTMail to useit.
Below isabrief explanation of this process, but you should consult the NTMail Reference Manual to complete
details.

Configuration

To configure NTMail to use the emerauth.dll authentication DLL, you need to add the following registry value:

HKEY_LOCAL_MACHI NE\ Sof t war e\ | nt er net Shopper\ Mai | \ Par anmet er s\ User DLLLocat i on

astype REG_SZ. Y ou should copy the emerauth.dll fileto your NTMail base directory and have the contents of the
above key be "emerauth.dll".

Hereistheinformation from the NTMail Reference Manual about this value:
This defines the location and name of a security DLL. NTMail will
use the specified DLL to validate unknown users. NTMail will

search (in the order given) the following directories for the
security DLL

1. BASEDI R\ <User DLLLocati on>

2. %N NNT% SYSTEMB2\ <User DLLLocat i on>
3. <UserDLLLocation>

Additionally, thereisaregistry setting specific to the NTMail API that you need to set:
HKEY_LOCAL_MACHI NE\ Sof t war e\ | EA\ Ener Aut h\ ESI D
Thisisthe External System ID the user's service must belong to in order for the user to be considered aNTMail user.

Y ou can find out this number in the Emerald Administrator when you configure the External System. See below for
more details.

How it works

When NTMail isre-started after the above change is made, it will verify the emerauth.dll file, by calling aninit routine.
Thistriggersthe DLL to connect to the ODBC Datasource specified. You MUST have this configured before
running NTMail or the external authentication will awaysfail. The ODBC DSN should point to an existing Emerald
installation.

When auser logsin, NTMail asksthe DLL to authenticate the user. The DLL will do alookup in the Sub-Accounts
table for one of:

1. alogin matching the username, and the domain the MBR belongs to matching the
domain of the authenticating user.

2. ashell matching the username, and the domain the MBR belongs to matching the
domain of the authenticating user.

3. anemail address matching the username and the domain of the authenticating user.

External Authentication DLL 6 |EA Software, Inc.



If any of the above match, NTMail will then ask the DLL for some additional user information, and based on whether
itsa POP3/IMAP4 or incoming message (no password validation is done on incoming messages), return the
appropriate user info.

NTMail will search its own user database FIRST. |If the user does not exist inthe NTMail user database, then it will
query the DLL. Thereforeif you have ausernamein both, the NTMail will always take precedence over the Emerald
user. Therefore, you can setup specia usersor featuresin NTMail if the option is not available in Emerald (like
forwards, etc).

To restrict which users will be NTMail users, you can define an External System in Emerald 2.2 or higher of type
NTMail. Then you can specify Service Types to belong to that External System (both of these are donein the

Emerald Administrator). Thisisideal if you have multiple mail servers or want to have multiple NTMail systems,
since you can create multiple NTMail external systems and group your service typesto different External Systems.

Known Problems

The default mailbox NTMail recommendsis always returned. A future version will allow you to specify whether you
want the user's mailbox to be in their Emerald home directory or not.
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5. IMail

Although IMail allows you to add and edit usersviathe IMail admin and user manager, EmerAuth only allowsthe
IMail Admin to read user information from the Emerald database. All functions that create/modify/delete user
information will always return an error, as you should use Emerald for use management, not the IMail Admin user
management portions. The only exception to thisis setting the web preferences flag.

EmerAuth 4.5.2 supports both IMail 6 and IMail 7.1, with IMail 7.1 being the default. Since the interfaces between the
two versions have changed, if you would liketo use IMail 6, you must set the version option to IMail 6 or EmerAuth
may cause IMail 6 to function improperly.

Please Note: EmerAuth 4.5.2 ONLY supportsIMail 7.1. Sincetheinterface structure between IMail 7.0and 7.1 is
different, using EmerAuth 4.5.2 with IMail 7.0 will cause IMail 7.0 to not function correctly.

Configuration

To configure IMail to work with EmerAuth, you need to create or change the type of avirtual host to External. You
can do this either through the IMail Administrator or the IMail control panel. We will be using the IMail
Administrator below.

Please note, you should make sure you have configured EmerAuth to connect to your Emerald database before
configuring IMail. Several timesin the IMail configuration, it will try to connect to the database. If you have not
configured EmerAuth first, the check may hang the IMail administrator.

Wirtual Host Configuration

Open the IMail Administrator, go to the Global tab, and click Local kcdvesses Ol Hesd e Diofa W Wiadbees Sk
the virtual host admin button. For initial testing, you should | it ™" |:m -
create atest domain. IMail only allows one source for user “_r‘r:_:’;d— R
information per domain. Therefore, you can not have avirtual oy geage Homsre e e
domain with users from both the local IMail databaseand the CMabed el Gt
External Database. If you switch the type of avirtual host, © Usa MLl Dafabass o

" UzmlocalMT Uzer Disdshaca

you may cause all of the current usersto not exist anymore. € UisbumaiteD i Cotn |

Each ikl hodt red havn a ugue P addies Peer List |

When defining the Virtual Host, the FIRST alias defined must The it B of theae et in e Coniol Paeta
. . Hetrscek aoplet. Salsct TOF!'P ademcad Save
be the actual domain that matches the domain from Emerald. Al | R s L -

If thereis no aliases listed, the hosthame is used (which
probably is not correct). For example, if you are server.my.com, thenyou RGNl

should make thefirst alias "my.com". EnteinalDialabate Ingh nentakon DLL:
o e Flez e skt ey 4, Y

For the virtual host, select the "Use External User Database" and click NOBL: Speen DakaSiourca Neme

Save, and then click the configure button to the right. For the "External ::::m

Database Implementation DLL" enter the full path to where the —

EmerAuthislocated. Neither the ODBC DSN nor the Table nameis

currently used. For testing, just put the matching domain from EMErald in |t e i this e el e cbs shmreds o
for both the DSN and table name. Finally, click OK. Asaside note, if HEEAIEL PASSTER FLLTE, ISR satlass

you are configuring anew virtual host, you must save the domain before ok Carca
you can configure it (the OK button on the External Database
configuration will beinactive until you click save on the Virtual Host Configuration Screen).
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If you added a new virtual host, you may need to click on localhost then hit F5 in order to see the new virtual host
listed. Double-check your host properties, including the External User Database configuration to make sure the
settings were saved.

If you are using IMail 6, then you need to create/update the following Registry entry:

Key:  HKEY_LOCAL_MACHINE Software\IEA\EmerAuth\IMailVer
Type:. REG &
Vaue: “60" for IMail 6,“71" for IMail 7.1

Known Problems and Comments

?? Emerald stores additional IMail attributesin the SubAccountDatatable. Entries are created on the fly when
IMail needsto store additional attributes. Some of these attributes are hidden, while others are shown under the
Server custom data section.

?? It seemsthat IMail isloading/unloading the DLL asrequests comein. This could incur extraoverhead and
performance degradation on heavily used servers and negates the effectiveness of the EmerAuth cache.

?? IMail likesa“root” account for each domain. The requirement of such account is not known.

?? ThelMail admin may not list usersin your domain. Thisistypically caused by it trying to enumerate the list of
users by only calling GetNextUserEntry without calling GetFirstUserEntry first. Since the handle required in
GetNextUserUser is created in GetFirstUserEntry, you will see a set of linesin the EmerAuth log like:

Dec 22 00:03:17 2001 DI | Main Thread attach

Dec 22 00:03:17 2001 Get NextUserEntry Entering

Dec 22 00:03:17 2001 Get NextUserEntry Invalid connection handle
Dec 22 00:03:17 2001 Get NextUserEntry Leaving

Dec 22 00:03:17 2001 DI | Main Thread detach

?? Allow web accessis defaulted for each user.

?? If you want to expose all the hidden data for services, you can run thisquery. Thiswill expose ALL IMail
(External SystemType = -2) fields. Y ou can selectively set the hidden field to O for those to show, and 1 for those
to hide:

Updat e SubAccount Dat aTypes Set Hi dden = 0 \Where External Systemlype = -2
?? For some reason, the Web messaging does not work right correctly by itself. If you log into the web messaging

before using a POP/IMAP client to connect, no folders are accessible (all arelisted as Invalid). However, after
using something like Netscape or Outlook to connect to the account, all folders show up correctly in web

messaging.

?? Usersmust user their fully qualified user@domain for their username when logging into the Web Messaging
services. Thisisalso truefor POP and IMAP username configurations.

?? Some Personal preference options may not be saved.
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6. Serv-U

Serv-U isaflexible FTP server for the Windows platform, with extensive support for links, multiple users, etc. Please
see www. cat-soft.com for information on obtaining Serv-U and a more detailed list of itsincredible features.

Asof version 2.0c, it supports an External Authentication DLL to allow Serv-U to authenticate and get user
information from another database. With EmerAuth, the integration between Emerald and Serv-U allowsfor seamless
management of users. Thelargest concern of NT based management is how to give users home pages. This solution
allows you to give you users home page facility without having to give them an account on an NT machine or use
another facility to manage the user security access.

Configuration

Onceyou install the EmerAuth, you need to modify your serv-u.ini fileto configure Serv-U to useit. Themain
section that needs to be updated isthe External section. Y ou can add either the ClientCheckDLLx and
EventHookDLLx sections. The second isonly needed if you want to gather file transfer information into the
database.

[ EXTERNAL]

Cli ent CheckDLL1=c: \ ener al d\ Ener Aut h. dl |
Event HookDLL1=c: \ ener al d\ Emer Aut h. dl |

Please see the Serv-U documentation for more details on the serv-u.ini configuration changes.

How it works

EmerAuth now supports both the Authentication and Event hooks of Serv-U. Y ou can use them independent of
each other, but it typically makes more sense to them together, or just the authentication hook.

When Serv-U is started after the above changeis made, it will verify and initialize the EmerAuth. Thistriggersthe
DLL to connect to the specified ODBC DSN. You MUST have this configured before running Serv-U or the external
authentication will alwaysfail.

Authentication

When auser logsin, Serv-U asksthe DLL to authenticate the user. The DLL will do alookup in the SubAccounts
table for EITHER alogin or shell matching the username, and a password matching the FTP password. If these
match, Serv-U will then ask the DLL for the home directory. Thisisthe SubAccounts.HomeDir field for that

user.

If the user does NOT exist in Emerald, Serv-U will then search its own local user database. Therefore, you can setup
special situations, including anonymous access using the user interface of Serv-U, sinceit is more feature rich than
Emerald for those kind of users.

Event Hooks
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The Event hooks allow EmerAuth to store file transfer details in the database for each user. Y ou can then configure
Emerald to charge customers based on this information.

When a user completes an upload or download, EmerAuth will add an entry to the FileTransfers table with the user’s
AccountID, Date, Filename, bytes, and the direction (1=upload, O=download).

Supported Functions

The user will have full permissions for their directory tree. Serv-U will bein relative path mode, which means the
directory you specify isthe root directory or top level directory the user can access. Nothing below the user's home
directory will be accessible, unless you use the advanced features of Serv-U (links) to make them available.

User quotas are a so supported viathe HomeDirLimit field in the SubAccountstable. If thisfieldis0or NULL, the
user will not have aquota. If thefield is positive, the user will be limited to that amount of space (in KB) inthe
directory specified by HomeDir.

Known Problems

Some of the advanced features of Serv-U are not available to customersin the Emerald database. Thisincludesthe IP
restrictions, ratios, and others.
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7. DNews

DNewsisapowerful NNTP server. Please see www.netwinsite.com for information on obtaining DNews and a more.
As of version 4.6, DNews supports an External Authentication DLL to allow external authentication With EmerAuth,
the integration between Emerald and DNews allows easy management of users.

Configuration

Onceyou install the EmerAuth, you need to modify your dnews.conf file to include the following lines:

auth_extern true
auth _lib c:\eneral d\enerauth.dll

That will tell Dnewsto try and authenticate users using the emerauth.dll. Y ou will also need to modify your
access.conf fileto include entries for the group. A sample might be:

*:logoff:::*
*myisp.com:read,post:::*
*:read,post:,groups=PPP Filter::* ,I* sex*

The access.conf fileisvery tricky to configure right (and remember the last matching rule applies). Please see the
DNews documentation for more details on the dnews.conf and access.conf configuration changes.

How it works

When DNews receives a connection from areader, the reader can supply credentials. If the reader suppliesa
username/password, then DNews will connect to the EmerAuth to try and verify the user. |If the user isverified, the
EASwill return the user's AccountType from the SubA ccounts table to DNews. DNews will then look for agroup
with the same name, and grant the user the permissions specified by that group. See the DNews documentation on
how to define agroup in DNews.

Known Problems

The DNews APl isfairly new and may change to add additional functionality. Currently DNews opensthe DLL up
and closed it for each user request. This can require more over head than usual.
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8. Registry Settings

War ning:

Changing valuesin theregistry for WindowsNT can cause the system to become unstable or stop

working. Always use caution when manually changing registry entries.

EAS stores and reads configuration information from the following registry path:

HKEY_LOCAL_MACHINBE Software\IEA\EmerAuth

EmerAuth only reads the registry values at startup. If you change avalue, you must re-start the application using
EmerAuth for the change to take affect.

Listing

Following isalist of Registry values used by EmerAuth.

Reqgistry Description

IgnoreCase Ignore case when comparing username and password. Set to 1 to ignore username
case, 2 toignore password case, or 3 to ignore both.

ODBCDataSource Specified then ODBC DataSource Name to use for the ODBC connection. Thisis
found under HKEY L OCAL_ MACHINE Software\IEA\Common.

ODBCUsername The username for the ODBC connection. Thisis found under
HKEY_LOCAL_MACHINBE Software\|[EA\Common.

WCPassword The password for the ODBC connection. Thisisfound under
HKEY_LOCAL_MACHINBE Software\|EA\Common and is encrypted.

Logfile Thelogfile used for logging errors and general information to. This should be a
fully qualified path, since the current working directory of the DLL will vary
depending on the application calling it.

ESID Thisisonly used withthe NTMail API. The ESID should correspond to the

External Systeml D specified inEmerald. Thiscan be blank or left out if an
External SystemID is not used.

MailboxAccountl D

If set to 1, EmerAuth will use the AccountI D for the user’s Mailbox directory
name. Any other value (and the default) isto use the user’ s login name.

Options

If set to 1, EmerAuth will storefile transfer information into the File Transfers
table.

ODBCMaxConnections

The number of open connections EmerAuth can have to the SQL DB. The higher
this number the more concurrent connections EmerAuth can manage. However,
raising this number requires that your DB can handle that number of concurrent
connections. Bevery careful, as raising this number to high can have anegative
affect on performance under very heavy loads. The default is8. Thisisfound
under HKEY _LOCAL_MACHINBE Software\Common.

Cachelife

Thisvalue tells EmerAuth how long a user entry can stay in memory, beforeit
must refresh the entry from the DB. For heavy servers, raising this number can
increase performance (reduce DB load), but at the cost of delayed updates if you
change user information inthe DB. Thevalueisin seconds, and the default is
1200 (20 minutes).

CompanyName

The name of the Company that the key is Licensed to.

ConfigServerPort

The port number that you want EmerAuth to run on.

Debug_flag

A Numeric value to specify the level of debug.

External Authentication DLL
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License Thelicense key.

ServiceName The name of the Service that can be installed.

IMail6 If set to 1, EmerAuth will work with IMail 6.0, if set to 0, EmerAuth will work with
IMail 7.0. Note: This must be set for the right version otherwise EmerAuth will not
work correctly.
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9. Supported Database Systems

Although EmerAuth is designed to use ODBC for database connectivity, not all ODBC drivers and SQL statements
are the same. EmerAuth will check with the ODBC driver and automatically switch to support the RDBMS, if it has
internal knowledge of the RDBMS (see thelist below). Otherwise, EmerAuth will default to Microsoft SQL server
mode. Y ou can modify the DBM registry entry to force EmerAuth into a particular mode if you are using an unknown
database.

Microsoft SQL Server

EmerAuth can be an enterprise-wide solution when used with Microsoft SQL server. Theinherent Client/Server
design allows multiple clients to be the database simultaneously, without taking a performance hit. SQL Server is
also suited to handle tables that can contain over one million records, and includes replication and fail safe
operations.

When EmerAuth is used with Microsoft SQL Server, aimost all SQL statements are stored procedures. This provides
maximum flexibility and control of the database interaction. Below isalist of stored procedures used.

Name Description

VerifyUser Check user information for Generic API.
VerifyMailUser Check user information for Mail API.
VerifyNewsUser Check user information for News API.
VerifyFTPUser Check user information for FTP API.

Below isalist of the stored procedures that the EmerAuth will call. The parameters and returned columns must be of
the same type, but the stored procedures can be modified to the database design if you are not using Emerald.

CREATE PROCEDURE VerifyMailUser @username varchar(32), @domain varchar(32), @esid integer AS
Select Login, Shell, EMail, d.MailDomain, Password, HomeDir
From MasterAccounts ma, SubAccounts sa, Groups g, Domains d, AccountTypes at
Where ma.Customer|D = sa.CustomerID
AND ma.GrouplD = g.GrouplD
AND g.DomainlD = d.DomainID
AND at.AccountType = sa.AccountType
AND at.External SystemID = @esid
AND ( ((Login=@username OR shell=@username) AND d.Domain=@domain)
OR Email = @username +"@" + @domain)

CREATE PROCEDURE VerifyFTPUser @username varchar(32) AS
Select Login, Shell, Password, HomeDir, HomeDirLimit
From MasterAccounts ma, SubAccounts sa
Where ma.Customer|D = sa.Customer|D
AND sa.Customer| D=ma.Customer|D
AND (Login = @username or Shell = @username or EMail = @username)
AND saActive<>0 AND ma.Active <> 0
AND DateAdd(Day, ma.Extension+ma.OverDue, maExpireDate) >= GetDate()

CREATE PROCEDURE VerifyNewsUser @username varchar(32) AS
Sdect Login, Shell, Password, AccountType
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From MasterAccounts ma, SubAccounts sa

Where ma.Customer|D = sa.Customer|D
AND (Login=@username OR shell=@username OR Email = @username)
AND sa.Active<>0 AND maActive<>0
AND DateAdd(Day, ma.Extension+ma.OverDue, maExpireDate) >= GetDate()

Microsoft Access

Although Accessis not designed to be used in multi-user situations or enterprise wide implementations, itisavery
easy to use and powerful database for asingle application. Thereisasignificant performance issue when multiple
users access the database, though. Since RadiusNT must have the database open at all times, this can become an
issue asyou grow. There are also no built-in replication or fail safe capabilities either.

EmerAuth will internally create all SQL Statementsfor MS Access. Thislimitsthe flexibility of the database design to
follow the Emerald layout, but does not limit the power or features of what EmerAuth can offer.

A fully working Access 7.0 database isincluded with the RadiusNT distribution. Y ou can use this as a starting point

to test or build additional features or options that you would like to use.

Sybase SQL Server

EmerAuth supports operation with Sybase the same as Microsoft’s SQL Server. Please see the above Microsoft SQL
Server section for an overview. However, the scriptsto create the database itself will differ, since there are slight
differences between Microsoft’s TSQL and Sybase’s TSQL. Please seethe RadiusNT distribution for an example set
of scriptsfor creating a database under Sybase.

Oracle

EmerAuth supports operation with Oracle in asimilar fashion to MS Access. Each SQL query isbuilt into EmerAuth
and executed on the fly. Thisdiffersfrom Microsoft and Sybasein that it does not rely on stored procedures or
additional database configuration (besides the base tables).
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10. Trouble Shooting

Although we have went to great strides to make the installation and use of EmerAuth as easy as possible, problems
and errors will sometimes happen. Below are some common problemsand solutions to installing and using

Installation and Setup Problems

?? When my application attached to EmerAuth, it returns as error saying the DLL could not be initialized.

When an application attaches to EmerAuth, there are some initial checksEmerAuth must perform. The very first
oneisto attach to the database, verify connectivity and correct database license. Y ou must have an Emerald or
RadiusNT Enterprise license in your database for EmerAuth to function. Otherwise, it will return an error to the
calling application and fail. Please contact IEA Software salesif you have a question pertaining to the license.

Operation Problems

?? Can | run multiple instances of the EmerAuth on the same computer?
Yes. The EmerAuth will keep each instance separate and work correctly.

?? Can| run multiple instances of the EmerAuth on different computers all pointing to the same database for |oad
balancing or fail over?

Yes. One of the best features of EmerAuth isthe ability to run it on multiple machines. Thisisan excellent
choice for mail serversor ftp serversthat can cross mount user information. For example, if you have two
licensesfor Serv-U, you can run it on two different machines, both supporting the EmerAuth. Since the user
home directories are aUNC, either machine can access the home directories and provide correct functionality.
NTMail can also be setup in asimilar function to have a backup use aprimary server'sfile share.

Please check the licensing of all applications, including the EmerAuth, to make sure you are not violating a
licenseif you are using EmerAuth on more than one machine.
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