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Software License Agreement

By purchasing or installing RadiusNT or RadiusXuyndicate your acceptance of the following LiceAggeement.

Ownership of Software  You acknowledge and agree that the computer pragjeand associated documentation contained with
RadiusNT or RadiusX (collectively, the Software¢ amwned exclusively by IEA Software, Inc. and/srlitensors. The Software
contained in the package is protected under coplylégvs and all copyright and other intellectualgerty rights relating to the
Software are and remain the exclusive propertfdf Software, Inc. and/or its licensors. You may restt or lease the Software, but
you may transfer the Software and accompanyingnaten a permanent basis provided you retainapies and the recipient
agrees to the terms of this Agreement.

License IEA Software, Inc. grants to you, and you accepimited, non-exclusive and revocable
license to use the Software. You agree to useaftev&e in machine-readable object code form oslgathorized in this License
Agreement. This License Agreement does not conugytiie or interest in the Software to you.

Scope of License You may not make any changes or modifications éoSbftware, and you may not de-compile, disasseroble
otherwise reverse engineer the Software. You majend, rent, lease or sublicense the Softwaragrcapy to others for any
purpose. RadiusNT or RadiusX may only be instadled single WindowsNT, Solaris, Linux or FreeBSrkstation or server.
Additional servers may be purchased separately.afpee to use reasonable efforts to protect thevaod from unauthorized use,
modifications, reproduction, distribution and pghlion. You are not permitted to make any use®pies of the Software that are
not specifically authorized by the terms of thisdnise Agreement. Your adherence to this Licenseexgent will allow IEA
Software, Inc. to continue developing innovative aseful products and providing a high level oftonser service and support. If
you do not comply with the terms of this Licenserdgment, your license will be revoked.

Updates and Support All software updates and fixes are availableth@IEA Software, Inc. Web site. Major version tgdes
are not included or covered as part of the bagichiase agreement. Technical support is curremtiijable via methods listed on our
Web site Support section fatttp://www.iea-software.com/support

Restricted Rights The Software is provided with U.S. Governmentasficted Rights. Use, duplication, or disclosuyehe
Government is subject to restrictions set forteubparagraph ©(1)(ii) of The Rights in Technicatdand Computer Software clause
at DFARS 252.227-7013 or subparagraphs ©(1) andf(2)e Commercial Computer Software - Restrictegghi® at 48 CFR 52.227-
19 as applicable. The Software is also protectebhtgynational Treaty Provisions. ManufacturerdglSoftware, Inc. PO BOX 1170
Veradale WA, 99037.

Miscellaneous  This License Agreement shall be construed, inetegrand governed by the laws of the State of Wigstm.
Should any term of this License Agreement be dedlapid or unenforceable by any court of compejiaigdiction, enforcement of
the remaining terms shall not be affected. Faitfreither party to enforce any rights or to takéacagainst the other party in the
event of any breach of this Licensing Agreementl sttt be deemed a waiver of any subsequent enfoeoé of rights.

Limitations of Liability and Remedies In no event shall IEA Software, Inc. or its licers be liable for any loss of profit or any
other commercial damage, including but not limite&pecial, incidental, consequential or other dgenaven if IEA Software, Inc.
or its licensors are advised, in advance, of thesibdity of such damages. IEA Software, Inc. aisdicensor’s entire liability and
your exclusive remedy shall be, at IEA Softwargisian, either (a) return of the price paid, or (@pair or replacement of the
Software. To the maximum extent permitted by aaiie law, IEA Software, Inc. and its licensors t#iguo all other warranties,
either express or implied, including but not lindite, implied warranties with regard to the Softevand the accompanying material.
This Limited Warranty is void if failure of the Sufare has resulted from accident, abuse or misegtjih. You may have other
specific legal rights, which vary from state/julitttbn to state/jurisdiction.

Return Policy It is our goal to provide customers with the lighlevel of satisfaction possible. In order tousaghat our products
work well in your environment, IEA Software offeas30-day FULL functioning software trial that indes documentation and
support. If you require more than 30 days to eualtize software, we are happy to work with youxteed the trial to a length that
fits your timetable. This gives you, the user, apartunity to ensure that the product fully meeisryneeds. (Please test the software
in a non-production environment.) In light of thak period and opportunity to fully test our soétxe, IEA Software maintains the
policy that no refunds will be offered. We will, Wwever, address any problems with the software.

Should a software anomaly occur, our DevelopmedtSupport Teams will work to correct the probleneaBe note that you must
be using the application normally, as defined, yma must ensure that the bug is not due to anosaliether programs, the
operating system, your hardware, or data.


http://www.iea-software.com/support

In order to address any problems, please notdftbdiug must be able to be reproduced. Our Devedapand Support Teams will
require full documentation of the steps taken lgyubker that caused the error in the software dsawelecessary data and scenario
files to reproduce the error.

Contact Should you have any questions concerning thisdieeagreement, please contact IEA Software, IndBBX 1170
Veradale, WA 99037 U.S.A. (509) 444-BILL (2455).

Information in this document is subject to changgheut notice. No part of this document may beodpced or transmitted in any
form or by any means, electronic or mechanicahatit the express written consent of IEA Softwane, |

Trademarks

Emerald Management Suite, RadiusNT andRadiusX are trademarks of IEA Software, Inc. All imagelofmgraphs, animations, audio,
video and text incorporated into the Software avead by IEA Software, Inc., unless otherwise ndigd rademarkintel is a
registered trademark of Intel Corporatidnansact-SQL is a registered trademark abD&-Library is a trademark of Sybase, Ir&un
Solaris are trademarks of Sun Microsyster@sco is a trademark of Cisco Systems. All other tradénare the property of their
respective owners.

© 1995-2008 IEA Software, Inc.
All Rights Reserved, World Wide
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Overview

EmerNet is an integrated aggregation and ratingubeoid the Emerald Management Suite enabling Eméoasummarize and bill
for network traffic. For network traffic collectinCisco Netflow versions 1, 5, 7, 9 and IPFIX (REID1) are supported as well as
passive monitoring of Ethernet traffic over theewir

Installation

EmerNet is included as part of the Emerald distidsuhowever it is an optional component and mesekplicitly selected for install
during the installation of Emerald. If you will lirestalling EmerNet on a separate server dedidatredetwork data collection you
may choose to install only the EmerNet compon&itase see the Emerald documentation for morenaftion on installing
Emerald. Note: On the windows platform before starting EmeNet for the first time the network capture driver located in the
Emerald folder (winpcap_*) must be installed by exeuting this file.

Configuration

Configuring EmerNet is accomplished via the Emer@Blenfiguration server. To start the EmerNet Camfégion server in initial
configuration mode follow these steps:

Windows platform:

1. From your Start Menu, Program Files, Emeraldy&emenu, select EmerNet Server.
2. From your Start Menu, Program Files, Emeraldumeelect EmerNet Config.

UNIX platform or manual installation:
1. From the command line switch to the folder Enetrbls been installed (/usr/local/lemerald). Withadirectory execute

the command ‘./emernet —config’
2. From a web browser connect to the server ongi8.http://127.0.0.1:8018

General Options

General options menu configures the main dataaale method and miscellaneous management relgéohs. The two data
collection methods available are Cisco Netflow ¢i@ns 1,5, 7, 9 and IPFIX) and passive collectipplacing the collectors Ethernet
interface in promiscuous mode.

Cisco Netflow requires a router capable of expgrtnaffic flow summaries. The Cisco Netflow forraa@re supported in hardware
by many Non-Cisco vendors and additionally softwaokitions such as fprobe (http://fprobe.sourcefaret) that translate local
traffic into Cisco Netflow exports. EmerNet doext support aggregated export versions such as @wmeorersion 8 or sampled
IPFIX as they do not provide enough informationtidling to occur or be properly accounted for hg Emerald-rating engine.
Cisco Netflow and IPFIX are ‘one sided’ protocolhey offers no security against spoofing flow metsoand no retransmission
options should the collector not be running orehsrtoo much traffic to account for. When usimgeégNet in production using
Netflow and IPFIX it is recommended it be connedalédctly to a dedicated network interface on aickted network segment to
ensure security and reliability of traffic collemi.

Promiscuous mode data collection is an alternativen Cisco Netflow is not available. In this madktraffic going over the same
Ethernet segment as the collector is summarizedatad. Promiscuous mode collection in EmerNetisently limited to Ethernet
interfaces and works only with IPv4. In most Ettetrenvironments you will need to configure a ‘Moriior ‘Mirror’ port in the
Ethernet switch to send all traffic to the Emerki@tector so that it can see the networks datdidraff order to properly summarize
and rate it.


http://127.0.0.1:8018/

Fied Descripton

Configuration server When enabled the configuratief server is Configuration server [Ensbled =]
startgzd Wlt.h Emernet'. When d|§abled the Corfiguration server port o
configuration server is only available when
started manually by running ‘./emernet —confi§’ | p... cotiection Netiow =]

Configuration server port . TCP_ port the configuratgerver listens for Convurrent flow processors @ of CPUS |

n |nC0m|ng HTTP reqUESts,' Process queue (# flow records) W

Data collection Selects the data collection meth@dly one o b sz Eoves 1o sache) —
data collection method can be enabled for a o1 SAEHe SR O T A
collector. When set to Netflow & IPFIX Flow cache mas: TTL L

EmerNet listens for flow data sent to it. When
set to ‘Local Packet capture’ EmerNet puts th
local Ethernet interface in into promiscuous
mode and captures data directly from the
Ethernet interface.

Metflow listen port IQHB‘I

1%

Concurrent flow processors  The number of threadgcdeed to rating flow Allowsd NetFlow collectors [Doit |
records. This should reflect the number of

concurrent execution threads supported by th
collectors CPU. For example with a dual corg [ Aw
processor you would set this to 2 or 4 for a dual
core hyper-threaded processor. Setting the

(1)

? Service name IEmera\d Metwork Collector
number of flow processors higher than the sum | .
of all CPU’s available concurrent execution
threads will decrease performance. »» Cortirue_|
Process queue Maximum amount of flow records halveen

evicted from the flow cache that can be queued
for processing by the rating engine. A value @
between 1000 and no higher than 10000 is

recommended. If the process queue is full the
flow record is discarded.

=

17

Flow cache size Approx amount of unique traffiarffothat can
be stored and aggregated in main memory.
Increasing the flow cache size can significantl
improve processing performance by aggregating
more traffic flow data before being rated at the
expense of higher memory utilization. Each
flow cache entry requires about 270 bytes of
contiguous main memory.

<

Flow cache max TTL Number of seconds a cached ¢mremain
cached before being evicted to the process
gueue. Increasing this value improves
performance by providing more opportunity fo
flows to be combined before being rated at th
expense of minor delay in the rating of collect
flows.

O b ==

Netflow/IPFIX listen port UDP port to listen fordiv exports. The default
port is 4739.

Allowed NetFlow/IPFIX List of IP Addresses allowed to send netflow
export hosts data to EmerNet. Note: flow data can be
trivially spoofed - the allowed export list must
not be relied on and should be used in
conjunction with access control lists or other
methods to verify source address.

Packet Capture interface Name of the local ethentetface to capture
network traffic from when the Data collection
mode is set to ‘Local packet capture’




Rating Options
This menu provides configuration for Emerald ratamgine.

Rating engine lmed;l
Fleld - Despription - — I—listoryrecorduploadtimeoutlm
Rating Engine el'glbs;eednables and disables the ratmgine. It should always be History upload intorval [ B
History record | Query execution timeout when updating the Rateldjst@ble. This B ! oo B
upload timeout | is intended only as a backup to break deadlocksldlume occur _
and the RDBMS lock manager is not able to clealtishould not be __2 Coninue_|

set lower than 20 seconds.

History upload | Sets the interval at which rated flow records grieaded to the

interval database. Higher values place less load on tlabase server at the
expense of less frequent updates.
Rates rule This option determines how often rating rules aatthg classifiers

reload interval | are refreshed from the database. Reloading tfusntation often
will ensure the working rating configuration is ke to date.

Flow Filter Options
This menu is provided for compatibility with flowdging features used for rating

in earlier versions of Emerald and is no longempsuted. Enable flow logging [ Disabled recommended) ~|
Interval (0 for Mo Summary) |
Summary Mode [SrclPyPon DstiFfPart ]

Wlax DB Writes (0 for Mo Limit) ID

»» Continue |

Database Configuration

Select the Database Configuration menu optionerAfhanging the settings,
click continue. Please note, these settings areramly shared between all
Emerald services. Therefore, if you already haneald or other Emerald | paiasource [Emeraa maL serven =l
services installed and configured on this machimese settings should
already be set and you should ignore the datalmadaration menu.
Changing these settings will affect all other Enterauite applications as

»» Continue
well. [“enteamiine |

Usernatme Isa

Password |uuun

» Select a data source item. This is the ODBC DSyt will use to connect to the Emerald databdsgou do
not have a DSN defined, you can select (new) tatera new DSN.

* Fillin the username and password to connect tal#tebase as.

Emerald Configuration

Login | Emait |

Password: [
Rating of network flow traffic depends on the assignt of the “Netflow IP T - o
Address” and “Netflow Collector IP” custom dataldie to all service types that will s W:' —
be billed for netflow traffic. Serp Crrge: [7o2 3]
“Netflow IP Address” represents the IP addressdoiress mask of the IP or networl e sdtes iz Wetlow Collector [
that traffic destined to or originating from wilelbilled. This field must be specified """ """ -
in order for the end user to be billed for theitwerk traffic. It is recommended this =

data field be set to required for netflow basedisertypes to prevent operators fron g

Create | Cancel




forgetting to enter the end users IP. “Netflow €olbr IP” is an optional field seting the collectmtdress responsible for collection of
traffic for this account. This is useful only whivere are multiple flow probes throughout the leorahd cores of the network and
you need to prevent transit between routers fronsiog the customer to be double billed. PleasdtseRating section of the
Emerald Administrators guide for details on configg rating for network traffic.

Debug and Logging

Debug & Logging

This section is used to assist in troubleshootmdyrmonitoring the EmerNet server. We Log file [emermet vMM.Iog
recommend all debug options be disabled unless ibex specific reason to enable them. This | syaeze [
way only salient warning and error messages aretgehe log file. The log file name accepts W D g
special characters ‘DD’, “'YY’ and ‘MM’ for Day, Y@aand Month respectively. When these o

characters are entered the resulting log file nemeplaced with the values for the current day. NeFlow detadls
In addition to the log file you may send loggingssages to a central Syslog server including th Debug options I Detetes view
Syslog server included with the Emerald suite. I teswor 10

If you need to trouble shoot the EmerNet colleatoeasy way to do so monitoring its actions in ] Flow cache detis
real-time is by running it in debug mode from tlweemand line. To do this first stop the Emeral :
netflow collector if it is running as a windows giee or UNIX background task. Next run
‘./emernet —debug 15’ from the Emerald folder &risthe collector in debug mode. When in this mallilenessages are sent
immediately to the screen and not routed to ettiveitog file and or syslog server.

Collector Monitoring

EmerNet includes online monitoring options ‘Ratuqgoad queue’ used to view rated network flows pregrdipload to the database
and ‘Rating statistics’ used to monitor the perfante of the network collector.

Rating upload queue

Shows the results of all rated flows that haveyebdteen uploaded

to the database. This view is normally reset agidtabase is

. Rate ID | Rule ID | C: 1D [AccountD|  Comt | Dat
updated. Each row reflects the rated usage ofgiescustomer. If S B || G |

. . 21 142 0.00851999599935555598 8520 0.008520
multiple rates are defined a customer may have nhanme one row

associated Wlth them 5 4 -1 142 8.4797370000000071 479787 2119947

Field Description

Rate ID The rate identifier of a configured Emeriate available from the ID column of the ratdrigtwithin Emeralds
Admin / Rating / Rates menu.

Rule ID Rating rule invoked to rate the applicaftdevs available from the ID column of the Rule 8sting within Emerald

Admin / Rating / Rule Sets.

Customer ID | The Emerald MBR being billed for usagemost cases Customer ID is displayed as ‘-lamigg that the MBR
directly associated with the service responsibtegmerating the actual network usage (See Acd@uhelow).
Generally whenever Customer ID is not ‘-1’ the rigtbeing used to charge a reseller or other thardy not
directly associated with the service.

Account ID The Emerald service responsible forghaerating network usage.

Count Reflects the number of ‘Intervals’ as confegliin the rating rule set (See RulelD above) liaae been rated.
Data Data always reflects the number of bytes chuhr
Cost The configured cost based on Count, Data assilgly specifics of individual flows and classifie Costs are

defined from the Emerald Admin / Rating / Rule Saenu.

Rating Statistics



Displays the status and current performance ofdtieg engine.

System Performance Counters
System Performance / Current Activity ° ““
" T T ate history uploas s s Bmory eIrors
Fleld Descrlptlon Upload commit ¥3ms 93ms Database errors 0
Rate history upload | Amount of time to upload a Engsage record to the Classifier Oms  Oms Configuration errors 0
database Rating calculation Ims  Oms Initialization errors 0
Upload commit Time needed to commit a history uglbatch Rl reload S5 e o e
transaction Current Activity Warings ©
Classifier Time required to match a network flovitwan Rating reguests 67347
Emerald service Rating startup (R Tue Tul 25 1150:30 2006 Rirsdbvlelom: 5
. . - - : . History upload (SR Tue Tul 25 22:25:04 2006 Rule matehes 229110
Rating calculation Time required to rate a singtéaork flow record History comumit [JE Tue 1125 222504 2006 oo
Rule reload Time required to refresh all applicaialéing rules and Classifier quer R VA Classifior cache maissas 0
classifiers. Rl reload [N 72 7425 1150302006 || o aring requests 67547
Memory cleanup R Tus Tul 25 195035 2006 T
Totals dovnload [THERR 202
Counters
Field Description

Memory errors

Count of all memory allocation errereountered. If this counter ever increases densidding more
physical or virtual memory to the collector. Ifybave configured an excessive flow cache size
1>million records lowering the value may correctnnoey allocation failures.

Database errors

Total count of database errorsuater@d, normally this may increment slightly ihoections need to
be reestablished to the database server or dumeg twhen the database server is unavailable. Yaqu
should consult the EmerNet log file to view detdileformation about any database errors.

Configuration errors

Configuration errors are causg invalid or inconsistent rating configuratidios example the
referencing of rating rules that don’t exist oresting an unknown rule match type. If EmerNet is
running with a clean configuration with no inconeigt data it will not replace its configuration ohg a
rule refresh if the new configuration is inconsidteThe Emerald user interface effectively presehe
possibility of configuration errors however usestaumizations or direct configuration may lead te th
problem. If this counter is incremented view thedENet log file for detailed information about the
configuration error and how to correct it.

Initialization errors

Initialization errors poir &n internal problem within EmerNet itself and wlddoe reported to your
support representative.

Insufficient data errors

These occur when ther®tsenough or incorrect information presented talble to properly rate a
given flow record. See the EmerNet log file fotails.

Flow buffers exceeded

When this field is incremdnteneans EmerNet was not able to rate all incgrfliows in time and
was forced to discard a flow record. This conditian often be corrected by increasing ‘Flow Cache
Size’ and ‘Flow Cache Max TTL’ values in the Genenations menu. If you run into this problem and
are using Netflow export from a Cisco router oretflow probe you may be able to increase the local
‘aggregation’ times so that less flow records dtienately exported to EmerNet. If the buffer exdse
seem to happen in spurts rather than evenly over iticreasing the ‘Process queue’ value in the
General options menu help but do this only if thewe fails and do not exceed 10,000 flow records.
The EmerNet log file will periodically provide sunamies of the number of flow buffers exceeded over
time.

Missed flow packets

When Netflow V9 or IPFIX is dgdis field may be incremented to reflect flow bats not
successfully delivered to EmerNet. This representsstimate of missing flows based on gaps in th
sequence numbers of successive received flows.

[0}

Sequence violations

When Netflow V9 or IPFIX isdisesmall number of sequence violations can ocetmally due to
common events such as a router reboot or as d oésériods of network connectivity problems
between EmerNet and a device emitting flow recotdage numbers of sequence violations may
indicate attempts to exploit the collection of fiaflows, or incorrect IPFIX implementation.

Incomplete flow records

When Netflow V9 or IPFIXused EmerNet requires at the very least Ipv4 spwtestination and byte
count fields be present in exported flow datathéf incomplete flow counter is incrementing devices|
exporting netflow may need to be reconfigured tecdcally provide this information or disable
incompatible aggregation formats. IP informatisméquired by the Emerald rating engine to properly
account for customer usage.

Template lookup failures

When Netflow V9 or IPFIkaised templates are sent to EmerNet enablingdiétode flow data
records. Whenever template information is notlabée for a particular flow this field is incremeuat
and the associated network flows are not recordéis field may normally increment slightly but dgr
counts may indicate a problem with the system dkppnetflow. You may need to reconfigure the
template export intervals to occur more frequently.

Warnings

Count of warning level messages recordeldet EmerNet log file.




Rating Requests Total number of rating requestsgased.

Reqgs checked out This always translates to the aupfiflow processors configured (See ‘Concurréowfprocessors’
in the General options menu)

Rule matches Amount of rating rule matches, usualiyy times higher than the number of rating retgues

Classifier cache hits This should never incremasitig rating classifiers based on database queiib€EmerNet must be
avoided. All netflow classifiers included with Eraéd load all their data into memory using upload
attributes.

Classifier cache misses This should never increnusitig rating classifiers based on database queith EmerNet must be
avoided. All netflow classifiers included with Eraéd load all their data into memory using upload
attributes.

Successful rating requests The number of ratingestg successfully processed, ideally this nunib@uld match the ‘Rating
Requests’ number above.

History upload transactions  Count of historicalagals transactions done since EmerNet startup. doigis not reflect the number
of Emerald (RateHistory table) updates rather thalver of history update transactions that usually
contain several individual updates.

Flow filter statistics

Flow filters statistics are only available whenwléltering is enabled. This is provided only foackwards compatibility for those
migrating from previous versions of Emerald. U$éaw filtering is not supported and not recommedd

Reload rating rules

Refreshes all applicable rating rules and ratiagsifiers from the Emerald database. EmerNet easobfigured to refresh this
information periodically via the ‘Rates rule reloaterval’ setting found in the ‘Rating options’ me

Configuring NetFlow & IPFIX Clients

There are many choices for NetFlow & IPFIX clienMost router vendors are capable of sending flagkpts based on a global or
per interface settings. Alternately EmerNet caratly monitor flows on Ethernet segments by caufigg a ‘Mirror’ or ‘Monitor’

port at the Ethernet switch.

There are several flow formats routers may seriehterNet. The five currently supported flow formate Cisco Netflow V1, V5,
V7, V9 and IPFIX . Although each version contaiiifferent data, all versions contain the base miation EmerNet needs to
perform filter and aggregation functions.

Aggregated flow formats including Cisco Netflow siem 8 or IPFIX configured to emit aggregated sum@saare not supported and

must not be used with EmerNet. These formats ereffitient collection of statistics for network nagement and planning
purposes however they lack necessary specificigutyantee network flows are accurately assocetedilled to end users.

Cisco Routers

To configure a Cisco router for NetFlow requireg tsteps:
1. Enable NetFlow at the Global level. You wilffike the version of the flow to send and what adslte send the flow to.

2. Enable NetFlow per interface you want to coliatistics for.



For more information on configuring NetFlow switabiin a Cisco router, please see the follow URIthenCisco website:

http://www.cisco.com/en/US/docs/ios/12_1/switchfoquration/quide/xcdnfc.html

fprobe

fprobe is network monitoring server for UNIX scamgilocal traffic on its network segment and sendilegflow exports to a remote
server such as EmerNet for processing.

http://fprobe.sourceforge.net/

Command line example of using fprobe: fprobe 1424339

ntop

ntop is a network monitoring utility that can sexetFlow packets. You can find out additional imf@tion about ntop from the ntop
website:http://www.ntop.org

For more information on ntop, please see the ntepsite listed above.

Network Monitoring Extornal

You need to plan where to enable Netflow on youwnek. In a simple scenario, you can enable
NetFlow at your Internet or external connectiorhistwill send all traffic passing out through the
Internet to your NetFlow collector. However, iftyavant to collect only for a limited number of
computers (a web farm or co-location facility) thisy cause a significant amount of unwanted traffi
between the NetFlow client and EmerNet.

Another scenario possible uses an Ethernet switdiEanerNet in local packet capture mode. In this
configuration, you would enable the port the Emérdtdlector plugs into to see all traffic across th
switch. This is often called the “monitor” or “mir” port. For 3Com switches, this is often caltbd
analysis port. Please consult your switch docuatamt for further details on how to configure thetup. If you switch does not
have a monitor or analysis function, you can ubatato accomplish the same function. You wouldyphio the hub a connection to
the switch for your web farm or colocation, the moncomputer, and a connection to the Internetxaernal network. This limits
the traffic the monitor sees only to that passhrgugh the hub.

Colocation


http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/switch_c/xcprt3/xcdnfc.htm
http://fprobe.sourceforge.net/
http://www.ntop.org/

