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Software License Agreement

By purchasing or installing all or part of the EmldrManagement Suite, you indicate your acceptahtee
following License Agreement.

Ownership of Software You acknowledge and agree that the computer prdgjaand
associated documentation contained with the Em&daltagement Suite (collectively, the “Software”g awned
exclusively by IEA Software, Inc. and/or its licemns. The Software contained in the package is predeunder
copyright laws and all copyright and other intefled property rights relating to the Software and eemain the
exclusive property of IEA Software, Inc. and/orlicensors. You may not rent or lease the Softwaineyou may
transfer the Software and accompanying materiaks permanent basis provided you retain no copidstan
recipient agrees to the terms of this Agreement.

License IEA Software, Inc. grants to you, and you accepimited, non-
exclusive and revocable license to use the SoftWwére agree to use the Software in machine-read#tject code
form only as authorized in this License Agreeméhis License Agreement does not convey any titlat@rest in
the Software to you. You may only use the licensathber of copies of the Software as stated in pouchase
agreement.

Scope of License You may not make any changes or modifications ¢oSftware, and
you may not decompile, disassemble, or otherwigerse engineer the Software. You may not load, tease or
sublicense the Software or any copy to otherstrigrpurpose. You agree to use reasonable effopsotect the
Software from unauthorized use, modifications, oepiction, distribution and publication. You are petmitted to
make any uses or copies of the Software that arspeeifically authorized by the terms of this Lise Agreement.
Your adherence to this License Agreement will all&& Software, Inc. to continue developing innovatand
useful products and providing a high level of cogo service and support. If you do not comply wlith terms of
this License Agreement, your license will be reuvibhke

Updates and Support All software updates are available via the IEAt®are, Inc. web site.
A maintenance contract is available for major \@rsipgrades, which is not included or covered asgfdhe basic
purchase agreement. Technical support is availahlE-Mail, support mailing lists, or a purchageli&phone
support contract.

Trademarks IEA Software, Inc., Emerald, RadiusNT, and theoagted logo(s) are
registered trademarks. All images, photographsnations, audio, video and text incorporated intoSoftware is
owned by IEA Software, Inc., unless otherwise ndigd rademark.

Restricted Rights The Software is provided with U.S. Governmentestricted Rights.
Use, duplication, or disclosure by the Governmemsiibject to restrictions set forth in subparagr@fit)(ii) of The
Rights in Technical Data and Computer Softwaresgaat DFARS 252.227-7013 or subparagraphs ©(1)3naf
the Commercial Computer Software - Restricted Rigli48 CFR 52.227-19 as applicable. The Softveaatsd
protected by International Treaty Provisions. Magatiirer is IEA Software, Inc. PO BOX 1170 Veradala,
99037
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Miscellaneous This License Agreement shall be construed, ineteal and governed
by the laws of the State of Washington. Shouldteny of this License Agreement be declared void or
unenforceable by any court of competent jurisdigtienforcement of the remaining terms shall ncafiiected.
Failure of either party to enforce any rights otake action against the other party in the evéang breach of this
Licensing Agreement shall not be deemed a waivangfsubsequent enforcement of rights.

Limitations of Liability and Remedies In no event shall IEA Software, Inc. or its licens be liable for any
loss of profit or any other commercial damage,ldioig but not limited to special, incidental, comgential or other
damage, even if IEA Software, Inc. or its licensams advised, in advance, or the possibility ohsd@mages. IEA
Software, Inc. and its licenser’s entire liabiltgd your exclusive remedy shall be, at IEA Softigoption, either
(a) return of the price paid, or (b) repair or eg@ment of the Software. To the maximum extent figzdnby
applicable law, IEA Software, Inc. and its licersdisclaim all other warranties, either expressnmlied, including
but not limited to, implied warranties with regdodthe Software, the accompanying material. Tlvsited
Warranty is void if failure of the Software hasuked from accident, abuse or misapplication. Yy have other
specific legal rights, which vary from state/juiitstibn to state/jurisdiction.

Should you have any questions concerning this sieexgreement, please contact IEA Software, In(BB® 1170
Veradale, WA 99037 U.S.A. (509) 444-BILL (2455).

© 1996-2006 IEA Software, Inc.
All Rights Reserved, World Wide
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1. Introduction

The Emerald Authentication DLL (EmerAuth) is areiriice to the Emerald database allowing exterrsénys (ES)
to interact with the Emerald database without hgtinaccess the database directly. This decréfasehallenge of
vendors trying to keep up with the database straatu program an ODBC interface into their producigght
integration alleviates users from having to managéiple user databases and offers greater scétgatyid control
for all products.

When the ES starts up, it typically will initializbe DLL. After the DLL is successfully opened, 8 can call the
available routines to verify and manipulate useada

The DLL can handle multiple requests simultaneau#lys multi-thread safe and designed for highfgrenance. If
the external system is broken into modules (fonmga a mail server might have several modulesh eamdule can
safely have their own instance of the DLL withauterference to the other one. The DLL maintainghgarnal data
cache for improved performance as well as the nemagt of primary and backup database connections.

EmerAuth is available either with the professiomahigher editions of Emerald or purchased seplgratea feature
with Emerald Standard or RadiusNT/X only license.

IEA Software works directly with vendors to insuwéfficient functionality is available. If you haeglditional

guestions about routines of the EmerAuth, pleasd s&il to support@iea-software.com.

Supported Applications

EmerAuth includes five sets of APIs. The primamlAs the generic user API, which is much moreiliexand
feature rich than the others. The other APIs asged for specific software packages. Beloavlist of vendors
and software packages supported.

Application | Type Vendor Website

NTMail Mail Server Internet Shopper www.ntmail.co.uk
IMail Mail Server Ipswitch www.ipswitch.com
Serv-U FTP Server Cat-Soft www.cat-soft.com
DNews News Server NetWin Www.netwinsite.com
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http://www.ntmail.co.uk/
http://www.ipswitch.com/
http://www.cat-soft.com/
http://www.netwinsite.com/

2. Installation

You can install EmerAuth as part of the Emerald
distribution by selecting the EmerAuth componerrirdy
installation, as the EmerAuth component is notaithestl
with the typical selection. To install EmerAuth &atlthe
Custom option as your Installation Type. EmerAusth i
located under the Client Option and is called Etdera
Authentication DLL. Select the X next to Emerald
Authentication DLL and select “will be installed tocal
hard drive.” Then select Next and EmerAuth will be
installed with the distribution.

Select Features

Flease select which features you would like to install.

|»

Web Server

=2-| Task Scheduler
=+ RadiushT Server

: X ~| LDAP Syncronizat
- % -] Syslog Server

- =] Clients

v X | Emerald Authentic—

=3 Docs -
»

£
Feature Description:

Emerald Servers, including LDAF, RADIUS,
Sv5LO0G. WEB and Task Scheduler.

Thiz feature will be installed on the local hard
drive

This feature requires 44KEB an your hard drive:
It haz 3 of 5 subfeatures selected. The
subfeatures require 11ME on your hard drive.

Brovse |

wise Installation wizard:

Disk Cost Beset

< Back | Hext» I

Cancel |

Alternately, if you have Emerald already installgdy can copy the eaadmin.exe and EmerAuth.d8 fibeyour
Emerald directory. Once copied there, start Em#rAuconfiguration mode (see the configurationtise¢ and

select the install button (win32 only).

External Authentication DLL 2
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3. Configuration

Configuring EmerAuth is accomplished via the EmahAQonfiguration server.

Starting the EmerAuth Administrator

To start the EmerAuth Configuration server in alitonfiguration mode follow these steps:

1. From your Start Menu, Program Files, Emeraldy&e select EmerAuth Admin Debug Mode.
2. From your Start Menu, Program Files, Emeraldumeslect EmerAuth Web Config. When you are
prompted for a password this is the admin  passwoudset up in Emerald.

Alternately (if you are manually installing EmerAit

1. Open acommand prompt and change to the disesfoere you installed EmerAuth. Within that
directory, execute the command “Eaadmn —debug”.
2. Open a web browser and go to the URL: http7//0®.1:8014

Configuring EmerAuth

1. Select the General options menu option. Aftemging the I
settings, click Continue.
Confipuration server lm
* Enable the Configuration Server and select a | | Configuration server port [3014
port. The default port is 8014.
» Enter the External System ID for the External ' | Exiemal system ID 1
System. This should have been setup in the
Emerald Admin before you configure Tgnore case
EmerAuth. Please see the below section on S n
Mail Configuration for more details on setting
up an External System ID.

Service name IEmerAuth Admin

* By default, RadiusNT/X is case sensitive wher

authenticating a username and password. If tt | erics sontrol _nstal |_Remove |
option is enabled, RadiusNT/X will perform
case in-sensitive comparisons for _ > Cortinue_|

authentication.
* When enabled, the Trim Name option will cause RsldilYX to trim the domain prefix or suffix
from a username.
» Set the service name if you are going to instateonove the service. You can select the Install
and Remove options to install and remove the servic

2. Select the Database Configuration menu optésiter
changing the settings, click continuBlease note, these
settings are commonly shared between all Emerald
servers. Therefore, if you already have Emerald oother

Datahase configuration I

|Emerald4 (S0L Server) = |

Wain (readfwrite) Emerald datascurce

Emerald server installed and configured on this maine, Up|
these settings should already be set. Changing g _Down |
settings will affect all other applications as well B Gem ) B eLdEEDOr o) Deiee |

ILoca\Ser\/er - ﬂl

Username Iemerweb
Password I"‘“’”‘”‘“

External Authentication DLL 3
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* The Main Emerald datasource is the datasourceEtihatald is using and the datasource that
EmerAuth will use. This is the ODBC DSN that yodlwse to connect to the Emerald database.
If you do not have a DSN defined, you can seleetvjrto create a new DSN.

» The Backup Emerald datasource is any datasoutoe trsed if the primary datasource in
unavailable.

* The username and password to connect to the databas

Emerald database. If Emerald field encryption is | Emereld password encryption secret key [sssseess

enabledand the server EmerAuth has been installe | Emerdd password encryption key file |

on does not have Emerald installed you must ente
the password encryption key or provide the locatiofi
of the encryption key filelf Emerald 5 has already been installed on this coputer or password field
encryption is disabled do not make changes to thiialogue.

3. Password encryption settings are used to decrypt .
o
Emerald encrypted passwords stored within the ‘

4. The ODBC Control Panel can be used to creatma n

datasource or edit and existing datasource.

Edit existing datasource I(none) j

Create new datasource I

* Select a data source item. This is the ODBC
DSN that you will use to connect to the _ > Coninue_|
Emerald database. If you do not have a DSiN
defined, you can type the name of the new datasdarthe Create New datasource field and then
click continue. You will then be guided throughatiag a new datasource.

5. If you want to define debugging or logging, sékhe Debug and logging menu option. After chagdhe
settings, click Continue.

» Type the full path of where you want the log file.
» Select the Debug options that you want to see wnening in debug and what information
you want written to the log file.

6. Once you have configured the server, it is wegortant that you choose the “Save Changes” ogitmm the
top. Until you select this link, the options arfthnges you made will not be permanently storedo Aklecting
the save changes links signals the server to rel@adonfiguration options and start running urtiernew
options.
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Configuring External Systems

For each installation of EmerAuth that will be atiad to a mail External System
server, you should configure an External SystethenEmerald
Admin. External systems are configured in Emevédhe “Admin” /
“Services” / “External Systems” menu. Please beeEmerald
Administrators guide for additional information oanfiguring

external systems.

Mame IImalI

Description |Imai| Server
System Type |Ima\| j

Update

On the External Systems list, the ESID for eactetl System that you create is listed in the Gicdtimn. You
will need that number when configuring the ESID HmerAuth Administrator.

External Systems

1 Trnail Trnadl Server Trnail 1

The next step after the external system has beatert is to associate the service types that willding this
external system with it. From Emeralds “Admin"Sérvice Types” menu choose a service type frontishgou
would like to assign the new external system tac&the service type dialogue appears click thev'Sgstem”
button at the very bottom of the page and choos@&dhvly created external system from the seledistn Please
see the Emerald Administrators guide for additianfdrmation on configuring service types and ex#disystems.

Assigned External Systems

EETE T ST S
1 Imail

Imail Server Delete

External Authentication DLL 5 IEA Software, Inc.



4. NTMail

Once you have the emerauth.dll file, you need tdifpgyour NTMail registry settings to tell NTMaibtuse it.
Below is a brief explanation of this process, buf ghould consult the NTMail Reference Manual tomplete
details.

Configuration

To configure NTMail to use the emerauth.dll autieatiton DLL, you need to add the following registalue:

HKEY_LOCAL_MACHI NE\ Sof t war e\ | nt er net Shopper\ Mai | \ Par anmet er s\ User DLLLocat i on

as type REG_SZ. You should copy the emerauthldltdi your NTMail base directory and have the cotg®f the
above key be "emerauth.dll".

Here is the information from the NTMail Referencamial about this value:

This defines the |ocation and name of a security DLL. NTMail will
use the specified DLL to validate unknown users. NTMail wll
search (in the order given) the followi ng directories for the
security DLL

1. BASEDI R\ <User DLLLocati on>

2. %N NNT% SYSTEMB2\ <User DLLLocat i on>
3. <UserDLLLocati on>

Additionally, there is a registry setting specificthe NTMail API that you need to set:
HKEY_LOCAL_MACHI NE\ Sof t war e\ | EA\ Ener Aut h\ ESI D

This is the External System ID the user's serviastrbelong to in order for the user to be consiier®&TMail user.
You can find out this number in the Emerald Adnti@isor when you configure the External System. [Ssew for
more details.

How it works

When NTMail is re-started after the above changeasde, it will verify the emerauth.dll file, by dab an init
routine. This triggers the DLL to connect to thBBC Datasource specified. You MUST have this quried
before running NTMail or the external authenticatwaill always fail. The ODBC DSN should point to axisting
Emerald installation.

When a user logs in, NTMail asks the DLL to autiete the user. The DLL will do a lookup in the Sdtcounts
table for one of:

1. alogin matching the username, and the domaitvitBR belongs to matching the
domain of the authenticating user.

2. ashell matching the username, and the domaiMBR belongs to matching the
domain of the authenticating user.

3. an email address matching the username andthaid of the authenticating user.

External Authentication DLL 6 IEA Software, Inc.



If any of the above match, NTMail will then ask tbeL for some additional user information, and lthsa
whether its a POP3/IMAP4 or incoming message (rss\ard validation is done on incoming messages)néhe
appropriate user info.

NTMail will search its own user database FIRSTth# user does not exist in the NTMail user datapthen it will
query the DLL. Therefore if you have a usernamiedth, the NTMail will always take precedence oer
Emerald user. Therefore, you can setup specias usdeatures in NTMail if the option is not aadile in Emerald
(like forwards, etc).

To restrict which users will be NTMail users, yanadefine an External System in Emerald 2.2 orénigii type
NTMail. Then you can specify Service Types to bglto that External System (both of these are dotige

Emerald Administrator). This is ideal if you haweiltiple mail servers or want to have multiple NTiMgystems,
since you can create multiple NTMail external systeand group your service types to different Exde8ystems.

Known Problems

The default mailbox NTMail recommends is alwaysimeéd. A future version will allow you to specifthether
you want the user's mailbox to be in their Emehaithe directory or not.
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5. IMail

Although IMail allows you to add and edit users thia IMail admin and user manager, EmerAuth olibns the
IMail Admin to read user information from the Emierdatabase. Many functions that create/modifgideliser
information will return an error, as you should &swerald for use management, not the IMail Admierus
management portions. One exception to this isngettie web preferences flag.

EmerAuth supports Imail versions 6, 7.1, 8.14 ai&(8006). Unfortunately due to frequent incomiplatichanges
to the Imail external API you should check to makee EmerAuth supports the version of Imail you
upgrading to or perform a test installation on aroserver to verify compatibility.

Configuration

To configure IMail to work with EmerAuth, you nesalcreate or change the type of a virtual hostdieial. You
can do this either through the IMail Administratwrthe IMail control panel. We will be using tHdail
Administrator below.

Please note, you should make sure you have coafigdmerAuth to connect to your Emerald databaseréef
configuring IMail. Several times in the IMail cogdiration, it will try to connect to the databadéyou have not
configured EmerAuth first, the check may hang tail administrator.

Virtual Host Configuration k EJ
Open the IMail Administrator, go to the Global taind click | Loca addresses Dfficial Host Name Default Mar Maibos Size
the virtual host admin button. For initial testiygpu should %ﬁm_ |severmy com v
create a test domain. IMail only allows one sodeocaiser lies o
information per domain. Therefore, you can notehav T“i:i:cmwame fﬂg&ws
virtual domain with users from both the local IMddtabase [CiMaltsst s Lser Count
and the External Database. If you switch the tyfoe virtual £ Use IMail User Database o
host, you may cause all of the current users te@xist ; E ‘E'NTIUUSt: i

* Use Extemnal User Databaze onfigure:

e e oot e ot il Panchs _Peot |
When defining the Virtual Host, the FIRST aliasided e brapetes Biitud 152 alow hoss it IP
must be the actual domain that matches the dorraim f esses. M ses of ) 3w Lrimied I

Emerald. If there is no aliases listed, the hostha used

(which probably is not correct). For example, ifiyare server.my.com,

then you should make the first alias "my.com"”.

External Database Implementation DLL:

|c:\pmgram filezhemeraldvemerauth. di

For the virtual host, select the "Use External U3atabase" and click ODBC System Data Source Narme:

Save, and then click the configure button to thybtri For the "External | [m.com

Database Implementation DLL" enter the full pathvtwere the Table name:

EmerAuth is located. Neither the ODBC DSN nor Tlable name is o cord

currently used. For testing, just put the matchlogmain from Emerald | Bes oo Eh e s e
in for both the DSN and table name. Finally, ci@K. As a side note, if | VSERID. PASSWORD. FULLNAME. USERDIR and FLAGS.
you are configuring a new virtual host, you mustestne domain before -
you can configure it (the OK button on the Exterbatabase

configuration will be inactive until you click sawa the Virtual Host Configuration Screen).

If you added a new virtual host, you may need iickayn localhost then hit F5 in order to see the mgtual host
listed. Double-check your host properties, inahgdihe External User Database configuration to nsake the
settings were saved.
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Emerauth depends on the following Imail registry:ke
HKEY_LOCAL_MACHINE\Software\lpswitch\IMail\Global\\¢rsion

This key determines the current version of IMaditailled. The key must correctly reflect the versbimail being
used or EmerAuth may fail to provide the proper Apport for Imail.

Known Problems and Comments

« Emerald stores additional IMail attributes in théb&ccountData table. Entries are created on thetilen
IMail needs to store additional attributes. Sorhthese attributes are hidden, while others arevatend can
be modified by editing the users service.

» Allow web access is defaulted for each user.

* If you want to expose all the hidden data for sarsj see the Emerald “Admin” / “Advanced” / “Accafa
Fields” menu for options on making the hidden feetdrailable by setting the “Allow SA” field to “Y&s

* Imail 2006 does not allow accounts to make chattgesigh the Imail 2006 web interface when an extern

authentication DLL is defined. This is a known lglemm in the Imail 2006 server. Imail is working an
solution that will also require a new version af tBmerAuth DLL when available.
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6. Serv-U

Serv-U is a flexible FTP server for the Windowstfalem, with extensive support for links, multiplears, etc.
Please see www.cat-soft.com for information on iobtg Serv-U and a more detailed list of its indbdel features.

As of version 2.0c, it supports an External Autieation DLL to allow Serv-U to authenticate and gsér
information from another database. With EmerAutle, integration between Emerald and Serv-U allows fo
seamless management of users. The largest conicihbased management is how to give users homgespa
This solution allows you to give you users homeeptagility without having to give them an accountan NT
machine or use another facility to manage the siseurity access.

Configuration

Once you install the EmerAuth, you need to modduryserv-u.ini file to configure Serv-U to use Tthe main
section that needs to be updated is the Exterodbse You can add either the ClientCheckDLLx and
EventHookDLLx sections. The second is only nedflgdu want to gather file transfer informationante
database.

[ EXTERNAL]

Cli ent CheckDLL1=c: \ ener al d\ Ener Aut h. dl |
Event HookDLL1=c: \ ener al d\ Emer Aut h. dl |

Please see the Serv-U documentation for more defaithe serv-u.ini configuration changes.

How it works

EmerAuth now supports both the Authentication amdriE hooks of Serv-U. You can use them indepenoiegéch
other, but it typically makes more sense to thegetioer, or just the authentication hook.

When Serv-U is started after the above change aemawill verify and initialize the EmerAuth. Thtriggers the
DLL to connect to the specified ODBC DSN. You MUBdve this configured before running Serv-U or the
external authentication will always fail.

Authentication

When a user logs in, Serv-U asks the DLL to autbatd the user. The DLL will do a lookup in the 8ebounts
table for EITHER a login or shell matching the umsane, and a password matching the FTP passwotbedé
match, Serv-U will then ask the DLL for the homeediory. This is the SubAccounts.HomeDir field foat
user.

If the user does NOT exist in Emerald, Serv-U ti#n search its own local user database. Thetrgfotecan setup
special situations, including anonymous accesgyusia user interface of Serv-U, since it is mogduee rich than
Emerald for those kind of users.

Event Hooks

The Event hooks allow EmerAuth to store file trangfetails in the database for each user. Youtmmconfigure
Emerald to charge customers based on this infoomati
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When a user completes an upload or download, Entlen&ill add an entry to the FileTransfers tablehtie user’s
AccountID, Date, Filename, bytes, and the direcfibrupload, O=download).

Supported Functions

The user will have full permissions for their dit@y tree. Serv-U will be in relative path mode,iethmeans the
directory you specify is the root directory or tepel directory the user can access. Nothing bétmwser's home
directory will be accessible, unless you use theaaded features of Serv-U (links) to make themlatséa.

User quotas are also supported via the HomeDirlfigld in the SubAccounts table. If this fielddsor NULL, the
user will not have a quota. If the field is positithe user will be limited to that amount of gpéo KB) in the
directory specified by HomeDir.

Known Problems

Some of the advanced features of Serv-U are ndabl@to customers in the Emerald database. ihhisdes the
IP restrictions, ratios, and others.
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7. DNews

DNews is a powerful NNTP server. Please see wwwinsite.com for information on obtaining DNews aad
more. As of version 4.6, DNews supports an Extefughentication DLL to allow external authenticati@Vith
EmerAuth, the integration between Emerald and DNallgsvs easy management of users.

Configuration

Once you install the EmerAuth, you need to moddurydnews.conf file to include the following lines:

auth_extern true
auth Iib c:\eneral d\enerauth.dll

That will tell Dnews to try and authenticate usasig the emerauth.dll. You will also need to nfpgtour
access.conf file to include entries for the groépsample might be:

*:logoff:.:*
*myisp.com:read,post:..*
*.read,post:,groups=PPP Filter::*,*sex*

The access.conf file is very tricky to configurghti (and remember the last matching rule applRigase see the
DNews documentation for more details on the dneawd.and access.conf configuration changes.

How it works

When DNews receives a connection from a readergiger can supply credentials. If the readerlgegpp
username/password, then DNews will connect to therButh to try and verify the user. If the useveérified, the
EAS will return the user's AccountType from the Sotounts table to DNews. DNews will then look &ogroup
with the same name, and grant the user the peonssspecified by that group. See the DNews doctatien on
how to define a group in DNews.

Known Problems

The DNews API is fairly new and may change to adiditéonal functionality. Currently DNews opens tBeL up
and closed it for each user request. This cannrequore over head than usual.

External Authentication DLL 12 IEA Software, Inc.



8. Registry Settings

Warning: Changing values in the registry for WindowsNT can cause the system to become unstable or stop
working. Always use caution when manually changingegistry entries.

EAS stores and reads configuration information ftbefollowing registry path:
HKEY_LOCAL_MACHINE\Software\lEA\EmerAuth

EmerAuth only reads the registry values at starifigou change a value, you must re-start theiaafibn using
EmerAuth for the change to take affect.

Listing

Following is a list of Registry values used by Efugh.

Reqistry Description

IgnoreCase Ignore case when comparing usernamgaasevord. Set to 1 to ignore username
case, 2 to ignore password case, or 3 to ignote bot

ODBCDataSource Specified then ODBC DataSource Namse for the ODBC connection. This is
found under HKEY_ LOCAL_ MACHINE\Software\IEA\Common.

ODBCUsername The username for the ODBC connecTiois.is found under
HKEY_ LOCAL_ MACHINE\Software\lEA\Common.

WCPassword The password for the ODBC connectiors iSHound under
HKEY_ LOCAL_ MACHINE\Software\lEA\Common and is engtgd.

Lodfile The logfile used for logging errors and geal information to. This should be a

fully qualified path, since the current workingetitory of the DLL will vary
depending on the application calling it.

ESID This is only used with the NTMail API. The IESshould correspond to the
ExternalSystemID specified in Emerald. This carlaak or left out if an
ExternalSystemID is not used.

MailboxAccountlD If set to 1, EmerAuth will use tWecountID for the user’s Mailbox directory
name. Any other value (and the default) is to tseuser’s login name.

Options If set to 1, EmerAuth will store file trdesinformation into the File Transfers
table.

ODBCMaxConnections The number of open connectionerButh can have to the SQL DB. The higher

this number the more concurrent connections Eméraah manage. However,
raising this number requires that your DB can hatidht number of concurrent
connections. Be very careful, as raising this neintb high can have a negative
affect on performance under very heavy loads. ddfault is 8. This is found
under HKEY_ LOCAL_ MACHINE\Software\Common.

CachelLife This value tells EmerAuth how long a wsary can stay in memory, before it
must refresh the entry from the DB. For heavyeexyraising this number can
increase performance (reduce DB load), but attisé @f delayed updates if you
change user information in the DB. The value isdnonds, and the default is
1200 (20 minutes).

CompanyName The name of the Company that the Keigesised to.
ConfigServerPort The port number that you want Eua#r to run on.
Debug_flag A Numeric value to specify the levetlebug.
License The license key.

ServiceName The name of the Service that can bellet.
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10. Troubleshooting

Although we have went to great strides to makartb&llation and use of EmerAuth as easy as pasgiibbblems
and errors will sometimes happen. Below are sopnammon problems and solutions to installing andgisin

Installation and Setup Problems

*  When my application attached to EmerAuth, it resueis error saying the DLL could not be initialized.

When an application attaches to EmerAuth, theresange initial checks EmerAuth must perform. Theyve
first one is to attach to the database, verify eatinity and correct database license. You muge [zen
Emerald or RadiusNT Enterprise license in your loiasa for EmerAuth to function. Otherwise, it wdturn an
error to the calling application and fail. Pleasatact IEA Software sales if you have a questiemgining to
the license.

Operation Problems

e Can | run multiple instances of the EmerAuth ongame computer?
Yes. The EmerAuth will keep each instance sepanadework correctly.

e Can | run multiple instances of the EmerAuth orfiedént computers all pointing to the same databasiead
balancing or fail over?

Yes. One of the best features of EmerAuth is Hiltyato run it on multiple machines. This is arcellent
choice for mail servers or ftp servers that casgmount user information. For example, if youehwo
licenses for Serv-U, you can run it on two diffarerachines, both supporting the EmerAuth. Sineeutber
home directories are a UNC, either machine cansadte home directories and provide correct funatity.
NTMail can also be setup in a similar function tvé a backup use a primary server's file share.

Please check the licensing of all applicationduitiong the EmerAuth, to make sure you are not tiagpa
license if you are using EmerAuth on more thanmaehine.
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